Article

Companiesinadvertently fund online
misinformation despite consumer backlash

https://doi.org/10.1038/s41586-024-07404-1
Received: 7 July 2023

Wajeeha Ahmad'®, Ananya Sen?, Charles Eesley' & Erik Brynjolfsson®

Accepted: 9 April 2024

Published online: 5 June 2024

Open access

M Check for updates

The financial motivation to earn advertising revenue has been widely conjectured to
be pivotal for the production of online misinformation'*. Research aimed at
mitigating misinformation has so far focused on interventions at the user level’ 8, with
little emphasis on how the supply of misinformation canitself be countered. Here we
show how online misinformationis largely financed by advertising, examine how

financing misinformation affects the companies involved, and outline interventions
for reducing the financing of misinformation. First, we find that advertising on
websites that publish misinformation is pervasive for companies across several
industries and is amplified by digital advertising platforms that algorithmically
distribute advertising across the web. Using an information-provision experiment®,
we find that companies that advertise on websites that publish misinformation can
face substantial backlash from their consumers. To examine why misinformation
continues to be monetized despite the potential backlash for the advertisers involved,
we survey decision-makers at companies. We find that most decision-makers are
unaware that their companies’ advertising appears on misinformation websites but
have a strong preference to avoid doing so. Moreover, those who are unaware and
uncertain about their company’s role in financing misinformation increase their
demand for a platform-based solution to reduce monetizing misinformation when
informed about how platforms amplify advertising placement on misinformation
websites. We identify low-cost, scalable information-based interventions to reduce
the financial incentive to misinform and counter the supply of misinformation online.

The prevalence of online misinformation can have important social
consequences, such as contributing to greater fatalities during the
COVID-19 pandemic', exacerbating the climate crisis", and sowing
political discord™. Yet the supply of misinformation is often finan-
cially motivated. The economic incentive to produce misinforma-
tion has been widely conjectured by academics and practitioners
to be one of the main reasons websites that publish misinformation
(hereafter referred to as ‘misinformation websites’ or ‘misinforma-
tion outlets’), masquerading as legitimate news outlets, continue to
be prevalent online' ™. During the 2016 US Presidential election, one
operator of a misinformation outlet openly stated “For me, this is all
aboutincome™,

Mediareports have anecdotally observed that companies and digital
platforms contribute towards financially sustaining misinformation
outlets via advertising'". Advertising companies can either place their
advertisements directly on specific websites or use digital advertis-
ing platforms to distribute their advertisements across the internet
(Methods, ‘Background on digital advertising’). The vast majority of
online display advertising today is done via digital advertising plat-
forms that automatically distribute advertisements across millions
of websites'®, which may include misinformation outlets. According
to arecent industry estimate, for every US$2.16 in digital advertising

revenue sent to legitimate newspapers, US advertisers send US$1 to
misinformation sites".

Existing work to counter the proliferation of misinformation online
has primarily focused on empowering news consumers®* in order to
reduce the demand for misinformation through interventions such
as fact-checking news articles®, providing crowd-sourced labels®
and nudging users to share more accurate content’. However, a vital
question remains regarding how the incentive to produce or supply
misinformation may be countered. Indeed, recently, academics have
proposed ‘supply-side’ policies for steering platforms away from the
revenue models that might contribute towards sustaining harmful
content’®, Digital platforms have also attempted to decrease adver-
tising revenue going to some misinformation websites”. However,
despite these attempts, advertising from well-known companies and
organizations continues to appear on misinformation websites, thereby
financing such outlets***. Moreover, the supply of misinformation is
expected toincrease with generative Altechnologies making it easier
to create large volumes of content to earn advertising revenue*?,

In this Article, we attempt to provide a first step in understanding
how to limit the financing of online misinformation via advertising
using descriptive and experimental evidence. To tackle the problem
of financing online misinformation, itisimportant to first understand
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the role of different entities within this ecosystem. In particular, we
need to establishwhether companies directly place advertisements on
misinformation outlets or do so by automating such placement through
digital advertising platforms. Although several mainstream digital
platforms generate the vast majority of their revenue via advertising?,
little is understood about the role of advertising-driven platforms in
financing misinformation. To evaluate therelativeroles of advertising
companies and digital advertising platforms in monetizing misinfor-
mation, we construct unique large-scale datasets by combining data
on websites publishing misinformation with advertising activity per
website over a period of three years.

Next, the extent to which companies can be dissuaded from adver-
tising on misinformation websites depends on how their customers
respond toinformation about the prevalence of companies’ advertising
onsuchwebsites. As people find out about companies advertising on
misinformation websites through news and social media reports®?*,
they may reduce their demand for such companies or voice concerns
against such practices online”?, Therefore, itisimportant to measure
the preferences of the people who consume a company’s products or
services regardless of whether these consumers visit misinformation
websites themselves. To measure these effects, we conducted asurvey
experiment with asample of the US population by randomly varying the
pieces of factual information we provided to participants. By simultane-
ously measuring how people shift their consumption and the types of
actors (thatis, advertisers or digital advertising platforms) that they
voice concerns about, we capture how peoples’ reactions change as the
degreetowhichadvertisers and advertising platforms are held respon-
sible varies. We also study how consumer responses may vary depend-
ing on the intensity of a company’s advertising on misinformation
websites by providing company rankings on this dimension.

Finally, whether decision-makers within companies are aware of
their company’s advertisements appearing on misinformation out-
lets and prefer to avoid doing so can have animportant role in curb-
ing the financing of misinformation. In recent years, advertisers have
often participated in boycotts of advertising-driven platforms such
as YouTube, Facebook and Twitter for placing their advertisements
next to problematic content*?, However, there is little systematic
measurement of the knowledge and preferences of key decision-makers
within companies in this context. To address this gap, we surveyed
executives and managers by contacting the alumni of executive educa-
tion programmes. Moreover, we conducted aninformation-provision
experiment to examine whether decision-makers would increase their
demand for a platform-based solution to avoid advertising on misin-
formation outlets wheninformed about the role of digital advertising
platforms in monetizing misinformation.

We report three sets of findings from our descriptive and experi-
mental analyses. First, our descriptive analysis suggests that misin-
formation websites are primarily monetized via advertising revenue,
with asubstantial proportion of companies across several industries
appearing on such websites. We further show that the use of digital
advertising platforms amplifies the financing of misinformation.
Second, we find that people switch consumption away from compa-
nies whose advertising appears on misinformation outlets, reducing
the demand for such companies. This switching effect persists even
when consumers are informed about the role of digital advertising
platforms in placing companies’ advertisements on misinformation
websites and therole of other advertising companiesin financing mis-
information. Third, our survey of decision-makers suggests that most
ofthemareill-informed about the roles of their own company and the
digital advertising platforms that they use in financing misinformation
outlets. However, decision-makers report a high demand for informa-
tion on whether their advertisements appeared on misinformation
outlets and solutions to avoid doing so. Those who were uncertain
and unaware about where their advertising appeared also increased
their demand for a platform-based solution to reduce advertising
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on misinformation websites upon learning how platforms amplify
advertising on such websites.

Insum, our results indicate that there isroom to decrease the financ-
ing of misinformation using two low-cost, scalable interventions. First,
improving transparency for advertisers about where their advertise-
ments appear could by itself reduce advertising on misinformation
websites, especially among companies who were previously unaware
oftheiradvertisements appearing onsuch outlets and were thus inad-
vertently financing misinformation. Second, although it is currently
possible for consumers to find out about advertising companies
financing misinformation through news and social media, platforms
could make advertising on misinformation outlets more easily and
continuously traceable to the advertising companies involved for con-
sumers. Our results suggest that both simple information disclosures
and comparative company rankings can reduce consumer demand
away from companies advertising on misinformation websites.

We build on prior work analysing the ecosystem supporting misin-
formation websites?®** and programmatic advertising® by matching
millions of instances of advertising companies appearing across thou-
sands of news outlets with data on misinformation websites, thereby
providing large-scale evidence of the ecosystem that sustains online
misinformation over a consistent period of three years. Additionally,
we present descriptive evidence about the relative roles of advertising
companies and digital advertising platformsin financing misinforma-
tion. Next, our information-provision experiments examine the effects
of advertising on misinformation websites for companies and plat-
forms. Previous work has examined the conditions under which people
reactagainst companies for failing to operate up to their expectations—
forexample, due to service quality deterioration®, not fulfilling social
responsibilities®, advertising next to violent content®, or taking a
political stance®8, Our research design contributes to this literature
in two key ways by: (1) measuring both types of potential consumer
responses—that is, ‘exit’ and ‘voice’—that are theorized in the lit-
erature®; and (2) doing so using incentive-compatible behavioural
outcomes at the individual level, which enables us to capture costly
decisions people make and move beyond stated preferences recorded
in related experimental research*. More broadly, our research sug-
gestsan alternative approach to countering misinformation online by
suggesting how the monetization of misinformation could be curbed
using information interventions. Our study complements and extends
prior work on using disclosures*®*! and interventions to counter mis-
information®’ by showing that disclosures about companies advertis-
ing on misinformation outlets can shift consumption away fromsuch
companies, ultimately incentivizing companies to reduce the financing
of misinformation via advertising.

Collection of website and advertising data

To categorize whether a website contains misinformation, we com-
piled a list of misinformation domains using three different sources:
NewsGuard, the Global Disinformation Index (GDI) and websites used
inprior work (see Methods, ‘Collecting website data’). NewsGuard and
the GDI use automated and manual methods to source and evaluate
websites, but each website is rated manually by expert professionals
who apply journalistic standards to evaluate online news outletsin a
non-partisan and transparent manner.

We collected data on advertiser behaviour from 2019 to 2021 via
Oracle’s Moat Pro platform, which includes data collected by ‘crawl-
ing’ approximately 10,000 websites daily to create a snapshot of the
advertisinglandscape. Moat’s web crawlers mirror anormal user expe-
rience and attempt to visit a representative sample of pages for each
website at least once a day. To the best of our knowledge, these data
are the gold standard used by many industry stakeholders for com-
petitive analysis. For all the websites in our sample that get non-zero
traffic throughout this period and have advertising data available on
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Fig.1|Advertising companies appearing on misinformation websites by
industry. From 2019 t0 2021, werecorded the number of times companiesina
givenindustry appeared onthe 5,485 websitesin our sample per month. Our
final sample of advertisers consists 0f 42,595 companies and 9,539,847 instances
of companies advertising on the websites in our sample. We removed industries
where the number of advertising appearances by all companies combined was
below the 5th percentile of the totalnumber of advertising appearances, resulting
inatotal of23industries.a, The proportion of companiesineachindustry that
appearonmisinformation websites atleast oncein oursample.b, The advertising

the Moat Pro platform, we collected monthly data on the advertising
companies appearing on each website and digital advertising platforms
used by each website.

Our final dataset, which contains data on advertising and misinfor-
mation, consists of 5,485 websites (including 1,276 misinformation
websites and 4,209 non-misinformation websites) and 42,595 unique
advertisers with 9,539,847 instances of advertising companies appear-
ing on news websites between 2019 and 2021. Additionally, for the
most active 100 advertisers each year, as identified by Moat Pro, we
collected weekly data on the websites that they appeared on and the
digital advertising platforms that they used.

Descriptive analysis

Ofthe websites in our sample, 89.3% were supported by advertising
revenue between 2019 and 2021, and the majority of misinformation
websites (74.5%) were monetized by advertising during this period.
Moreover, among websites rated by NewsGuard, amuch smaller per-
centage of misinformation websites had a paywall (2.7% in the USA
and 3.2% globally) relative to non-misinformation websites (25.0%
inthe USA and 24.0% globally), which indicates a greater reliance on
advertising for financing relative to other subscription-based busi-
ness models among misinformation websites. Although different
entities may have specific ideological or financial motivations for
propagating online misinformation, data from NewsGuard-rated
websites (see Supplementary Table 3) shows that relative to non-mis-
information websites, misinformation websites were also more likely
tobeoperated by individuals as opposed to corporate, non-profit or
government entities. Given that advertising appears to be the domi-
nant business model that sustains misinformation outlets, it meritsa
closer look. We find that companies that advertise on misinformation
websites span awide range of industries (Supplementary Table 4) and
account for 46% to 82% of overall companiesin each industry (Fig. 1a).
These include several well-known brands among commonly used
household products, technology products and business services,
as well as finance, health, government and educational institutions
among otherindustries. Further, the intensity of advertising on mis-
information sites is similar (mean =1.01, 95% confidence interval
[0.945,1.074], t(22) = 0.311, P = 0.759 from one-sample t-test, n = 23)

80 90 0 0.2 0.4 0.6 0.8 1.0 1.2 1.4

Advertising intensity on misinformation relative to non-misinformation sites

intensity on misinformation sites relative to non-misinformation websites for
eachindustry. Thisis calculated by dividing the proportion of advertisements
from companies of thatindustry appearing on misinformation websites among
alladvertising appearances on misinformation websites with the same proportion
for non-misinformation websites perindustry. Therefore, values lower than1
indicateless, values close tolrepresentsimilar and values higher than1represent
greateradvertising intensity on misinformationsitesrelative tonon-misinformation
websites.

to that on non-misinformation sites for companies across several
industries (Fig. 1b).

Next, we examined the role of digital advertising platformsin financ-
ing misinformation. For the one hundred most active advertisers in
each year, we collected weekly data on the websites their advertise-
ments appeared on and their use of digital advertising platforms.
On average, about 79.8% of advertisers that used digital advertising
platformsin a given week appeared on misinformation websites that
week. In contrast, among companies that did not use digital advertis-
ing platformsinagiven week, only 7.74% appeared on misinformation
websites onaverage inagiven week (two-sided t-test £(192.12) = 93.903,
P<0.001,n=144).In other words, companies that used digital adver-
tising platforms were approximately ten times more likely to appear
on misinformation websites than companies that did not use digital
advertising platforms. Moreover, we account for industry and time
trends to find that the use of digital advertising platforms by compa-
nies substantially amplifies the likelihood of a company’s advertising
appearing on misinformation websites (see Extended Data Table 1).

Effects of advertising on misinformation

Next, our survey experiment aimed to determine potential changes
in consumer behaviour based on experimentally varied informa-
tion about the roles of companies and platforms in financing mis-
information via advertising. Using the framework of Hirschman?,
we measured how people (1) exit (that is, decrease their consump-
tion), and (2) voice concerns about company or platform practices
via online petitions in response to the information provided in an
incentive-compatible manner.

Average treatment effects

As detailed in Methods, ‘Consumer experiment design’, participants
in our experiment were offered a gift card from a company of their
choice. Our primary pre-registered outcome is whether respondents
exit by switching their top gift card choice after receiving an infor-
mation treatment, which takes the value one for people who switch
and the value zero for all other participants (n=4,039). To observe
exitoutcomes, we focus on company-related information treatments
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Table 1| Average treatment effects on exit

Switch in preference

Switch to lower preference

Switch in category Switch to lower misinformation

1 2 3 4 5 6 7 8
Company (T1) 013™ 013™ 0.08™ 0.08™ 0.05™ 0.05™ 1.03" 0.69°
(0.01) (0.01) (0.01) (0.01) (0.07) (0.07) (0.48) (0.38)
<0.001 <0.001 <0.001 <0.001 <0.001 <0.001 0.031 0.075
Platform (T2) 0.03™ 0.03" 0.01 0.01 0.02 0.01 0.52 0.23
(0.01) (0.01) (0.01) (0.01) (0.01) (0.01) (0.54) (0.48)
0.010 0.012 omn4a 0M8 0.076 0.130 0.335 0.629
Company and platform (T3) 0.10™ 010" 0.06™ 0.06™ 0.04™ 0.04™ 0.69 0.28
(0.01) (0.01) (0.01) (0.01) (0.01) (0.01) (0.49) (0.38)
<0.001 <0.001 <0.001 <0.001 <0.001 <0.001 0.157 0.452
Company ranking (T4) 0.08™ 0.08™ 0.06™ 0.06™ 0.03" 0.02" 157" 0.95"
(0.01) (0.01) (0.01) (0.01) (0.01) (0.01) (0.50) (0.39)
<0.001 <0.001 <0.001 <0.001 0.006 0.015 0.002 0.015
Controls No Yes No Yes No Yes No Yes
Control group mean 0.04 0.04 0.02 0.02 0.03 0.03 0.65 0.65
Observations 4039 4039 4039 4039 4039 4039 430 430

Ordinary least squares (OLS) regression results for each of the four treatment groups (T1, T2, T3 and T4) in our sample. Columns are numbered along the top. In columns 1and 2, the dependent
variable is a binary variable that takes the value 1 when a participant switches their gift card choice from their top choice company after receiving the information treatment and is zero
otherwise (n=4,039). In columns 3 and 4, the dependent variable is a binary variable that takes the value 1 when a participant switches their gift card choice from their top choice company to

a company they prefer less (as measured by how participants assign weights to each of the 6 gift card choices that must all sum up to 100) and is zero otherwise (n=4,039). In columns 5 and 6,
the dependent variable is a binary variable that takes the value 1 when a participant switches their gift card choice across product categories (for example, from ride-sharing gift cards to a fast
food gift card) and is zero otherwise (n=4,039). Columns 7 and 8 show regressions for the sub-sample of participants who switch their gift card choice; the dependent variable is the difference
in the intensity of advertising misinformation between the participant’s top choice gift card company and the company they finally choose after receiving the information treatment (n=430).
We report summary statistics and demonstrate that our treatment groups are balanced across observable characteristics in Supplementary Table 5. Results for the sample including inattentive
respondents are shown in Supplementary Table 9. No adjustments were made for multiple comparisons. Robust standard errors are shown in parentheses. P values derived from two-sided
t-tests are reported below the standard errors. The remaining pairwise P values are reported in Supplementary Table 6. *P<0.1, **P<0.05, ***P<0.01.

(T1,T3and T4), whererespondents are informed that advertisements
from their top choice of gift card company recently appeared on misin-
formationwebsites. Table 1, column1shows that respondentsincreas-
ingly exit (thatis, increase switching away or decrease demand from)
their first choice company relative to control (b = 0.13,95% confidence
interval[0.10, 0.16], P < 0.001) inresponse to learning about their top
choice gift card company’s advertisements appearing on misinforma-
tion websites (T1). This effect persists (b = 0.13,95% confidence interval
[0.10,0.16], P< 0.001; Table 1, column 2) when we control for partici-
pants’ demographic and behavioural characteristics in our preferred
specification, which enables more precise estimates (see Supplemen-
tary Information, ‘Analysis: consumer study outcomes’). We also use
text analysis of the responses to a free-form question, which helps
to identify the effect of the information intervention more directly.
Respondents’ text responses explaining their choice of the gift card
reveal that misinformation concerns drive this switching behaviour
(Extended Data Fig. 1a).

Switching behaviour also increases relative to the control group
(b=0.10,95% confidenceinterval [0.07,0.13], P< 0.001) when respond-
entsaretold about the substantial role of digital advertising platforms
in placing companies’ advertisements on misinformation websites
(T3). This switching behaviour persists even though respondents are
more likely to state that digital advertising platforms are responsible
for placing companies’ advertisements on misinformation websites
by four percentage points relative to the control group (b= 0.04, 95%
confidenceinterval [0.02, 0.06], P< 0.001, Extended Data Fig. 1b).
This suggests that advertising companies can continue to experience
adeclineindemand for their products or services despite consumers
knowing that digital advertising platforms have a substantial role in
placing companies’ advertisements on misinformation websites.

When provided with a ranking of companiesin order of their intensity
of appearance on misinformation websites (T4), respondents switch
away from opting for their top choice gift card company (b = 0.08, 95%
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confidence interval [0.05, 0.11], P < 0.001). This result shows that the
advertising companies can expect to face a decrease in consumption
for financing misinformation despite other companies also advertis-
ing on misinformation outlets. Respondents are less likely to mention
product featuresthatare relevant to the companiesthey areinterested
in—forexample, healthy food, good prices and availability in the local
area, among others (b =-0.07,95% confidenceinterval [-0.09,-0.05],
P<0.001, Extended Data Fig. 1a). Examining the direction of consumer
switching shows that among those who switch their gift card prefer-
ence (n=430), those provided with company-ranking information in
T4 made the most switches towards companies that less frequently
advertised on misinformation websites (b = 0.95,95% confidence inter-
val[0.19,1.71], P= 0.015). This result suggests that providing aranking
ofadvertising companies transparently could steer consumer demand
towards companies that advertise less frequently on misinformation
websites.

Our results are robust to alternative exit outcomes thatinclude
whether participants switch to a product they prefer less than their first
choice (Table1, columns 3 and 4) and whether they switch their choice
across product categories (Table 1, columns 5 and 6), further indicat-
ing that participantsincur areal cost of switching to acompany thatis
notequivalentto their top-ranked one. Although our platform-related
information treatment (T2) does not explicitly mention the respond-
ents’ first choice gift company (asin T1, T3and T4) or its specific use of
digital advertising platforms (as in T3), we observe a small amount of
switchingin T2 relative to the control group (b = 0.03, 95% confidence
interval [0.01, 0.05], P=0.012). This could be because respondents
might partially blame their first choice gift card company as it could
be top of mind for them*? or assume that the information provided in
T2 alluded to the company they had just chosen®. It is important to
note that the other outcomes reportedin Table1lin the paper—thatis,
switching to lower preference gift cards and switching across categories
are not statistically significant for T2, which suggests that T2 does not



resultin treatment effects similar to our other treatments. Overall, we
find that companies whose advertisements appear on misinformation
websites can face substantial consumer backlashin terms of both exit
and voice. Consumers who switched their gift card choice as a result
of ourinformation treatments lost about 39.4% of the mean value and
42.9% of the median value of their gift card value on average. Given that
the value of the gift card is US$25, a 39.4% decline in the mean value
translates to treated consumers losing an equivalent of US$9.85. The
distribution of weights assigned to the initial top gift card choice and
the final selection is shownin Extended Data Fig. 2, whichillustrates a
substantial leftward shift in the weight distribution when individuals
switch away from their top choice. We also find suggestive evidence
for vast differences between consumers’ stated and revealed prefer-
ences, as shown in Supplementary Fig. 3. When compared to prior
research, our 13 percentage point declinein demand is similar in mag-
nitude to the demand reduction observed from receiving negative
product feedback** and exceeds the magnitude of previously meas-
ured changes indemand associated with companies taking a social or
political stance*?®,

Next, we examine the effects of the information interventions on
our pre-registered voice outcomes captured by individuals signing
anonline petitionto voice concerns about advertising on misinforma-
tion websites. Participants were given the option to sign one of four
different petitions on Change.org (https://www.change.org/): two
company-level petitions advocating that companiesin general should
block or allow their advertisements from appearing on misinforma-
tion outlets, and two similar platform-level petitions. Although we
observe petition signatures at the group level, we use clicks on petition
links as our primary voice outcome since this informationis available
at the individual level and most closely matches the proportions of
actualsignatures (Extended DataFig.3). Our results are robust to using
alternative petition outcomes, such as intention to sign a petition,
self-reported petition signatures and actual signatures (Extended
Data Table 2). Of note, we do not analyse actual signatures for the T4
group since Change.org accidentally deleted these petitions after
they were recorded.

Relative to the control group, participants were 5 percentage points
(36%) significantly more likely to click on the platform petition link
whengiveninformation about therole of digital advertising platforms
inautomatically placing advertisements on misinformation websites
inthe platform (T2) treatment group (Table 2, columns 3 and 4). Text
analysis from respondents’ explanation of their petition choice con-
firms that respondents hold digital advertising platforms more respon-
sible for financing misinformation in T2 relative to the control group
(b=0.02,95% confidence interval [0.01, 0.04], P= 0.012, Extended
Data Fig. 1b). For example, one respondent stated who opted for the
platform blocking petition explained their choice by stating that the
platform option “involves more than one company.” Another stated
that their chosen gift card company is “not the only ad being put on
misinformation sites. It is a larger issue that has to do with the plat-
forms used to place ads.” Indeed, signing these petitions is the only
way that participants cantake any actionto hold advertising platforms
responsible in response to T2, which explicitly highlights the role of
platforms.

Uponreceivinginformation about all six gift card companies’ adver-
tisements appearing on misinformation websites (T4), participants
were significantly more likely to click on petition links suggesting that
advertising companies need to block their advertisements fromappear-
ing on misinformation websites (Table 2, columns 3 and 4). Based on
their open-ended text responses (Extended DataFig.1a), respondents
increasingly highlighted misinformation-related concerns (b = 0.09,
95% confidenceinterval [0.07, 0.11], P < 0.001) and placed less emphasis
on product usage (b =-0.05, 95% confidence interval [-0.07, - 0.03],
P<0.001) and product features (b =-0.07, 95% confidence interval
[-0.09, - 0.05], P<0.001).In T4, the treatment intensity for companies,

Table 2 | Average treatment effects on voice

Company Platform
1 2 3 4
Company (T1) 0.02 0.02 -0.02 -0.02
(0.02) (0.02) (0.02) (0.02)
0.180 0.257 0.286 0.349
Platform (T2) -0.01 -0.01 0.05"* 0.05"*
(0.02) (0.02) (0.02) (0.02)
0.546 0.007 0.436 0.006
Company and -0.00 -0.00 -0.01 -0.01
platform (T3) (0.02) (0.02) (0.02) (0.02)
0.863 0.940 0.638 0.708
Company ranking (T4) 0.04* 0.04* -0.03* -0.03
(0.02) (0.02) (0.02) (0.02)
0.047 0.049 0.080 0M5
Controls No Yes No Yes
Control group mean 015 015 014 014
Observations 4039 4039 4039 4039

OLS regression results for each of the four treatment groups (T1, T2, T3 and T4) in our sample
(n=4,039). Columns are numbered along the top. In columns 1and 2, the dependent variable
is clicking on a link to sign a petition that suggests that companies like the respondent’s top
choice gift card company need to block their advertisements from appearing on misinformation
websites. In columns 3 and 4, the dependent variable is clicking on a link to sign a petition that
suggests that digital advertising platforms used by companies need to block advertisements
from appearing on misinformation websites. Alternative petition outcomes are shown in
Extended Data Table 2. Alternative petition outcomes are shown in Extended Data Table 2.
Results for the sample including inattentive respondents are shown in Supplementary Table 10.
No adjustments were made for multiple comparisons. Robust standard errors are shown in
parentheses. P values derived from two-sided t-tests are reported below the standard errors.
The remaining pairwise P values are reported in Supplementary Table 7.

ingeneral, is significantly stronger relative to T1and T3 since we high-
lighted that all six gift card companies advertise on misinformation
websites (at varyinglevels). Thisincrease in treatment intensity could
explain a higher treatment effect for T4 relative to the null effects for
company petitionsin the other treatment arms, which only specifically
mentioned the respondents’ top choice gift card company.

Heterogeneous treatment effects

Next, we explore heterogeneity in treatment effects along four
pre-registered dimensions (gender, political orientation, frequency
of use of the company’s products or services, and consumption of mis-
information) based on our hypotheses (see Methods, ‘Consumer experi-
ment design’). Focusing on exit (Extended Data Table 3, columns 1-4),
we observe positive treatment effects for all groups—that is, male and
female, Biden voters and Trump voters, frequent and infrequent users
ofacompany’s products or services, and those who report consuming
news from misinformation outlets in our survey and those who do
not.Asreportedin Extended Data Table 3, in line with our predictions,
we find stronger treatment effects for exit among women (b = 0.05,
P=0.011) and Biden voters (b =0.03, P= 0.058) and less strong treat-
ment effects for frequent users (b =-0.05, P=0.007) and those who
consume news from select popular misinformation outlets (b=-0.04,
P=0.097). Respondents who voted for President Biden in the 2020
US Presidential election were also 5 percentage points more likely to
voice concerns against company practices (P = 0.04; Extended Data
Table 3, column 6). Overall, we believe these heterogeneity results
bolster the external validity of our experimental estimates. In particular,
we highlight that product-specific factors such as frequency of use can
have animportantroleinthe decision to switch or not separately from
ideological reasons such as political leaning.
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Measuring decision-maker preferences

Given that advertising on misinformation websites is pervasive and
could provoke consumer backlash, we next examine what explains
the prevalence of this phenomenon among companies. To shed light
on this question, we surveyed key strategic decision-makers such as
executives and managers at companies by partnering with the execu-
tive education programmes at two universities to survey their alumni.
Incollaboration with our partner organizations, we also verified the job
titles of the majority (71%) of our respondents using external sources,
whichareshownin Extended Data Fig. 4. About 94% of the participants
whosejob titles we were able to verify served in atop executive role or
managerial role at the time of our survey (for example, chief executive,
general or operations manager of multiple departments or locations,
advertising or sales manager or operations manager) and the remainder
were individuals who could influence decision-making within their
companies, especially given their interest in learning leadership and
managerial skills via executive education programmes.

Baseline beliefs and preferences

We found awide dispersionin decision-makers’ pre-registered beliefs
about the role of companies and platforms in financing misinforma-
tion as shown in Supplementary Fig. 6 and 7, which complements
prior work showing wide dispersion in decision-makers’ beliefs in
other settings***¢. Decision-makers largely overestimate the overall
proportion of companies that advertise on misinformation websites
and underestimate the role of digital advertising platformsin placing
companies’ advertisements on misinformation websites. In particular,
respondents estimated that about 64% of companies’ advertisements
appeared on misinformation websites on average (Supplementary
Table 12). However, our data show that 55% of the 100 most active
advertisers appeared on misinformation websites. Regarding the role
of digital advertising platforms, respondents estimated that around
44.5% of companies using digital advertising platforms appear on
misinformation websites (Supplementary Table 12), whereas 79.8%
of companies among the 100 most active advertisers in fact do so.
Moreover, only 41% of decision-makers believed that consumers react
against companies whose advertisements appear on misinformation
websites. These results suggest that decision-makers believe that
advertising on misinformation websites is probably commonplace
but has little to do with using digital advertising platforms and has
limited consequences for the companies involved.

However, in contrast to the average belief that most companies
advertised on misinformation websites, respondents substantially
underestimated their own company’s likelihood of appearing on mis-
information websites. Only 20% of respondents believing that their
own company’s advertisements recently appeared on misinformation
websites, which indicates the presence of a false uniqueness effect
among decision-makers*. We further segmented our results by type
of role within the company (Extended Data Table 4). Although our
sub-samples were small, these baseline beliefs and characteristics were
largely similar across various roles. Among participants who expressed
aninterestinlearning about whether their company’s advertisements
appeared on misinformation websites (that is, requested an advertise-
ment check by providing their company name and contact details) and
whose companies appeared in our advertising data, approximately
81% of companies appeared on misinformation websites. Moreover,
most respondents who were given follow-up information that their
companies’ advertisements appeared on misinformation websites
reported being surprised by this information (62%), whereas none of
those wholearned their companies advertisements did not appear on
misinformation websites reported being surprised. These figuresillus-
trate that decision-makers are largely uninformed about the high likeli-
hood of their company’s advertisements appearing on misinformation
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Table 3 | Average treatment effects of information
intervention

Posterior platform belief Platform solution demand

All Yes No All Yes No
1 2 3 4 5 6
Treatment 48.99"* 61 5415 -0.03 -010 -0.03
(15.79) (43.43) (17.77) (0.05) (013) (0.05)
0.002 0.883 0.002 0.559 0.436 0.567
Controls Yes Yes Yes Yes Yes Yes
Control group 96.10 124.47 88.65 0.37 0.34 0.38
mean
Observations 442 88 354 442 88 354

OLS regression results where the dependent variables are posterior beliefs (columns 1-3)
and demand for platform solution (columns 4-6). Columns are numbered along the top. We
winsorize the posterior beliefs to remove outliers. Our platform solution demand outcome
variable is a binary variable that takes a value of one when participants choose to receive
information on which platforms least frequently place companies’ advertisments on
misinformation websites and zero otherwise. Columns 1and 4 show results for the full sample
of participants (n=442). Columns 2 and 5 show results for the sub-sample of participants
who reported ‘yes’ to the question “Do you think your company or organization had its

ads appear on misinformation websites during the past three years (2019-2021)?" (n=88).
Columns 3 and 6 show results for the sub-sample who reported ‘No’ in response to the same
question (n=354). We control for decision-makers’ characteristics and prior beliefs. Results
for the sample including inattentive respondents are shown in Supplementary Table 14.

No adjustments were made for multiple comparisons. Robust standard errors are shown in
parentheses. P values derived from two-sided t-tests are reported below the standard errors.

websites. Given these findings about the beliefs of decision-makers,
our results suggest that companies may be financing misinformation
inadvertently.

Most participants requested an advertisement check by provid-
ing their company name and email address (74%). The demand
for an advertisement check was high regardless of respondents’
initial beliefs, suggesting a substantial interest in learning about
whether their company’s advertisements appeared on misinfor-
mation websites. Despite only 41% of respondents agreeing that
consumers react against companies whose advertisements appear on
misinformation websites, most participants (73%) opted to receive
information on how consumers respond to companies whose adver-
tisements appear on misinformation websites with 58% inquiring
aboutexitand 15% enquiring about voice. This suggests that although
decision-makers may be unaware of how advertising on misinfor-
mation websites can provoke consumer backlash, most of them are
interestedinlearning about the degree of potential backlash. Finally,
for our most costly revealed-preference measure—that is, signing
up to attend a 15-minute expert-led information session on how
companies can avoid advertising on misinformation websites—18%
of decision-makers opted to sign up, an arguably high rate given the
value of decision-makers’ time and the opportunity cost of attending
the session.

Informationintervention results

Wereporttheresults of ourinformationtreatmentonour pre-registered
outcomes. For the full sample of participants, we estimate positive and
statistically significant effects on participants’ posterior beliefs about
the role of advertising platforms in placing advertisements on misin-
formation websites (Table 3, column1), driven mainly by respondents
who believe that their company’s advertisements had not appeared on
misinformation websites in the recent past (Table 3, column 3).

We find an overall null effect of our information treatment on parti-
cipants’ demand for a platform-based solution, as measured by
their demand for information on which platforms least frequently
place companies’ advertisements on misinformation websites



Table 4 | Treatment effects based on prior beliefs

Posterior platform belief Platform solution demand

Certain Uncertain Certain Uncertain
1 2 3 4
Treatment 39.98" 144.25" -0.07 0.36™
(20.23) (60.23) (0.06) (013)
0.049 0.022 0.213 0.008
Controls Yes Yes Yes Yes
Control group 90.23 80.80 0.37 0.43
mean
Observations 286 68 286 68

OLS regression results for the sub-sample of participants who reported ‘No’ to the question
“Do you think your company or organization had its advertisements appear on misinformation
websites during the past three years (2019-2021)?" (n=354). Columns are numbered along the
top. The dependent variables are posterior beliefs (columns 1and 2) and demand for platform
solution (columns 3 and 4) from Table 3. Columns 1and 3 show results for participants who
report being certain about their response to the question—that is, choosing ‘Somewhat

sure’, ‘Sure’ or ‘Very sure’ (n=286). Column 4 shows results for participants who report being
uncertain about their response to the question—that is, choosing ‘Unsure’ or ‘Very unsure’
(n=68). Results for the sample including inattentive respondents are shown in Supplementary
Table 15. No adjustments were made for multiple comparisons. Robust standard errors

are shown in parentheses. P values derived from two-sided t-tests are reported below the
standard errors.

(Table 3, columns 4-6). However, this result masks substantial het-
erogeneity based on participants’ prior beliefs. Since our information
treatment changes beliefs for the subset of participants who believe
that their company’s advertisements had not recently appeared on mis-
information websites (Table 3, column 3), we further investigated and
reported results based on participant’s prior beliefs for this sub-sample
in Table 4. Only participants who were uncertain and unaware about
their own company’s advertisements appearing on misinformation
websites responded positively and significantly to our information
treatment by increasing their demand for a platform-based solution
by 36 percentage points (b = 0.36,95% confidence interval [0.11, 0.61],
P=0.008,n=68),asshowninTable 4, column4. Our resultsimply that
the way in which participants respond to information about the role
of digital advertising platforms in financing misinformation is highly
dependent ontheir prior beliefs about their own company. Suchinfor-
mation could make companies switch advertising platforms or pressure
the platforms they currently use to enable them to easily steer their
advertising away from misinformation outlets. This finding is in line
withalack of attention describing decision-makers’behaviours across
various settings**°. However, these results should be viewed as sug-
gestive and exploratory since the subsample sizesin these regressions
are small and these sample splits were not pre-registered.

We did not find meaningful treatment effects for our donation pref-
erence outcome, which measures the proportion of respondents who
prefer that we donate to the GDI instead of DataKind (Supplementary
Table 13). Since both GDI and DataKind have similar goals of advanc-
ing technology’s ethical and responsible use, respondents may have
considered their missionsinterchangeable. Moreover, unlike our first
behavioural outcome, respondents could have considered donating
to the GDI less relevant to their own organizations’ needs and more a
matter of personal preference.

Discussion

Together, our descriptive and experimental findings offer clear, practi-
calimplications. Giventhe potential for asubstantial declineindemand,
asdemonstrated by our consumer study, advertising companies may
wishto account for consumer preferencesin placing their advertising
across various online outlets and exercise caution while incorporating

automation in their business processes via digital advertising plat-
forms. For instance, given that consumers switched to other products
upon learning about a company’s advertisements appearing on mis-
information websites, companies could use lists of misinformation
outlets provided by independent third-party organizations such as
NewsGuard and the GDI to limit advertising budgets being spent on
misinformation outlets through digital platforms. Moreover, since
consumer backlash was particularly strong for women and politically
left-leaning consumers, companies targeting such audiences may need
to exercise greater caution.

Onthe basis of our results, we identify two interventions that could
reduce the financing of online misinformation. First, digital advertis-
ing platforms that run automated auctions could enable advertisers
to more easily access data on whether their advertisements appear
on misinformation outlets. This would enable advertisers to make
advertising placement decisions consistent with their preferences
rather than inadvertently financing misinformation®. Second, while
itis currently possible for consumers to find out about companies
financing misinformation through media reports, digital platforms
could improve transparency for consumers about which companies
advertise on misinformation outlets. Platforms could provide such
information to consumers when they are viewing an advertisment
using simpleinformation labels (asin our ‘company only’ information
treatment) similar to the ‘sponsored by’ and ‘paid for by’ labels that
are presently common on various digital media platforms. Similarly,
rank-based information provided in our company-ranking information
treatment (T4) could be provided as aranking of companiesinorder of
intensity of appearing on misinformation websites where customers are
selecting products from amenu of choices while shopping. Platforms
have provided similar contextual information about companies in other
settings—for example, Google Flights displays carbon emissions data
alongside flight prices when people select a flight to purchase among
several options®. Enabling consumers to view suchinformation at the
pointof purchase could provide astronger incentive for companies to
steer their advertisements away from such outlets, especially since the
effect of negative information can persist for severalmonths®>. Overall,
theseinterventions could decrease the inadvertent advertising revenue
going towards misinformation outlets, which could eventually lead to
such sites ceasing to operate, as observed anecdotally in prior work®.

These interventions could ensure that both consumers and adver-
tisers are provided with information about the consequences of their
respective purchasing and advertising placement decisions so that they
canaccount for their preferences. Having access to such informationis
necessary for an efficiently functioning economic systeminaccordance
with the first fundamental theorem of welfare economics. However,
whereas digital platforms are uniquely well-positioned in the ecosystem
of consumers, advertisers and publishers to implement information
interventions in the form of disclosures and rankings***, they may not
have incentives to implement such interventions. With the backdrop
of mounting pressure from advertisers®”* and calls for transparency
in the programmatic advertising business*®, information-based inter-
ventions could be incorporated into existing legislation to improve
transparency. These include efforts such as the EU Digital Services Act,
whichincludesaCode of Practice on Disinformation with enforceable
provisions for different stakeholders in the advertising ecosystem
to collectively fight misinformation, and US bills such as the Honest
Ads Act and the Competition and Transparency in Digital Advertis-
ing (CTDA) Act, whichinclude provisions to improve transparency
in political advertising and the digital advertising ecosystem in gen-
eral. Notably, in recent years, policy proposals that aim to reduce the
prevalence of misinformation such as the Combating Misinformation
and Disinformation bill in Australia and the bill against fake news in
Germany have faced backlashes over posing risks to free speech™?,
Although such proposals face the challenge of striking the right bal-
ance between combating misinformation and protecting freedom of
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expression, the information interventions that we identify could help
counter the financial incentive to produce misinformation in the first
place by reducing the unintended advertising revenue going towards
misinformation outlets. There are many parallels for regulation by
information provision to address externalities in other industries,
including chemicals (toxic release inventory reporting requirements),
automobiles (fuel consumptioninformation), food (nutrition and con-
tent labels) and airlines (greenhouse gas emissions), of which several
have been demonstrated to be effective in prior work*-9¢°,

Previously studies have shown that ‘demand-side’ interventions to
counter online misinformation have focused on reducing the consump-
tion and spread of misinformation among news consumers on online
platforms. Althoughinterventions suchasaccuracy prompts and digital
literacy tips can increase the quality of news that people share®, this
line of work has found limited support for news credibility signals in
increasing the demand for credible news® or in reducing mispercep-
tions among users®. Such constraints in changing user behaviour may
also apply to credibility signals like watermarks for detecting Al misin-
formation. Moreover, whereas suchinterventions are only effective for
the smallsubset of users who are exposed to misinformation®, our com-
plementary ‘supply-side’approachtargets entities and individuals who
might not necessarily consume or spread misinformation themselves.

Relative to existing proposals of supply-side interventions to
curb the production of misinformation, which involve social media
platforms banning the advertising of false news® or changing their
advertising-driven business model altogether’®, we outline amiddle
pathtosuggest thataccountingfor the preferences of advertisers and
consumers could help counter the financing of online misinforma-
tion. Although platforms could coordinate to identify and deplatform
misinformation websites®*, prior work suggests that misinformation
websites nearly always resurface through alternative providers unless
theincentive to produce misinformationis addressed”. Moreover, the
informationinterventions that weidentify are alsoanimprovement on
the status quo, whereby advertisers and consumers can only implement
their preferences by participating inboycotts of digital platforms over
theirinability to contain misinformation. Allowing advertisers to more
easily observe and control whether their advertisements appear on
misinformation websites could also limit backlash by enabling advertis-
erstobetterimplementtheir preferencesrather than participatingin
one-off short-term advertising boycotts?, Additionally, since consist-
ently providing negative information can create lasting associations
for consumers®, providing information disclosures on every adver-
tisement for whether the advertising company involved appears on
misinformation websites could have asubstantial effect on consumer
demand over time, providing incentives for advertising companies to
reduce advertising on misinformation websites.

Given our findings, we suggest three promising avenues for future
research. First, future work could evaluate the effectiveness of our
information interventions in the field over a longer time period to
quantify the decline in revenue generated by misinformation outlets
resulting fromincreasing transparency for consumers or advertisers.
Related tothis, future work could also target awider set of advertisers
to validate the robustness of our interventions which would allow for
broader generalizability. Second, our results on whether companies
arewilling to adopt solutions to avoid monetizing misinformation are
based on their existing (often incorrect) beliefs about the prevalence
ofadvertising on misinformation websites in general and for their own
company. Moreresearchisneeded tounderstand how advertising com-
panies would respond in the context of correct beliefs. Third, although
our research identifies potential interventions that digital platforms
can adopt to curb the monetization of online misinformation, it is
unclear whetheritisinthe interest of digital advertising platforms to
doso.Moreover, whether the potential monetary and societal benefits
oftheinformationinterventions we identify outweigh the revenue plat-
forms generate by serving advertisements on misinformation websites
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remainsto be studied. Overall, the effectiveness of platforms in mitigat-
ing misinformation will depend on a multi-pronged approach. Given
that misinformationis largely financially motivated and that financially
sustaining online misinformation can be substantially harmful for the
advertising companiesinvolved, simple low-costinformationaliinter-
ventions such as the ones we identify could go along way in curbing
the supply of online misinformation.
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Methods

Background on digital advertising

The predominant business model of several mainstream digital media
platforms relies on monetizing attention viaadvertising’. While these
platforms typically offer free content and services to individual con-
sumers, they generate revenue by serving as anintermediary or adver-
tising exchange connecting advertisers withindependent websites that
want to host advertisements. To do so, platforms run online auctions
to algorithmically distribute advertising across websites, known as
‘programmatic advertising’. For example, Google distributes advertis-
ing in this manner to more than two million non-Google sites that are
part of the Google Display Network. This allows websites to generate
revenue for hosting advertising, and they share a percentage of this
payment with the platform. In the USA, more than 80% of digital dis-
play advertisements are placed programmatically’. We refer to these
advertising exchanges as digital advertising platforms and use the
term digital platforms to collectively refer to all the services offered
by such media platforms.

We examine the role of advertising companies and digital advertis-
ing platforms in monetizing online misinformation. While in other
forms of (offline) media, advertisers typically have substantial con-
trol over where their advertisements appear, advertising placement
through digital advertising platforms is mainly automated. Since most
companies do not have the capacity to participate in high-frequency
advertising auctions that require them to place individual bids for
each advertising slot they are interested in, they typically outsource
the bidding process to an advertising platform. Such programmatic
advertising gives companies relatively less control over where their
advertisements end up online. However, companies can take steps to
reduce advertising on misinformation websites, such as by only being
partofadvertisingauctions for aselect list of credible websites or block-
ing advertisements from appearing on specific misinformation outlets.

Collecting website data
We collect dataonmisinformation websitesin three steps. First, we use
adataset maintained by NewsGuard. This company rates all the news
and information websites that account for 95% of online engagement
in each of the five countries where it operates. Journalists and experi-
enced editors manually generate these ratings by reviewing news and
information websites according to nine apolitical journalistic crite-
ria. Recent research has used this dataset to identify misinformation
websites®®*¥’, In this paper, we consider each website that NewsGuard
rates asrepeatedly publishing false content between 2019 and 2021 to
be amisinformation website and all others to be non-misinformation
websites, leading to a set of 1,546 misinformation websites and 6,499
non-misinformation websites. To get coverage throughout our study
period, we sample websites provided by NewsGuard from the start,
middle and end of each year from 2019 to 2021. Additionally, we also
sample websites from January 2022 and June 2022 to account for web-
sites that may have existed during our study period and discovered
later. Supplementary Table 3 summarizes the characteristics of this
dataset. Our NewsGuard dataset contains websites across the political
spectrum, including left-leaning websites (for example, https:/www.
palmerreport.com/ and https://occupydemocrats.com/), politically
neutral websites (for example, https://rt.com/and https://www.nation-
alenquirer.com), and right-leaning websites (for example, https:/www.
thegatewaypundit.com/and http://theconservativetreehouse.com/).
Note that prior research that has used the NewsGuard dataset has
often used the term ‘untrustworthy’ to describe websites®*. Such
research has used NewsGuard’s aggregate classification whereby a
site that scoresbelow a certain threshold (60 points) on NewsGuard’s
weighted score system is labelled as untrustworthy. Instead of using
NewsGuard’s overall score for a website, we use the first criterion
classified by NewsGuard for each website—that is, whether a website

repeatedly publishes false news toidentify aset of 1,546 misinformation
websites. While 94% of the NewsGuard misinformation websites we
identify in this manner are also untrustworthy based on NewsGuard’s
classification, only about 52% of the untrustworthy websites are mis-
information websites or websites that repeatedly publish false news.
Our measure of misinformation s, therefore, more conservative than
prior work using NewsGuard’s ‘untrustworthy’ label.

In addition to the NewsGuard dataset, we use a list of websites pro-
vided by the GDI. This non-profit organization identifies disinformation
by analysing both the content and context of amessage, and how they
are spread through networks and across platforms®, In this way, GDI
maintains alist of monthly-updated websites, which it also shares with
interested advertising tech platforms to help reduce advertising on mis-
information websites. The GDl list allows us to identify 1,869 additional
misinformation websites. Finally, we augment our list of misinforma-
tion websites with 396 additional ones used in prior work®*”°, Among
the websites that NewsGuard rated as non-misinformation (at any point
in our sample), 310 websites were considered to be misinformation
websites by our other sources or by NewsGuarditself (during a different
periodinoursample). We categorize these websites as misinformation
websites given their risk of producing misinformation.

Altogether, our website dataset consists 0f 10,310 websites, including
3,811 misinformation and 6,499 non-misinformation websites. Similar
to prior work®®, our final measure of misinformation is at the level of
the website or online news outlet. Aggregating article-level informa-
tion and using website-level metadata is meaningful since it reduces
noise when arriving at a website-level measure. Finally, we use data
from SEMRush, a leading online analytics platform, to determine the
level of monthly traffic received by each website from 2019 to 2021.

Consumer experiment design

This study was reviewed by the Stanford University Institutional Review
Board (Protocol No. IRB-63897) and the Carnegie Mellon University
Institutional Review Board (protocol no. IRBOO000603). Our study
was pre-registered at the American Economic Association’s Registry
under AEARCTR-0009973. Informed consent was obtained from all
participants at the beginning of the survey.

Setting and sample recruitment. Werecruited asample of USinternet
usersvia CloudResearch. CloudResearch screened respondents for our
study so that they are representative of the US population in terms of
age, gender and race based on the US Census (2020). It isimportant to
note that while we recruited our sample to be representative on these
dimensions toimprove the generalizability and external validity of our
results, our sampleis adiverse sample of USinternet users, whichis not
necessarily representative of the US population on other dimensions”.
To ensure data quality, we include a screener in our survey to check
whether participants pay attention to the information provided. Only
participants who pass this screener can proceed with the survey. Our
total sampleincludes 4,039 participants, who arerandomized into five
groups approximately evenly.

The flow of the survey study is shown in Supplementary Fig. 1. We
begin by asking participants to report demographics such as age,
gender and residence. From a list of trustworthy and misinformation
outlets, we then ask participants questions about their behaviours in
terms of the news outlets they have used in the past 12 months, their
trustinthe media (on a5-pointscale), the online services or platforms
they have used and the number of petitions they have signed in the
past 12 months.

Initial gift card preferences. We then inform participants that one
in five (that is, 20% of all respondents) who complete the survey will
be offered a US$25 gift card from a company of their choice out of
six company options. Respondents are asked to rank the six gift card
companies onascale fromtheir first choice (most preferred) to their
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sixth choice (least preferred). These six companies belong to one of
three categories: fast food, food delivery and ride-sharing. All six
companies appeared on the misinformation websites in our sample
during the past three years (2019-2021), offer items below US$25, and
are commonly used throughout the USA. The order in which the six
companies are presented israndomized at the respondent level. As a
robustness check, we also ask respondents to assign weights to each
of the six gift card options. This question gives respondents greater
flexibility by allowing them to indicate the possibility of indifference
(thatis, equal weights) between any set of options. We then ask partici-
pants to confirm which gift card they would like to receive if they are
selected to ensure they have consistent preferences regardless of how
the questionis asked. At thisinitial elicitation stage, the respondents
did not know that they will get another chance to revise their choice.
Hence, these choices can be thought of as capturing their revealed
preference.

Information treatments. All participantsinthe experiment are given
baseline information on misinformation and advertising. This is meant
toensure thatall participantsin our experiment are made aware of how
we define misinformation along with examples of afew misinformation
websites (including right-wing, neutral and left-wing misinformation
websites), how misinformation websites are identified, and how compa-
nies advertise on misinformation websites (viaanillustrative example)
and use digital platforms to automate placing advertisements.

Participants are then randomized into one control and four treatment
groups, in which the information treatments are all based on factual
information from our dataand prior research. We use an active control
design toisolate the effect of providing information relevant to the
practice of specific companies on people’s behaviour®. Participantsin
the control group are given generic information based on prior research
that is unrelated to advertising companies or platforms but relevant
to topic of news and misinformation.

Inour first‘company only’ treatment group (T1), participantsare given
factual information stating that advertisements from their top choice
gift card company appeared on misinformation websites in the recent
past. Based ontheir preferences, people may change their final gift card
preference away from their initial top-ranked company after receiving
this information. It is unclear, however, whether advertising on misin-
formation websites would cause a sufficient change in consumption
patterns and which sets of participants may be more affected.

Our second ‘platform only’ treatment group (T2) informs partici-
pants that companies using digital advertising platforms were about
10 times more likely to appear on misinformation websites than com-
paniesthat did not use such platformsin the recent past. Thisinforma-
tion treatment measures the effects of digital advertising platforms
in financing misinformation news outlets. Since it does not contain
information about advertising companies, it practically serves as a
second control group for our company-level outcome and aims to
measure how people may respond to our platform-related outcome.

Because our descriptive datasuggest that the use of digital advertis-
ing platforms amplifies advertising revenue for misinformationoutlets,
we are interested in measuring how consumers respond to a specific
advertising company appearing on misinformation websites when
also informed of the potential role of digital advertising platforms
in placing companies’ advertising on misinformation websites. It is
unclear whether consumers will attribute more blame to companies
oradvertising platforms for financing misinformation websites when
informed about therole of the different stakeholders in this ecosystem.
For thisreason, our third ‘company and platform’ treatment (T3) com-
bines information from our first two treatments (T1 and T2). Similar
to T1, participants are given factual information that advertisements
fromtheir top choice gift card company appeared on misinformation
websites in the recent past. Additionally, we informed participants
that their top choice company used digital advertising platforms and

companies that used such platforms were about ten times more likely
to appear on misinformation websites than companies that did not use
digital advertising platforms, as mentioned in T2.

Finally, since several advertising companies appear on misinforma-
tion websites, we would like to determine whether informing consumers
about other advertising companies also appearing on misinformation
websites changes their response towards their top choice company. In
our fourth company-ranking treatment (T4), participants are given
factualinformation, which states that “In the recent past, ads from all six
companies below repeatedly appeared on misinformation websitesin
the following order of intensity”, and provided with aranking fromone
ofthree yearsinour study period—thatis, 2019,2020 or 2021. We per-
sonalize these rankings by providing truthful information based on data
from different years in the recent past such that the respondents’ top
gift card choice company does not appear lastin the ranking (thatis, is
not the company that advertises least on misinformation websites) and
in most cases, advertises more intensely on misinformation websites
thanits potential substitute in the same company category (for exam-
ple, fastfood, food delivery or ride-sharing). Such atreatment allows us
to measure potential differencesin the direction of consumers switch-
ing their gift card choices, such as switching towards companies that
advertise more or less intensely on misinformation websites. It could
also give consumers reasonable deniability such as “everyone adver-
tises on misinformation websites” leading to ambiguous predictions
about the exactimpact of the treatment effect.

Outcomes. We measure two pre-registered behavioural outcomes that
collectively allow us to measure how people respond to our informa-
tion treatments in terms of both voice and exit®. After the informa-
tion treatment, all participants are asked to make their final gift card
choice from the same six options they were shown earlier. Our main
outcome of interest is whether participants ‘exit’ or switch their gift
card preference—thatis, whether they select adifferent gift card after
the information treatment than their top choice indicated before the
information treatment. To ensure incentive compatibility, participants
are (truthfully) told that those randomly selected to receive agift card
will be offered the gift card of their choice at the end of our study. As
mentioned above, the probability of being randomly chosen to receive
agiftcardis 20%. We choose a high probability of receiving a gift card
relative to other online experiments since prior work has shown that
consumers process choice-relevant information more carefully as
realization probability increases’. To make the gift card outcome as
realistic as possible, we also had a large value gift card (US$25). The
focus of our experiments is on single-shot outcomes. While it would
have beeninterestingto capture longer-termeffects, the cost of imple-
menting our gift card outcome for alarge sample and expenditure on
the other studies made a follow-up study cost-prohibitive.

Secondly, participants are given the option to sign one of several real
online petitions that we made and hosted on Change.org. Participants
can opt to sign a petition that advocates for either blocking or allow-
ing advertising on misinformation or choose not to sign any petition.
Further, participants could choose between two petitions for blocking
advertisements on misinformation websites, suggesting that either:
(1) advertising companies, or (2) digital advertising platforms, need
toblock advertisements from appearing on misinformation websites.
Overall, participants selected among the following five choices: (1)
“Companies like X need to block their ads from appearing on misinfor-
mation websites.”, where X is their top choice gift card company; (2)
“Companies like X need to allow their ads to appear on misinformation
websites.”, where X is their top choice gift card company; (3) “Digital
ad platforms used by companies need to block ads from appearing on
misinformation websites.”; (4) “Digital ad platforms used by companies
need to allow ads to appear on misinformation websites.”; and (5) | do
notwanttosignany petition. To track the number of petition signatures
for each of these four petition options across our randomized groups,
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we provide separate petition links to participantsin each randomized
group. Werecord several petition-related outcomes. First, we measure
participants’intention to sign a petition based on the option they select
inthis question. Participants who pass our attention check and opt to
signapetitionarelater provided withalink to their petition of choice.
This allows tracking whether participants click on the petition link
provided. Participants can also self-report whether they signed the
petition. Finally, for each randomized group, we can track the total
number of actual petition signatures.

Our petition outcomes serves two purposes. While our gift card
outcome measures how people change their consumptionbehaviourin
responseto theinformation provided, people may also respond to our
information treat ments in alternative ways—for example, by voicing
their concerns or supplying information to the parties involved®?.
Given that the process of signing a petition is costly, participants’
responses to this outcome would constitute a meaningful measure
similar to petition measures used in prior experimental work™”, Sec-
ond, since participants must choose between signing either company
or platform petitions, this outcome allows us to measure whether or
not, across our treatments, people hold advertising companies more
responsible for financing misinformation than the digital advertising
platforms that automatically place advertisements for companies.

In addition to our behavioural outcomes, we also record partici-
pants’ stated preferences. To do so, we ask participants about their
degree of agreement with several statements about misinformation on
aseven-pointscaleranging from ‘strongly agree’ to ‘strongly disagree’.
Theseinclude whether they think: (1) companies have animportant role
in reducing the spread of misinformation through their advertising
practices; and whether (2) digital platforms should give companies
the option to avoid advertising on misinformation websites.

Heterogeneous treatment effects. We explore heterogeneityin con-
sumer responses along four pre-registered dimensions. First, prior
researchrecognizes differencesin the salience of prosocial motivations
across gender”, with women being more affected by social-impact mes-
sages thanmen’ and more critical consumers of new media content”.
Given these findings, we could expect female participants to be more
strongly affected by our information treatments.

Responsesto our information treatments may also differ by respond-
ents’ political orientation. Accordingto prior research, conservatives
are especially likely to associate the mainstream media with the term
‘fake news’. These perceptions are generally linked to lower trust in
media, voting for Trump, and higher belief in conspiracy theories’.
Moreover, conservatives are more likely to consume misinformation?
and the supply of misinformation has been found to be higher on the
ideological right than on the left’®. Consequently, we might expect
stronger treatment effects for left-wing respondents.

Consumers who more frequently use acompany’s products or ser-
vices could be presumed to be more loyal towards the company or
derive greater utility from its use, which could limit changes in their
behaviour¥. Alternatively, more frequent consumers may be more
strongly affected by our information treatments as they may perceive
their usage as supporting such company practices to a greater extent
than less frequent consumers.

Finally, we measure whether people’s responses differ by whether
they consume misinformation themselves based on whether they
reported using misinformation outlets in the initial question asking
them to select which news outlets they used in the past 12 months.

Tackling experimental validity concerns. In ourincentivized, online
setting where we measure behavioural outcomes, we expect experi-
menter demand effects to be minimal as has been evidenced in the
experimental literature®®®', We take several steps to mitigate potential
experimenter demand effects, including implementing best prac-
ticesrecommended in prior work’. First, our experiment has aneutral

framing throughout the survey since the recruitment of participants.
While recruiting participants, we invite themto “take a survey about the
news, technology and businesses” without making any specific refer-
ences tomisinformation orits effects. While introducing misinforma-
tion websites and how they are identified by independent non-partisan
organizations, weinclude examples of misinformation websites across
the political spectrum (including both right-wing and left-wing sites)
and provide anillustrative example of misinformation by foreign ac-
tors. Indrafting the survey instruments, the phrasing of the questions
and choices available were as neutral as possible. For example, while
introducing our online petitions, we presented participants with the
option to sign real petitions that suggest both blocking and allow-
ing advertising on misinformation sites. Indeed, we find that the vast
majority of participants believe that the information provided in the
survey was unbiased as shown in Supplementary Fig. 4. Only about
10% of participants chose one of the ‘biased’ or ‘very biased’ options
when asked torate the political bias of the survey information provided
fromaseven-pointscale ranging from ‘very right-wing biased’ to ‘very
left-wing biased’.

Inouractive control design, participantsinall randomized groups are
presented with the same baseline information about misinformation,
given misinformation-related informationin the informationinterven-
tion and asked the same questions after the informationintervention
to emphasize the same topics and minimize potential differences in
the understanding of the study across treatment groups. Moreover,
to maximize privacy and increase truthful reporting®?, respondents
complete the surveys on their own devices without the physical pres-
ence of aresearcher. We also do not collect respondents’ names or
contact details (with the exception of eliciting emails to provide gift
cards to participants at the end of the study).

In presenting our information interventions and measuring our
behavioural outcomes, we take special care to not highlight the names
of the specific entities being randomized across groups to avoid
emphasizing what is being measured. We do, however, highlight our
gift card incentives by putting the gift card informationin bold text to
ensure incentive compatibility since prior work has found that failing
to make incentives conspicuous can vastly undermine their ability to
shift behaviour®,

Apart from making the above design choices to minimize experi-
menter demand effects, we measure their relevance using asurvey ques-
tion. Since demand effects are less likely a concern if participants cannot
identify the intent of the study®, we ask participants an open-ended
question—that is, “What do you think is the purpose of our study?”.
Following prior work®*%, we then analyse the responses to this question
to examine whether they differ across treatment groups. To measure
potential differencesinthe respondents’ perceptions of the study, we
examine their open-ended text responses about the purpose of the
study using a Support Vector Machine classifier, which incorporates
several featuresin text analysis, including word, character, and sentence
counts, sentiments, topics (using Gensim) and word embeddings.
We predict treatment status using the classifier, keeping 75% of the
sample for the training set and the remaining 25% as the test set. The
classifier predicts treatment status similar to chance for our main treat-
ment groupsrelative to the control group, as shown in Supplementary
Table 11. These results, which are similar in magnitude to those found
in previous research®%5, suggest that our treatments do not substan-
tially affect participants’ perceptions about the purpose of the study.
Overall, this analysis gives us confidence that our main experimental
findings are unlikely to be driven by experimenter demand effects.

To address external validity concerns, we incorporate additional
exitoutcomesinthe paper, showingthat treated individuals switched
to lower preference products (Table 1, columns 3 and 4) and prod-
ucts across categories (Table 1, columns 5 and 6) after our informa-
tion interventions by 8 and 5 percentage points, respectively. We
also show in Supplementary Table 8 that as the difference between



participants’ highest weighted and second highest weighted gift card
choice increases, their switching behaviour decreases. This shows
that the weights assigned by participantsto their gift card options are
capturing meaningful and costly differencesinvalue, highlighting the
external validity of our findings. More generally, our pre-registered
heterogeneity analysis lends credence to the study’s external validity.
In line with expectations, we find that less frequent users and more
politically liberalindividuals are likelier to switch (see Extended Data
Table 3 for the full set of pre-registered heterogeneity results). Moreo-
ver, we find that the cost of switching gift cards varies based on partici-
pants’ observable characteristics. For example, treated participants
who reported not using any of the misinformation news outlets in
our survey lost 50% of the median value (US$12.50) of their initial top
choice gift card whereas treated participants who reported reading
such outlets lost 33.3% of the median value (US$8.33) of their initial
top choice gift card. Participants’ text responses also indicate that
they believed their choices to be consequential (see Supplementary
Tables1and2).Asanexample, while explaining their choice of gift card,
one participant stated, “Because | would most likely use this gift card
on my next visit to... and it is less likely that i would use the others.”
Regarding the petition outcome, one participant stated “The source
of this problem seems to be from the digital advertising platforms,
so I'd rather sign the petition that stops them from putting ads on
misinformation websites.”

Decision-maker experiment design

We followed the same IRB review, pre-registration and consent pro-
cedures as those used for our consumer study. This study addresses
two research questions. First, we aim to measure the existing beliefs
and preferences decision-makers have about advertising on misin-
formation websites. This will help inform whether companies may be
inadvertently or willingly sustaining online misinformation. Secondly,
we ask: how do decision-makers update their beliefs and demand for
a platform-based solution to avoid advertising on misinformation
websites in response to information about the role of platforms in
amplifying the financing of misinformation? This will suggest whether
companies may be moreinterested in adopting advertising platforms
that reduce the financing of misinformation. To this end, we conduct
aninformation-provision experiment’. While past work has examined
how firm behaviour regarding market decisions changesin response to
new information*®*, itis unclear how information on therole of digital
advertising platforms in amplifying advertising on misinformation
would affect decision-makers’ non-market strategies.

Setting and sample recruitment. Torecruit participants, we partnered
with the executive education programmes at the Stanford Graduate
School of Business and Heinz College at Carnegie Mellon University. We
didsoinordertosurvey senior managers and leaders who could influ-
ence strategic decision-making within their firms, in contrast to studies
relying heavily on MBA students for understanding decision-making
in various contexts such as competition, pricing, strategic alliances
and marketing®%. Additionally, partnering with two university pro-
grammes instead of a specific firm allowed us to access amore diverse
sample of companies than prior work that sampled specific types of
firms—for example, innovative firms, startups or small businesses® %,
Throughout this study, we use the preferences of decision-makers (for
example, chief executive officers) as a proxy for company-level prefer-
ences since peopleinsuchroles shape the outcomes of their companies
through their strategic decisions®**,

Our partner organizations sent emails to their alumni on our behalf.
We used neutral language in our study recruitment emails to attracta
broad audience of participants to our survey regardless of their initial
beliefs and concerns about misinformation, stating our goal as “con-
ducting vital research on therole of digital technologies inimpacting
your organization” without mentioning misinformation. We received

567 complete responses, of which 90% are kept since they are from
currently employed respondents. To ensure data quality, we dropped
anadditional 13% of responses where participants were inattentive in
answeringthesurvey, resultinginafinal sample of 442 responses. These
participants were determined to be inattentive since they provided an
answer greater than 100 when asked to estimate a number out of 100
inthe two questions eliciting their prior beliefs about companies and
platforms before the information treatment was provided. Our final
sample of 442 respondents is from companies that spanall the 23 indus-
triesin our descriptive analysis. Moreover, as shownin Supplementary
Fig. 5, our sample of participants represents abroad array of company
sizes and experience levels at their current roles. Additionally, about
22% of the executives in our sample (and 25% of all our participants)
arewomen, whichis aligned with the 21% to 26% industry estimates of
women in senior roles globally®>%,

Supplementary Fig. 2 shows the design of the survey study. We first
elicit participants’ current employment status. All those working in
some capacity are allowed to continue the survey, whereas the rest
of the participants are screened out. After asking for their main occu-
pation, all participants in the experiment are provided with baseline
information on misinformation and advertising similar to that provided
inthe consumer experiment.

Baseline beliefs and preferences. In our pre-registration, we high-
lighted that we would measure the baseline beliefs and preferences
of decision-makers. We measure participants’ baseline beliefs about
the roles of companies in general, their own company and platforms
in general in financing misinformation. Specifically, participants are
asked to estimate the number of companies among the most active
100 advertisers whose advertisements appeared on misinformation
websites during the past three years (2019-2021). Additionally, we ask
participants to report whether they think their company or organiza-
tion had its advertisements appear on misinformation websites in
the past three years. Finally, we measure participants’ beliefs about
the role of digital advertising platforms in placing advertisements on
misinformation websites. To do so, we firstinform participants that dur-
ing the past three years (2019-2021), out of every 100 companies that
did not use digital advertising platforms, eight companies appeared
on misinformation websites on average. We then asked participants
to provide their best estimate for the number of companies whose
advertisements appeared on misinformation websites out of every
100 companies that did use digital advertising platforms.

In addition to recording participants’ stated preferences using
self-reported survey measures, we measure participants’ revealed
preferences. To ensure incentive compatibility, participants are asked
three questionsinarandomized order: (1) information demand about
consumer responses—that is, whether they would like to learn how
consumers respond to companies whose advertisements appear on
misinformation websites (based on our consumer survey experiment);
(2) advertisement check—that is, whether they would like to know about
their own company’s advertisements appearing on misinformation
websites in the recent past; and (3) demand for a solution—that is,
whether they would like to sign up for al5-minute information session
on how companies can manage where their advertisements appear
online. Participants are told they can receive information about con-
sumer responses at the end of the study ifthey opt toreceive it whereas
the advertisement check and solution information are provided as a
follow-up after the survey. Participants are required to provide their
emails and company name for the advertisement check. To sign up
for an information session from our industry partner on a potential
solutionto avoid advertising on misinformation websites, participants
sign up on a separate form by providing their emails. Since all three
types of information offered are novel and otherwise costly to obtain,
we expect respondents’ demand for suchinformation to capture their
revealed preferences.
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Information intervention. Participants are then randomizedintoa
treatment group, which receivesinformation about the role of digital
advertising platformsin placing advertising on misinformation web-
sites, and a control group, which does not receive this information.
Based on the dataset we assembled, participants are given factual
information that companies that used digital advertising platforms
were about ten times more likely to appear on misinformation web-
sites than companies that did not use such platforms in the recent
past. This information is identical to the information provided to
participantsinthe T2 (thatis, platform only) group in the consumer
experiment.

Outcomes. After theinformationintervention, we first measure partici-
pants’ posterior beliefs about the role of digital advertising platforms
in placing advertisements on misinformation websites following our
pre-registration. Participants are told about the average number of
companies whose advertisements appear per month on misinforma-
tion websites that are not monetized by digital advertising platforms.
They are then asked to estimate the average number of companies
whose advertisements appear monthly on misinformation websites
that use digital advertising platforms. This question measures whether
participants believe that the use of digital advertising platforms ampli-
fies advertising on misinformation websites.

We record two behavioural outcomes, which were pre-registered
as our primary outcomes of interest after the information interven-
tion. Our main outcome of interest is the respondents’ demand for
a platform-based solution to avoid advertising on misinformation
websites. Participants can opt to learn more about two different types
of information—that is: (1) which platforms least frequently place
companies’ advertising on misinformation websites; and (2) which
types of analytics technologies are used toimprove advertising perfor-
mance—or opt not to receive any information. Since participants can
only opt to receive one of the two types of information, this question
is meant to capture the trade-off between respondents’ concern for
avoiding misinformation outlets and their desire toimprove advertis-
ing performance, respectively. Participants are told that they will be
provided with the information they choose at the end of this study.
Following the literature in measuring information acquisition”, we
measure respondents’demand for solutioninformation, which serves
as arevealed-preference proxy for their interest inimplementing a
solution for their organization.

Additionally, to measure whether the information treatment
increases concern for financing misinformation in general, we record
asecond behavioural measure. Participants are told that the research
team will donate US$100 to one of two organizations after randomly
selecting one of the first hundred responses: (1) the GDI; and (2) Data-
Kind, which helps mission-driven organizations increase theirimpact
by unlocking their data science potential ethically and responsibly.

Tackling experimental validity concerns. Similarly to our consumer
experiment, thissurvey was carried outin an online setting, where ex-
perimenter demand effects are limited®®®!, We followed best practices’
by keepingthe treatmentlanguage neutral and ensuring the anonymity
of the participants wherever possible. We find that most participants
believe that theinformation provided in the survey was unbiased. Only
about 7% of participants chose one of the ‘biased’ or ‘very biased’ op-
tions when asked to rate the political bias of the survey information
provided from aseven-point scale ranging from ‘very right-wing biased’
to ‘very left-wing biased".

Importantly, to ensure truthful reporting, our main experimental
outcomes were incentive-compatible. In particular, respondents
who chose our platform solution demand outcome to learn about
which platforms least contribute to placing companies’ advertise-
ments on misinformation websites had to face a trade-off between
receiving this information and receiving information on improving

advertising performance. Additionally, our baseline information
demand outcomes elicited before the information intervention were
alsoincentive-compatiblein that participants would be asked to follow
up on their decisions whether they opted for additional information
viaemail or via an online information session.

These design choices are made to minimize demand effects on our
main outcomes of interest. However, it is possible that these effects
are still relevant, partially because participants may have an interest
in ‘doing the right thing’ on a survey administered by an institution
they have a connection with. We measure the relevance of potential
demand effects using a survey question mirroring the approach used
for our consumer experiment. To measure potential differences in
the respondents’ perceptions of the study across our treatment and
control groups, we predict treatment status based on respondents’
open-ended text responses about the purpose of the study viaa support
vector machine classifier, keeping 75% of the sample for the training
set and the remaining 25% as the test set. We find that the classifier
is only slightly worse than random chance in predicting treatment
status (Supplementary Table 16) but similar in magnitude to those in
the consumer experiment. Therefore, although experimenter demand
effects may still be present, these results suggest that these effects do
not drive our findings.

We address the external validity of our findings by verifying the
decision-making capacity of our respondents within their organizations
and by examining the generalizability of our sample. We find that the
vast majority of those whose job titles we verify (94%) servein executive
or managerial roles within their organizations. The regression estimates
inSupplementary Tables 18 and 19 show that our results remain qualita-
tively and quantitatively similar after the exclusion of the small sample
ofindividualsin non-executive and non-managerial roles. Moreover, the
verified and self-reported decision-makers are similar across observ-
able characteristics asreported in Supplementary Table 17, suggesting
limited selectionin our verification process. To examine the generaliz-
ability of our sample, weinvestigate their observable characteristics. As
showninSupplementary Fig. 5, our sample of participants represents
abroad array of company sizes and experience levels at their current
roles. Additionally, about 22% of the executives in our sample (and 25%
ofall our participants) are women, whichis aligned with the 21%t0 26%
industry estimates of women in senior roles globally®¢,

Reporting summary
Furtherinformationonresearch designis availableinthe Nature Portfolio
Reporting Summary linked to this article.

Data availability

Our study was pre-registered at the American Economic Associa-
tion’s Registry under AEARCTR-0009973. The data that we collected
for our experimental studies are available in anonymized form
and can be accessed from https://github.com/wajeeha-ahmad/
misinformation-advertising. Data onjob titles for the second survey
experiment are not available, to protect participant confidentiality.
Data analysing the descriptive analysis of advertising on misinforma-
tion websites can be made available after obtaining permission from
the proprietary sources on misinformation domains (NewsGuard
and the GDI) and advertising (Oracle). Source data are provided with
this paper.

Code availability

Code supporting the findings of the paper is available at https://github.
com/wajeeha-ahmad/misinformation-advertising. Code analysing the
descriptive analysis of advertising on misinformation websites can
be made available after obtaining permission from the proprietary
sources.
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Extended DataFig.1| Text Explanation Clustering by Randomized
Treatment Group. Notes: This figure plots regression coefficients from OLS

regressions of anindicator for cluster membership on each randomized group.

Results are shown for our primary model specification, which controls for
participants’demographic and behavioral characteristics (see Supplementary
Information, “Analysis: Consumer study outcomes”). Data are presented as
coefficients with the horizontal bars representing 95% confidence intervals
derived from robust standard errors. The topics along the y-axes are binary

(b) Text response clusters for voice
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variables that take value lif a participant’sresponseis classified into the given
topicand zero otherwise. Details about the text analyses are mentioned
inSupplementary Information and sample text responses are shownin Tables
Aland A2.Figure (a) shows OLS regression results for text analysis on the
open-ended reasons participants mentioned while explaining their choice of
giftcard (n=4039). Figure (b) shows OLS regression results for text analysis on
the open-ended reasons participants mentioned while explaining their choice
ofonline petitionto sign (n=4039).
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Extended DataFig.2| Weights Assigned by Treated Participants to their
Initial and Final Gift Card Choices. Notes: This figure shows the distribution
of weights assigned by treated participants (i.e. thosein randomized treatments
T1, T3 or T4) totheir top choice gift card before and after receiving the information
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treatment. The mean weight drops from 39.11to 23.71 after receiving the
information treatment, representing a 39.4% decline in the mean gift card value.
The median weight drops from 35.0 t020.0 after receiving the information
treatment, representing a42.9% decline in the median gift card value.
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Grouped Bar Plot of Delta Values by Group and Outcome
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Extended DataFig. 3 | Delta Values by Treatment Group and Type of Voice Outcome. Notes: The delta value reported here represents the difference between
the proportion of a particular outcome variable and the proportion of actual recorded signatures for each treatment group.
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survey experiment by category. Notes: This figure shows the job titles of the correspondstoits frequency of appearancein our sample.
sub-sample of participants (N = 316) whose job titles we were able to verify from
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Extended Data Table 1| Top 100 advertisers’ activity on misinformation websites

Appears on misinformation websites

Number of misinformation websites

(1) 2) (3) @ (5) (6)
Digital ad platform usage 3.36™**  3.07""" 3.417*" 314" 2.82™ 2.83"**
(0.06) (0.06) (0.08) (0.07) (0.07) (0.08)
< 0.001 < 0.001 < 0.001 < 0.001 < 0.001 < 0.001
Odds Ratio / 28.71 21.63 30.35 23.19 16.76 17.03
Incidence Rate Ratio
Month FE Yes Yes Yes Yes Yes Yes
Industry FE No Yes Yes No Yes Yes
Month FE x Industry FE No No Yes No No Yes
Number of Observations 11,969 11,969 11,969 11,969 11,969 11,969

**p < 0.01; **p < 0.05; *p < 0.1

This table shows regression results for the top 100 most active advertisers in a given year based on weekly data collected for the years 2019 to 2021 (n=11, 969). In Columns (1)-(3), we show
results from logit regressions where the dependent variable is appears on misinformation websites, a binary variable that takes value 1 when an advertiser appears on a misinformation website
in a given week and zero otherwise. In Columns (4)-(6), we show results from poisson regressions where the dependent variable is number of misinformation websites, a continuous variable
for the number of misinformation websites an advertiser appears on in a given week. Digital platform usage is a binary variable that takes value 1 when a company is using digital advertising
platforms in a given week and zero otherwise. No adjustments were made for multiple comparisons. Robust standard errors in parentheses. P-values derived from two-sided t-tests reported

below standard errors.



Extended Data Table 2 | Comparison of responses across all petition outcomes

Company Platform
Intention Clicks Reported Signed Intention Clicks Reported Signed
1) (2 3) 4 ) (6 ) (8
Company (T1) 0.03" 0.02 0.03 0.02 —0.01 —0.02 —0.02 —0.02

(0.02)  (0.02)  (0.02)  (0.02)  (0.02)  (0.02)  (0.02)  (0.01)
0.098 0257  0.132 0.272 0.453 0.349 0.205 0.307

Platform (T2) 0,00  —001  0.00 —001  0.05**  0.05* 004 004"
(0.02)  (0.02)  (0.02)  (0.02)  (0.02)  (0.02)  (0.02)  (0.02)
0.937 0436 0908  0.361  0.015 0.006 0.048  0.026

Company and Platform (T3) 0.01 —0.00 0.01 —0.01 0.03 —0.01 0.03 0.00
(0.02) (0.02) (0.02) (0.02) (0.02) (0.02) (0.02) (0.02)
0.581 0.940 0.600 0.566 0.194 0.708 0.196 0.956

Company Ranking (T4) 0.04 0.04™ 0.03 —0.03 —0.03 —0.03

(0.02) (0.02) (0.02) (0.02) (0.02) (0.02)

0.055 0.048 0.145 0.126 0.115 0.106
Controls Yes Yes Yes No Yes Yes Yes No
Control mean 0.22 0.15 0.21 0.12 0.21 0.14 0.20 0.11
Observations 4039 4039 4039 3225 4039 4039 4039 3225

***p < 0.01, **p < 0.05, *p < 0.1

Notes: This table shows OLS regression results for each of the four treatment groups (T1, T2, T3 and T4) across all of our petition outcomes. Columns (1) to (4) refer to company-specific petitions
suggesting that companies like the respondent’s top choice gift card company need to block their advertisements from appearing on misinformation websites. Columns (5) to (8) refer to
platform-specific petitions suggesting that digital advertising platforms used by companies need to block advertisements from appearing on misinformation websites. In columns (1) and (5),
the dependent variable is the intention to sign a petition, a binary variable that takes the value 1 when a participant indicates wanting to sign a given petition and zero otherwise (n=4039). In col-
umns (2) and (6), the dependent variable is a click on the petition link that takes the user to the Change.org platform to sign a petition, a binary variable that takes the value 1 when a participant
clicks on the link and zero otherwise (n=4039). In columns (3) and (7), the dependent variable is the self-reported petition signature, a binary variable that takes the value 1 when a participant
reports having signed a given petition and zero otherwise (1=4039). We record actual petition signatures in columns (4) and (8); we omit signatures for the T4 group since these petitions were
accidentally deleted by Change.org (n=3225). Since we only observe actual signatures on the treatment group level, we cannot include controls and run regressions for these outcomes. To do
testing, we calculate standard errors using the standard formula for (two-sided) proportion tests. For the remaining columns, we apply robust standard errors in parentheses. No adjustments
were made for multiple comparisons. P-values derived from two-sided t-tests reported below standard errors.
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Extended Data Table 3 | Heterogeneous Treatment Effects for Exit and Voice

Switch in gift card
from top choice company (“exit™)

Petition clicks
on company petition (“voice”)

(1) (2) (3) (4) (5) (6) (7) (8)
Treatment 0.07*** 0.07*** 0.12%** 0.10%** 0.02 0.00 0.03**  0.03**
(0.01) (0.01) {0.01) (0.01) (0.02) (0.02) (0.02) (0.01)
< 0.001 < 0.001 < 0.001 < 0.001 0.127 0.887  0.040 0.012
Treatment x Female 0.05** 0.00
(0.02) (0.02)
0.011 0.980
Treatment x Biden voter 0.03" 0.05""
(0.02) (0.02)
0.058 0.036
Treatment X Frequent user —0.05""" —0.02
{0.02) (0.02)
0.007 0.486
Treatment X —0.04" -0.03
Consumes misinformation (0.02) (0.03)
0.097 0.231
Female 0.00 0.03*** 0.03*** 0.03*** 0.00 0.01 0.01 0.00
(0.01) (0.01) {0.01) (0.01)  (0.02) (0.01) (0.01) (0.01)
0.681 0.002 0.002 0.002 0.785 0.674 0.667 0.686
Biden voter 0.01 -0.01 0.01 0.01 0.02* -0.01  0.02* 0.02*
(0.01) (0.01) {0.01) (0.01) (0.01) (0.02) (0.01) (0.01)
0.579 0.257 0.576 0.587 0.097 0.708 0.095 0.096
Frequent user —0.04™*  —0.04*"* —0.01 —0.04™*  0.03** 0.03"* 0.04™ 0.03**
(0.01) (0.01) {0.01) (0.01) (0.01) (0.01) (0.02) (0.01)
0.001 0.001 0.611 0.001 0.014 0.014 0.026 0.014
Consumes misinformation 0.03** 0.03** 0.03** 0.05%** 0.00 0.00 0.00 0.02
(0.01) (0.01) {0.01) (0.02) (0.01) (0.01) (0.01) (0.02)
0.011 0.013 0.014 0.001 0.893 0.894 0.902 0.316
Controls Yes Yes Yes Yes Yes Yes Yes Yes
Control group mean 0.05 0.05 0.05 0.05 0.14 0.14 0.14 0.14
Observations 4039 4039 4039 4039 4039 4039 4039 4039

**%p < 0.01, **p < 0.05, *p < 0.1

Notes: This table shows OLS regression results for our full sample (n=4039) where Treatment is a binary variable that takes a value of 1if a respondent is randomized into any of the
company-specific treatment groups (T1, T3 or T4) and zero otherwise. In columns 1to 4, the dependent variable is switch in gift card choice from the respondent’s top choice company (i.e.
“exit”). In columns 5 to 8, the dependent variable is clicking on a link to sign a petition that suggests that companies like the respondent’s top choice gift card company need to block their
advertisements from appearing on misinformation websites. Female is a binary variable that takes a value of 1if a respondent reports being female and zero otherwise. Biden voter is a binary
variable that takes a value of 1if a respondent reported voting for President Biden in the 2020 US Presidential election and zero otherwise. Frequent user is a binary variable that takes a value of
1if a respondent reported using their top choice gift card at least once a month. Consumes misinformation is a binary variable that takes a value of 1 if a respondent reported using one or more
misinformation news outlets (out of a list of 26 popular news outlets) in the past 12 months and zero otherwise. No adjustments were made for multiple comparisons. Robust standard errors in
parentheses. P-values derived from two-sided t-tests reported below standard errors.



Extended Data Table 4 | Decision-makers’ Beliefs and Characteristics about Advertising on Misinformation Websites

All  Executives Managers Other

€)) 2 3 ()
Belief about Advertising on Misinformation 0.20 0.18 0.24 0.17
Certainty of Belief about Advertising on Misinformation 0.79 0.81 0.75 0.83
Advertised on Misinformation™ 0.81 0.72 0.86 1.00
% of Correct Beliefs about Own Company * 0.36 0.41 0.33 0.25
Observations 442 248 147 47

Notes: This table shows respondents’ beliefs and characteristics about their own company advertising on misinformation outlets. Column (1) shows results for the full sample (n=442), Column
(2) for the sub-sample of executives (n=248), Column 3 for the sub-sample of managers (n=147), and Column 4 for the remaining individuals (n=47). The proportions in rows marked with an
asterisk (*) are calculated based on the subsample of participants who requested an ad check and whose companies appeared in our advertising data (n=106) in Column (1).
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Data collection  Data on advertising was obtained using Oracle's Moat Pro platform, which collects data by scraping thousands of websites each day. Data on
companies and ad platforms was manually extracted from this platform from January 1, 2019 to December 31, 2021. Data collection for both
survey experiments was done using the university provided Qualtrics survey software. Code supporting the findings of the paper is available
at: https://github.com/wajeeha-ahmad/misinformation-advertising.

Data analysis Data was cleaned and partially analyzed in Python using Jupyter notebooks. Analysis was completed using R version 4.0.3.

For manuscripts utilizing custom algorithms or software that are central to the research but not yet described in published literature, software must be made available to editors and
reviewers. We strongly encourage code deposition in a community repository (e.g. GitHub). See the Nature Portfolio guidelines for submitting code & software for further information.
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- A description of any restrictions on data availability

- For clinical datasets or third party data, please ensure that the statement adheres to our policy

Our study was preregistered at the American Economic Association's Registry under AEARCTR-0009973. The data we collected for our experimental studies is

)
Q
—
(e
(D
©
O
=
s
<
-
(D
o
O
a
>
(@)
wn
[
3
=
Q
A




available in anonymized form and can be accessed by clicking on this link: https://github.com/wajeeha-ahmad/misinformation-advertising. Data on job titles for the
second survey experiment are not available to protect participant confidentiality. Data analyzing the descriptive analysis of advertising on misinformation websites
can be made available after obtaining permission from the proprietary sources on misinformation domains (NewsGuard and the Global Disinformation Index) and
advertising (Oracle).

Research involving human participants, their data, or biological material

Policy information about studies with human participants or human data. See also policy information about sex, gender (identity/presentation),
and sexual orientation and race, ethnicity and racism.

Reporting on sex and gender Participants in both surveys were asked to self-report their gender as part of the survey using a single question (Q. What is
your gender? Response categories: Male, Female, Non-binary or third gender, Prefer not to say). Gender representation was
considered for the consumer survey to ensure a nationally representative sample of the U.S. population based on gender
among other dimensions. While our findings apply to all participants regardless of gender, we report pre-registered gender-
specific results for our consumer experiment in the section titled "Heterogeneous treatment effects". Gender-based analysis
was not performed for the decision-maker study given its small sample size. Our consumer sample consisted of 52% female
participants and our decision-maker sample consisted of 21% female participants.
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Reporting on race, ethnicity, or | Participants in our consumer survey were asked to self-report their race or ethnicity using a single survey question (Q: which
other socially relevant of the following best describes your ethnicity or race? Response categories: Asian/Asian American, Caucasian/White, Native
American/Inuit/Aleut, Native Hawaiian/Pacific Islander, Other, Prefer not to say.) Race was considered in the survey design to
ensure a nationally representative sample of the U.S. population in terms of race among other dimensions. We also
controlled for the respondents' race category chosen in response to the above question while performing our analyses. No
data on race was collected for the decision-maker study.

groupings

Population characteristics See the "Behavioral and social sciences study design" responses below. Population characteristics are further detailed in the
Methods section of our paper. Summary statistics for our participant populations are also reported in Supplementary
Information Tables A5 and A11.

Recruitment Participants in our consumer survey were recruited via CloudResearch. These participants were invited to "take a survey
about the news, technology and businesses." This generic description does not make any specifc references to
misinformation or its effects to avoid self-selection based on interest in or perceptions of misinformation. Participants may
have self-selected into taking our survey based on their broad interest in news, technology and/or businesses; given the
expected prevalence of such general interests among the consumers of the advertising companies we study, we do not
expect such self-selection to substantially bias our results.

Participants in our decision-maker survey were recruited via emails sent by our partner organizations. We used neutral
language in our study recruitment emails to attract a broad audience of participants to our survey regardless of their initial
beliefs and concerns about misinformation, stating our goal as "conducting vital research on the role of digital technologies in
impacting your organization" without mentioning misinformation. While our sample is limited to those decision-makers who
participated in executive education programs at our two partner programs, we find the industries these decision-makers
were from to be representative of the industries we observed in our descriptive analysis of advertisers appearing on various
misinformation websites. Further details about the representativeness and validity of our sample are provided in Methods,
"Decision-maker experiment design: Tackling experimental validity concerns".

Ethics oversight The study was reviewed by the Stanford University Institutional Review Board (Protocol No. IRB-63897) and the Carnegie
Mellon University Institutional Review Board (Protocol No. IRBOO0O00603).

Note that full information on the approval of the study protocol must also be provided in the manuscript.
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Please select the one below that is the best fit for your research. If you are not sure, read the appropriate sections before making your selection.

|:| Life sciences Behavioural & social sciences |:| Ecological, evolutionary & environmental sciences

For a reference copy of the document with all sections, see nature.com/documents/nr-reporting-summary-flat.pdf

Behavioural & social sciences study design

All studies must disclose on these points even when the disclosure is negative.

Study description The study is quantitative, involving descriptive analyses and experimental survey data. Study designs are outlined in the Methods
section of the paper.

Research sample The sample for the consumer study was provided by CloudResearch, which recruited participants in the U.S. based on quotas to
ensure a nationally representative sample for the U.S. population on three criteria: gender, age and race. CloudResearch was chosen
for its higher quality participant pool (relative to MTurk) based on prior analysis and its ability to provide a large sample of consumers
of commonly used products/services in the U.S. Further details about the consumer study research sample are provided in Methods,
"Consumer experiment design: Setting and sample recruitment" and in Supplementary Information, "Section 2.2: Consumer study
results".




The sample for the decision-maker study is from the alumni pool of Executive Education programs at two of our partner
organizations. As mentioned in the Methods section, this sample was chosen in order to survey senior managers and leaders who
could influence strategic decision-making within their firms. Additionally, partnering with two university programs instead of a
specific firm allowed us to access a more diverse sample of companies than prior work that sampled specific types of firms, e.g.
innovative firms, startups or small businesses. urther details about the decision-maker study research sample are provided in
Methods, "Decision-maker experiment design: Setting and sample recruitment" and in Supplementary Information, "Section 2.3:
Decision-maker study results".

Sampling strategy CloudResearch collected data for our consumer study, ensuring that the sample was nationally representative for the U.S. population
based on three criteria: gender, age and race. We performed power calculations to arrive at a rough estimate of the sample size
required.

Data for our decision-making study was collected by sending invite emails with the survey link via our partner organizations, who
randomly sampled potential study participants from their alumni pool. The sample size we arrived at was based on the maximum
sample our partner organizations were comfortable sending emails to.

Data collection Survey data was collected using Qualtrics survey software. Respondents could complete the survey on their own (without any
researchers present at the time of them filling out the survey) using any appropriate web- and browser-enabled device.
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Timing Data for our consumer study was collected between August 29, 2022 and September 7, 2022. An initial data sample for our decision-
maker study was collected from November 22, 2022 to December 5, 2022 with a larger sample being collected from December 7,
2022 to December 26, 2022.

Data exclusions In both experiments, participants were excluded from continuing the survey if they did not provide consent to participate in the
study at the beginning of the survey. These included 483 participants in our consumer survey and 8 participants in our decision-

maker survey.

Participants in our consumer survey were further restricted from continuing the study if they reported not being a U.S. citizen or
being based in the U.S. This excluded 188 participants.

59 participants in the decision-maker study were further excluded if they reported not being employed at the time of the survey.
Finally, participants in both experiments were excluded from analyses if they exhibited inattentiveness during our survey by
incorrectly answering specific question(s). This excluded 5609 participants from our consumer study and 66 from our decision-maker
study.

These exclusion criteria were pre-established.

Non-participation In our consumer experiment, 483 participants declined participation by not providing consent to participate at the beginning of the
survey. A further 188 participants were dropped out from the study after they reporting not being a U.S. citizen or not being based in
the U.S. Finally, 5609 participants were dropped from analyses for incorrectly answering our attention check question.

In our decision-maker study, 8 participants declined participation by not providing consent at the beginning of the survey. 59
participants in the decision-maker study were dropped out if they reported not being employed at the time of the survey. Finally, 66

participants were dropped from analyses for incorrectly answering our attention check questions.

Randomization Randomization for both survey experiments was completed using Qualtrics survey software.

Reporting for specific materials, systems and methods

We require information from authors about some types of materials, experimental systems and methods used in many studies. Here, indicate whether each material,
system or method listed is relevant to your study. If you are not sure if a list item applies to your research, read the appropriate section before selecting a response.

Materials & experimental systems Methods
Involved in the study n/a | Involved in the study
Antibodies |:| ChiIP-seq
Eukaryotic cell lines IZI |:| Flow cytometry
Palaeontology and archaeology IZI |:| MRI-based neuroimaging
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Clinical data
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Plants

Seed stocks N/A

Novel plant genotypes  N/A

Authentication N/A
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