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Although quantum computers can perform a wide range of practically important
tasks beyond the abilities of classical computers'?, realizing this potential remains a
challenge. An example is to use an untrusted remote device to generate random bits
that can be certified to contain a certain amount of entropy?. Certified randomness
has many applications but isimpossible to achieve solely by classical computation.
Here we demonstrate the generation of certifiably random bits using the 56-qubit
Quantinuum H2-1trapped-ion quantum computer accessed over the Internet.

Our protocol leverages the classical hardness of recent random circuit sampling
demonstrations**: a client generates quantum ‘challenge’ circuits using a small
randomness seed, sends them to an untrusted quantum server to execute and verifies
the results of the server. We analyse the security of our protocol against arestricted
class of realistic near-term adversaries. Using classical verification with measured
combined sustained performance of 1.1 x 10 floating-point operations per second
across multiple supercomputers, we certify 71,313 bits of entropy under this restricted
adversary and additional assumptions. Our results demonstrate a step towards the
practical applicability of present-day quantum computers.

In recent years, numerous theoretical results have shown evidence
that quantum computers have the potential to tackle a wide range
of problems out of reach of classical techniques. The main examples
include factoring large integers¢, implicitly solving exponentially
sized systems of linear equations’, optimizing intractable problems?,
learning certain functions’® and simulating large quantum many-body
systems®. However, accounting for considerations such as quantum
error correction overheads and gate speeds, the resource require-
ments of known quantum algorithms for these problems put them
far outside the reach of near-term quantum devices, including many
suggested fault-tolerant architectures. Consequently, it is unclear
whether the devices available in the near term can benefit a practical
application™.

Starting with one of the first ‘quantum supremacy’ demonstra-
tions®, several groups have used random circuit sampling (RCS) as an
example of a task that can be executed faster and with alower energy
cost on present-day quantum computers compared with what is
achievable classically*>™, Yet, despite rapid experimental progress,
abeyond-classical demonstration of a practically useful task performed
by gate-based quantum computers has so far remained unknown.

Random number generationis anatural task for the beyond-classical
demonstration because randomnessis intrinsic to quantum mechanics,
anditisimportantin many applications, ranging frominformationsecu-
rity to ensuring the fairness of processes such asjury selection® ™. The
main challenge for any client receiving randomness froma third-party
provider, such as ahardware security module, is to verify that the bits
received are truly random and freshly generated. Although certified
randomness is not necessary for every use of random numbers, the
freshness requirement is especially importantinapplications such as
lotteries and e-games, in which several parties (which may or may not
trust each other) need to ensure that a publicly distributed random
number was generated on demand. Moreover, certified randomness
can be used to verify the position of a dishonest party® %,

Protocols exist for certifying random numbers based on the vio-
lation of Bell inequalities™?*. However, these protocols typically
require the underlying Bell test to be loophole-free, which can be hard
for the client to enforce when the quantum devices are controlled by
athird-party provider. Thisapproach thus necessitates that the client
trust a third-party quantum device provider to perform the Bell test
faithfully.
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Fig.1|Overview of the protocol. a, Theidealized protocol. A client submits
Mrandom circuits {C};c s serially toarandomness server and expects
bitstrings {x;};c sy back, each withinatime toc. b, Asubset of circuit-bitstring
pairsisused to compute the XEB score. The XEB score has distributions
(bottom plot for qualitativeillustration only) corresponding to either an honest
serveror anadversarial server performing alow-fidelity classical simulation.
Forany XEBtargetindicated by the dashed line, an honest server may fail to
achieve ascoreabove this threshold with a probability Pg;. ¢, lllustration of the
challenge circuits, consisting of layers of U,, gates sandwiched between layers

Alternatively, ref. 3 proposed a certified randomness protocol that
combines RCS with ‘verification’ on classical supercomputers>?. This
type of protocol allows a classical client to verify randomness using
only remote access to an untrusted quantum server. A classical cli-
ent pseudorandomly generates n-qubit challenge circuits and sends
themto aquantum server, whichisasked toreturnlength-nbitstrings
sampled from the output distribution of these circuits within a short
amount of time (Fig. 1a,c). The circuits are chosen such that no real-
istic adversarial server can classically simulate them within the short
response time. A small subset of circuits is then used to compute the
cross-entropy benchmarking (XEB) score? (Fig. 1b), which reflects
how well the samples returned by the server match the ideal output
distributions of the submitted circuits. Extensive complexity-theoretic
evidence suggests that XEBis hard to ‘spoof” classically?”?. Therefore, a
high XEB score, combined with a short response time, allows the client
to certify that the server must have used aquantum computer to gener-
ate its responses, thereby guaranteeing a certain amount of entropy
with high probability. Our analysis quantifies the minimum amount
of entropy that an untrusted server, possibly acting as an adversary,
must provide to achieve a given XEB score in a short amount of time.

The protocol proposed in ref. 3 provides a complexity-theoretic
guarantee of Q(n) bits of entropy for a server returning many sam-
ples from the same circuit. This protocol is best suited for quantum
computing architectures with overheads that make it preferable to
sample a circuit many times after loading it once. In practice, the clas-
sical simulation cost of sampling a circuit many timesis comparable to
the cost of sampling only once?. Furthermore, the trapped-ion-based
quantum computer used in this work is configured to feature minimal
overhead per circuit, such that executing many single-shot circuits does
not introduce a substantial time penalty per circuit compared with
sampling one circuit many times. Together, these two observations
motivate strengthening the security of the protocol by requesting
the server to return only one sample per circuit. To this end, in Sup-
plementary Information section I, we extend the complexity-theoretic
analysis to this modified setting of one sample per circuit, guarantee-
ing Q(n) bits of entropy.

In this work, we report an experimental demonstration of an RCS-
based certified randomness protocol. Our main contributions are
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of random SU(2) gates on all qubits. The arrangement of two-qubit gates is
obtained viaedge colouring (right) onarandomn-node graph.d, Client-server
interactionasimplementedin our protocol. Following a device-readiness
check (‘precheck’), the client submits abatch of 2b circuits and expects all the
samples corresponding to the batch to be returned within a cutoff duration
Tycutori- NOte that only one batch with execution time Ty, isillustrated in the
figure. The client continues the protocol until Mtotal circuits have been
successfully executed.

as follows. First, inspired by ref. 3, we propose a modified RCS-based
certified randomness protocol that is tailored to near-term quantum
servers. Second, we prove the security of ourimplementation against
aclass of realistic finite-sized adversaries. Third, we use a high-fidelity
quantum computer and exascale classical computation to experi-
mentally realize this proposed protocol, pushing the boundaries of
both quantum and classical computing abilities. By combining the
high-fidelity Quantinuum H2-1 quantum processor with exascale
verification, we demonstrate a useful beyond-classical application of
gate-based digital quantum computers.

Inour proposed protocol, shownin Fig.1d and detailed in the Meth-
ods, the client pseudorandomly generates a sufficiently large number
of n-qubit quantum circuits and then sends them in batches of 2b cir-
cuits, where bis aninteger. After abatchis submitted, the client waits
for 2blength-n bitstrings to be returned within T, ... seconds. The
batch cutoff time prevents the protocol from stalling and is fixed in
advancebased on preliminary experiments to a value intended to maxi-
mize theamount of certifiable entropy while ensuring that the average
response time per circuit remains low enough to preclude classical
simulation as a viable strategy for the server to generate responses.
Ifabatchtimesout orifafailurestatusisreported, all of the outstand-
ingjobsinthebatchare cancelled, and all bitstrings received from the
batcharediscarded. Consequently, results fromafailed batchare not
included in calculating the XEB score or entropy extraction. Batches
are continually submitted until M valid samples are collected. The
cumulative response time for successful batches gives the total time
T...and the average time per sample ¢ = T,/ M. Subsequently, the cli-
ent calculates the XEB score on a subset of size m randomly sampled
fromthe M circuit-sample pairs:

2n
XEB e = E z Pc,.(xi) -1,
i€y

@

where V is the set of indices for the random subset of size m and
P.(x) = [{x|C|0)|*is the probability of measuring bitstring x fromanideal
quantum computer executing circuit C. If the bitstrings x; are perfectly
drawn from the output distributions of sufficiently deep random cir-
cuits C, the XEB scoreis expected to concentrate around 1. By contrast,



P =001 <x=0228 — P, =05<%=0.3
— Py=01x=0.26 - Py;=09<x=034
- P, =025y =0.279

a b 5000
Q quantum samples

_ _ _ 2,000

M - Q classical samples
c Batchsize p) o 1990

80 15
2]
£ o] . 20 1,000
;gj 40 2.154 :
] : ! 500
e} i Cutoff
Z 207 i Tb,cutoff/2b
0 T T T T i 1 0 5 ! 5 ! " T 5 ! "
2.0 2.1 22 23 24 25 26 10 10 810 10 10
sou
Tbatch/2b

Fig.2|Adversary model and protocol security. a, In the adversarial model
consideredinthis work, Qsamples are obtained using a perfect-fidelity
quantum computer and M - Q using classical simulation. b, Probability of
anhonestserver with fidelity ¢ = 0.3 failing to certify Q,;, quantum samples
(and corresponding threshold y) with soundness ¢, against an adversary four

ifthex;aredrawn fromdistributions uncorrelated with the distributions
induced by C, the XEB score is expected to concentrate around 0. The
clientdecidestoacceptthe received samplesasrandom bitsbased on
two criteria. First, the average time per sample must be lower than a
threshold ¢,.snoi» Which is chosen to preclude high-fidelity classical
simulation. This time can be lower than T, because it is advanta-
geous from the perspective of extractable entropy to accept some
samples with response time slightly larger than t,,,.q1 as long as the
average response time remains low. Second, the XEB score on V must
be greater than a threshold x € [0, 11. All of & esnoia, X @Nd T cyorr are
determinedinadvance of protocol execution, based on (for example)
preliminary hardware experiments, with the goal of certifying a certain
fixed amount of entropy at the end of the protocol with high probabil-
ity. Together, the protocol succeeds if

tac=Teot/M<tinreshola  aNd XEByege 2X, @)

and otherwise aborts.

The security of our protocol relies on the central assumption that,
for the family of pseudorandom circuits we consider, there exists no
practical classical algorithm that can spoof the XEB test used in the
protocol. We analyse the protocol security by modelling a restricted
butrealisticadversarial server that we believe to be the most relevant:
foreachcircuitreceived, the adversary either samples an output hon-
estly from a quantum computer or performs classical simulation
(Fig. 2a). As only the former contains entropy, the adversary tries to
achieve the threshold XEB score with the fewest quantum samples, to
pass the XEB test while returning as little entropy as possible. For our
protocol, we assume an adversary with a perfect-fidelity quantum
computer, which allows the adversary to spoof the maximum number
of bitstrings classically. We further assume that the classical compu-
tational power of the adversary is bounded by a fixed number of
floating-point operations per second (FLOPS) A, which may be meas-
ured relative to the most powerful supercomputer in the world (at the
time of experiment, the Frontier supercomputer; see https://www.
top500.org/lists/top500/2024/06/), and that the adversary possesses
the same optimized methods to simulate the circuits as the client has.

times more powerful than Frontier over repeated experiments, with the
protocol parameters set to those from Table 1. ¢, Distribution of batch
times per successful sample, froma total of 984 successful batches, in our
experiment. The vertical dashed lineindicates the average time per sample.

Note that an adversary possessing more powerful classical methods
for simulating circuits than expected can equivalently be modelled as
anadversary with identical classical methods and larger computational
power. We note that as the adversaries we analyse are allowed only a
restricted set of strategies, the subsequent mathematical results hold
only in this limited setting, conditioned on some additional assump-
tions further detailed in Supplementary Information section IlIC. To
thebest of our knowledge, the restricted set of classical and quantum
adversary strategies considered here correspond to the current state
oftheart. Weleave the incorporation of abroader class of adversaries
to future analysis.

The client needs to ensure that the circuits are difficult to simulate
within the time t,,..no0- Otherwise, the server canuse its classical super-
computer to deterministically simulate the circuits with high fidelity
and generate samples that readily pass the tests in equation (2). For
the family and size of circuits we consider, tensor network contraction
is the most performant known method for finite-fidelity and exact
simulation* as well as sampling. If a circuit has a verification (exact
simulation) cost of BFLOPS, the adversary can simulate each circuit
to a target fidelity of A ¢, esnoia/B Using partial contraction of ten-
sor networks, for which the simulation cost and simulation fidelity
arerelated linearly®®. The protocolis successful only if the parameters
are chosen such that the fidelity ¢ of an honest server satisfies

P> A- tthreshold/B' (3)

This condition requires that there exists a gap between the fidelity
of an honest server and that achievable by an adversary performing
mostly classical simulations. If this conditionis satisfied, the XEB score
of an honest server will have a probability distribution with a higher
average value than the probability distribution of the XEB of the adver-
sary (qualitatively shown in Fig. 1b), allowing the client to distinguish
between the two.

After certification (that s, if the tests in equation (2) pass), the cli-
ent uses a randomness extractor to process the M samples. An ideal
protocolfor certified randomness either aborts, resultingin an‘abort
state’, or succeeds, resulting in a uniformly distributed bitstring that
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Table 1| Summary of experimental parameters

Label Meaning Value

n Number of qubits 56

B Cost of simulating challenge circuits 90 x 10" FLOPS

A Sustained peak performance of the Frontier 0.897 x10"™ FLOPS
supercomputer

- Time to simulate challenge circuits on the 100.3s
Frontier supercomputer

X Threshold for XEB test 0.3

tieshola  1Hreshold for average time per sample 2.2s

Thouorf  CUtoff time for the server to respond to a batch 2.5x%x2bs
of 2b circuits

M Number of successful samples 30,010

tac Average response time per successful quantum  2.154s
sample

m Number of samples used to measure XEB 1,522

XEB, Measured XEB 0.32

is uncorrelated with any side information. Viewing the protocol as a
channel acting on some initial state composed of both the server and
the client, an end-to-end protocol is said to be &,,,-sound if, for any
initial state, the end result is ,,,-close (in terms of trace distance) to
theideal output: amixture of the abort state and the maximally mixed
state (see Supplementary Information section IlIA for the rigorous
definition of soundness).

The entropy that the client can extract out of the received samples
onsuccessful execution of the protocol depends on how stringent its
thresholds on the response time (£,eshois) @nd the XEB score (x) are. It
isinthe interest of the client to set these thresholds as stringently as
possible, to force the hypothetical adversary to draw more samples
from the quantum computer, while still allowing that an honest server
cansucceed with high probability. As the thresholds are known to both
parties, the strategy of the adversary is to minimize the use of the quan-
tum computer while ensuring that the protocol does not abort. Based
on the protocol thresholds, the client can determine the number of
quantumsamples Q,;, such that the protocol aborts with alarge prob-
ability 1 - &, if the adversary returns fewer than Q,,;, samples from
the quantum computer (see Supplementary Information section IVF
for details). Thislower bound on Q,,;,,can be used to derive the minimum
smooth min-entropy of the received samples. Note that the smooth
min-entropy of an information source characterizes the number of
random bits that can be extracted from the source. In particular, we
devise an g,,,-sound protocol that provides a lower bound on the
smooth min-entropy Hzs, (defined in Supplementary Information
section llID) with smoothness parameter &, = &,,/4 and With £, = Ego-
The results in the paper are reported in terms of the soundness para-
meter &, and the smooth min-entropy H.s,..

Asmaller g, makes astronger security guarantee by making it more
difficult for an adversary to pass the XEB test with a small Q,y;,. This
may be achieved by choosing a higher threshold . However, a higher
threshold also makes it more likely for an honest server to fail the XEB
test, meaning that the honest server cannot be certified to have pro-
duced the target amount of extractable entropy. Note that this does
not necessarily mean that the samples provided by the honest server
donot contain entropy, only that they fail to satisfy the criteriaof equa-
tion (2) and consequently the protocol aborts. In practice, it is desir-
able to ensure that an honest server fails only with a low failure
probability P;,;. To that end, we may compute a threshold x(P;,;) cor-
responding to any acceptable P,;. This threshold, along with ¢, eshoiar
then allows us to determine Q,,,;, for a target soundness &, (Supple-
mentary Information section IlID). Figure 2b shows the achievable Q,;,
at different Pg,; and &,,,, showing the trade-off between the three
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quantities at the fixed experimental configuration and the classical
computational power of adversary (¢, toc, M, m, Band A).

We demonstrate our protocol using the Quantinuum H2-1trapped-
ion quantum processor accessed remotely over the Internet. The
experimental parameters are provided in Table 1. The challenge cir-
cuits (shown in Fig. 1c, see Supplementary Information section IVC
for the considerations involved in choosing the circuits) have a fixed
arrangement of 10 layers of entangling U, gates, each sandwiched
between layers of pseudorandomly generated SU(2) gates on all qubits.
The arrangement of two-qubit gatesis obtained by edge colouring on
arandom n-node graph. Preliminary mirror-benchmarking experi-
ments, along with gate-counting arguments based on the measured
fidelities of component operations, enable us to estimate the fidelity
of anhonest server*. At the time of the experiment, the H2-1 quantum
processor was expected to attain afidelity of ¢ = 0.3 or better ondepth-
10 circuits (multiple improvements were made to the H2-1device after
the collection of the data of this experiment that slightly increased the
fidelity estimateinref. 4). Likewise, the same preliminary experiments
alsolet usanticipate average time per sample tobe approximately 2.1s,
with a long-tailed timing distribution out to just below 2.5 s, as also
seeninthe full experiment in Fig. 2c. Reasonable (P;,; = 50%) protocol
successrates cantherefore be achieved with thresholds £, eqhoid = 2.2 S
andy = 0.3.Forillustrative purposes, we describe the experiment based
on these choices (in practice, one might want to lower P,; by setting y
somewhat below the expected value). The batch cutoff timeis set to be
Tycutore = (2b) X 2.5 5, anticipating that the relatively small expected frac-
tion of batches taking average time per sample between ¢, ;esnoig = 2.2 S
and 2.5 swould contribute additional entropy to thereceived samples
while being unlikely to increase the average time per sample from the
expected 2.1 s past the threshold of 2.2 s.

The circuit family considered has a simulation cost of B=90 x 10'8
FLOPS onthe Frontier supercomputer of the Department of Energy?,
the most powerful supercomputer in the world, to our knowledge, at
the time of writing (https://www.top500.org/lists/top500/2024/06/).
Following a detailed estimate of runtime on Frontier, we determine an
exact simulation time of 100.3 s per circuit when using the entire super-
computer atanumerical efficiency of 45%, where numerical efficiency
is the ratio between the actual algorithm runtime and its theoretical
expectation (see Supplementary Information section IVA for details
on the circuit simulation cost).

In our experiment, we use two batch sizes, b =15 and b=20; most
of the batches have b =15. In total, we submitted 1,993 batches for a
total of 60,952 circuits. From those, we obtain a total of M= 30,010
valid samples out of 984 successful batches. The cumulative device
time of the successful samples was 64,652 s, giving an average time of
toc=2.154 sper sample, inclusive of all overheads such as communica-
tiontime. Figure 2c shows the distribution of ¢, per successful sample.

In this work, the classical computational budget of the client is
spread across the Frontier®, Summit®, Perlmutter® and Polaris**
supercomputers equipped with graphics processing units (GPUs),
which are especially suitable for quantum circuit simulations. Of the
four supercomputers, Frontier and Summit were used at full-machine
scale during verification. We measure the sustained peak performance
of 897 petaFLOPS and 228 petaFLOPS, respectively (corresponding to
numerical efficiencies of 45% and 59%), achieving a combined perfor-
mance of 1.1exaFLOPS (see Supplementary Information section IVE).
We compute the XEB score for m =1,522 circuit-sample pairs, obtaining
XEB,.: = 0.32. The complete set of experimental parameters is listed
in Tablel.

The measured fidelity of XEB,, = 0.32 and measured time per sam-
ple toc = 2.154 s pass the protocol specified by y = 0.3 and ¢ espoia = 2.2 -
Forachoice of soundness parameter £,,,and a smoothness parameter
£, = &,,/4, the protocol thresholds determine the number of quantum
samples Q and the smooth min-entropy H,s, guaranteed by the
success of this protocol against an adversary with classical resources
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Table 2 | Smooth min-entropy rate at varying €, and A

A (multiples of Frontier)

€sou 1 2 4 6 8
1072 0.19 0.16 omn 0.06 0.01
107 0.15 012 0.07 0.02 0.00
10°® 0.12 0.09 0.04 0.00 0.00
10°® 0.10 0.07 0.02 0.00 0.00
107 0.08 0.05 0.00 0.00 0.00

The adversary is assumed to have the same efficiency for classical simulation as client
verification. The ratio corresponding to the entropy we report in the main text is boldfaced.

bounded by A. In Table 2, we report the smooth min-entropy rate,
H:s,./(56 x M), for arange of Aand ,, (see Supplementary Information
section IVF for details of this calculation). This is to show that if we want
toincrease the security of the protocol either by increasing the assumed
classical computational power of the adversary or by reducing the
soundness parameter, the amount of entropy that we can obtain must
reduce. In particular, we highlight that at ., = 107, we have Q,,;,, = 1,297,
corresponding to H:s, = 71,313 against an adversary four times more
powerful than Frontier (under the assumptions discussed earlier).
We feed the 56 x 30,010 raw bitsinto a Toeplitzrandomness extrac-
tor*and extract 71,273 bits (see Supplementary Information section IVF
for details onextraction and the determination of extractable entropy).
We note that the Toeplitz extractor is a ‘strong’ seeded extractor for
whichthe outputisindependent of the seed. For private use of the ran-
domness, inwhich the extracted bits are not shown, the extractor seed
canbereused. We append the seed used in the extractor to the protocol
output and do not count the seed as randomness ‘consumed’ by our
protocol. The totalinput randomness used to seed the pseudorandom
generator is thereby only 32 bits, and our protocol achieves certified
randomness expansion. We further note that other extractors can be
used that may consume less seed but have different security guarantees.
Future experiments are expected to improve device fidelity
(higher ¢) and execution speed (lower ¢yc). Adjusting protocol thresh-
olds (x and t,,.snoiq) against improved device specifications stands to
improve our protocol in terms of the achievable entropy, the adver-
sarial computational power that canbe guarded against and the sound-
ness parameter. Figure 3 shows these metrics as weimprove ¢y,cand ¢
(see Supplementary Information section V for details of this calcula-
tion). Conversely, for afixed adversary and soundness parameter, any
improvement in £,c and @ reduces the verification budget required

to certify a target number of quantum samples Q, making our proto-
col more cost-effective. Any improvement in entropy, all else being
equal, translates into a higher throughputinthe sense of a higher rate
of entropy generation per second. With y = 0.3 and ¢;reshoiqg = 2.2 S, OUr
experiment has a bitrate of 71,273/(30,010 x 2.2 s) = 1 bit per second
ate,,, =107 For £,,, =107 and Py,; = 0.1, improving fidelity to ¢ = 0.67
andresponse time to ¢, = 0.55 swould let us achieve the bitrate of the
NIST Public Randomness beacon® (512 bits per minute). We note that
improvement in ¢y can come from higher clock rates as well as paral-
lelization over multiple quantum processors or over many qubits of
one large quantum processor.

The security of our protocol relies on the circuits being difficult to
simulate. When better exact simulation techniques are developed by
researchers in the future, both the adversary and the client can use
the improved techniques to spoof and verify: these symmetric gains
neutralize each other. Althoughanotable improvement in approximate
simulation techniques may benefit spoofing asymmetrically, the client
might be able to neutralize those gains by modifying the ensemble of
challenge circuits to make approximate simulations more difficult.

Insummary, this workimplements a protocol for certified random-
ness, which also lends itself to multiparty and public verification.
We note that the bit rate and soundness parameter achieved by our
experiment, therestricted adversarial model, as well as the numerous
assumptions used in our analysis limit theimmediate deployment of the
proposed protocol in production applications. However, we numeri-
cally analyse how future developments may improve the security and
cost-effectiveness of our protocol. Our experiments pave the way for
new opportunities in cryptography and communication.

Disclaimer

This paper was prepared forinformational purposes with contributions
from the Global Technology Applied Research Center of JPMorgan
Chase. This paper is not a product of the Research Department of
JPMorgan Chase or its affiliates. Neither JPMorgan Chase nor any of
its affiliates makes any explicit orimplied representation or warranty
and none of them accept any liability in connection with this paper,
including, without limitation, with respect to the completeness, accu-
racy, or reliability of theinformation contained herein and the potential
legal, compliance, tax or accounting effects thereof. This document
is notintended as investment research or investment advice, or as a
recommendation, offer or solicitation for the purchase or sale of any
security, financial instrument, financial productor service, or to be used
inany way for evaluating the merits of participatingin any transaction.
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Fig.3|Futureimprovements. Improvementin metrics as fidelity ¢ and time
persamplet,cimprove. All panels assume the same verification budget as
this experiment, classical simulation numerical efficiency of 50% for both
verificationand spoofing, and target failure probability P,; =10™*.a, Smooth

min-entropy rate, h=H,,/(M- n), against an adversary four times as powerful

asFrontierwithe,,,=10"°and ¢, = ¢,,/4. b, Adversarial power that still allows
h=0.01tobeguaranteed with £, =107%. ¢, Soundness parameter &,,, that still
allows h=0.01to be guaranteed with an adversary thatis four times as powerful
asFrontier.
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Methods

The goal of the certified randomness protocol is to achieve two prop-

erties:

1. Randomness certification: outputs generated by the protocol should
be close to unpredictable and uniformly distributed, uncorrelated
with any side information the client, server, and the environment
might possess.

2. Randomness expansion: the entropy the client certifies in the pro-
tocol should be larger than the entropy it consumes in generating
the circuits and selecting the set for validation.

The M bitstrings received from the server, which we denote as X",
do not directly satisfy the randomness certification requirement as
they are not uniformly distributed. They are passed to arandomness
extractor Ext along with an extractor seed K., which is private to the
client, to obtain the final output bits K that are uniformly distributed
along with some side information. The possible side information we
consideris any classical information possessed by the client, the server
andthe environmentbefore the start of the protocol, and we denote this
‘snapshot’ of initial classical information as/,. This snapshotincludes
any initial randomness possessed by the client or the server.

Anideal randomness certification protocol outputs a string of bits
(intheregister K) thatis uniformly random and independent of /,,. That
is to say, the ideal output of a successful randomness certification
protocolis precisely 7, ® P, where 7, is a maximally mixed state and
o, isthe quantum state representing any side information. If the pro-
tocolaborts, the outputisexpected tobe abort state. We quantify the
security or soundness of our protocol by the closeness (as given by a
trace distance) between the ideal output and the actual output pro-
duced by the protocol. As a lower bound to the smooth min-entropy
of the M raw samples returned by the server suffices to guarantee
soundness by the use of randomness extractors, we present our main
resultin terms of bounds on the smooth min-entropy of the returned
samples.

Protocol details

Our primary objective in the protocol design is to minimize the time

between the client submitting a quantum circuit and receiving the cor-

responding bitstring. As aresult, our protocol is designed to mitigate
the following experimental considerations:

1. Thereis amarked latency due to network communication and the
time to load a circuit into the quantum device controls. Further-
more, there is also overhead associated with executing a circuit.
To ameliorate this, instead of submitting circuits one at a time,
we group the circuits into batches of 15 or 20 jobs, with each job
consisting of two circuits joined by a layer of mid-circuit meas-
urements and reset. Each batch of size b, therefore, consists of 2b
circuits.

2. There is downtime associated with the device, such as during
periodic calibrations. Before submitting a batch, a client probes
the machine for readiness using a predetermined precheck circuit
Corecheck- This circuit announces the intent of the client to submit
a batch of circuits and triggers any server-side maintenance if
necessary.

3. Toensure that the device does not stall and to keep the average time
persample low, we demand that the entire batch be returned within
a cutoff time of 2.5 x 2b s. If the entire batch is not received within
this cutoff time, we cancel all outstanding jobs in the batch, and we
discard all bitstrings received from this batch.

To formally describe our experimental protocol with all details
accurately represented (including details on challenge circuits
generation and randomness extraction), we present the following
protocol.

Protocol arguments.
neN : Number of qubits
deN : Circuitdepth
MeN : Total number of samples
beN : Batchsize
meN : Testsetsize

Kieeq € {0,1}" : Random bitstring that is private to client

Ty,cutoff - Round-trip communication time threshold
between the client
and the server for abatch
Linreshold - Threshold on the overall

average time-per-sample
X : Threshold for the XEB test
Ext: : (K, €.)-Quantum-proof strong extractor
(see definition 4 in Supplementary
Information)

K. €10,1}° : Arandom seed for the extractor

Corecheck - A predetermined ‘precheck’
instruction used to announce the client’s
readiness to submit a batch
Protocol steps.

1. Set the samples collected My, = @.
2.Seti=0,T,=0.
3. Initialize a pseudorandom generator with an r-bit seed K..q.
4. While| Meep| <M, run the following steps:
a.Challenge circuit generation subroutine: the client generates each
of the circuits {G;.,p. 122, as follows.
i. Initialize an empty circuit on n qubits.
ii. Forj=1, ..., d, runthe following steps:
A.Sample nSU(2) gates using the seeded pseudorandom gen-
erator and apply them to all n qubits.
B. Apply the two-qubit gates corresponding to layer T; of the
chosen edge-coloured circuit topology.
iii. Sample nSU(2) gates using the seeded pseudorandom genera-
tor and apply themto all n qubits.
b. Precheck: the client submits the precheck circuit Cyecheccand waits
for aresponse.
c.Client-server interaction subroutine:
i.Startatimer.
ii. The client submits the batch of circuits {C.,,.}2%; to the
server.
iii. The server responds with a batch of 2b bitstrings {x..,,. ¢} 22,
iv.Stop the timer. Record interaction time 7.
v.Time out scenario: If Ty, > T}, ..ot then discard the batch.
vi.If the batch is not discarded, then client computes
Mieep = MieepUrta ;.25 3and accumulates the time 7o, = Tro + T,
vii. Clientincrements the counter, i=i+1.
5. Abort condition 1:if T,y /| Myeep| > Eipreshola- then abort the protocol.
6. XEB score verification subroutine:
a. Test set construction: the client samples asubset V of size mran-
domly from M,.,, using the seeded pseudorandom generator.
b. Compute the score XEB,.; = ((2“/m) Yiey |<,\fj|Cj|0)|2) -1
c¢. Abort condition 2: if XEB, < x then abort the protocol.
7. If not-abort, the client feeds the M samples x;, ..., x;, together with
the random seed K, to the extractor Ext.

Output: Conditioned on the protocol not aborting, the protocol
returns Ext(K., (xy, ..., X;,)) as the final bitstring.
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Protocol security

Our primary theoretical contributionis the security of theimplemented

protocol against arestricted adversary. Our adversarial model consid-

ersrealistic and near-term adversaries using best-known strategies

(see Supplementary Information section IlIC for details). In brief, our

adversary hasabounded classical computer and aquantum computer

and uses both to generate the samples. Specifically, we make the fol-
lowing key assumptions about the adversary (further elaborated in

Supplementary Information section I1IC):

1. The server does not perform any postselection attacks; that is, the
M detected rounds in the protocol are a fair representation of the
adversary behaviour.

2. Ofthe Mvalid samples, the server a prioriselects Q rounds for which
ithonestly returns samples by executing the challenge circuit on the
quantum computer. For the remaining M — Q samples, it returns
deterministic samples obtained by simulating the circuits on a
powerful classical computer (of power .4, measured in terms of num-
ber of floating point operations per second).

3. Foreach of the Qquantumrounds, itinteracts only with the quantum
computer once (it does not attempt to oversample a circuit).

Inpractice, these assumptions are probably stronger than necessary;
we leave adaptation of the formal cryptographic protocol for arelaxed
set of assumptions for future work.

To prove the security of the protocol, we prove a lower bound to
the smooth min-entropy HZs,(X™|I.,) of the bits before the extractor
giventhisadversary, where Tsn istheinitial snapshot of side informa-
tion minus the randomness extractor seed. To do so, we first provide
abound on the probability that the server executing a fixed number
Q of quantum rounds passes the XEB test with threshold x (see Sup-
plementary Information section IlID). We denote the event in which
the protocol does not abort as Q, the probability of not aborting as
Pr[Q] and the upper bound on the probability as £,4,(Q, x).

Now, given atarget not-abort probability &,.., = 4¢, (for ang,,-sound

Protocol, £;ccep = 4€5 = £5,4), the upper bound to Pr[Q] allows us to com-
pute Q.in = Min{Q: £,4,(Q, X) = 4¢,}, which represents the minimum
number of quantum rounds that the server needs to perform for the
protocol to not abort with probability 4¢,. Given Q,;,, we bound the
smooth min-entropy of the samples X" given classical side information
I, using the following theorem.
Theorem1.Let Qdenote the eventin whichtherandomness certification
protocol in Supplementary Information section IA does not abort and
letobe thestate over registers X¥ and INS,,. Giveng, €(0,1/4), the protocol
either aborts with a probability greater than1-4¢;or

His XML 2 Q, . (n—1) +loge,, (4)

where Q.= arg min{e,,(Q, x) > 4¢,} and £,4,(Q, x) is the upper bound
to Pr(Q). @
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