www.nature.com/scientificreports

scientific reports

OPEN

W) Check for updates

Explainable machine learning
model of disorganisation in swarms
of drones

Marta Gackowska-Katek™ & Piotr Cofta

The main challenges when managing a fleet of unmanned aerial vehicles are to ensure the relative
stability of its formation and to minimise disorganisation, specifically when undergoing an intrusion.
When planning the mission it is beneficial for the operator to set the parameters of the formation

to balance the needs of the mission with the disorganisation that an intruder may cause. The model
developed in this research predicts the anticipated disturbance as a function of the parameters of
the formation. The effectiveness of six machine learning methods are compared with a previously
established baseline, using data obtained from simulations. CatBoost (categorical boosting)
delivered the best results, with an R? (coefficient of determination) value of 83.3%, representing an
improvement of 80% over the baseline. The SHAP (Shapley Additive Explanations) method was used to
extend the model beyond predictability for particular combinations of values of parameters, towards
generalised recommendations for the operator of the formation.

Maintaining a static formation of a swarm of drones and avoiding collisions are two of the main challenges in
the field of unmanned aerial vehicles, particularly if they are engaged in observation or sensing missions or
are covering a fixed area. The correct execution of the mission is contingent upon satisfying both the mission
objectives of maintaining the formation in position, while avoiding intruders and preventing collisions within
the formation. Of these, the primary challenge is the need to deal with intruders and unexpected random events,
as described by Kallinikos!. For unmanned aerial vehicles, this issue routinely resolved by fitting drones with a
collision avoidance algorithm, as noted by Wei et al.2.

The appearance of an intruder introduces an undesired disturbance to the formation. Guided by their
collision-avoidance algorithms, drones move from their positions to let the intruder pass, and then need to
return to their positions while avoiding collisions with other drones in the swarm. As this disturbance can
result in additional energy expenses, delays or reductions in mission readiness, it is essential to plan for it. As
highlighted by Atyabi et al.® as long as the operator of the formation knows the extent of the disorganisation that
will be caused by an anticipated intruder, the parameters of the formation can be altered to balance this with the
mission of the formation. Jiang* observed that the ability to predict the level of disturbance to a given formation
is therefore essential.

As an outcome of our research, this paper presents a set of two tools that can aid an operator undertaking this
type of planning. The first is a predictive model that was developed using selected machine learning methods.
The model predicts the level of disturbance that the average intruder will impose, expressed as the level of cross-
entropy, on the basis of selected parameters of the formation, including the parameters of the collision avoidance
algorithm. Our research indicated that the most productive method was based on CatBoost, delivering an 1>
of 83.3%. Catboost was developed by Dorogush et al.®> and employs gradient boosting, a powerful ensemble
learning technique that builds models in a sequential manner. By combining multiple weak learners, typically
decision trees, it can create a strong predictive model. This algorithm minimizes overfitting through the use of
techniques such as ordered boosting and oblivious trees, which ensure robust and accurate performance even
on smaller datasets. The coefficient of determination, denoted as R?, is a key metric in regression analysis, as
it represents the proportion of the variance in the dependent variable that is predictable from the independent
variables. Moreover in predictive modelling, a higher R? suggests that the model has better predictive accuracy,
meaning it can more reliably predict future outcomes based on the input variables.

However, the use of machine learning tools can make the model opaque, preventing its interpretation by
the operator. That is, although the operator may obtain a prediction for the disturbance arising from a given
set of parameters, there is no indication of the effects of increasing or decreasing some of the parameters on
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the disturbance. The SHAP method can be applied to the best model to provide concrete guidelines regarding
alterations in the parameters.
The novelty of this work lies in the following aspects:

o A new model to predict the disturbance caused by an intruder was developed by exploring several methods
from the machine learning domain.Our model employs the CatBoost method and delivers R? equal to 83.3%,
an improvement of 80% over the baseline drawn from work reported by Gackowska et al.® for the same data-
set, obtained through simulations.

o The SHAP method is applied to the model, and the outcome is used to formulate guidelines for the operator
regarding the alteration to parameters. This approach can overcome the limitations of the machine learning
models, i.e. the lack of anexplainable relationship between the values of the parameters and the outcome of
the model. This paper is organised as follows: Section 2 presents a literature review in the areas of disorgani-
sation, machine learning models, and explainability. Section 3 describes the proposed methodology. Section
4 presents some results and a discussion. Section 5 summarises our work and draws some conclusions from
this research.

Literature review

As observed by Wu et al.” disorganisation is related to the state of the system structure. It concerns the occurrence
of anomalies, i.e. certain events or patterns that deviate from the well-defined concept of normal and expected
behaviour, as noted by Chandola et al.. Kelso® points out that disorganisation also involves to the occurrence
of disturbances in coordination, i.e. the spatial, temporal and functional order. As defined by Chaudhury et al.'’
coordination can be considered as a cycle consisting of four phases: definition phase, conflict resolution, action
and adaptation. The effects of interactions such as chaos effects, interference effects or one-time anomalies, as
identified on the basis of Luhmann’s theory'!, can negatively affect the organisation and hence, the performance
and the security of the system.

Initially, the concept of cross-entropy was closely related to thermodynamics, and was considered as a measure
of the disorder or randomness in a thermodynamic system, as noted by Zorich'. Later with the development of
information theory, the concept of Shannon’s entropy'® was introduced and used as a measure of information
allowing for the assessment of certain global information based on a probability distribution. In general, it can
be said that cross-entropy represents the difference between the expected and actual probability distributions.

Work by Cofta et al.!* has shown that cross-entropy can be seen as a measure of the degree of organisation
and disturbance in the formation of a drone swarm. Entropy is widely used as a measurein interdisciplinary
research. Pincus'®, indicated that approximate entropy is an appropriate measure for assessing complex systems
involving both stochastic and deterministic chaotic processes. As mentioned by Niku!® entropy is a measure of
the degree of organisation and randomness of a system. All natural systems are prone to increasing entropy, but
when artificial order is imposed on the system, entropy decreases. Chuprov!” used entropy as a measure of order
in self-organising industrial economic systems; this research; this research showed that an increase in the order
of the system is characterised by a decrease in entropy. Canfora et al.!® focused on the issue of using entropy as a
measure of changes, complexity dependencies and disorganisation in source code.

As indicated by Gackowska et al., although a drone swarm formation may be on the verge of chaos, it is
possible to develop a predictive model that allows the average disruption caused by an intruder to be estimated
as a function of the formation parameter values. In this case, a multivariate linear regression model using cross-
entropy as a measure predicted cross-entropy values of approximately 54%.

Machine learning models are widely used for both regression and classification tasks. Their versatile
nature allows them to be applied in many fields, including medicine, as noted by Kavitha et al.'’,the natural
environment, as studied by Mosavi et al.?’, mechanics, as described by Liu?!, and robotics, as highlighted
by Kim et al.?2 In a literature review, Choi et al.® noted that machine learning algorithms are also used for
UAVs, mainly in regard to issues related to collision avoidance, route planning, object recognition, parameter
tuning and adaptive control These authors also reported that it is important to take into account simulation
data or real-time data when developing algorithms. The prediction of the formation shape of a swarm of three
drones was investigated by Traboulsi*’, who used softmax regression as a machine learning classifier to predict
the type of drone formation and the transformation of one formation into another. This research considered
formations of drones and parameters such as the average distance between drones, the average speed of drones,
and the average centre point between drones. Research carried out by Nebe et al.>* focused on the use of a one-
dimensional convolutional neural network (CNN) to detect chaos in a drone swarm formation and to respond
to disorganisation. Based on data on the positions of the drones and speeds, drawn from the sensors and the
planned trajectory, four states of the system were identified: normal, chaos, uncertain chaos, uncertain norm.
A situation was also identified in which the sixth drone in the formation exceeded the period of 85 s needed to
return to the initial position, and in this case, chaotic behaviour was identified. In their research, this threshold
was not universal but specific to the observed behaviour of the sixth drone during this particular test. According
to the data, sixth drone exhibited irregular responses to changes in the base direction at around 90 and 75 s,
respectively. Based on this behaviour, the chaos detection algorithm determined that the system could not be
normal at 85 s, a finding that was corroborated by the fact that this sixth ultimately crashed during the flight
test, suggesting that the observed chaotic behaviour was indeed critical. Bartak et al.” used supervised machine
learning techniques based on sequences of data from sensors and the corresponding control signals to identify
the activities of a single drone.

Researchers are increasingly taking advantage of the explainability of artificial intelligence models, which
represents the degree to which a human can understand and explain the internal mechanics of an artificial
intelligence/machine learning system, as pointed by Choras et al.?.
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Explainability and its importance was reviewed by Samek et al.?’. It is indicated that it meets various
requirements such as the ability to assess trust, safety and security, and the ability to complement human
expertise in the decision-making process.

As rightly noted by Roscher et al.?, reliance on an algorithmic interpretation of a model for individual
data will not provide an explanation hat allows the user to understand the model’s decisions. It is necessary to
include knowledge and to integrate with the artificial intelligence model as highlighted by von Rueden et al.?.
Zhou et al.*” report that a popular library for achieving a posteriori explainability is SHAP (SHapley Additive
exPlanations), developed by Lundeberg et al.3!. Hu et al.?, note that the values obtained as a result of using
SHAP are better than other measures in the presence of outliers or feature dependencies.

Methodology

The primary goal of this research was to analyse and develop machine learning models that will aid decisions
on the optimal settings of the parameters for a drone formation. We consider a situation that involves stationary
formation of a swarm of multi-rotor drones. These drones move according to the implemented collision avoidance
algorithm, in a grid formation. The parameters are related to both the proprietary anti-collision algorithm (R,
, Ry, 7, q) and the formation itself (size, spacing) and details of these parameters are discussed in section 4.1.

The model was expected to predict the increase in entropy for a formation of drones caused by the passage
of an intruder. Prior research by Gackowska et al.® set the benchmark for predictability at R?=54%. In addition,
for the purpose of providing support for decision-making, a high level of explainability of the model was sought
as following?”.

We first perform a preliminary analysis of the parameters in the dataset, and then develop machine learning
models to predict cross-entropy values. We evaluate these using commonly accepted metrics. Finally, based on
the developed artificial intelligence models, their explainability, and existing domain knowledge, we provide a
number of guidelines for swarm operators and managers.

The inclusion of reasoning about explainability was driven by the observation, that in the context of decision-
making with regard to unmanned systems, it is important not only to obtain the best possible prediction
results, but also to understand the parameters based on which the model makes predictions, as far as possible.
The rationale behind this reasoning is that the model alone may provide point predictions, i.e. it may give
information about the expected entropy for a given set of parameters, but it neither guarantees the robustness of
the formation nor helps the operator of the formation to determine which parameter should be moved in which
direction. This is particularly true in situations where the model may contain local extremes that may discourage
the operator from exploring beyond them.

Our selection of models was limited to machine learning models, mostly from the decision tree family. It was
expected that the near-chaotic nature of the relationship between parameters of the formation and cross-entropy
would be well captured by decision trees. In addition to the decision tree model, XGBoost (eXtreme Gradient
Boosting), SVR (Support Vector Regression), CatBoost (Categorical Boosting), Random Forest, K-Neighbours
Regressor and Decision Tree were chosen.. This selection intentionally included models that are known for their
explainability, and excluded the family of artificial neural networks, where explainability is less assured. we note
that in our prior research®, models from the regression family were used.

The evaluation used four metrics: R? (coefficient of determination), MAE (mean absolute error), MSE (mean
square error), and RMSE (root mean square error). This allowed for a comparison with prior research and
identification of the best model. The best results were achieved by CatBoost (categorial boosting, with a vaule
for R? reaching 83%.

To assess the explainability, the SHAP SHapley Additive exPlanations metric was used to establish the
importance and the impact of various parameters and their combinations. The outcome in terms of explainability
was then re-interpreted in light of domain knowledge, to draw up specific recommendations for the operator.

Results and discussion

Dataset and data points

For the purpose of this research, a data set developed by the authors of this work was used, which is available
from the repository in**. The methodology used forf data creation and preparation, and a detailed description
of the dataset, are given in®. In this section, we will focus on only the key aspects and characteristics of the data
that are necessary to understand our work. The dataset was created for a scenario in which an intruder passes
through a static formation of a drone swarm, and the aim was to maintain the allocated positions of the drones.
The dataset consisted of 3720 unique data samples regarding a swarm of unmanned aerial vehicles, where each
sample represented the averaged results for about 250,000 flights of the intruder at various angles and starting
points. The parameters of the formation were selected at random, from within specific ranges, while observing
the physical limitations of the modelled situation. Distances are expressed in metres, and the drones speed was
4m/s.

Each individual data sample in the dataset consisted of the following data:

(a) Input: parameters for the swarm and the anti-collision algorithm used: size, spacing, R1, Ry, T, q

These are independent variables that are assumed to be set by the operator of the swarm. The size parameter
represents the number of drones making up the height or width of the swarm (the formation always has
the shape of a square), the spacing is the distance between drones in metres, R; is the radius of the external
safety zone, and Ry is the radius of the internal safety zone, both in metres. The parameters 7 and q control
the agility of the collision avoidance algorithm, where 7 is the linear component and the q is the non-linear
component of the response to the proximity of other drones.
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(b) Derived variables: Dy, Dy, D3

These variables were introduced based on the authors’ domain knowledge, as it was expected that they
would better capture the physical dependencies present in the system, specifically certain certain nonline-
arities observed previously®. They are calculated as shown in Eqgs. (1)-(3):

Dy =spacing — Ry (1)
Dy =Ry — Ry (2)
D3 =71 (3)

(c) Results: estimation of the probability of: collision, oscillation, vibration, passage

Each flight may end up in one of four situations, as listed above. For a single data point, the results take the
form of probability estimates. Collisions, oscillations, and vibrations are behaviours that negatively impact
a swarm of unmanned aerial vehicles and represent situations where the calculation of cross-entropy is
meaningless; it is only for a passage scenario that the cross-entropy can be meaningfully calculated.

(d) Results: cross - entropy

For the purposes of this work, entropy will be considered as a reference measure that can be used to assess
the state of the drone swarm formation, andthe level of disorganisation of this system. The cross-entropy
is calculated as the average cross-entropy of those simulations that ended with the passage of the intruder.
Equation (4) is used for the calculation of cross-entropy for anindividual simulation. If there was no passage
for a given set of parameters, the value of cross-entropy is reported as zero, and is excluded form further
analysis. It is assumed that the greater the cross-entropy, the greater the level of disorganisation of the drone
swarm.

H(p,q) = =Y _ p(x) * log(q(x)) @)

reX

Preliminary data analysis

Table 1 shows a statistical summary for the cross-entropy parameter. The mean entropy is found to be 22191.1,
with a standard deviation of 28530.7. The minimum entropy observed is 1321.85, while the maximum entropy
reaches a remarkable 527232. A quartile analysis indicates that 25% of the data lies below 7015.48, 50% below
13226, and 75% below 26825.3.

Figure 1 shows the frequency distribution of the cross-entropy values in the dataset. The distribution has a
long tail, and it is clearly highly skewed towards smaller values.

The aim of the preliminary data analysis was to find apparent relationships in the data that could help
in determining the best model. The correlation between the cross-entropy and other elements of each data
point was analysed, an the results are shown in Fig. 2. Note that both independent and dependent variables
and probabilities were considered. A positive correlation coefficient indicates that there is a direct and positive
relationship between two variables.

The variables that are positively correlated with the cross-entropy values are R; and the probability of
oscillation. A significant negative correlation can be observed for the probability of a normal passage, and this
observation is consistent with the domain knowledge. A larger value of R; has a direct impact on the behaviour
of the swarm by causing drones to respond faster to any violation of the space around them. Oscillations, and
near-oscillations lead to very high cross-entropy, as these are situations in which the swarm is unable to stabilise.
Normal passage, on the other hand, implies that the swarm is able to contain the disturbances.

Machine learning models

A preliminary analysis did not provide any definitive clues about the nature of cross-entropy as a function of the
parameters of the swarm, apart from a clear understanding of the wide range of the values and some correlations.
In view of this, we considered two groups of parameters that can be used as the input to the model:

Mean Std Min 25% 50% | 75% Max
Cross-entropy | 22191.1 | 28530.7 | 1321.85 | 7015.48 | 13226 | 26825.3 | 527232

Table 1. Statistical summary of cross-entropy values in the dataset.
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Figure 1. Histogram of cross-entropy values for the dataset.
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Figure 2. Correlation of parameters with cross-entropy.

~

Basic parameters \
W,
~

Basic parameters + /

derived variables

CatBoost

X&Boost

Decision Tree Estimation of

Rondom Forest | cross-entropy ~.
SVR

K -Ne}ghbors

Regressor

Evaluation

R

Explainab?l?’ty

SHAP

Figure 3. Flowchart showing the steps followed for model development, verification and explainability.

(A) Group 1 (basic parameters): R;, Ry, 7, g, size, spacing
(B) Group 2 (basic parameters with derived variables): Ry, R, 7, q, size, spacing, Dy D, DsFigure 3 shows a
flowchart of the steps in this research.

Prior work by Gackowska et al.® provided a baseline. In that paper, a multivariate linear regression model was
presented that provided an accuracy of approximately 54% in predicting the cross-entropy value. This research
focused on the family of decision trees, in the expectation that it will be able to address the characteristics of the
function while supporting explainability. The following machine learning models were developed, implemented
and compared: CatBoost (proposed by Dorogush®, XGboost developed by Chen®, Decision Tree, Random
Forest, SVR, and a K-Neighbors Regressor (as discussed by Pedregosa et al.*).
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Model Parameter Group 1 | Group 2
Learning rate 0.1 0.1
CatBoost Tree depth 10 6

—
53}

L2 regularisation

learning_rate 0.015 0.015

XGBoost max_depth 4 4
n_estimators 700 700
C 10000000

SVR epsilon 0.001
kernel rbf

Decision tree max_depth 6

Random forest default values

k-Neighbou rs regressor | n_neighbors ‘ 8 ‘ 6

Table 2. Hyperparameters values for the machine learning models.

Model Parameter | R> MAE MSE RSME

Groupl | 07397 |5389.8573 |217212721.06 | 14738.1383
Group2 | 0.7939 | 4738.6386 | 172004558.387 | 131150508
Group1 | 0.6826 |5341.0323 |264883919.6163 | 162752548
Group2 | 0.6723 | 5065.1854 | 273504461.5643 | 16537.9702
Group1 | 0.0861 |8798.7974 |762852963.9864 | 27619.7929
Group2 | -0.0121 | 8815.5874 | 844892473.3866 | 29067.0341
Groupl | 03134 |10917.7242 | 1337019974.479 | 36565.2837
Group2 | 0.8335 | 3879.5356 | 138960432.2219 | 11788.1479
Group1 | 0.6349 | 4472.1761 | 304696917.8634 | 17455.5698
Group2 | 0.6495 | 4370.4043 |292561422.1198 | 17104.4269
Group 1 0.7179 | 5921.0646 235467321.0797 | 15344.9444
Group2 | 0.7240 | 6207.8418 |230383727.6516 | 15178.3967
Article® Group2 | 0544 |9761.51 | 370809271.72 |-

XGBoost

Random forest

Decision tree

CatBoost

SVR

K-neighbors regressor

Table 3. Evaluation of machine learning models.

Table 2 shows the hyperparameters used for the artificial intelligence models. Unless otherwise indicated,
the default values of the remaining model hyperparameters were used. These parameters were found to yield
the best results.

The four most frequently used metrics described by Chicco® were used to evaluate the models: 22 (coefficient
of determination)*, MAE (mean absolute error), MSE (Mean squared error), RMSE (root mean squared error).
The results are presented in Table 3. As R? is accepted as indicator of the extent of the explainability of a model,
it was used to compare these models, an theother metrics were used only when needed. An analysis of the results
showed that the remaining metrics followed the pattern of the R? metric. All results are rounded to four decimal
places. For reference, the baseline model which achieved an R? value of 0.544 is also included in this table.

In this analysis, we considered whether varying the parameters of the swarm and the anti-collision algorithm
would enable us to develop models with a high level of predictability of the cross-entropy values. We also
examined whether the introduction of derived variables would improve the effectiveness of the model. The
results were compared with the results from the base model. All models except Decision Tree gave improvements
in cross-entropy predictions over the baseline model, but the highest percentage of improvement compared to
the base model was achieved for the CatBoost model developed on the basis of the second group of parameters,
and the XGBoost model, also based on the second group of parameters. It is worth noting that the CatBoost
model achieved the highest percentage improvement in terms of predictions of the models developed on the
basis of the both the first and second groups of parameters. The prediction accuracy of the SVR, K-neighbours
regressor and Random Forest models was similar regardless of the parameter group; for these models, there
was a difference of approximately 2% between between the firs and second parameter groups, although they
all achieved a higher prediction accuracy (higher R?) values than the base model. Random Forest was the only
model where a better result was obtained for the first group of parameters (i.e. only the swarm parameters and
the anti-collision algorithm, without derived variables.)

Explainability
One of the objectives of this research was to use explainability to aid in decision-making. Explainability was
analysed only for the CatBoost and SVR models. These models were selected as a bracket for the remaining
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Figure 4. SHAP distribution plot of the feature parameters for the CatBoost model and the first group of
parameters.
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Figure 5. Distribution plot of the feature parameters for the CatBoost model and the second group of
parameters.

methods, as CatBoost achieved the highest percentage improvement compared to the base model, while SVR
achieved the lowest (apart from Decision Tree). SHAP was used as an explainability method. This approach was
built on the mathematical concept of coalition game theory, and combines local interpretations with Shapley
values®®. The Shapley value for the j-th feature is its contribution to the prediction compared to the average
prediction, weighted and summed for all possible combinations of features®. The goal is to determine the
contribution made by variable or feature to the model’s predictions. Figures 4 and 5 show the SHAP distribution
plot for the feature parameters of our models. The x-axis shows SHAP values, representing the impact of
parameters on the output of the model, i.e. on cross-entropy.The y-axis lists individual model parameters: in this
case, blue indicates low values of a parameter, and red indicates high values. Parameters with negative values on
the X axis will reduce the cross-entropy value, while those with positive values will increase it. It is also worth
specifying the meaning of the low and high feature values, to which the chart assigns a colour. These values refer
to parameters included in the analysed data set. According to statistical analysis of the dataset presented in the
Table 4, the lowest value on the chart refers to the minimum value of a given parameter, and the highest value
to the maximum.

Figure 4 shows the SHAP distribution plot of the feature parameters for the CatBoost model and the first
group of parameters. Based on the above data, it is possible to identify the features that have the greatest impact
on this model, which are Ry, size, spacing, q, 7, and R».

Figure 5 shows the result for the CatBoost model developed on the basis of the second group of parameters.
Again, the parameters R, and size have the strongest impact on the model’s decision, followed by Dy and D;. The
smaller the difference between Ry and R, (low values of the Dy parameter), the higher the cross-entropy. The
smaller the difference between the spacing and R, (low values of the D; parameter), the higher the cross-entropy.

When considering the CatBoost model that achieved the highest R value (83.3%), in order to better illustrate
the relationship, parameters D; and D, were selected and introduced into the model as additional variables, and
an analysis showed that these parameters closely reflected the changes in cross-entropy. The results are shown in
Figs. 6 and 7, where the x-axis shows the values of parameters D5 and D;, respectively. The colour of each data
point on the graph is determined based on a specific value, where low values of the feature are marked in blue,
and high values are in red. The y-axis shows the SHAP value for a given feature.

As mentioned above D, is a derived variable introduced by the authors, which denotes the difference between
the internal safety zone R, and the external safety zone R;. An analysis of Fig. 6 indicates that, low values of the
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Parametr | Minimum | 25% 50% 75% Maximum
Size 2.000000 | 3.000000 | 5.000000 | 7.000000 | 9.000000
Spacing | 25.006452 | 31.626084 | 37.790407 | 43.967895 | 49.997021
Ry 13.001094 | 16.163547 | 19.433684 | 23.633082 | 46.624383
Ry 20.015959 | 23.435474 | 27.346412 | 33.068368 | 48.393253
T 0.400072 | 0.652517 | 0.914727 | 1.154033 | 1.399486
q 0.401078 0.656938 | 0.912252 1.156650 1.399979
D, 0.008391 | 3.460397 | 7.458046 | 12.963891 | 29.044929
Dy 0.002874 | 3.801763 | 7.051316 | 11.197266 | 35.032219
D3 0.283523 | 0.700088 | 0.929429 | 1.117552 |1.581113

Table 4. Statistical summary of parameter values in the dataset.
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Figure 6. Graph of the relationship between the parameter Dy and SHAP values.
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Figure 7. Graph of the relationship between the parameter D and the SHAP values.

D, parameter in the range 0-5 significantly increase the cross-entropy value; above this range, the cross-entropy
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is lower, and it can even be said that this situation has a positive effect in terms of its reduction.

Another parameter that had a significant impact on the prediction from the model was D;. Figure 7 shows
a graph of the relationship between this parameter and the SHAP values. A value for D; in the range 0-10
increases the cross-entropy values. The values of the D;. parameter above contribute to reducing cross-entropy

and at the same time the disorganisation the swarm.
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Parameter | CatBoost SVR
R Low values — decrease entropy
1 High i f thi
gh importance of this parameter
R High values — decrease entropy
2 . . - -
Lowest importance for this parameter | Low importance for this parameter
. No clear-cut relationships No clear-cut relationships
Low importance for this parameter Lowest importance for this parameter
No clear-cut relationships no clear-cut relationships
! Low importance for this parameter The lowest/ Low importance of this parameter
. Low values — decrease entropy
Size L 1 .
High importance for this parameter
Spacin High values — decrease entropy
pacing High importance for this parameter

Table 5. Summary of SHAP values and impact on CatBoost and SVR models based on the first group of

parameters.

Parameters | CatBoost SVR
R Low values — decrease entropy
1 High importance for this parameter
R High values — increase entropy High values — increase entropy
2 Low importance for this parameter | Medium importance for this parameter
- Low values — increase entropy No significant impact
Medium importance
Low values — increase entropy
q Medium importance for this parameter
Si Low values — decrease entropy
ize IR .
High importance for this parameter
. High values — decrease entropy
Spacing Lo .
Medium importance for this parameter
Low values — increase entropy
D, Hich i .
igh importance for this parameter
Low values — increase entropy
D, Low :
igh importance for this parameter
Ds ngh'values — decrea§e entropy |\ significant impact
E Low importance for this parameter

Table 6. Summary of SHAP values and impact on CatBoost and SVR models based on the second group of
parameters.

Tables 5 and 6 present an interpretation of the results of SHAP analysis. Table 5 summarises the SHAP
values and the impacts on the CatBoost and SVR models based on the first group of parameters, while Table 6
summarises the impact on the CatBoost and SVR model based on the second group of parameters.

Although the order and importance of parameters in Tables 5 and 6 are very similar, a noticeable difference
is the fact that the R, parameter is more important for SVR than for CatBoost. In addition, 7 and q are more
important in the CatBoost model than in SVR. The parameters 7 and D3 are more important for CatBoost than
in SVR, where no significant impact is visible. The rest of the parameters R, q, size, spacing, D; and D, have
similar impacts for both models.

For the above models, the following general relationships can be formulated that influence the prediction of
cross-entropy values.

1. High R, values increase cross-entropy, while low values reduce it.
Low values for the size reduce cross-entropy, while higher values increase it.

3. 3 High values for the spacing reduce entropy, while low values increase it..The outcome of this SHAP analysis
leads to the following observations, which can aid in decision-making.

(1) The response of a drones to a disturbance occurring in the formation via the collision avoidance algorithm)
must not be too slow, as this may result in increased disorganisation. More specifically, a sub-linear re-
sponse can lead to a rapid increase in disorganisation.

(2) A safety zone R; with a value of up to 20 (equivalent to a flight time of 5 s) should not have a negative impact
on the cross-entropy values; however, when there are more than four drones in the formation, this zone
should not exceed 25 (approximately equivalent to a flight time of six s).

(3) The difference between the internal safety zone R, and the external safety zone R, should exceed a value of
five (approximately equivalent to a flight time of 1 s) to prevent a significant increase in disorganisation.
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(4) Itis important to note that a difference between the spacing and Rs (D; parameter) of below 10 (approxi-
mately equivalent to a flight time of 2.5 s) increases the cross-entropy values; hence, care should be taken in
regard to not only the safety zones around the drones but also appropriate distances between drones.

Conclusion

In this research, we developed a series of machine learning models to predict the extent of entropy faced by the
formation of drones during the passage of an intruder. A size model was developed and analysed using data
received from a simulator; using XGBoost, Random Forest, Decision Tree, CatBoost, SVR, and K Neighbours
Regressor. Two sets of parameters was used, the second of which included domain knowledge. The performance
of these model was assessed based on three metrics, R?, MSE, MAE and RMSE and compared to the multivariate
linear regression model described in®, which was selected as a baseline. The best result was achieved by the
CatBoost model developed on using the second set of parameters. This model achieved an R? value of 83.3%,
significantly outperforming the baseline performance of 54%.

In itself,however, a model is an unwieldy tool in the hands of a manager who needs to find appropriate
parameters. The explainability of the model satisfies non-functional requirements that can determine the
usefulness of the model. In order to analyse the explainability, two of the developed model were considered: one
based on CatBoost, and one based on SVM. The former was selected because it delivered the best performance,
the and latter because it delivered the worst. The SHAP method was applied to both, resulting in explanations
of the extent of entropy that can be both understood and applied by the operator of a formation of drones. It
is worth noting that both models delivered almost identical explanations, despite the significant differences in
their performance.

It is interesting that the importance of parameters parameters obtained from the explainability analysis
differed from those obtained from a simple correlation analysis. The correlation indicated that R, R and the
size (in this order) were correlated with the value of cross-entropy whereas although R, and size were also
listed by SHAP as the most influential parameters, Ry was considered less important. This indicates that the
relationships are more complex than simple corelations.

The outcome of this research was knowledge that can aid in the appropriate design and operation of a
formation of drones.The key characteristics of the model, and the explainability are likely to be applicable to
several configurations of drones and intruders. The main limitations of this approach arise from the limitations
of the simulator itself,for example its ability to model only two-dimensional formations, or from the selection
of the collision avoidance algorithm. Future research will explore two avenues.The first is the development of
a better prediction model for the same set of data, without losing its explainability. There are some indications
that artificial neural networks can achieve even better results; however, their explainability involves additional
considerations. The second research direction involves the use of the same simulator to model a situation where
the intruder behaves differently. Our goal is to create a comprehensive set of models for predicting cross-entropy
and disorganisation in a swarm.

Data availability
The dataset generated and analysed during the current study are available in the Kaggle repository: https://www.
kaggle.com/datasets/martapbs/drone-swarm-entropy>?
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