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In recent years, the financial industry has become a disaster area for information leakage, which has 
serious implications for user privacy security. In the absence of risk identification and assessment, the 
risk will be difficult to prevent, and once the risk occurs it will directly cause serious losses. Therefore, 
this study plans to construct a comprehensive assessment framework combining fuzzy analytic 
hierarchy process (FAHP) and Dempster-Shafer (D-S) theory, aiming at assessing the weights and 
risk levels of the privacy security risks of financial services. (Privacy security risks refer to integrated 
factors in management, security, or other aspects that may lead to user privacy leakage, and they are 
considered an integrated concept.) The case study illustrates that the model and method proposed 
in this paper are effective and feasible. Finally, a comparison with the current mainstream privacy 
security assessment methods demonstrates that the method proposed in this paper is more capable of 
objectively and quantitatively reflecting the real privacy risks, providing users with more perspectives 
of the assessment results, and helping users to reasonably manage their personal privacy information, 
so as to effectively prevent and control the privacy risks.

Keywords  Financial services, Assessment, Risk levels, Weight

In June 2022, the World Bank released data from its latest Global Financial Inclusion Survey (The Global Findex 
Database 2021)1. The database is based on a 3-year period. The data show that the proportion of people with 
bank accounts is growing globally, and account ownership in China has reached nearly 90%. 76% of respondents 
globally said that they have an account, an increase of 8% points from 2017. In China, the figure stood at 89%, 
representing an increase of 9% points compared to 2017. The significant increase in account ownership means 
that demand for financial inclusion and financial services continues to grow globally, highlighting the growing 
reliance of individuals worldwide on financial services to manage their finances, access banking services and 
participate in the economy.

With the development of the Internet and the financial industry, a large number of users enjoy the convenience 
and efficiency brought by financial technology services. But as financial markets continue to grow, an increasing 
number of users are facing more and more serious financial privacy security issues. Even though nowadays 
there are cryptography, double authentication (2FA) and multiple authentication (MFA), biometrics, blockchain 
and smart contract decentralisation and privacy-preserving consensus mechanisms2 as approaches to financial 
privacy security protection. The financial industry involves a large amount of sensitive information, such as 
funds, transactions, customer identity, etc. This reality places extremely high demand on information security. 
The development of financial public clouds is still facing more serious challenges, including security issues in 
terms of information asset security and privacy protection, and trusted services3 .

Verizon released its 2023 Annual Data Breach Investigations Report in June4, in which Verizon analyzed 
16,312 incidents, of which 5,199 were identified as data breaches. This breach count spanned 11 industries, 
with public affairs (582 breaches), financial services (477 breaches), and information technology (380 breaches) 
experiencing the highest numbers. According to the data in the report, 74% of the security incidents proved to 
have a human element, which means that in the past year, enterprise employees are repeatedly making mistakes, 
including misuse of permissions, abuse of privileges, phishing attacks, identity leaks, use of stolen credentials, 
etc., which poses a huge threat to the security of users’ personal information and privacy. These privacy security 
issues are not only caused by human factors, but are also caused by a combination of technical vulnerabilities, 
security risks of end devices, and the operating environment of the services provider.

In the research on enhancing data privacy security in the financial industry, Hazzazi et al.5 introduced a new 
encryption algorithm based on Turbo code, which eliminates the need to send keys through a secure channel and 
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instead generates keys with preexisting data to achieve confidentiality in information exchanges among financial 
institutions. Most of the research is focused on blockchain technology, Alenizi et al.6 proposed a framework 
for integrating blockchain and artificial intelligence (IBAI), which enhances data protection and improves 
the accuracy of detecting suspicious behavior such as hacking. Su et al.7 combined blockchain and proxy re-
encryption techniques to achieve secure data sharing among users by re-encrypting sensitive data. Wang et al.8 
proposed a blockchain method combining Convolutional Neural Network and Transformer structure, which 
can effectively identify abnormal transaction behavior and ensure the security of user assets.

While many scholars have provided multiple ways to secure user privacy in conjunction with blockchain 
technology, it cannot prevent employees from leaking data through non-blockchain channels, or when the 
blockchain technology application costs are too high, enterprises may choose not to adopt this technology9, 
making the risks difficult to prevent. At this point, it becomes particularly important to assess the privacy risks 
of financial services provided by enterprises. Therefore, this paper establishes a comprehensive risk identification 
and assessment method that serves as an effective tool for platforms or third-party assessment institutions. 
When financial service providers intend to list their services on a platform, they are required to disclose relevant 
risk indicators to the platform. For users, who access corresponding financial services through the platform, they 
can choose appropriate services based on the platform’s assessment results. The main contributions of this paper 
can be summarized as follows: 

	(1)	 This paper proposes a comprehensive privacy security assessment method for financial services, which can 
provide users and financial institutions with comprehensive assessment results. This method helps financial 
institutions manage and mitigate privacy risks more effectively, and helps improve data protection across 
the financial services industry and user trust in the financial services industry.

	(2)	 In this paper, we combine the Fuzzy Analytic Hierarchy Process (FAHP) method, Dempster-Shafer (D-S) 
theory and Fuzzy theory to establish a privacy risk model for financial services. Solving the problem of 
consistency testing of the AHP and the disagreement in the multi-expert evaluation process.

	(3)	 Through case analysis and comparison with existing mainstream risk assessment methods, this study ver-
ifies that the method proposed in this paper has higher objectivity, comprehensiveness and scalability in 
evaluating privacy security in financial services.

Relevant studies
With the help of cloud computing technology, financial institutions can more easily access key information in all 
links of the industrial chain. However, the use of large-scale financial data comes with multiple potential risks. 
Zhao et al.10 pointed out that security and privacy issues have become the main obstacles to the development of 
financial cloud, including confidentiality and integrity protection of data, regulatory and legal risks, moral risks, 
and exit risks of financial public cloud services providers, and pointed out that a financial cloud security system 
should be built. In order to assess the privacy risks of financial services and better protect users’ financial privacy, 
different scholars have explored it from different perspectives.

In analyzing the causes leading to the leakage of users’ financial privacy, Peng et al.11 analyzed the reasons 
for the leakage of users’ personal financial data in cross-border flow as hacker attacks, system infrastructure 
vulnerabilities, and sharing of consumer information with unaffiliated third parties, etc., and proposed that 
various types of risks in the cross-border flow of financial data should be assessed. Sun12 pointed out that the 
illegal collection and use of users’ personal information by insiders of financial institutions have led to the 
leakage of a large amount of users’ personal privacy, and emphasized that the elemental governance of financial 
data should be strengthened and the classification and grading of data supervision should be done well. Liu13 
pointed out that big data financial algorithms may also cause the leakage of users’ financial privacy, especially 
big data financial customer profiling algorithms are the hardest hit by privacy leakage. The algorithms, in order 
to obtain as much information as possible about their customers, may “extract” or “force” personal financial 
information through “overbearing terms” in e-commerce contracts, and it is suggested that big data financial 
algorithms must comply with the regulation of the law.

In terms of how to effectively protect users’ financial privacy, Huo et al.14 proposed a privacy protection 
model based on cloud computing, which provides four different levels of privacy protection measures according 
to the actual needs of users. Dhiman et al.15 achieved good results in securing financial privacy data through 
a federated learning approach with homomorphic encryption. Xu et al.16 developed an image-based financial 
services privacy-preserving blockchain model which is capable of storing users’ financial services data as images. 
This improves the security of user privacy by ensuring that users can understand the content and preventing the 
data from being recognized by machines. Qiu et al.17 propose a model called Privacy Preserving Smart Storage 
(PS2) that uses a novel distributed data storage method to prevent attacks based on massive data mining by 
financial institution insiders.

In terms of effective early warning and assessment of financial services risks, Zhong et al.18 designed a sensor 
network-based early warning system for cloud data storage security and financial risk management, which 
introduces a financial risk control module that can help users with financial risk warning and management. 
Luo et al.19 proposed a systematic financial risk assessment algorithm based on fuzzy clustering analysis of risk 
data. The financial systemic risk measurement method established in this study can identify risks to a certain 
extent and deepen the understanding of the nature of systemic financial risks, serving as a long-term mechanism 
for constructing systems to prevent and resolve systemic financial risks. Alqahtani and Moorsel20 developed 
a risk assessment method for EMV trading systems. The method enhances the decision-making process by 
analyzing, modeling, and evaluating the risks that may occur during EMV payment transactions. Zhang et al.21 
constructed a risk assessment model using big data indicators and integrated big data opinion indicators into 
traditional corporate financial risk assessment indicators, which effectively corrected the defects of the original 

Scientific Reports |        (2025) 15:34266 2| https://doi.org/10.1038/s41598-025-16457-9

www.nature.com/scientificreports/

http://www.nature.com/scientificreports


assessment model and improved the risk assessment results. Ali-Eldin et al.22 introduced an effective model to 
evaluate privacy risks, which offers practical strategies for avoiding and mitigating privacy risks associated with 
open data. Yang et al.23–25 quantify and evaluate privacy risks by analyzing the information uncertainty based on 
information entropy method.

Although the above-mentioned methods provide valuable solutions for enhancing the privacy security of 
financial services, there are still some deficiencies. To more systematically and clearly present the perspectives 
and shortcomings considered by the current methods, we have organized them into a table, as shown in Table 1 
below.

From the research in the above table, it can be seen that financial services face a complex risk environment 
regarding privacy security in the current cloud environment. Existing evaluation methods are one-dimensional 
and cannot fully meet the needs of assessing the risks and changes in financial services. At this point, there is a 
need for a method that can analyze privacy risks of financial services from multiple perspectives, quantify risk 
levels, and be widely applicable to better protect user privacy.

Therefore, this paper proposes an integrated evaluation method that combines FAHP, fuzzy theory, and 
D-S evidence theory. First, the FAHP method is used to construct a comprehensive risk attribute system and 
calculate the weights of each indicator, effectively highlighting the importance of risks. Second, by introducing 
fuzzy theory and D-S evidence theory, combined with two dimensions—risk frequency and severity of 
consequences—the method ranks different risks. This not only quantifies the impact of uncertain factors but also 
provides a comprehensive risk classification and identification of key risk elements, ensuring users receive clear 
and scientific risk level information. This method is applicable regardless of whether companies use blockchain, 
making it highly applicable in various scenarios. In addition, the method in this paper does not depend on 
user information but only requires considering enterprise risk indicators, thus avoiding the issue of directly 
identifying user identities. Secondly, our model design takes into account the flexibility and adaptability, and can 
timely update and adjust relevant indicators according to the latest laws and regulations, so as to ensure that they 
always comply with laws and regulations.

FAHP-based privacy risk weighting for financial services
In the process of financial services transactions, it is obvious that users’ private information is frequently 
accessed. The process is shown in Fig. 1 below.

As can be seen from the figure above, user information can be at risk of privacy disclosure at all points in 
the transaction process, such as the three main bodies: apps, platforms, and financial services providers. In 
addition, there are risks in the transmission of data, as well as malicious external attacks on financial institutions. 
Therefore, this paper classifies privacy risks of financial services into five risk categories as follows.

	(1)	 Platform risk β1 is the risk arising within financial platforms.
	(2)	 Technology risk β2 is the risk from software or applications.
	(3)	 External Attack Risk β3 is the risk of malicious attacks from outside the financial platform.
	(4)	 Services Provider Risk β4 is the risk resulting from the services provider.
	(5)	 Data transmission risk β5 is the risk of data during transmission.

FAHP-based privacy risk attribute model for financial services
FAHP is a decision-making method that optimizes traditional analytic hierarchy process through fuzzy logic, 
effectively handling subjective ambiguity in evaluations. This study adopts this method to determine the weights 

Reference source Perspective Method Gaps

Huo et al.9 User financial privacy protection Privacy protection model based on cloud computing It relies on linear operation model, and its use scenario is limited

Dhiman et al.10 User financial privacy protection Federated learning method based on homomorphic 
encryption

The cost is high and there is no way to prevent other aspects of 
privacy leakage

Xu et al.11 User financial privacy protection Blockchain model for privacy protection of financial 
services based on image

The storage overhead is large, and the risk is difficult to prevent 
when the enterprise does not use blockchain

Qiu et al.12 User financial privacy protection Privacy protection intelligent storage (PS2) model The data recovery process is complex and does not prevent other 
aspects of privacy leakage

Zhong et al.13 Financial services risk warning
Cloud data storage security and financial risk control 
management early warning system based on sensor 
network

Real-time requirements are high and deployment costs are high

Luo et al.14 Risk assessment of financial 
services

Systematic financial risk assessment based on fuzzy 
clustering analysis of risk data Can identify risks, but lack of quantification of risks

Alqahtani and 
Moorsel15

Risk assessment of financial 
services Risk assessment method for EMV transaction system Limited to the field of payment transactions, it is difficult to 

prevent other risks

Zhang et al.16 Risk assessment of financial 
services Use big data indicators to build risk assessment model The quality of public opinion data is uneven and the objectivity 

is insufficient

Shi et al.17, Zhang 
et al.18 and Yang 
et al.19

Risk assessment of financial 
services

Use information entropy method to estimate privacy 
risks

The scalability is low, and the index needs to be recalculated 
when it changes

Ali-Eldin et al.20 Risk assessment of financial 
services Privacy risk assessment model The accumulation of open data requires high requirements

Table 1.  Summary of privacy security methods for financial services.
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of risk indicators, aiming to accurately quantify the relative importance of multi-dimensional indicators, reduce 
subjectivity in expert assessments, and provide a reliable basis for comprehensive assessment.

To construct the risk indicator system, this paper has collected and sorted out about 200,000 words of 
source data through forms such as literature review, report tracking, case analysis, and interview investigation. 
According to the Grounded theory26, 3/4 of the data were used for data processing, and the remaining 1/4 was 
used to verify indicator integrity. 3/4 of the original data was first combed (First, the NVivo 15 tool was used to 
conduct unitization processing on the original text and decompose it into independent and complete semantic 
fragments; Subsequently, open coding was carried out. The initial concepts are extracted and similar terms are 
merged through sentence-by-sentence annotation) to get 265 initial concepts, and then refined again (First, axial 
coding was conducted to reclassify the scopes formed in the previous stage and to summarize them into higher-
level scopes. Subsequently, selective coding was carried out to identify the core scope.) to get 12 indicators, as 
shown in Table 2 below.

Finally, in order to verify whether the indicators extracted in this paper are complete, the remaining 1/4 of 
the information was summarized in this paper. No new concepts or categories were found, indicating that the 
evaluation indicators constructed in this paper are complete.

To use FAHP method for assessment, it is necessary to first identify the target, scheme and indicator layer, 
and construct a hierarchical model based on them27. After sorting out the risk indicators in Table 2, taking into 
account the actual operation scenario, the relevant credible risk factors and each risk category are inseparable 
from each other, even if they are less related, they cannot be analyzed completely independently. Therefore, in 
order to maintain the objectivity of the assessment, this paper develops a cross-attribute model of privacy risks 
in financial services. The privacy risk model established is shown in Fig. 2 below.

The model has three layers, the first is the Target layer, which focuses on the evaluation of privacy risks in 
financial services; the second is the Scheme layer, which includes risk categories β 1 ~ β 5; The third layer is the 
Indicator layer, which contains risk indicators I1 ~ I12. After building the model, the corresponding weights 
can then be calculated, including weights for individual indicators, risk categories and overall service risk, thus 
helping the user to better select the target.

Indicators Significance Example

I1 Risk of privacy leakage due to malicious behavior of internal employees Selling User Information

I2 Security vulnerabilities in software or applications Vulnerabilities in apps allow hackers to steal users’ personal information

I3 Abusive collection of permissions by third-party applications User preferences collection

I4 Data leakage due to internal system or platform errors An error in the platform caused the services to shut down

I5 Data Store or Server Authentication Vulnerability Unauthorized users are able to access sensitive data

I6 Insecure network connections during data transmission Insecure WiFi connection, vulnerable to hacker interception to steal data

I7 Privacy disclosure due to services providers data loss Loss of storage device by the services provider

I8 Vulnerabilities in operating systems or end devices Malware exploits operating system vulnerabilities, leading to the theft of 
users’ personal information

I9 User rights not properly configured or managed by internal personnel Incorrect authorization

I10 Third-party application vulnerabilities posing a risk to user privacy Third-party applications hacked

I11 Risk of privacy leakage due to vulnerabilities in encryption mechanisms Insecure encryption algorithms

I12 Risk of privacy leakage resulting from inadequate key management Information leakage due to lost keys or simple password settings

Table 2.  Meaning of the 12 financial risk indicators.

 

Fig. 1.  Financial business transaction process.
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Fuzzy consistency matrix-based risk weight assessment
The assessment of risk category risk indicator weights using the AHP method requires a pairwise comparison 
of the elements in each layer of the model in (Fig. 2). If there are M factors need to be assessed, comparing these 
factors pairwise would require a total of M(M-1)/2 judgments. When M is large, this will result in the experts to 
make more comparisons, potentially triggering inconsistencies in the judgment matrix that have been created. 
Additionally, if the judgment matrix is not consistent, experts must continuously adjust their evaluations to meet 
the matrix consistency.

To simplify the process of evaluating the AHP method, this paper employs a fuzzy consistency matrix for 
determining weights. This method not only reduces the influence of human subjective factors like the AHP 
method, but also effectively addresses inconsistencies28.

Fuzzy consistency matrix construction process
Based on the concept of a fuzzy consistency matrix29, the significance ratio P (Ii, Ij) of element Ii and 
element Ij is shown as follows. This ratio reflects the relative importance of Ii compared to Ij as evaluated by 
experts.

	(1)	 0 ≤ P (Ii, Ij) <0.5 indicates Ij is more important than Ii , the smaller the value, the greater the ratio of the 
importance of Ij and Ii .

	(2)	 P (Ii, Ij) = 0.5 indicates Ij and Ii are of equal importance.
	(3)	 0.5 < P (Ii, Ij) ≤ 1 means Ii is more important than Ij , opposite to the meaning of (1).

According to the meaning of P (Ii, Ij), the steps for constructing the fuzzy consistency matrix are as follows. 

	1.	 Constructing a judgment matrix between elements 

 

Fig. 2.  Cross-attribute model of privacy risks in financial services.
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(Fij)n∗n =




P (Ii, I1) · · · P (Ii, In)
...

. . .
...

P (In, I1) · · · P (In, In)




	2.	 The established fuzzy matrix (Fij)n∗nwill be converted into fuzzy consistency matrix using the follow for-
mula.

	
P (Ii, Ij) =

∑ n

l=1P (Ii, Il)∑ n

l=1 (P (Ii, Il) + P (Ij , Il))
� (1)

	3.	 P (Ii, Ij)is the weight ratio of the two elements. therefore, a fuzzy consistency matrix can be constructed, 
and this matrix

(
F ij

)
n∗n

has full consistency.

	

(
F ij

)
n∗n

=




P (Ii, I1) · · · P (Ii, In)
...

. . .
...

P (In, I1) · · · P (In, In)


� (2)

After constructing the matrix
(
F ij

)
n∗n, it is possible to calculate the weights of each element use the follow 

formula.

	
Wi =

2
∑n

j=1 P (Ii, Ij) − 1
n (n − 1) , i = 1, 2, . . . , n� (3)

Wi  represents the weight of element i in the model. Based on the principle of pairwise comparison in FAHP30, 
Wi  has a certain degree of objectivity. A larger value of W i  indicates a greater influence of element i on the 
target evaluation in the model.

Assessment of privacy risk weight in financial services
According to the method in the previous section, and in conjunction with the model in Fig. 2, it is possible to 
construct the fuzzy consistency matrix from the bottom up.

	(1)	 The weight calculation of the scheme layer relative to the target layer. By constructing a fuzzy consistency 
matrix, it is possible to calculate the weights W

(
β j

)
 of risk categories within the entire privacy risk as-

sessment. The larger the value of W
(
β j

)
, the risk category β j  has a greater impact on the overall privacy 

risks of financial services.
	(2)	 The weight calculation of the indicator layer relative to the scheme layer. As above, by constructing five 

fuzzy consistency matrices, it is possible to calculate the weights W (Ii, β j) of the 12 indicators in the in-
dicator layer with respect to each risk category. The larger the value of W (Ii, β j), the indicator Ii has the 
greater impact on the risk category β j .

After determining the assessment weights through the method mentioned above, this paper will next concentrate 
on the evaluation of risk levels in financial services.

Assessment of risk levels in financial services
FAHP-based risk weight evaluation only can evaluate the significant of elements. In order to offer more 
comprehensive information of financial services, a further assessment of the risk levels is necessary. Here, 
“risk levels” refers to the quantified classification of risk for each indicator in the assessment system, which is 
determined based on the actual situation of indicators and expert evaluations to reflect the degree of potential 
privacy risks in terms of occurrence frequency or loss severity.

Risk classification
In order to make the risk assessment process more concise and more distinguishable, this paper initially define 
four risk levels from two aspects: risk frequency and risk loss, as illustrated in the following Table.

Fuzzy and D-S theory based risk level assessment
While Table 3 divides the risks into four levels according to their frequency and degree of loss, it is not easy to 
precisely define the level of risk in reality. Meanwhile, experts’ determination of risk levels may vary from person 
to person. To overcome this challenge, this paper applies fuzzy theory31 to reclassify risk levels and uses D-S 
theory to integrate multiple expert opinions to improve the assessment results.

D-S evidence theory, as an artificial intelligence technique, was originally applied to the field of expert 
systems with the ability to deal with uncertain information32. The theory can effectively address the problem 
of conflicting results of multi-expert assessment and provide reasonable fusion results by calculation. In 
information fusion, a confidence level needs to be assigned to each expert’s assessment results, and then fuse 
the results using appropriate formulas. In this paper, the risk levels of financial services are assessed as follows.
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This paper uses confidence level t(S) for describing the risk level, which indicates the probability of belonging 
to the set S, 0 ≤ t(S) ≤ 1. S is a set containing all possible risk levels, including {1},{1,2},{2},{2,3},{3},{3,4},{4},an
d

∑
S ̸= ∅ t (S) = 1. This is illustrated in Table 4 below.

Table 4 shows an example of the results of the assessment by three experts, each of whom gave a different level 
of confidence. The next step is to fuse the assessment results of the three experts using the following formula.

	

t (S) = (t1 ⊕ t2 ⊕ · · · ⊕ tn) (S)

= 1
k

∑
S1∩S2∩...∩Sn=S

t1 (S1) t2 (S2) · · · tn (Sn)� (4)

Among them, k is a normalization factor, which can be calculated by the following two formulas.

	
k = 1 −

∑
S1∩ S2∩ ... ∩ Sn=∅ t1 (S1) t2 (S2) · · · tn (Sn)� (5)

	
k =

∑
S1∩ S2∩ ... ∩ Sn ̸= ∅ t1 (S1) t2 (S2) · · · tn (Sn)� (6)

Integrating expert evaluations requires dealing with various sets, making the computation quite complex. 
Therefore, this paper employs the Bayesian approximation method33 to simplify set S. The specific methods are 
described as follows.

	
t (S) =

∑
S⊆S

t (S)∑
A⊆θ

t (S) ∗ N
� (7)

In the above formula, the S is the reduced set of the S, which includes only {1},{2},{3},{4}. θ  is the full set, and 
N is the number of levels included in the set S. Therefore, the evaluation results of the three experts can be 
calculated using the above formula with the following process.

	
t (1) = t (1) + t (1,2)

t (1) + t (1,2) ∗ 2 + t (2) + t (2,3) ∗ 2 + t (3) + t (3,4) ∗ 2 + t (4)

	
t (2) = t (1,2) + t (2) + t (2,3)

t (1) + t (1,2) ∗ 2 + t (2) + t (2,3) ∗ 2 + t (3) + t (3,4) ∗ 2 + t (4)

	
t (3) = t (2,3) + t (3) + t (3,4)

t (1) + t (1,2) ∗ 2 + t (2) + t (2,3) ∗ 2 + t (3) + t (3,4) ∗ 2 + t (4)

Arbitrary set S t1 (S1) t2 (S2) t3 (S3)

1 0 0 0

1–2 0.2 0.3 0.3

2 0.3 0.2 0.3

2–3 0.2 0.1 0.2

3 0.3 0.3 0.2

3–4 0 0.1 0

4 0 0 0

Table 4.  Results of the expert assessment of risk levels.

 

Risk frequency level Significance

1 Risks are virtually non-existent

2 Risks are occasional

3 Risks are common and frequent

4 Risks are nearly unavoidable

Risk loss level significance

1 Risks rarely threaten users’ privacy

2 Risks may lead to the exposure of sensitive user information, including but not limited to personal interests, hobbies, and real-time location data

3 Risks can lead to the exposure of users’ critical data, such as identification details, contact logs, and health status, among other private information

4 Risks will result in the exposure of critical private information of users, such as financial information

Table 3.  Privacy risk classification.
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t (4) = t (3,4) + t (4)

t (1) + t (1,2) ∗ 2 + t (2) + t (2,3) ∗ 2 + t (3) + t (3,4) ∗ 2 + t (4) � (8)

The set S is calculated in Table 5 below.
After obtaining the data in the table above, the value of k is then calculated using formula (6), and finally put 

them into formula (4) to obtain the fused confidence level t(S), and the fused results in Table 6 below.
From Table 6, it can be seen that t(2) > t(3) > t(1) > t(4), which means that the risk level for this element is most 

likely to be level 2.By querying Table 3, it can be seen that the risk may occur occasionally, and the probability 
of belonging to level 4 is very low. Similarly, the confidence level of other elements can be calculated according 
to this method.

Comprehensive privacy security assessment for financial services
Comprehensive evaluation process
In Sect. 3, we introduce a FAHP-based risk weight evaluation method. Section 4 introduces a risk level evaluation 
method that combines fuzzy theory with D-S theory. These two methods together provide a comprehensive 
assessment of privacy risks in financial services. The detailed implementation process is shown in Fig. 3 below.

According to Fig. 3 and previous studies, the indicators’ risk fuzzy level f (Ii) and l (Ii) obtained based 
on D-S theory can realize the effective assessment of the indicator layer, and combined with the indicator risk 
weights W (Ii, β j)obtained based on the FAHP method can evaluate the risk category of the scheme layer, and 
finally realize the bottom-up assessment of financial services.

Assessment of the indicator layer
Firstly, we need to calculate the risk levels for each indicator Ii at the indicator layer, and the calculation formula 
is as follows.

	 Lv (Ii) = f (Ii) ∗ l (Ii)� (9)

In the above formula, the f (Ii) and l (Ii) respectively denote the fuzzy level of risk frequency and risk loss of the 
indicator Ii . By multiplying f (Ii) and l (Ii), and combined with the risk matrix method34, the comprehensive 
risk level Lv (Ii) can be calculated in Table 7 below. Integrating risk frequency and loss severity through the risk 
matrix method makes the classification of risk levels more intuitive and objective.

In the above Table, the risk levels of financial services are divided into 4 levels. Level I means the element has 
high security and very low privacy risk; Level II indicates the element is relatively safe, but has a slight privacy 
risk that could reveal basic information such as the user’s location and interests; Level III denotes the element 
has more serious privacy security issues, with the risk of leaking sensitive data such as the user’s identity, health 
status, and so on; and Level IV indicates that the element has the most serious security risks, which may leak the 
critical information such as the user’s financial and monetary information.

Assessment of the scheme layer
Based on the D-S theory, after calculating the f (Ii) and l (Ii) for the privacy risk attribute model indicator 
layer risk indicators in Fig. 2, the risk indicator weights W (Ii, β j)calculated by FAHP method, Lv

(
β j

)
 can 

be calculated using the following formula.

Arbitrary set S t(S)

1 0.0396

2 0.7401

3 0.2203

4 0.0000

Table 6.  The confidence level after fusion.

 

Arbitrary set S t1 (S1) t2 (S2) t3 (S3)

1 0.1429 0.2000 0.2000

2 0.5000 0.4000 0.5333

3 0.3571 0.3333 0.2667

4 0.0000 0.0667 0.0000

Table 5.  The calculated results of the expert assessment.
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Frequency

1 2 3 4Loss

1 1/I 2/I 3/I 4/II

2 2/I 4/I 6/II 8/III

3 3/I 6/II 9/III 12/IV

4 4/II 8/III 12/IV 16/IV

Table 7.  Comprehensive level of privacy risks based on the risk matrix Method.

 

Fig. 3.  Comprehensive assessment process of privacy risks in financial services.
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Lv (βj) = f (βj) ∗ l (βj)

=

{
12∑

i=1

f (Ii) ∗ W (Ii, βj)

}
∗

{
12∑

i=1

l (Ii) ∗ W (Ii, βj)

}
� (10)

Assessment of the target layer
First, calculate the risk category frequency level f

(
β j

)
 and risk category loss level l

(
β j

)
by the D-S theory, 

and then the risk category weight W
(
β j

)
 calculated by the FAHP method, the risk level Lv for financial 

services can be obtained by the following formula.

	
Lv =

{∑
5
j=1f

(
β j

)
*W

(
β j

)}
*

{∑
5
j=1l

(
β j

)
*W

(
β j

)}
� (11)

Result representation using triangular fuzzy value
To characterize the level of privacy risks in financial services more objectively, this paper combines the fuzzy 
theory and proposes to use a triangular fuzzy value35 to represent the level of a credible risk indicator to 
redescribe the level of privacy risk, as illustrated in (Fig. 4).

in the above figure, the horizontal axis represents the level of risk Lv and the vertical axis represents the level 
of confidence level t(S) of the risk. The triangle consists of three points, which are:

	(1)	 Lvmin means the minimum level of the risk, which is necessary for t(S) > 0 .
	(2)	 Lvmax means the maximum level of the risk, which is necessary for t(S) > 0 .
	(3)	 Lvmidrepresents the highest confidence level of the risk, that is, the risk has the highest probability of be-

longing to the Lvmid level.

As mentioned in the previous section, according to the fuzzy theory change formulas (9)–(11), we can obtain 
the following formulas (12)–(14).

	 Lvmin = fmin (Ii) ∗ lmin (Ii)

	 Lvmax = fmax (Ii) ∗ lmax (Ii)� (12)

	 Lvmid = fmid (Ii) ∗ lmid (Ii)

In the above formula, fmin (Ii) represents the lower limit level of the risk frequency of the indicator Ii, lmin (Ii) 
represents the lower limit level of the risk loss. fmax (Ii) means the upper limit level of the risk frequency of 
the indicator Ii, lmax (Ii) means the upper limit level of the risk loss. fmid (Ii) Indicates the indicator Ii ’s 
risk frequency level maximum confidence level. lmid (Ii) Indicates the indicator Ii’s risk loss level maximum 
confidence level.

	 Lvmin
(
β j

)
= fmin

(
β j

)
∗ lmin

(
β j

)

Fig. 4.  Description of risk level using triangular fuzzy value.
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=

{∑
12
i=1fmin (Ii) ∗ W

(
Ii, β j

)}
∗

{∑
12
i=1lmin (Ii) ∗ W

(
Ii, β j

)}

	

Lvmax (βj) = fmax (βj) ∗ lmax (βj)

=

{
12∑

i=1

fmax (Ii) ∗ W (Ii, βj)

}
∗

{
12∑

i=1

lmax (Ii) ∗ W (Ii, βj)

}
� (13)

	 Lvmid
(
β j

)
= fmid

(
β j

)
∗ lmid

(
β j

)

	
=

{∑
12
i=1fmid (Ii) ∗ W

(
Ii, β j

)}
∗

{∑
12
i=1lmid (Ii) ∗ W

(
Ii, β j

)}

Same as the above, the fmin
(
β j

)
 and lmin

(
β j

)
 represent the lower limit level of risk frequency and loss of 

the risk category β j . fmax
(
β j

)
 and lmax

(
β j

)
 represent the upper limit level of risk frequency and loss of 

the risk category β j , fmid
(
β j

)
 and lmid

(
β j

)
represent the risk category β j ’s maximum confidence level of 

risk frequency and loss.

	
Lvmin =

{∑
5
j=1fmin

(
β j

)
*W

(
β j

)}
*

{∑
5
j=1lmin

(
β j

)
*W

(
β j

)}

	
Lvmax =

{∑
5
j=1fmax

(
β j

)
*W

(
β j

)}
*

{∑
5
j=1lmax

(
β j

)
*W

(
β j

)}
� (14)

	
Lvmid =

{∑
5
j=1fmid

(
β j

)
*W

(
β j

)}
*

{∑
5
j=1lmid

(
β j

)
*W

(
β j

)}

The use of triangular fuzzy value in assessing risk level allows for a more realistic capture of risk uncertainties, 
providing a more comprehensive and accurate risk assessment.

Case study
To validate the effectiveness of the above assessment method, two financial services providers are evaluated in 
this paper. The first is a financial services provider specializing in financial investment and securities trading, 
whose services cover convenient digital payment and comprehensive mobile banking functions. The second 
provider, specializing in credit services, is committed to providing users with high-quality financial investment 
and wealth management services. Through a preliminary survey, this paper concludes the features of these two 
financial institutions, details of which can be found in (Table 8). This assessment aims to validate the applicability 
and effectiveness of the proposed method in real-world financial services scenarios.

Risk indicators Company 1 Company 2

I1: Malicious Internal Employee Behavior Lower level of disciplinary infractions exist Internal employees have a high disciplinary record

I2: Software or application vulnerability Has no obvious technical vulnerabilities and can pass security 
tests

Has no obvious technical vulnerabilities and can pass security 
tests

I3: Abusive collection of permissions by 
third-party applications

There are few financial product ads is abusive collection of 
information

There are more investment trading ads that collect more users’ 
information

I4: Data leakage due to internal system or 
platform error

Internal systems and platforms are stable and pose little threat to 
users’ privacy in the event of a service failure.

Systems and platforms have been in operation for many years 
and service failures can pose a significant threat to users’ privacy

I5: Data Store or Server Authentication 
Vulnerability Strict access control such as real-name authentication Can be logged in through third-party applications, some 

vulnerabilities exist

I6: Connection to unsecured network during 
data transfer

Secure network connections are used, Sensitive information 
such as users contact details will not be exposed

Sometimes a secure network connection is not used, which may 
expose information such as users contact details

I7: Services provider data loss Take multiple security measures to prevent data loss The security measures implemented are not sufficient to avoid 
users’ data loss

I8: Operating system or terminal device 
vulnerabilities No obvious vulnerabilities in terminals No obvious vulnerabilities in terminals

I9: User rights not properly configured or 
managed by internal personnel

The rights are properly configured. Internal employees can 
access only basic users’ information

The permission configuration is improper, and some employees 
can access a large number of users information

I10: Third party applications hacked Not being associated with or authorized to cooperate with third-
party applications, it is relatively secure

Have risks associated with information and authorized 
cooperation with third-party applications

I11: Vulnerability of encryption mechanism A strong encryption mechanism is used to protect users’ 
information from vulnerability threats

The encryption mechanism used is not strong, and users’ 
information may be threatened

I12: Improper key management during use Regular rotation and stringent control measures are 
implemented for the key There is no regular rotation and strict control for the key

Table 8.  Risk features of the two financial institutions.
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Risk weight assessment
The weights of the indicators and risk categories were calculated according to the method in Sect. 3 and are 
shown in Table 9 below.

Risk level assessment
After assessing the weights, the next step is to assess the risk levels of financial services, based on the method 
covered in Sect.  4.2 of this paper. We invited 15 experts from diverse backgrounds to assess risk indicators, 
including academic experts in the fields of financial risk, management and cloud service security, as well as 
practitioners from actual financial institutions. Tables 10 and 11 show their assessment results of Company 2 
and Company 1.

After obtaining the above assessment data, the risk level assessment method in Sect. 4 is used to simplify the 
data in Tables 10 and 11 using Bayesian approximation, and then the approximated data are fused using D-S 
theory, and the outcomes of this fusion are presented in Tables 12 and 13 below.

Comparison of assessment results by layer
After obtaining the results from Tables 12 and 13, the results of privacy risk assessment of the financial services 
of Company 2 can be calculated by substituting them into formulas (12)-(14), and the same can be done to assess 
the financial services of Company 1. Finally, the risk of the financial services of the two companies is compared 
bottom-up.

(1) Comparison of risk levels of the indicator layer. The indicators’ fuzzy risk levels in the indicator layer can 
be expressed as Lv (Ii) = {Lv min (Ii) , Lvmid (Ii) , Lvmax (Ii)}, and the results of the calculations based on 
the data in Tables 12 and 13 are shown in (Table 14,15 and Figs. 5, 6) below.

According to the hierarchical definitions in Table 7, some of the indicators for company 2 in Fig. 5, Lvmid (I1)
=9. Lvmid (I12) = 9, which belong to the III risk level. It indicates that Company 2’s indicator I1 and indicator 
I12 have a large privacy security problem, may leak important information such as user’s identification details, 
contact logs, and health status and other important information when using the company’s services. It also 
poses a serious threat to the privacy security of the financial services of Company 2, and both the company and 
the users need to focus on this issue. Especially the indicator I1 “Malicious behavior of internal employees”, its 
risk level Lvmax (Ii) =16, which belongs to the IV risk level, the highest of all indicators, may disclose critical 
user information and requires special attention. In addition to this, the other risk indicators for Company 2 
Lvmid (Ii) ≤ 6, belongs to the I or II risk level, indicating that these indicators are relatively safe and have a 
low probability of privacy security issues, with Lvmid (I8) = 2, indicates that the company has a high level of 
security in its operating system or end devices.

In Fig. 6, Company 1’s risk indicator level Lvmid (Ii) ≤ 6, belongs to risk level I or II, representing that the 
company’s risk indicators are all relatively safe and do not pose much of a threat to the user’s privacy risk. There are 
only two indicators Lvmax (I3) = 12 and Lvmax (I12) = 12,this means that the company’s risk indicators for 
“third-party apps collecting information” and “secret key management” are still likely to result in a serious threat 
to users’ privacy, users need to pay attention to this point. The company’s risk indicators Lvmid (I4, I7, I8) =
3, which fall into risk level I, represents that the company’s platforms and operating systems, as well as services 
providers, are highly secure.

(2) Comparison of risk levels in scheme layer. Also, according to Tables 9, 12 and 13 and formula (13), The 
risk categories’ fuzzy risk levels in the scheme layer can be calculated as the following Figs. 7,  8 below.

From the above two graphs, it can be seen that the two companies are in risk categories 4< Lvmid
(
β j

)
 < 

6, which belongs to the II risk level, indicating that the two companies’ risk categories are probable to be in a 
relatively safe situation. However, Company 1 has a risk category 6< Lvmax

(
β j

)
 < 8, which belongs to the III 

β1 β2 β3 β4 β5

W(βj) 0.228 0.204 0.185 0.206 0.177

W(Ii 
,β1)

W(Ii 
,β2)

W(Ii 
,β3)

W(Ii 
,β4)

W(Ii 
,β5)

I1 0.098 0.081 0.075 0.089 0.086

I2 0.087 0.095 0.088 0.082 0.080

I3 0.083 0.081 0.092 0.082 0.078

I4 0.093 0.087 0.082 0.087 0.085

I5 0.082 0.094 0.087 0.083 0.081

I6 0.073 0.071 0.097 0.069 0.080

I7 0.089 0.086 0.080 0.098 0.081

I8 0.083 0.093 0.087 0.084 0.081

I9 0.093 0.075 0.075 0.083 0.076

I10 0.072 0.078 0.082 0.092 0.086

I11 0.075 0.088 0.088 0.082 0.096

I12 0.071 0.072 0.068 0.069 0.091

Table 9.  Weights of risk indicators and risk categories.
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risk level, while all of Company 2’s risk categories Lvmax
(
β j

)
 > 9, which belongs to the IV risk level, suggests 

that Company 1’s highest risk class belongs to the III risk level, while Company 2’s highest risk class belongs to 
the IV risk level, which makes Company 1 more privacy safe than Company 2 in comparison.

(3) Comparison of risk level in the target layer. As before, the financial services’ fuzzy risk level of two 
companies can be calculated according to formula (14) as the following Table 16 below.

The above table shows that the risk level range of company 2 is [1.752, 9.159], and the risk level range of 
company 1 is [1.699, 7.861]. In this case, both the lowest and highest values of the risk range for Company 2 are 
larger than those for Company 1, which indicates that company 1 is relatively safer than company 2 in terms of 
financial services as a whole. However, in general, both companies have a risk value of 4 < Lvmid < 6, which is 
in the level II, demonstrating that both companies are more secure in their services.

The case study demonstrates that the method accurately identifies high-risk indicators (e.g., Indicators 
I1 and I12 of Company 2), which are highly consistent with the privacy leakage scenarios described in the 
introduction—fully validating the feasibility of the method. Additionally, the case study provides users with 
comprehensive risk assessment information, enabling them to conduct detailed analyses based on their unique 
needs and thereby make more informed choices of financial services that best align with their privacy protection 
requirements.

Comparison of methods
The method used in this paper is suitable for assessing privacy security issues in financial services. It provides 
users with information about the risk weights and levels of the indicators related to financial services, and helps 
users choose and use financial services rationally, and it is also a kind of security and risk assessment method. 

I1 I2 I3

S t1(S1) t2(S2) t3(S3) t1(S1) t2(S2) t3(S3) t1(S1) t2(S2) t3(S3)

1 0 0 0 0.2 0.1 0.2 0 0 0

1–2 0.2 0.2 0.1 0.6 0.5 0.7 0 0 0

2 0.2 0.2 0.3 0.1 0.3 0.1 0.1 0 0.1

2–3 0.2 0.1 0.2 0.1 0.1 0 0.1 0.1 0.1

3 0.3 0.3 0.2 0 0 0 0.1 0.2 0.3

3–4 0.1 0.2 0.2 0 0 0 0.4 0.5 0.3

4 0 0 0 0 0 0 0.3 0.2 0.2

I4 I5 I6

S t1(S1) t2(S2) t3(S3) t1(S1) t2(S2) t3(S3) t1(S1) t2(S2) t3(S3)

1 0.7 0.8 0.6 0.2 0.1 0 0.1 0 0

1–2 0.2 0.1 0.2 0.2 0.1 0.1 0.2 0.1 0.1

2 0.1 0.1 0.2 0.3 0.2 0.1 0.5 0.6 0.6

2–3 0 0 0 0.3 0 0.5 0.2 0.3 0.3

3 0 0 0 0 0.4 0.2 0 0 0

3–4 0 0 0 0 0.2 0.1 0 0 0

4 0 0 0 0 0 0 0 0 0

I7 I8 I9

S t1(S1) t2(S2) t3(S3) t1(S1) t2(S2) t3(S3) t1(S1) t2(S2) t3(S3)

1 0.2 0.3 0.3 0.6 0.5 0.5 0 0 0

1–2 0.5 0.6 0.5 0.2 0.2 0.2 0.1 0 0.1

2 0.2 0.1 0.1 0.2 0.1 0.2 0.4 0.2 0.4

2–3 0.1 0 0.1 0 0.1 0.1 0.1 0.3 0.1

3 0 0 0 0 0.1 0 0.3 0.4 0.3

3–4 0 0 0 0 0 0 0.1 0.1 0.1

4 0 0 0 0 0 0 0 0 0

I10 I11 I12

S t1(S1) t2(S2) t3(S3) t1(S1) t2(S2) t3(S3) t1(S1) t2(S2) t3(S3)

1 0.3 0.3 0.1 0 0 0 0 0 0

1–2 0.3 0.1 0.3 0.2 0.1 0.2 0 0.1 0

2 0.3 0.5 0.6 0.3 0.3 0.2 0.2 0.2 0.1

2–3 0.1 0.1 0 0.1 0.2 0.2 0.2 0.2 0.3

3 0 0 0 0.3 0.3 0.2 0.4 0.5 0.4

3–4 0 0 0 0.1 0.1 0.2 0.2 0 0.2

4 0 0 0 0 0 0 0 0 0

Table 10.  Risk indicators frequency level assessment results of company 2.
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S t(S)

I1 I2 I3 I4 I5 I6

1 0.0099 0.4286 0.0000 0.9643 0.0250 0.0033

2 0.4455 0.5714 0.0068 0.0357 0.5250 0.9772

3 0.5347 0.0000 0.5744 0.0000 0.4500 0.0195

4 0.0099 0.0000 0.4188 0.0000 0.0000 0.0000

I7 I8 I9 I10 I11 I12

1 0.5625 0.8305 0.0000 0.1788 0.0100 0.0000

2 0.4375 0.1695 0.4724 0.8212 0.5373 0.1370

3 0.0000 0.0000 0.5249 0.0000 0.4478 0.8630

4 0.0000 0.0000 0.0026 0.0000 0.0050 0.0000

Table 12.  Fused results for company 2’s risk indicator frequency level.

 

I1 I2 I3

S t1(S1) t2(S2) t3(S3) t1(S1) t2(S2) t3(S3) t1(S1) t2(S2) t3(S3)

1 0 0 0 0 0 0 0.1 0.2 0.1

1–2 0 0 0 0 0 0.2 0.3 0.2 0.3

2 0.2 0.1 0 0.2 0.6 0.2 0.3 0.2 0.3

2–3 0 0.1 0.8 0.5 0.3 0.4 0.1 0.2 0.2

3 0.6 0.7 0 0.3 0.1 0.1 0.2 0.2 0.1

3–4 0.2 0.1 0.2 0 0 0.1 0 0 0

4 0 0 0 0 0 0 0 0 0

I4 I5 I6

S t1(S1) t2(S2) t3(S3) t1(S1) t2(S2) t3(S3) t1(S1) t2(S2) t3(S3)

1 0 0 0 0 0 0 0.2 0.1 0.1

1–2 0 0 0 0.4 0.2 0.2 0.2 0.1 0.2

2 0 0 0 0.2 0.4 0.3 0.2 0.3 0.3

2–3 0.2 0.2 0.1 0.1 0.1 0.2 0 0 0

3 0.2 0.3 0.4 0.2 0.1 0.2 0.4 0.5 0.4

3–4 0.5 0.3 0.3 0.1 0.2 0.1 0 0 0

4 0.1 0.2 0.2 0 0 0 0 0 0

I7 I8 I9

S t1(S1) t2(S2) t3(S3) t1(S1) t2(S2) t3(S3) t1(S1) t2(S2) t3(S3)

1 0 0 0 0.1 0.1 0.2 0.2 0.1 0.1

1–2 0.2 0.2 0.1 0.4 0.4 0.1 0.1 0.2 0.2

2 0.4 0.5 0.6 0.2 0.2 0.5 0.3 0.4 0.2

2–3 0.2 0.1 0.2 0.3 0.2 0.2 0.3 0.1 0.3

3 0.2 0.1 0.1 0 0.1 0 0.1 0.2 0.2

3–4 0 0.1 0 0 0 0 0 0 0

4 0 0 0 0 0 0 0 0 0

I10 I11 I12

S t1(S1) t2(S2) t3(S3) t1(S1) t2(S2) t3(S3) t1(S1) t2(S2) t3(S3)

1 0 0 0 0.2 0.2 0.1 0 0 0

1–2 0.1 0 0 0.2 0.2 0.3 0 0 0

2 0.4 0.2 0.2 0.3 0.5 0.4 0.3 0.2 0.2

2–3 0.1 0.4 0.3 0.2 0.1 0.2 0.2 0.2 0.3

3 0.4 0.4 0.4 0.1 0 0 0.3 0.3 0.1

3–4 0 0 0.1 0 0 0 0.2 0.3 0.3

4 0 0 0 0 0 0 0 0 0.1

Table 11.  Risk indicators loss level assessment results of company 2.
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Fig. 5.  Financial services indicators fuzzy risk levels of Company 2.

 

I1 I2 I3 I4 I5 I6 I7 I8 I9 I10 I11 I12

Lvmin 2 2 1 2 1 1 1 1 1 2 1 2

Lvmid 3 2 2 3 2 2 2 2 2 3 2 3

Lvmax 4 3 3 4 4 3 2 3 3 3 3 4

Table 15.  Risk loss fuzzy level for each indicator of company 2.

 

I1 I2 I3 I4 I5 I6 I7 I8 I9 I10 I11 I12

Lvmin 1 1 2 1 1 1 1 1 2 1 1 2

Lvmid 3 2 3 1 2 2 1 1 3 2 2 3

Lvmax 4 2 4 2 3 3 2 2 4 2 3 3

Table 14.  Risk frequency fuzzy level for each indicator of company 2.

 

S t(S)

I1 I2 I3 I4 I5 I6

1 0.0000 0.0000 0.1468 0.0000 0.0363 0.1304

2 0.0423 0.7241 0.7706 0.0055 0.7778 0.4348

3 0.9524 0.2759 0.0826 0.7890 0.1814 0.4348

4 0.0053 0.0000 0.0000 0.2055 0.0045 0.0000

I7 I8 I9 I10 I11 I12

1 0.0065 0.1121 0.0628 0.0000 0.1115 0.0000

2 0.9351 0.8610 0.7977 0.3600 0.8780 0.1938

3 0.0584 0.0269 0.1395 0.6400 0.0105 0.7597

4 0.0000 0.0000 0.0000 0.0000 0.0000 0.0465

Table 13.  Fused results for company 1’s risk indicator frequency level.
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To have a better understanding of its characteristics, there should be a comparison with other common methods 
of risk assessment. These common methods include AHP-based risk weight assessment method36–38, risk 
level assessment method based on risk matrix39–41, risk uncertainty assessment method based on information 
entropy23,42–44, which are more practical risk assessment methods that offer users with valid evaluation results. 
These methods are compared in the following ways.

	(1)	 Cost: This item considers the investment of resources necessary to conduct the assessment and includes 
factors such as the ease of expert assessment, the total number of tasks to be performed, and the complexity 
of the calculations. Higher costs mean that more resources are required to conduct the assessment.

	(2)	 Objectivity: This indicator measures how objectively and accurately the assessment results describe the 
privacy risks in financial services. Assessments with a higher degree of objectivity provide a more accurate 
picture of the privacy risks in the services.

Fig. 7.  Risk categories’ fuzzy risk levels of Company 2.

 

Fig. 6.  Financial services indicators fuzzy risk levels of Company 1.
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	(3)	 Comprehensiveness: This indicator reflects the comprehensiveness and completeness of the privacy risk 
assessment results. The ability of a method to provide more dimensions of privacy risk assessment informa-
tion indicates that the method performs better in terms of comprehensiveness.

	(4)	 Decision support: This indicator measures the extent to which the results of the assessment actually help us-
ers to manage their private information wisely. The higher the value of the reference information provided 
by the assessment, the stronger the support it provides to users in making informed decisions.

	(5)	 Scalability: This indicator measures the ability of the method to adapt as it encounters new problems or 
expands its application scenarios.

In this paper, we use {1,2,3} to indicate the level of the above aspects, 3 means good performance in this aspect, 2 
means average, 1 means poor. For the cost aspect, 3 means the required cost is larger, 2 means average, 1 means 
lower cost, and the comparisons of these methods in the above aspects are shown in Tables 17, 18, 19, 20 and 
21 below.

With the above situation analysis and rating, we use radar map to compare them together, Fig. 9 shows the 
results of the comparison.

The above comparison indicates that the method has good performance in scalability, objectivity, 
comprehensiveness and decision support. However, due to the combination of multiple methods, in order to 
improve the comprehensiveness and decision support of this paper’s method, it must be lacking in other aspects, 
so it may not perform very well in terms of cost.

Company2 Company1

Lvmin
Lvmid Lvmax Lvmin Lvmid Lvmax

1.752 4.807 9.159 1.699 4.203 7.861

β1 β2 β3 β4 β5 β1 β2 β3 β4 β5

fmin 1.247 1.228 1.235 1.233 1.245 fmin 1.083 1.081 1.092 1.082 1.078

fmid 2.080 2.042 2.062 2.052 2.084 fmid 1.746 1.743 1.775 1.743 1.740

fmax 2.851 2.797 2.824 2.809 2.827 fmax 2.483 2.472 2.511 2.472 2.508

β1 β2 β3 β4 β5 β1 β2 β3 β4 β5

lmin 1.421 1.413 1.395 1.419 1.428 lmin 1.574 1.552 1.538 1.571 1.611

lmid 2.334 2.318 2.307 2.337 2.348 lmid 2.406 2.390 2.375 2.406 2.439

lmax 3.256 3.247 3.233 3.230 3.261 lmax 3.157 3.167 3.158 3.141 3.175

Table 16.  Comparison of the risk level of financial services between the two Companies.

 

Fig. 8.  Risk categories’ fuzzy risk levels of Company 1.
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Methods Comparison of scalability of methods Level

AHP When the assessment needs change, the method simply adds risk categories and risk indicators to the risk privacy model, but requires a new weighting 
assessment and consistency test. 2

Risk matrix When the assessment needs change, the method simply adds the appropriate risk indicators and adds new rows or columns to the matrix. It has little impact 
on the model structure and is simple to operate. 3

Information 
entropy

The method relies on the overall distribution of the data to assess uncertainty, and when new risk indicators are introduced, they may significantly change 
the distributional properties of the data, thus affecting the calculation and interpretation of entropy. This may require larger adjustments or reassessment of 
the assessment model.

2

This paper When the assessment needs change, the method is similar to AHP, also need to re-evaluate the weights but do not need to conduct consistency test; in the 
risk level assessment is similar to Risk matrix only need to expand the corresponding risk indicators. 3

Table 21.  Comparison of this paper’s method with others in terms of scalability.

 

Methods Comparison of decision support for methods Level

AHP The method can only provide users with impact weights for risk elements in the in the privacy risk model for financial services, and does not provide 
an assessment of the risk level. 1

Risk matrix The method gives the users the results of risk level, and can help the user to know each indicator from both aspects. 2

Information entropy The method allows for the description of the risk level by the degree of uncertainty, but does not provide a detailed description of the risk level. 2

This paper The method not only assessed the weights of the indicators, but also the risk levels of the indicators, defined three risk levels in combination with the 
triangular fuzzy value, and finally also assessed their comprehensive level. 3

Table 20.  Comparison of this paper’s method with others in terms of decision support.

 

Methods Comparison of the comprehensiveness of methods Level

AHP The method provides users with impact weights for each risk indicator and risk class in the privacy risk model for financial services, enabling 
multidimensional and multilevel assessments. 2

Risk matrix The results of this approach are not sufficiently comprehensive, as only each risk element can be assessed with independence. 1

Information entropy The method can also provide users with entropy weight assessment and risk indicator level uncertainty analysis during the assessment process. 2

This paper In the assessment process, it not only provides users with the results of AHP’s multi-dimensional and multi-level weight assessment, but also provides 
the results of risk level assessment. 3

Table 19.  Comparison of this paper’s method with others in terms of comprehensiveness.

 

Methods Comparison of the objectivity of methods Level

AHP The AHP employs a pairwise comparison strategy during evaluation, mitigating the impact of subjective human biases on the assessment outcomes. 2

Risk matrix In risk assessment, this method tends to assign a risk level directly, thus making the evaluation process susceptible to the interference of subjective judgement 
and leading to a lack of objectivity in the assessment results. 1

Information 
entropy

The method is highly dependent on data in the assessment process and has a high degree of objectivity in quantifying uncertainty by analyzing the 
distribution of data. 3

This paper
This method retains the merits of the AHP pairwise comparison during weight assessment, incorporates the D-S theory to consolidate evaluations from 
experts in risk level assessment, and utilizes fuzzy theory to characterize risk levels, thereby significantly diminishing the impact of human subjectivity on the 
evaluation.

3

Table 18.  Comparison of this paper’s method with others in terms of objectivity.

 

methods Comparison of the costs of methods Level

AHP The number of times the judgment matrix is built is greater than 6, because the method may not be completely consistent when establishing the judgment 
matrix, and the matrix needs to be adjusted several times to meet the consistency requirements. 2

Risk matrix Only 12 risk indicators need to be evaluated in terms of risk frequency and risk loss. 1

Information 
entropy It is necessary to calculate the probability distribution of 12 risk indicators, calculate the entropy weight and carry out uncertainty analysis for the risk level. 2

This paper Similar to AHP, 6 judgment matrices need to be established, but no consistency test is required. A risk rating assessment is also required for 12 risk 
indicators. 2

Table 17.  Comparison of this paper’s method with others in terms of cost.
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Summary
In this paper, Firstly, the privacy risk categories and risk indicators of financial services are sorted out, and a 
privacy risk attribute model for financial services is constructed to assess the weights of each layer of the model. 
Secondly, this paper realizes the effective assessment of privacy risk class by combining D-S theory and fuzzy 
theory. Finally, a comprehensive assessment method that combines FAHP and D-S theory is proposed. The 
method breaks through the limitation that traditional assessment models are not comprehensive enough to assess 
financial services, and it can offer users the comprehensive and objective assessment results of financial services 
and assist them in effectively managing their privacy information. The method also significantly improves the 
ability to handle complex data and uncertain information, thus enhancing the efficiency and objectivity of the 
assessment, especially in financial environment with high multivariate and uncertainty. However, the method 
used in this paper has some limitations, it can only give a “static” assessment result, but the privacy security 
of financial services may also change over time. Therefore, in future research, we will further determine the 
confidence level of risk level and explore efficient dynamic risk assessment methods.
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