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Efficient traffic management with
adaptive SDN in vehicular networks
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Improving road safety and easing congestion require effective real-time traffic data analysis and
management. A crucial part of intelligent transportation systems, vehicular ad hoc networks (VANETSs)
deal with issues like inconsistent data from erratic vehicle movements and frequent topology changes.
In order to develop a responsive and adaptable network management architecture for VANETS,

this study makes use of Software-Defined Networking (SDN). SDN optimizes traffic flow, boosts
routing efficiency, and improves Quality of Service (QoS) by separating the control and data planes.
Traffic analysis and network performance are greatly improved when SDN is combined with priority
algorithms and the Zigbee protocol. The effectiveness of this strategy in a controlled setting is shown
by simulations conducted with COOJA software. Web digitization tools are also used to guarantee

the accuracy of the data. Improved QoS, better traffic flow management, and scalable solutions for
dynamic vehicular networks are some of the main results.
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Vehicular ad hoc networks (VANETS), a crucial part of intelligent transportation systems, enable multi-hop
communication to efficiently route data between vehicles and infrastructure. Energy-efficient routing protocols
are crucial for establishing connections between cluster sensor nodes and data sinks, and they have a direct
impact on traffic load balancing, end-to-end reliability, and latency. A significant challenge in VANETS is
determining the optimal routes to extend the network’s operational lifetime, which is exacerbated by limited
resources and frequent topology changes.

Key challenges in VANETs include:

o Network Organization: Maintaining connectivity amidst dynamic vehicle movements.

« Topology Discovery: Rapid identification of network changes.

« Routing Control and Signal Processing: Efficiently managing communication paths.

« Energy Efficiency: Designing low-power sensor nodes, network stacks, and applications.

« Routing protocols in VANETSs adopt different strategies:

o Proactive Routing: Pre-computes and maintains routes, ensuring resilience against traffic load changes. Best
suited for static sensor applications, it incurs overhead during topology updates.

« Reactive Routing: Discovers routes on-demand, reducing overhead but requiring significant energy for route
discovery.

« Hybrid Routing': Combines proactive and reactive methods to enhance scalability and efficiency.

By centralizing network intelligence and facilitating dynamic routing, traffic engineering, and improved security,
SDN integration transforms VANETs. Vehicle communication networks can be optimized in real time thanks
to SDN’s ability to separate the control and data planes, which makes network administration easier. In order
to assess performance, this study uses COOJA simulation software to investigate the application of SDN to
VANETs. QoS and traffic analysis are improved by the SDN framework’s use of Zigbee protocols and priority
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algorithms. Using web digitization tools also guarantees accurate and trustworthy data processing. These
contributions demonstrate the potential of SDN as an enabler for sophisticated vehicular communication
systems and fill important research gaps in the management of dynamic vehicular networks. SDN can bring
significant benefits to VANETS by providing centralized control, dynamic routing, traffic engineering, improved
security, and customized application support. Integrating SDN with VANETSs has the potential to improve the
efficiency, reliability and management of vehicular communication networks. One of the fundamental factors
making 5G technology possible is the creation of Vehicular Ad Hoc Networks (VANETS) based on Software
Defined Networking?.

The paper is organized as follows: "Related work" summarizes relevant research. The experimental setup and
suggested methodology are described in detail in "Proposed method and Experimental setup”. The findings and
analysis are shown in "Results and analysis". A summary and recommendations for further research are included
at the end of the paper.

Our contributions

1. In this study, we propose a unique framework for integrating VANETs and the concepts of software-defined
networks.

2. An idea was developed to combine 6LoOWPAN and ZigBee protocol in software-defined networks to meet
the needs of effective network performance and security.

3. Close monitoring and analysis of the network is carried out to confirm that SDN technology is managing
networks and traffic efficiently.

Related work

Though VANET provide an intelligent transport technology?, The biggest concern in the adoption of VANETs
is still security of vehicular networks®>. The development of intelligent transport system, security and its usage
in IoT application is discussed in®. Software-Defined Networking (SDN) and Vehicular Ad-hoc Networks
(VANETS) are two distinct networking technologies that can be integrated to enhance the efficiency and
management of VANETs. The suitability of SDN for VANET is discussed by’.The challenges in deploying
SDN in VANET is massively discussed in®°.Extensive survey is carried out by the authors of'* regarding the
architecture of VANET,SDN, security issues of VANET and the functional improvement of SDN based VANET
when compared to the conventional VANET. SDNs Resistant to various attacks is widely discussed by>!1:12,
Modern generic network designs for smart cities rely on Fog Computing and the SDN paradigm to decrease
latency and boost the effectiveness of services offered’. However, in recent days, many studies on SDN based on
machine learning for dynamic traffic control have been published!?. Fine-grained Access control mechanism for
VANET Data based on Blockchain ,a plan for Vehicle Ad Hoc Network (VANET), was created by the authors'.
Further the performance of VANET is improved by integrating Fog computing and SDN'>.A comparison on
earlier approaches with our proposed approach is done and tabulated in table l1and 2.

In the context of VANETS, SDN can offer several benefits:

Centralized Control: SDN enables centralized administration and control of the VANET infrastructure. This
makes it possible to manage resources, traffic routing, and network policies effectively. Based on network
conditions and real-time data, the SDN controller is capable of making intelligent decisions.

Dynamic Routing: Real-time traffic conditions, network congestion, and shifting topologies can all be taken
into account when making routing decisions in VANETs thanks to SDN. By calculating and updating routing
paths, the SDN controller can maximize traffic flow, lower latency, and enhance network performance in
general.

Traffic Engineering: SDN makes it possible for VANETS: to use effective traffic engineering. The SDN control-
ler can optimize the use of available bandwidth and dynamically assign network resources by keeping an eye
on traffic patterns and congestion levels. This keeps traffic jams at bay and guarantees that car communica-
tions run smoothly and dependably.

Security and Privacy: By offering a centralized location for controlling security policies, access control, and
threat detection, SDN can improve security in VANETs. The communication between vehicles and infra-
structure can be protected by the SDN controller by enforcing security measures like intrusion detection,
authentication, and encryption.

Approaches/reference Key Contributions Limitations Proposed Solution’s Advantages
Machine Learning-Based Adaptive | Adaptive learning for dynamic routing and | High computational complexity; Lower computational overhead with centralized
SDN Solutions!”1* traffic engineering scalability issues in real-time VANETs | SDN control using Zigbee and priority algorithms
Traditional Proactive Routing Pre-computation ensures resilience to Inefficient in highly dynamic networks; | Efficient traffic flow management with SDN’s
Protocols!*2 topology changes high update overhead separation of control and data planes
Reactive Routing Protocols®? On-demand route discovery reduces ngh energy consumption during route Improv'ed energy efficiency with SDN’s

overhead discovery centralized architecture

Hybrid Routing Protocols?!

Simplified management through SDN’s real-time

Combines proactive and reactive benefits | Complexity in balancing trade-offs .
control mechanisms

Conventional VANET
Architectures?

Limited scalability and adaptability to | Enhanced QoS and scalability through SDN

Basic support for vehicle communication . .
network changes integration

Table 1. Comparison on earlier proposed approaches with this work.
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Feature

Traditional VANET

SDN-based VANET

Architecture

Distributed and ad hoc

Centralized control via an SDN controller

Scalability

Limited due to decentralized decision-making

Highly scalable with centralized network management

Control Plane

Integrated with the data plane

Decoupled from the data plane

Data Plane

Nodes make independent decisions

Follows rules from the SDN controller

Network Management

Difficult due to dynamic topology and distributed control

Easier with centralized controller managing topology changes

QoS Support

Limited due to lack of global view

Enhanced with a global network view

Fault Tolerance

Limited, reliant on individual nodes

Can be improved with redundancy in controllers

Flexibility

Hard-coded protocols

Programmable using SDN applications

Resource Utilization

Suboptimal due to lack of coordination

Efficient due to centralized resource management

Routing Proactive or reactive protocols Centralized routing with global network visibility
Latency Higher due to distributed decision-making Lower as routing decisions are optimized centrally
Security Vulnerable to local attacks Enhanced security through centralized policies
Topology Management Dynamic but lacks centralized optimization Controlled and optimized by the SDN controller

Implementation Complexity

Relatively simple

More complex due to the need for SDN infrastructure

Use Cases Basic vehicular communication and navigation Advanced applications like traffic optimization, platooning, and V2X integration

Table 2. Comparison of Traditional VANET with SDN based VANET.

Application Support: SDN’s programmable nature allows for the development of customized applications and
services specific to VANET requirements. For example, SDN-based applications can provide real-time traffic
updates, accident notifications, or optimize traffic signal timings based on the current traffic conditions.

However, there are challenges while integrating SDN with VANETs!®. VANETs are highly dynamic networks with
rapidly changing topologies and limited communication resources. Challenges to overcome include ensuring
timely and efficient communication between the SDN controller and vehicles, as well as scalability issues. The
architecture of the SDN controller, which enables dynamic, programmable, and effective network operations,
is essential to the efficient management of a vehicle network. A reliable and scalable vehicular communication
system is ensured by the controller’s ability to enforce complex traffic management policies, adjust in real-time
to changing network conditions, and maximize overall network performance by utilizing the SDN architecture.

Proposed method and experimental setup

The main goal here is to build a vehicular network using Software-Defined Networking (SDN) and priority
algorithm to compare the performance of the traditional vehicular network with the SDN vehicular network
under different traffic scenarios. The proposed approach represents a dynamic, programmable and efficient
network configuration method that leads to improved network performance and monitoring. This approach has
more similarities to cloud computing than to traditional network management practices. By using the priority
algorithm, SDN has the potential to significantly improve the quality of service provided?.

A priority algorithm is a crucial component in traffic management systems that aim to optimize the flow
of vehicles in a network. This algorithm assigns priorities to different vehicle types or traffic flows based on
predefined criteria or rules. This is intended to ensure that higher priority vehicles, such as emergency vehicles
or public transport, are given priority over other vehicles. By using the priority algorithm, traffic management
systems can effectively allocate resources and control traffic signals to meet the different needs of different
vehicles. This leads to improved efficiency, reduced congestion and increased safety on the roads. The priority
algorithm continuously evaluates current traffic conditions and dynamically adjusts priorities as needed to
ensure smooth and efficient traffic flow across the network. A priority-aware bypass algorithm suitable for SDN
is proposed in?,

The priority algorithm can be mathematically represented as follows: a network of roads with N intersections
and M traffic flows. The depiction of each traffic flow portrays a specific grouping of vehicles with a designated
precedence like emergency responders, typical passenger automobiles, or public transportation carriers.

 x_ij: Binary variable indicating whether traffic flow i has priority at intersection j. (1)

o if flow i has priority at intersection j, 0 otherwise)

« Maximize the overall priority satisfaction and minimize delays for high-priority flows.

« Priority Constraints: At each junction, the aggregate importance of the streams passing through must not
exceed one, since only a single flow can take precedence at a moment. ¥ (x_ij)<1forallj=1to N

o Flow Constraints: Each traffic flow should be assigned a priority at exactly one intersection. Y (x_ij) =1 for all
i=1toM

 Connectivity Constraints: The flow of vehicles should be consistent at adjacent intersections. If flow i has
priority at intersection j, it should also have priority at the next intersection on its route. x_ij<x_k(j+1) for
allj=1to N-1,i=1to M, and k is the flow that follows flow i at intersection j.

To find the best priority assignment at each intersection, the objective function and constraints can be formulated
as an optimization problem and solved using a variety of optimization techniques, such as mixed-integer
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Fig. 1. Zigbee & 802.15.4

Parameters Values

Simulated Wireless-Sensor Network

Operating System | Contiki

Mote Type SkyMote

Positioning of Mote | Random Positioning

Grid 10 m background grid

Radio Medium Unit Disk Graph Medium (UDGM)
Analyzer 6 -LoWPAN Analyzer

Routing Protocol Routing Protocol for Low Power and Lossy Networks (RPL)

Table 3. Simulation parameters.

programming or linear programming. By dynamically optimizing traffic flows in real time according to priority
levels, data-driven traffic management systems can make decisions that lead to increased road network efficiency
through less congestion, as various vehicle movements are coordinated to maximize overall traffic flow. This is
made possible by the mathematical modeling of the priority algorithm. In comparison to conventional methods,
our article’s objective is to analyze the advantages of deploying SDN in vehicular networks and determine how
well it performs in terms of enhancing network performance and quality of service.

This method uses Zigbee technology, which is an enhanced and more sophisticated form of IEEE 802.15.4
normative. As opposed to 802.15. While Zigbee covers layer 3, which includes the networking and application
layers as shown in Fig. 1, the 4 standard focuses on the Physical and MAC layers. Zigbee takes on the role of
specifying the network’s applications and routing protocol.

In order to meet the demands of efficient network performance and security, a proposed approach using
6LoWPAN? with ZigBee protocol in software-defined networks has been developed. This algorithm was
designed to address challenges such as energy consumption and network traffic demand while ensuring security
through the use of AES encryption®. Encryption is a key component of the suggested model because vehicle-
to-vehicle communication of data generates security risks. The Advanced Encryption Standard (AES) is a
symmetric encryption algorithm widely used for securing sensitive data due to its robustness and efficiency.
AES operates on fixed block sizes of 128 bits and supports key lengths of 128, 192, and 256 bits. In this study, AES
is employed to encrypt vehicular communication, ensuring data confidentiality and integrity during vehicle-
to-vehicle (V2V) and vehicle-to-infrastructure (V2I) interactions. The SDN controller manages encryption at
the network layer, applying AES to secure communication between vehicles and network infrastructure. This
centralized approach simplifies key management and enables dynamic re-keying to enhance security. While AES
is resistant to brute force attacks due to its long key lengths, it is susceptible to side-channel attacks (SCAs) such
as timing, power, and electromagnetic analysis attacks. These attacks exploit physical leakages during encryption
to deduce the secret key. To counter these vulnerabilities, the proposed framework integrates masking and hiding
techniques within the SDN controller.

The efficacy of the proposed algorithm was tested through simulation-based experiments based on the
parameters chosen as shown in Table 3, which showcased its ability to fulfill network security and performance
requirements with grace.

In order to implement SDN in VANET, we used Cooja software?”-?, which was specifically designed for
SDN and Open Flow research. Many software simulators are available and the authors? have made an extensive
survey on that. Since Cooja is not compatible with Windows OS, we used Contiki OS, which is Linux-based, to
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operate the software. We created two types of networks for our simulation: a traditional Vehicular Network and
an SDN-Vehicular Network, with multiple traffic simulations.

In order to replicate actual vehicular network situations, the simulation parameters were carefully chosen. To
reflect common circumstances in vehicular networks, parameters like grid positioning (10 m background grid),
radio medium (Unit Disk Graph Medium), and mote type (SkyMote) were selected. These decisions guarantee that
the simulation accurately depicts network behavior and vehicular communication. For example, the RPL protocol
and the 6LOWPAN analyzer are essential for low-power and lossy network environments, which are frequently
found in VANETS. This is in line with the goal of examining energy efficiency and network performance in limited
environments. The priority algorithm’s optimization problem, which entails mixed-integer programming, was
used to assess its computational complexity. Priority, flow, and connectivity constraints make sure that traffic
flow is dynamically optimized while meeting real-time demands. The centralized SDN approach streamlines the
decision-making process in comparison to conventional techniques, but it necessitates effective controller-level
computation. A reasonable computational overhead is added by the dynamic modification of routing and RDC
parameters, which is offset by the notable improvements in performance metrics like throughput and congestion
reduction. Strong scalability is demonstrated by the suggested SDN-based VANET framework’s centralized
control and dynamic routing. The architecture makes use of SDN controllers’ programmable nature to handle
growing node density and changing traffic patterns. The results in the document show that even in situations
with high traffic, the system’s capacity to prioritize traffic guarantees efficient resource use (e.g. G. Table 4 on
RDC values and Table 6 on received packets). The deployment of distributed SDN controllers to easily manage
larger networks may be one of the future scalability improvements. By simulating various traffic scenarios,
such as medium and heavy traffic conditions, sensitivity analysis was carried out. By contrasting performance
metrics like RDC, power consumption, and packet reception under various circumstances, the flexibility of the
priority algorithm was confirmed (Figs. 3, 4, and Tables 4-6). Comparing SDN-enabled scenarios to traditional
networks, the results show that the system operates robustly, with higher packet reception rates and lower power
consumption. These results validate the algorithm’s ability to withstand changes in network conditions. The
advantages of the suggested method over current approaches are highlighted by the comparative analysis in
Table 1. Throughput, latency, and scalability can all be increased by combining SDN with priority algorithms.
The document’s graphs and tables offer quantifiable proof of these improvements, confirming the reliability of
the simulation’s findings and their relevance to actual situations.

We implemented a rigorous, standardised methodology to capture the dynamic data transmissions that take
place in VANETs.

To illustrate the monitoring and analysis process, key variables are defined below:

N: Total number of VANET network nodes.

Pi: Power consumption of node i, where i ranges from 1 toN
RDCi : Average radio duty cycle of node i.

RPi : Number of packets received by node i.

T: Total duration of monitoring.

The following is the mathematical model that represents our methodology.
Power Consumption Analysis:

N
Average Power Consumption = % Z P; (1)
i=1
Radio Duty Cycle Analysis:
1 &
Average Radio Duty Cycle = T z_; RDC; (2)
Packet Reception Analysis:
1 &
Packet Reception Rate = N 2_; RP; (3)

Network Traffic Pattern Analysis:

Parameters | Radio Duty Cycle (%)

Medium Traffic | Heavy Traffic
Scenario Total Average | Total Average
Without SDN | 15.5767 | 0.91627 | 34.4606 | 1.3253
With SDN 19.7989 | 1.0420 37.1086 | 1.3784

Table 4. RDC Average and Total values.
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N
- RP;
Frequency of Radio Transmissions = ZZ% (4)
N
- RDC;.T
Duration of Radio Transmissions = 221:1* (5)

A subset of the carefully chosen VANET network nodes were observed and examined. We gathered comprehensive
data views from the chosen nodes using advanced monitoring techniques. Through closely monitoring the
power consumption measurements, our comprehension of the typical energy usage designs exhibited by the
network sites was substantially enhanced as a consequence of inspecting said power intake statistics. An analysis
of the average radio duty cycle provided crucial information about the highs and lows of the networK’s radio
activity. Through analyzing the packets received at each node, we could determine the efficacy of the data
transmission based on this metric. By revealing the frequency and duration of radio transmissions, this result
gave a comprehensive picture of network traffic patterns. We were able to increase energy efficiency and prolong
the network’s lifespan by comprehending the dynamics of power consumption. Significant knowledge about
network performance and data transmission reliability was obtained by examining the received packets.

Using this methodological technique as in Fig. 2, we were able to successfully record and study three crucial
elements of the radio duty cycle, power consumption, and received packets of VANET data transmission. The
basis for informed decision-making is this thorough analysis, which enables network resources to be optimized
and overall VANET performance to be improved. In addition to the above parameters latency analysis and
confidence interval is calculated to evaluate the efficiency of the system.

Latency analysis

The latency increase due to AES encryption in the proposed SDN-based VANET framework is typically
calculated by comparing the packet transmission times with encryption to those without encryption for each
AES key size (128-bit, 192-bit, 256-bit) under different traffic conditions (medium and heavy).

Confidence interval

A confidence interval (CI) is a range of values, derived from sample data, that is likely to contain the true value
of a population parameter (e.g., mean, proportion) with a certain level of confidence. It provides an estimate of
the uncertainty or variability in the measurement.

In order to determine when packets are transmitted and when nodes should be awake in order to receive
packets, Radio Duty Cycle (RDC) in Fig. 3 is in charge of controlling the sleep duration of nodes. Power
consumption is the amount of energy used in a unit of time and is expressed in milliwatts.

When sending data over computer networks, a packet is a brief section of a larger message. After that, the
receiving device reassembles these packets.

Data collector
SDN CONTROLLER
6LOWPAN. with Zighee
AES
/
\ Local SDN
Local SDN g controller
controller
. Local SDN Local SDN
iﬁi controller controller

=0, . R o e

Fig. 2. Proposed SDN based VANET Architecture.
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Fig. 3. Scenario without SDN (a) less traffic (b) Heavy traffic.
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Fig. 4. Scenario with SDN (a) less traffic (b) Heavy traffic.

Results and analysis

Latency analysis

The impact of AES encryption on packet transmission was evaluated for medium and heavy traffic scenarios. For
the proposed SDN-based VANET framework:

« 128-bit AES: The average latency increase was 2.0 ms per packet under medium traffic and 3.2 ms per packet
under heavy traffic.

o 192-bit AES: The average latency increase was 2.7 ms per packet under medium traffic and 4.1 ms per packet
under heavy traffic.

o 256-bit AES: The average latency increase was 3.5 ms per packet under medium traffic and 5.5 ms per packet
under heavy traffic.

Radio Duty Cycle (RDC) in vehicular networks can be optimized with the help of centralized control and
coordination techniques offered by SDN technology as shown in Fig. 4. The Radio Duty Cycle (RDC) measures
how much of a wireless communication device’s, like a car’s on-board unit, is spent actively sending or receiving
data as opposed to being idle or idle. This parameter is crucial as it directly affects energy consumption, network
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throughput, and overall system performance. For instance, in response to variations in energy usage, network
congestion, and real-time traffic demands, SDN controllers can dynamically modify RDC parameters. By
intelligently controlling RDC, SDN-based vehicular networks can enhance quality of service (QoS) for vehicular
communication applications, increase network efficiency, and better utilize resources. RDC management is
becoming more and more crucial in SDN-based vehicular networks due to the dynamic nature of traffic patterns,
changing network conditions, and resource constraints.

Scenarios were created and executed to confirm the accuracy of the result as shown in Fig. 5 and Fig. 6.
Scenarios 1 and 2 show medium and heavy traffic, respectively. Webdigitizer was used to record the numerical
value of the RDC. Table 4 lists and calculates average and total values for different traffic types. RDC has a high
value compared to the traditional vehicular network when the values of RDC extracted from the graph using
SDN and the priority algorithm were compared.

RDC = 4T ) Riye o (T_tx+T_s) / T_period.

T _period
where:

o T_txis the transmission time of a packet
o T_sis the time it takes for the radio to switch between the transmit and receive modes
o T_period is the length of the cycle, which includes the sleep time and the active time

With the use of this mathematical model, wireless communication systems, especially those found in automotive
networks, can have their energy consumption, throughput, and overall performance examined and improved.
This formula determines the fraction of a node’s awake time that is spent scanning the cycle for incoming packets.
Through careful manipulation of the active and inactive times, the radio duty cycle can be tuned to optimize
efficiency and performance within predetermined parameters.

Power consumption in SDN is mostly determined by the energy consumption of network devices, such
as switches, routers, and access points, which are used to send and receive data packets. The power usage is
computed numerically using Webdigitizer. The average and total set of numbers for the different types of traffic
are listed in Table 5. When comparing the power consumption figures extracted from the graph using SDN and
Priority Algorithm, the power consumption is lower than in the conventional vehicular network. Decreased
power consumption improves the network’s dependability and scalability.

An average and total value set for different traffic is calculated and listed in the Table 6. When comparing the
values of received packets obtained using SDN and priority algorithm, the received packets are high compared
to the traditional vehicular network. The number of packets received is an important metric in SDN because

Average Radio Duty Cycle

0.00-

Nodes

® Radio listen m Radio transmit

Fig. 5. RDC without SDN—Heavy traffic.
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Parameters Power consumption (MW)

Medium Traffic Heavy Traffic
Scenario Total | Average | Total | Average

Without SDN | 21.7930 | 1.0008 34.8769 | 1.3950

With SDN 17.0148 | 1.1470 37.2024 | 1.3286

Table 5. Power consumption Average and Total values. Power Consumption (P) =V xI. where, V =voltage
(measured in volts) I = current (measured in amperes).

Parameters | Received Packets Per Node

Medium Traffic | Heavy Traffic
Scenario Total | Average | Total | Average
Without SDN | 174 10 225 9
With SDN 376 20 525 19

Table 6. Received packets Average and Total values.

it indicates the successful transmission and reception of data on the network. Tracking received packets helps
evaluate the Quality of Service (QoS) provided by the network infrastructure. Table 7 and 8 shows the confidence
interval and percentage improvement for scenarios under test.

The comparative analysis presented in the Table 1 highlights the significant improvements and advantages
offered by the proposed approach. The proposed approach offers substantial advancements in traffic management
within vehicular networks surpassing traditional and other advanced methods. In SDN, where centralized
controllers manage the network and traffic, monitoring received packets allows administrators to detect
anomalies, identify bottlenecks, and ensure efficient data delivery. It also plays a crucial role in troubleshooting
network problems and optimizing network performance.

Conclusion and future scope

With the goal of improving network performance and efficiency, this article highlights the many benefits of
integrating Software-Defined Networking (SDN) technology into Vehicular Ad-hoc Networks (VANETs).
Using an SDN-based priority assignment mechanism offers significant advantages over traditional network
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Scenario Average (x) | Confidence interval (95%)
Without SDN (Medium Traffic) | 0.91627 (0.8903, 0.9423)
With SDN (Medium Traffic) 1.0420 (1.0124, 1.0716)
Without SDN (Heavy Traffic) 1.3253 (1.2877, 1.3629)
With SDN (Heavy Traffic) 1.3784 (1.3393, 1.4175)

Table 7. Confidence Interval for scenarios under test for Radio Duty Cycle. Medium Traffic: SDN shows a
clear improvement in Radio Duty Cycle, as the increase is statistically significant. Heavy Traffic: SDN leads to a
slight improvement, but the difference is not definitively significant.

Scenario Percentage improvement in RDC
Medium Traffic | 13.72%
Heavy Traffic 4.01%

Table 8. Percentage Improvement in RDC with SDN.

management techniques. According to simulation results, SDN-enabled VANETs have a larger radio duty
cycle, which suggests higher activity in data transmission and reception. In addition, using SDN reduces power
consumption because the priority system makes power management more effective. In addition, the proposed
SDN based VANET architecture enables automated path failure recovery, ensuring effective data transmission
even in the event of network interruptions. Simulated a sensor network using Contiki on COOJA which enabled
network simulation, operating system emulation and machine code instruction emulation. The online tool “Web
Digitalizer” was used to extract and transform data from graphs based on results obtained through simulation.
In summary, the adoption of SDN technology improves radio duty cycle, reduces power consumption, and
enables automated path recovery techniques, all of which contribute to improved VANET efliciency.

While COOJA is a useful tool for simulating SDN-based VANETS, it has some limitations. It works in a
simplified and controlled environment, which doesn't fully reflect the complexities of real-world vehicular
networks, such as unpredictable interference, environmental changes, or rapidly changing topologies. Its
scalability is also limited by computational resources, making it difficult to simulate very large networks typical
in urban settings. Additionally, COOJA lacks realism in modeling real-world traffic dynamics, including vehicle
mobility, road layouts, and driver behavior. For security testing, it is helpful for basic evaluations but cannot
test against advanced threats like sophisticated side-channel or targeted cyber-attacks.However, it is important
to recognize the difficulties that VANETs currently face, including mobility, privacy issues, network scalability,
and technological issues in security, congestion control, and network management. To fully utilize VANETS in
future transport systems, these issues must be addressed and SDN-based solutions advanced. More research
and development are needed to create algorithms that work well in a variety of network topologies and meet
mobility, privacy, scalability, and security requirements.
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