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ABSTRACT

Modern power systems are subjected to natural disruptions and cyberattacks, both of which have the potential to have
catastrophic consequences on the grid’s stability and security. Besides, due to the sophistication of cyber-physical threats,
including techniques like false data injection and command tampering, comprehensive detection strategies to counter the
vulnerabilities have become an absolute necessity. Traditional detection methods are inherently constrained in their capabilities
since they treat physical failures and cyber intrusions as independent problems and use unclear models that hardly suffice for
the enormous trustworthiness required in making high-stakes decisions. This study presents a heterogeneous data-driven
framework that seeks to unify disturbance and intrusion detection using time-synchronized measurements. This framework
utilizes advanced pre-processing techniques, multi-strategy feature selection approaches, and ensemble machine learning
model implementations, all of which were optimized using Optuna. The framework employed permutation SHAP to enhance
explainability and transparency by delivering interpretable insights regarding feature contributions. The experiments performed
across 37 different event scenarios in binary, three-class, and multi-class settings prove the superior performance of the
proposed framework. The best models showed precision, recall, F1-score, accuracy, and specificity exceeding 96%. Besides,
the average performance across the aggregated datasets surpassed 93%. These results prove the effectiveness and the
practicality of the framework toward the awareness and resilience of the smart grid, serving as an interpretable and scalable
approach to countering ever-evolving cyber-physical threats.

Introduction

Modern power systems are prone to various forms of physical and cyber disturbances that affect power systems’ stability,
reliability, and security [1, 2]. The amalgamation of advanced sensing, communication, and control technologies with the
need for real-time situational awareness and automation has also expanded the attack surface for malicious actors seeking to
compromise critical infrastructure [3, 4, 5]. Adversaries manipulate sensor data, inject false commands, and exploit system
vulnerabilities to the maximum extent. Their actions mimic natural human-generated faults or operational anomalies [6, 7].
Convergence of both these cyber and physical threats requires the development of appropriate technologies that can identify an
easily visible disturbance from the tricks within the shortest time [8, 9, 10].

Grid cybersecurity practices today are concerned with the ability to detect heterogeneous, time-synchronized data streams
as events with network characteristics [11, 12]. Most traditional fault detection and classification perform relatively well
under stable assumptions with static feature extraction; there are only rare exceptions in enforcing nonstationary or adversarial
behaviors as initiated by measurement data [13, 14]. Particularly, cyberattacks, some falsified data injection, customized
command injection [15] [16], and replay attacks [17], are becoming very sophisticated in the existing detection strategies. As
a result, they become a part of the natural operating environment [18]. In this vien, there is a crucial need for some expert
tools, which are good in modeling temporal dependencies, good in modeling discriminative feature extractions, so that they



can in fact model very high-level complex event types at various granularities ranging from binary (attack vs. non-attack) to
multi-class (specific attack types, natural faults, and normal operations) [19, 20, 21].

Intelligent power grids have continuously integrated information technology (IT) and operational technology (OT) solutions
to facilitate data-centric computation, real-time event monitoring, and efficient data processing, thereby enhancing the
reliability and resilience of the energy system [22, 23]. IT and OT systems offer great opportunities for improving smart grid
communication networks; however, they lead to issues concerning security and privacy [24, 25, 26]. The convergence of these
technologies exposes them to threats such as the compromise of data security of sensitive personal information (for example,
user location, social security numbers, and home address) as well as critical power usage data theft [27, 28]. Figure 1 shows the
interaction across different entities involved in the smart grid, including control centers, power plants, homes, smart buildings,
and industries, where power is efficiently distributed among them. Artificial intelligence (Al) techniques are increasingly
employed to ensure flexibility and responsiveness to meet power demands dynamically and diversely all over the system.

Power System Framework
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Figure 1. Architecture of a smart power grid illustrating the interaction among distribution centers, power plants, homes,
smart buildings, and industries. The system offers dynamic power distribution and integrates IT and OT to support real-time
monitoring and control.

This study addresses these challenges through introducing a novel methodology that employs machine learning (ML) to
classify disturbances and cyber penetrations of a power system using heterogeneous time-synchronized data. The proposed
approach utilizes rich temporal information from synchrophasor measurements (e.g., voltage phase angles, current magnitudes,
frequency deviations), device logs, intrusion detection alerts, and relay records in building unique temporal signatures associated
with diverse event types. This signature, represented as common sequential patterns, is a high-endpoint feature that is last
trained by a robust classifier capable of differentiating between contingency, which forms both natural faults and stealthy cyber
intrusions.

The proposed approach presents several methodological innovations. First, it applies fairly advanced preprocessing methods
to enable quality data from the different sources. Second, feature selection methods are incorporated, such as Random Forest
Importance (RFI), Principal Component Analysis (PCA), Recursive Feature Elimination (RFE), and Mutual Information (MI),
for dimensionality reduction while maintaining informative characteristics. Third, it applies hyperparameter optimization
using Optuna in tune with ML models such as Logistic Regression (LR), Support Vector Machines (SVM), Random Forests
(RF), Gradient Boosting, and Neural Networks to improve the accuracy of classification and performance for generalization.
The proposed approach is validated across three classification experiments: binary classification (attack versus non-attack),
three-class classification (attack, natural, and no-event), and multi-class classification of 37 specific cases, including short-circuit
faults, line maintenance, normal operation, and various cyber-attack vectors. The dataset on which this study relies was created
by researchers from Oak Ridge National Laboratory (ORNL) and contains 128 features per instance, with instances derived
from PMUs, control panel logs, Snort alerts, and protective relay logs [29, 30]. Each instance has been tagged with scenario
identifiers, fault locations, and load conditions, facilitating an extensive evaluation of classification performance across various
operating contexts. The significance of the proposed approach lies in its potential to improve situational awareness, automate



response directives, and enhance the smart grid’s resilience against the evolution of attacks on the cyber-physical infrastructure.
The proposed approach provides a unified framework through which disturbances and cyber attacks would be classified with
high fidelity (even if the attacks are engineered to look natural) and assists in the evolution of intelligent and adaptive defense
methodologies for next-generation power systems. Accordingly, this study contributes greatly to the evolution of cybersecurity
in the smart grid in the following dimensions:

- Unified detection framework that detects natural disturbances and cyber-attacks of various kinds in parallel, tackling the
problem of binary, three-class, and multi-class classification in one architecture.

- Feature selection in combination with RFI, PCA, RFE, and Mutual Information, considering dimensionality reduction
while keeping domain-relevant and interpretable features across the board.

- Hyperparameter tuning via Optuna offered the best set of machine-learning models for generalization and robustness
across Logistic Regression, SVM, Random Forest, Gradient Boosting, and Neural Nets.

- Explainable Al via Permutation SHAP gives interpretable attributions that bolster operator trust, accountability, and
situational awareness in the understudied yet critical power system environment.

- Validation on 37 event scenarios, consistently outperforming individual datasets on the metrics of precision, recall,
F1-score, accuracy, and specificity with performance levels > 96%, and sustaining across datasets at > 93%.

The remaining parts of this study are structured as follows: Section 2 presents a review of works in the relevant area,
highlighting the development of intrusion detection approaches to power systems. Section 3 introduces a description of the
suggested framework, focusing on data-pre-processing, feature selection, machine learning classifications, and explainability
methods. Section 4 contains the experimental setup and results obtained therefrom, demonstrating the workings of this
methodology for binary, three-class, and multi-class classifications and some commentary on the implications of the findings
and contributions of this work. Section 5 addresses the study limitations. Finally, Section 6 summarizes the key conclusions
and outlines future research directions.

Related Studies

Pan et al. [31] conducted a case study to evaluate an intrusion detection system (IDS) methodology based on sequential pattern
mining and Bayesian networks (BN). They focused on a modified 2-bus, 2-generator power transmission system derived
from the IEEE 9-bus, 3-generator system. An experimental study was developed based on nine scenarios, including four
power system disturbances and five cyber-attacks. Time-synchronized synchrophasor data, relay logs, and control signals were
collected from a hardware-in-the-loop. Sequential patterns were extracted to represent events with unique temporal signatures.
A BN-based model was then constructed using these patterns to classify events. All nine scenarios were successfully classified
post hoc by the IDS. This proves the effectiveness of the proposed method in distinguishing between natural faults and cyber
intrusions.

In [11], the authors implemented a common path-mining approach to detect and classify disturbances and cyber-attacks
in a simulated three-bus, two-line transmission system. They stored the heterogeneous time-synchronized data from Phasor
Measurement Units (PMUs), relays, and system logs in one database. The sensor data was continuously quantized into discrete
states. The FP-growth algorithm was used to mine frequent sequential patterns. These mined sequences constitute unique
event signatures. They trained a classifier on these patterns to distinguish among symmetric and asymmetric faults (e.g.,
single-line-to-ground, line-to-line, double-line-to-ground) and cyber-attacks that acted like fault behaviors. Their methodology
showed high accuracy in identifying both physical disturbances and adversarial activities, validating its potential for real-time
intrusion detection in smart grids.

To support classification of disturbances and cyber-attacks, Pan et al. [32] developed a framework for automatic discovery
of common paths from labeled power system data logs. Data were gathered from a simulated three-bus, two-line transmission
system under various fault conditions and cyber-attack scenarios. The FP-growth algorithm extracted frequent sequential
patterns from quantized sensor measurements and system logs. These patterns served as input features for a classifier capable
of distinguishing between different types of faults (e.g., 1LG, LL, 2LG, 3LG) and cyber-attacks such as command injection,
Aurora attacks, and fault replay attacks. The case study showed that the proposed method could effectively identify unique
temporal signatures for each event type and achieve accurate classification across multiple attack and disturbance categories.

In addition, Hink et al. [30] applied multiple machine learning algorithms to distinguish between power disturbances and
cyber attacks from heterogeneous data obtained from a gas pipeline SCADA system and an electric transmission system. They
further studied several classification schemes, including binary (normal against attack), three-class (attack, natural, no-event),
and multi-class (specific fault and attack types). The learners included RFs, JRip, Adaboost+JRip, SVM, and rule-based



classifiers. Experiments were done using the 10-fold cross-validation strategy over 15 datasets. Evaluation of performance used
feature importance analysis and precision metrics. Random Forests, JRip, and Adaboost+JRip showed the best precision for
cyber-attack detection. The results highlighted that machine learning is fairly applicable for intrusion detection applications in
industrial control systems. They underlined the necessity for collecting balanced and labeled training data to ensure robustness
when dealing with unseen data.

Following them, a study by Zaman et al. [33] validated a machine learning-based IDS design framework using the ORNL
dataset, which emulates a power transmission system testbed. Recursive Feature Elimination with Random Forest (RFE-RF)
was employed to reduce feature dimensionality. The top N features (varying in number from 10 to 110) were chosen for
model-training purposes. The final cross-validation was through augmented training data; binary classification (normal versus
intrusion) was considered. The experiment has analyzed fifteen CSVs consisting of 128 features (116 PMU measurements and
12 synthetic features). Results determined that for informative features retained, fewer features improved the generalization of
the model. The data augmentation and feature selection methods were also shown to be necessary for enhancing the robustness
and scalability of the IDS model in power system applications.

Similarly, a hybrid optimization technique named BGWO-EC is proposed in [34] to boost performance in intrusion detection
of smart grid environments. The name BGWO originates from “binary grey wolf optimization and ensemble classifier”. The
BGWO algorithm was applied to extract optimal subsets of features from the ORNL dataset, which includes 128 features per
instance. An ensemble classifier was trained based on this reduced feature set for the binary and multi-class classification
experiments. Experimental analysis confirmed that the BGWO-EC scheme outperformed all existing benchmark methods
concerning accuracy, precision, recall, and F1-score on all 15 datasets. The technique achieved comparative classification
accuracy as high as 98.63% for some datasets, thus demonstrating the merits of metaheuristic-based feature selection combined
with ensemble learning for a robust IDS design.

A recent work of Naeem et al. [35], thus far, explored deep-stacked ensemble learning strategies on power systems for
intrusion detection using the ORNL dataset. They investigated the effects of feature selection techniques applied, such as
genetic principal component analysis and grey wolf optimization (GWO), on the performance of the models. Deep stacking
classifiers, combining base learners such as RF and GB, with a meta-classifier, improved detection accuracy and reduced
false alarms. Compared with the traditional artificial neural networks employing hand-crafting of features, it widened the
effectiveness scope. In this regard, stacked ensembles with GWO-selected features attained better classification accuracy and
generalization for unseen data during training, thus substantiating the emphasis on advanced ensemble architectures in smart
grid cybersecurity.

Increased research considering the issues of adversarial false data injection attacks (AFDIA), as well as state estimation
and multi-label correlational vulnerabilities in modern deep learning models, has been the hallmark trend. Tian et al. [36]
proposed EVADE, which is a targeted adversarial attack framework that perturbs a small number of state variables through
the use of saliency maps to be able to bypass conventional Bad Data Detectors (BDD) and Neural Attack Detectors (NAD) to
achieve very high stealth and success rates. In their next work [37], the general multi-label adversarial assault framework is
recommended for deep learning-based FDIA markers, showing how multiple attack labels are manipulated simultaneously under
physical constraints, bringing serious threats for any resource that operates under fine-granularity classification. Meanwhile,
improvements are realized by establishing ADMM-based generalizations of adversarial attacks for multi-label detectors,
emphasizing cost-effectiveness and realism when designing perturbations.

Moreover, their earlier work [38] examined joint adversarial example and FDI attacks (AFDIA), demonstrating that
perturbations to state variables, as opposed to raw measurements, leave attackers therein undetected by either BDDs or deep
learning models. Collectively, these studies reveal an important gap: deep learning provides powerful detection, but such power
might also be implicated in introducing other attack surfaces that take advantage of model fragility. In contrast, our framework
does not rely on state estimation or deep neural architectures; rather, we use ensemble tree-based models and those trained on
heterogeneous time-synchronized sensor and log data; hence, we are intrinsically less amenable to gradient-based adversarial
manipulation. Furthermore, the use of Permutation-based SHAP explainability offers transparency in feature attribution, a
defense mechanism that many adversarial attack papers lack, thus enabling validation of decisions by operators and detection of
potential spoofing via anomalous SHAP patterns. Therefore, while prior studies have focused on modeling methods employed
by adversaries to evade detection, this study proposes the construction of interpretable classifiers that resist a wide spectrum of
sophisticated and stealthy attacks, mimicking natural fault scenarios during the activities of adversaries.

Collectively, these studies trace the evolution of intrusion detection methodologies tailored for modern power systems,
from early sequential pattern mining and probabilistic modeling to more sophisticated machine learning and ensemble-based
frameworks. Initially, researchers relied on extracting temporal state transitions via algorithms like FP-growth to build event-
specific signatures. Later works introduced feature engineering, recursive feature elimination, and synthetic data augmentation to
improve model generalizability. Recent studies have shifted toward hybrid approaches that combine metaheuristic optimization
(e.g., GWO) with deep ensemble learning to enhance classification accuracy and robustness. Across binary, three-class,



and multi-class classification experiments, these studies consistently demonstrate the value of integrating domain-specific
knowledge with data-driven techniques to address the dual threats of physical disturbances and cyber-attacks in smart grids.

Research gaps
Although significant advancements have been made in developing data-driven and machine learning approaches to intrusion
detection on power systems, a large number of serious open issues remain, including:

The major contribution of existing studies is either physical fault detection or cyber-attack identification. Still, in the
narrow sense, there is very little scope that may enable the detection of coordinated or blended cyber-physical attacks,
among the most dangerous threats to modern power grids.

Although the accuracy of machine learning and ensemble models appears very high, this is undermined by their lack of
transparency and interpretability, which diminishes operator confidence. The unexplainable “black box™ outputs cannot
support situational awareness or automatic decision-making in power grids.

Accuracy and interpretability limitations, as recent frameworks do not incorporate evidence coming from the power
system domain into practices of feature engineering or model design.

High computational complexities due to using advanced methods like meta-heuristics optimization and explainable Al,
which make them unsuitable for either real-time or large-scale applications until improved.

Most methods generically classify events (e.g., an attack vs. no attack), which is insufficient for steering operation.

In this vein, smart grids may remain vulnerable to ever-evolving cyber-physical threats that can go undetected and break
down trust in automation, compromising the backbone of national infrastructure. A unified framework for detecting real-time
natural disturbances and cyber intrusions with high reliability and computational efficiency should address these gaps. Table 1
shows a gap-contribution mapping.

Table 1. The gap-contribution mapping.

| No. | Identified Research Gap | Proposed Contribution

1 Fragmented focus: Existing studies treat physical faults and | A unified framework that simultaneously classifies natural disturbances and
cyber-attacks as separate problems, failing to detect blended | multiple cyber-attack types (binary, three-class, and multi-class) ensures
or coordinated threats. comprehensive cyber-physical scenario coverage.

2 | Black-box limitations: High-performing ML models lack in- | Integration of explainable Al via Permutation SHAP enables transparent fea-
terpretability, undermining operator trust in critical decision- | ture attribution and improves trust, accountability, and situational awareness.
making.

3 Underuse of domain-specific knowledge: Limited incorpo- | A hybrid feature selection strategy (RFI, PCA, RFE, MI) that blends
ration of power system expertise in model design reduces | statistical/data-driven insights with domain relevance ensures both infor-
accuracy and interpretability. mative and interpretable feature sets.

4 | Computational inefficiency: Advanced optimization and ex- | Efficient hyperparameter optimization with Optuna, improving performance
plainability methods introduce overhead, restricting real-time | while reducing trial-and-error overhead, making the framework scalable and
scalability. deployment-friendly.

5 Limited fine-grained classification: Many frameworks over- | Fine-grained event classification across 37 scenarios, achieving > 96% per-
simplify detection into binary outputs, which are inadequate | formance on individual datasets and > 93% on combined datasets, thus
for real-world response protocols. supporting precise, actionable defense mechanisms.

Methodology

This study proposes a methodology constituted systematically for the classification of power system disturbances and cyber-
attacks with time-synchronized heterogeneous data (see Figure 2). It involves feature engineering, machine learning classi-
fication, and meta-heuristic optimizations to ensure a greater classification accuracy in binary, three-class, and multi-class
experiments.
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in binary, three-class, and multi-class cases using time-synchronized heterogeneous data from PMUs, control logs, and
intrusion detection systems.

®
@ Accuracy SHapley Additive

exPlanations (SHAP)
with a focus on permutation-
based feature importance

Specificity

Materials and Partitioning
The used dataset was developed jointly by Mississippi State University and Oak Ridge National Laboratory (ORNL) [11, 31, 32].
It is derived from a simulated high-fidelity environment for the power transmission system designed to simulate real-world



operational dynamics while allowing the controlled injection of both natural disturbances and cyber-attacks. This simulation
environment provides precise reproducibility and labeling of events, which are tremendously important for training supervised
machine learning models in cybersecurity, where ground truth is mandatory.

This dataset comprises 37 unique event scenarios, classified under three main categories: (i) natural events: single-line-
to-ground faults, double-line-to-ground faults, line maintenance, and load shedding; (ii) no-event conditions: representing
normal steady-state operations to differentiate load levels; and (iii) cyber attacks: remote tripping command injection, false data
injection on PMU measurements, replay attacks on relay logs, and Aurora-style oscillatory attacks. These engineered scenarios
emulate real threats to modern smart grids; many of these attack vectors have been designed to resemble signatures of natural
faults, thus enabling the model’s ability to discriminate between subtle adversarial manipulations and benign anomalies. Each
instance in the dataset contains 128 features generated from different time-synchronized sources: synchrophasor measurements
(voltage magnitude, phase angle, frequency deviation, current magnitude), gathered from four appropriately spaced PMUs;
discrete control panel logs recording breaker operation and manual intervention; Snort intrusion detection alerts indicating
network-level anomalies; and protective relay logs specifying trip signals and fault-clearing actions. Timestamped records
ensure temporal alignment across all data sources, a prerequisite for modeling dynamic system behavior during transient event
conditions. To facilitate the multi-class classification experiments of binary (attack vs. non-attack), three-channel (attack,
natural, member of no-event) scenarios, and fine-grained sub-multi-class (37 scenarios), the original dataset is partitioned
into 15 subsets (Data 1 to Data 15). Each subset corresponds to a distinct combination of scenario type, fault location, load
condition, or attack vector. Some examples are: (i) Data I: pertain to short-circuit faults at Bus 1 under high load; (ii) Data 5:
concerns a remote tripping command injection targeting Relay R2 under medium load; (iii) Data 10: concerns a false data
injection attack on PMU voltage readings near Generator G3; (iv) Data 13: pertains to line maintenance activities performed
without any active faults or attacks.

The fifteen datasets were created by random sampling about 1% of the entire ORNL dataset for computational convenience
while upholding a high degree of statistical significance. The “Combined” datasets (used for evaluation of generalization
over heterogeneous conditions) were created by pooling together samples of multiple individual datasets. More precisely,
“Combined (80%:20%)” and “Combined (90%:10%)” refer to stratified train-test splits in which 80% or 90% of the combined
dataset was assigned for training, respectively. At the same time, the rest was reserved for testing. Through stratification, class
representatives of all 37 scenarios were preserved in the training set and the test set to prevent any bias due to class imbalance.

For each dataset, in the last column, the markers contain metadata specifically stating: (a) identifier of the scenario (e.g.,
Scenario 7 = “False Data Injection at PMU R4”), (b) location of the fault or attack (e.g., “Bus 27, “Relay R3”), and (c) load
condition (e.g., “High Load”, “Normal Load”). This equally rich contextual labeling allows proper classification and further
fosters post-hoc analysis linking model decision-making upon specific physical or cyber events; a fundamental requirement for
explainable Al in safety-critical systems.

There exists a public availability of all datasets in the official repository maintained by the ORNL team (https://sites.
google.com/a/uah.edu/tommy-morris—uah/ics-data-sets), thus assuring reproducibility and comparison
to be made with any future research. Due to its comprehensive feature set, labeled diversity, and realistic simulation fidelity,
this dataset represents an ideal benchmark for developing, validating, and comparing machine learning approaches to detect
blended cyber-physical threats to modern power systems.

Data pre-processing

Before model training, several pre-processing steps were applied. The first step is “Missing Value Imputation,” where missing
values were replaced using median imputation due to its robustness against outliers. The second step is “Outlier Handling” where
outliers were detected using the Interquartile Range (IQR) method IQR = Q3 — Q. Any value below Q1 — 1.5 X IQR or above
03 + 1.5 x IQR was considered an outlier and replaced with the nearest non-outlier value. The third step is “Feature Scaling”:
Multiple normalization techniques were evaluated, including MinMaxScaler, StandardScaler, RobustScaler, Max AbsScaler,
and QuantileTransformer. For example, MinMax scaling transforms a feature x as x' = ﬁ

Feature Selection

Four feature selection methods were employed to reduce dimensionality while preserving informative features; four feature
selection methods were later optimized to identify the most effective technique for classifying power system disturbances
and cyber-attacks [39]. The number of selected features was considered a hyperparameter, varying from 25% to 100% of the
original feature set (totaling 128 features). Every technique presents distinct advantages based on the qualities of the data and
the requirements of the model. The utilized techniques are described below:

- RFT: This filter-based feature selection approach ranks features according to their importance scores derived from a
trained Random Forest classifier [40]. Each tree in the ensemble computes feature importance based on the decrease in
impurity (e.g., Gini index or entropy) when a feature is used for splitting. The overall importance score /; for feature j
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is calculated using 1 where T is the number of trees in the forest. Features with higher importance scores are retained,
ensuring that the most discriminative attributes contribute to classification performance.
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- Principal Component Analysis (PCA): PCA is an unsupervised linear dimensional reduction technique that changes
the input matrix X € R"*? into a lower-dimensional space after a few operations to identify orthogonal components
that capture the most variance [41]. The forward transformation is given by T = X - W, where W € R?*¥ has the top k
eigenvectors of the covariance matrix C = nfllXT -X: the transformed dataset T € R"*¥ is now reduced to k dimension.
PCA handles multicollinearity, allowing good generalization by learning the most informative latent variables.

- Recursive Feature Elimination (RFE): RFE is an iterative wrapper method that removes the least essential features
using a base estimator to score the features on each removal [42]. It trains the base estimator (SVM, REF, etc.) at each
iteration and calculates the importance of the features; the weakest is booted till the number of features is achieved k.
With the loss function L(¥,y) minimized over each successive feature subset, the procedure goes on to bring subsets with
lower loss as it removes more features with each iteration of RFE as in Equation 2, where F is the gene set of all features,
S is the gene set of selected features in the current iteration, and fs(x) is a prediction function using only the features S.
RFE picks a final set of features with maximum predictive power and lowest redundancy.

Sg?g:kL(fs(X),y) )

- Mutual Information (MI): MI quantifies the amount of information obtained about one random variable (e.g., class
label Y) through another (e.g., feature X) [43]. It is beneficial for capturing non-linear dependencies between features
and labels. MI is defined in Equation 3 where p(x,y) is the joint probability distribution and p(x), p(y) are marginal
distributions. Features with higher mutual information are prioritized, as they provide greater insight into the underlying
class structure.

o ) py)
MI(X;Y) —Xegeyp( ,y) X log (,;(x) xp(y)) N

These feature selection techniques were evaluated across multiple datasets and classification experiments (binary, three-class,
multi-class), with the optimal method and feature count determined via hyperparameter tuning using Optuna.

Machine Learning Classification and Tuning

Among various supervised learning models tried, namely, Logistic Regression, SVM, Random Forests, Gradient Boosting, and
Artificial Neural Networks [44], hyperparameter tuning was done using Optuna [45], an automated library for hyperparameter
optimization with efficient sampling and pruning strategies inside to fill the search space. The objective function maximizes a
weighted average of evaluation metrics as defined in Equation 4, where w; to ws are user-defined weights; for this study, it has
been set to 0.2.

Objective = w; X Accuracy +wy X Precision + w3 x Recall + w4 X F1 + w5 X Specificity “)

Optuna employs the Tree-structured Parzen Estimator (TPE) algorithm as its default sampler for constructing probabilistic
models of the objective function [46]. TPE maintains two distributions over hyperparameters: /(x) for configurations that
resulted in good objective values, and g(x) for those that did not. The next candidate configuration x is selected by maximizing
the expected improvement (EI) using Equation 5 where y* is the current best objective value, ¥ is a mixing coefficient, and
expectations are taken over the observed outcomes y [47]. This strategy allows TPE to balance exploration and exploitation
during the search process [48].

El(x) = ;(();)) x [y x Ej[max(0,y* —y)] + (1 — 7) x Eg[max(0,y* —y)]] (5)



To accelerate training and reduce computational overhead, the Median Pruner was applied to early-stop unpromising
trials [49]. For each trial at a given step 7, the pruner compares the intermediate result (e.g., validation score) against the median
of results from previous trials at the same step. Suppose the current trial’s performance falls below the median. It is terminated
early using Equation 6 where k is the number of completed trials up to that point. valuegl) is the performance metric at step ¢ for
trial i. This dynamic mechanism ensures that only the most promising configurations are fully trained, significantly improving

optimization efficiency without affecting the model quality [50].

If value, < median({value,(l) % ) = Prune Trial (6)
Model Evaluation Metrics
The evaluation of the classification performance was carried out using standard metrics in Equation 7 [51]. In Equation 7
TP, TN, FP, and FN indicate true positives, true negatives, false positives, and false negatives predictions, respectively. Cross-
validation and holdout validation were employed to guarantee the model’s generalization capability [52]. The performance
analysis was detailed by constructing confusion matrices, ROC curves, and Precision-Recall curves [53].

Precisi TP
recision = ————
TP +FP
Recall P
ecall= ——
TP+ FN
Precision x Recall
Fl1- =2 7
score % Precision + Recall @
TP+ TN
Accuracy =
TP+ TN +FP+FN
N
Specificity = ————
Py = IN T FP

Explainability using Permutation SHAP

The interpretability of our classification models was carried out using SHapley Additive exPlanations (SHAP) with permutation-
based feature importance. SHAP is a game-theoretic approach that assigns an importance value for a given prediction to each
feature with consistency and local accuracy [54]. For the event classification scenario within the power system, knowing how
such parameters as synchrophasor measurements, relay logs, or intrusion detection alerts contribute to the vote of the model is
crucial for validating its decisions and earning the system’s trust to be deployed.

The Permutation SHAP methodology is based on estimating the feature’s marginal contribution towards the model’s output
by permuting the respective feature values and observing the performance metrics. Specifically, for any instance, x, the SHAP
value, ¢;(x), for feature j is computed as in Equation 8, where F is the set of all features, S is the subset of features excluding
feature j, and f(S) refers to the model’s prediction using solely the feature set S. The SHAP value quantifies the average effect
of including feature j over all possible subsets of features. It thus represents a fair and consistent measurement of feature
1mportance.

ISIEAF] = 1S = D!
|F!

¢j(x) = (F(SU{j}) = f(9)), 8)

SCF\{/j}

In practice, SHAP value computation, to be precise, is an expensive operation, especially with high-dimensional datasets
such as ours. As a remedy, we used a permutation-based approximate method that estimates SHAP values by stochastic
shuffling of feature values and measuring the change in model performance. The permutation importance of a feature j is
defined as in Equation 9 where D is the original dataset, D is the dataset with feature j permuted, L (-, -) is the loss function
(for example, cross-entropy or mean squared error), and y being the true label. The greater the PI; value, the more the feature
impacts modeling.

PL; = Exop [L(f(x),)] = Evep, [L(f (), )], ©9)

Analyzing permutation SHAP revealed the relative importance of different sources of data. For instance, synchrophasor
measurement parameters such as voltage phase angle and frequency deviation were assessed as some of the most important



features for distinguishing between cyber attacks and natural disturbances. This is corroborated by domain knowledge of the
events, as they reflect changes in the power system from these measurements. In this respect, Snort log intrusion detection
alerts have also been weighted significantly for identifying specific types of cyber attack, demonstrating the complementarity of
different data sources.

Permutation Shapley added both interpretability and justification from domain knowledge relative to the results achieved
by the high performance of the machine-learning models. This is the most important aspect for successfully deploying
machine-learning technology in applied settings for critical infrastructure, such as power grid security.

The Framework Pseudocode

Algorithm 1 defines the detailed pseudocode for the proposed intrusion detection framework for the classification of power
system disturbances and their associated cyber-attacks. This pseudocode depicts the methodology that proceeds from the
data preprocessing stage to feature selection to the final machine learning classification stage, assisted by metaheuristics
optimization techniques like TPE. The representation design captures in a quite straightforward manner the modularity
of how heterogeneous, time-synchronized data from PMU s, relay logs, and intrusion detection alerts undergo processing,
transformation, and classification in binary, three- and multi-class contexts. This algorithmic blueprint aims to guide the
development, evaluation, and improvement across various smart grid contexts.

Experiments and Discussion

In this section we describe the experiments carried out on the proposed methodology for classifying power grid disturbances
and cyber-attacks using heterogeneous time-synchronized data, along with analysis outcomes. Three classification tests
were conducted: binary classification (attack vs. non-attack), three-class classification (attack, natural event, no-event), and
multi-class classification with 37 different scenarios, including short-circuit faults, line maintenance, normal operations, and
various types of cyber assaults. Each experiment had its set of feature scaling procedures, feature selection techniques, and
machine learning classifiers, with performance evaluated using precision, recall, F1-score, accuracy, and specificity.

The software environment was developed in Python, running on Windows 11, with Anaconda as a package and environment
manager. The hardware setup consisted of an Intel Core i7 CPU, 128 GB of RAM, and an NVIDIA GPU with 6 GB of
dedicated memory. Such a hardware setup provided enough computational power to train and properly evaluate the models
used throughout this study.

Binary classification results. Table 2 summarizes results from the binary classification experiment. For this experiment,
instances were classified with the Extra Trees classifier (for all subsets) either as attacks (cyber-attacks) or as normal (non-
attacks). The feature subsets were prepared from various feature selection methods, such as RFE, Random Forest (RF)-based
importance, and MI, with feature ratios from 30% up to 100%. Among the moderately successful classifiers, the one applying
D1, Min-Max scaling and RFE on the features at 45% received the highest average score of 98.07%. Other configurations
that also performed well were MI-feature selection on Quantile-scaled data (D10, 97.62%) and RF-feature selection on
MaxAbs-scaled data (D12, 97.12%). The above shows that high classification accuracy can still be maintained with very small
feature sets, thereby increasing the confidence in the usefulness of feature selection strategies.

Three-Class Classification Results: The three-class classification results are presented in Table 3, where events were
categorized into one of three classes: attack, natural event, or no event. The table shows metrics such as precision, recall,
Fl1-score, accuracy, specificity, and averages, giving insights into different pre-processing techniques, feature selection methods,
and scaling strategies.

The performance is consistently high for the individual datasets, with most metrics over 96%. The best average performance
of 98.05% driven by remarkable precision (98.19%), recall (98.19%), F1 score (98.19%), accuracy (98.46%), and specificity
(97.19%) was achieved for Datapoint 5 using Standard scaler with no feature selection. Data 13 and Data 11 are notable
datasets, which achieved average scores above 97%. The choice of scaler and feature selection method impacts performance.
For instance, datasets defaulting to MinMax scaling (e.g., Data 1, Data 4) and those implementing MI for feature selection (e.g.,
Data 4, Data 11) seem to have success. This proves that one or both of these pre-processing manipulations may have been
particularly useful in this classification experiment.

The performance metrics for combined (i.e., all scenarios) datasets, incorporating data from several sources, are slightly
lower than those of the best individual datasets, yet still very good. In the “Combined (80%:20%)” dataset, Robust scaling
and recursive feature elimination (RF) with a 40% feature selection ratio yielded an average of 93.18%. The “Combined
(90%:10%)” dataset, with no scaling, but RF at a 50% selection ratio, scored slightly higher with an average of 93.52%. The
consistency across different training and testing data splits showcases the importance of combining datasets. The combined
datasets do not outperform the best individual datasets, but they step in as a practical solution when it becomes important or
beneficial to aggregate data from diverse sources (for a restricted amount of data or heterogeneous data).



Algorithm 1: Pseudocode for Classification of Power System Disturbances and Cyber-Attacks.

Input :Raw power system dataset &, Labels %/, Hyperparameter bounds ®, Number of trials 7
Output : Trained classifier ‘f Predicted event class @ , Evaluation metrics .#
// Load and prepare heterogeneous time-synchronized data
Stage 1: Data pre-processing for each instance D; € 7 do
// Handle missing values using median imputation

-

2 Replace missing values in D; with median value
// Detect and cap outliers using the IQR method
3 Compute interquartile range: IQR = Q3 — Q;

4 Cap values below Q) — 1.5 X IQR or above Q3 + 1.5 X IQR
// Normalize features using selected scaler
: X—Xmi
5 Apply feature scaling: x' = e
// Reduce dimensionality while preserving informative features
Stage 2: Feature Selection // Evaluate multiple feature selection techniques
Select technique .# € {RFE,RF,PCA,MI}
Set feature ratio r € [0.25,1.0]
Apply selected method to reduce feature set: Zrequced = F (2, 1)
// Extract temporal patterns from time-synchronized data
10 Stage 3: Model Training and Hyperparameter Optimization Initialize Optuna study with TPE sampler and Median Pruner
11 Define objective function:

e % 9 &

Objective = w; x Accuracy + wy X Precision + w3 x Recall +wy x Fl-score 4+ ws x Specificity

fortrc1...T do

// Sample hyperparameters from search space

12 Sample 6, ~ ®

// Train classifier using selected features and patterns
13 Train €5, on Zreduced, P, %

// Prune unpromising trials early

14 If trial underperforms median, prune: value; < median(value;.)

// Compute evaluation metrics for current trial

15 Evaluate .#; = {Accuracy,F1,AUC,etc.}

// Select best-performing model based on cross-validation

16 €= argmaxy), Mayg
// Classify disturbances and attacks across multiple experiments
17 Stage 4: Multi-Level Classification for input signal x; do

// Predict class label using trained model
18 Predict §; = € (x;)
19 if experiment == binary then
20 | Classify as §; € {Attack, Non-attack}
21 else if experiment == three-class then
» | Classify as §; € {Attack, Natural, No-event}
23 else if experiment == multi-class then
24 L Classify as y; € {c1,c2,...,c37}

// Evaluate performance using standard metrics
5 Stage 5: Performance Evaluation Compute:

N

Precision = TP
~ TP+FP
Recall = L
TP +FN
Precision x Recall
Fl- =2X ————————
seore Precision + Recall
TP+TN
Accuracy = m—————————
TP+ TN+ FP+FN

Visualize results using confusion matrices, ROC curves, and precision-recall curves.
26 Return: Best classifier ¢, predicted labels %/, evaluation metrics .#

Multi-Class Classification Results: The multi-class classification results here can be seen in Table 4. These results reflect
the performance of different configurations in distinguishing one of the 37 possible distinct power system event scenarios from
the others, including natural faults, no-event conditions, and many forms of cyber-attack. The fine granularity of classes and the
possible overlap of similar fault and attack patterns introduce a significant challenge. However, despite all these obstacles, the
results lead to success for ensemble classifiers such as Extra Trees and Random Forests, which captured consistent, strong



Table 2. Performance metrics of binary classification across 15 datasets using various feature selection methods and scalers.
Each dataset was evaluated using precision, recall, F1-score, accuracy, specificity, and average.

| File | Scaler | Feature Selection (FS) | FS Ratio | Precision | Recall | F1 | Accuracy | Specificity | Average |

Datal | MinMax RFE 45 99.37% | 95.15% | 97.21% 98.79% 99.83% 98.07%
Data2 | Quantile N/A 100 94.22% | 91.38% | 92.78% 95.66% 97.54% 94.32%
Data3 | MinMax RFE 60 98.69% | 93.78% | 96.17% 97.79% 99.48% 97.18%
Data 4 N/A N/A 100 98.44% | 93.70% | 96.02% 97.31% 99.22% 96.94%
Data5 | MinMax RF 60 98.10% | 93.24% | 95.61% 97.55% 99.28% 96.76%
Data6 | MaxAbs RFE 60 97.13% | 91.44% | 94.20% 96.65% 98.85% 95.65%
Data7 | MinMax RFE 30 96.41% | 94.47% | 95.43% 97.711% 98.81% 96.57%
Data 8 | MinMax RF 80 96.90% | 94.40% | 95.63% 97.49% 98.76% 96.64%
Data 9 N/A RF 70 96.89% | 93.61% | 95.22% 96.88% 98.50% 96.22%
Data 10 | Quantile MI 70 99.57% | 93.93% | 96.67% 98.09% 99.83% 97.62%
Data 11 | Robust RFE 60 98.86% | 90.10% | 94.28% 97.34% 99.66% 96.05%
Data 12 | Quantile RF 45 97.68% | 95.11% | 96.38% 97.58% 98.84% 97.12%
Data 13 N/A N/A 100 98.16% | 92.49% | 95.24% 97.98% 99.51% 96.67%
Data 14 | MaxAbs RFE 45 96.46% | 94.09% | 95.26% 97.53% 98.76% 96.42%
Data 15 N/A MI 75 97.42% | 94.62% | 96.00% 97.22% 98.64% 96.78%

Table 3. Classification results for the three-class experiment (attack, natural, no-event) across 15 datasets. The table shows
performance metrics including precision, recall, F1-score, accuracy, specificity, and their average.

‘ File ‘ Scaler ‘ Feature Selection (FS) ‘ FS Ratio ‘ Precision ‘ Recall ] F1 ‘ Accuracy ‘ Specificity ‘ Average ‘
Data 1 MinMax N/A 100 98.12% 98.12% | 98.12% 98.21% 94.72% 97.46%
Data 2 N/A RFE 75 96.51% 96.45% | 96.48% 96.77% 92.97% 95.84%
Data 3 Standard RF 50 96.66% 96.68% | 96.67% 96.97% 94.67% 96.33%
Data 4 MinMax MI 95 97.56% 97.57% | 97.57% 97.80% 97.03% 97.51%
Data 5 Standard N/A 100 98.19% 98.19% | 98.19% 98.46% 97.19% 98.05%
Data 6 Quantile N/A 100 97.22% 97.18% | 97.20% 97.32% 94.16% 96.62%
Data 7 N/A RF 70 97.47% 97.46% | 97.46% 97.62% 95.31% 97.06%
Data 8 MinMax MI 45 96.60% 96.62% | 96.61% 96.90% 94.23% 96.19%
Data 9 N/A RF 35 96.74% 96.75% | 96.75% 97.12% 95.37% 96.55%
Data 10 MinMax RF 55 97.18% 97.13% | 97.16% 97.37% 93.93% 96.55%
Data 11 Standard MI 70 97.96% 97.97% | 97.96% 98.03% 95.52% 97.49%
Data 12 MaxAbs RFE 35 97.45% 97.45% | 97.45% 97.69% 96.25% 97.26%
Data 13 MaxAbs RFE 35 98.10% 98.10% | 98.10% 98.19% 94.92% 97.48%
Data 14 MaxAbs RF 50 97.66% 97.66% | 97.66% 97.69% 94.75% 97.08%
Data 15 N/A MI 80 96.72% 96.72% | 96.72% 97.20% 96.86% 96.84%
Combined (80%:20%) | Robust RF 40 94.11% 94.13% | 94.12% 94.57% 88.98% 93.18%
Combined (90%:10%) N/A RF 50 94.43% 94.44% | 94.44% 94.86% 89.41% 93.52%

performances with such different preprocessing methods and feature-selection strategies.

Among these individual datasets, Data 7 and Data 11 produced the highest average performance of 96.66%, using the
complete feature set without pre-processing or feature selection. By implication, in some cases, maintaining the complete
feature set may give rise to just higher performance than any relevant feature reduction technique would conjure up. The
latter may, however, save some computational effort. Other noteworthy configurations include Data 4, using Random Forest
with Robust scaling and RF-based feature selection at a 65% ratio, achieving an average score of 96.65%, and Data 10, using
Extra Trees with MinMax scaling and RF-based feature selection at an 85% ratio, scoring 96.56%. Across all 15 datasets, it is
thus confirmed that several configurations clearly exceed 96% average performance for a firmer endorsement of fine-grained
classification for heterogeneous power system events by the proposed method.

Regarding the combined datasets’ performance for more diverse analyses, a slightly lower performance level than the
best among individual datasets was observed; however, it was still resilient. The Composite Rating (90%:10%) dataset,
being processed by MinMax scaling and without any feature selection, gathers an average score of 92.91, with precision,
recall, F1-score, accuracy, and specificity being 88.55%, 88.49%, 88.52%, 99.33%, and 99.64%, respectively. Although the
performance rate of these results does not match that of the best-performing individual datasets, it underscores the importance
of joining datasets, as it establishes consistent values across many test and training splits. Such an approach may serve one well
when aggregating data from so many sources is viable or necessary, perhaps when dealing with limited or heterogeneous sets.



Table 4. Evaluation outcomes of multi-class classification involving 37 distinct power system event scenarios. Metrics include
precision, recall, F1-score, accuracy, specificity, and average performance across 15 datasets.

| File | Classifier | Scaler | Feature Selection (FS) | FS Ratio | Precision | Recall | F1 | Accuracy | Specificity | Average
Data 1 Extra Trees Quantile MI 45 92.03% 91.81% | 91.92% 99.44% 99.70% 94.98%
Data 2 Extra Trees Quantile MI 70 93.15% 92.90% | 93.03% 99.55% 99.75% 95.68%
Data 3 Extra Trees MaxAbs RF 85 94.24% 93.85% | 94.04% 99.59% 99.79% 96.30%
Data 4 Random Forest | Robust RF 65 94.76% 94.49% | 94.63% 99.60% 99.77% 96.65%
Data 5 Extra Trees MinMax RFE 45 93.32% 93.03% | 93.18% 99.56% 99.78% 95.77%
Data 6 Extra Trees N/A RFE 35 94.32% 93.97% | 94.14% 99.61% 99.82% 96.37%
Data 7 Extra Trees N/A N/A 100 94.70% 94.53% | 94.62% 99.66% 99.81% 96.66%
Data 8 Extra Trees MinMax N/A 100 93.28% 92.86% | 93.07% 99.49% 99.70% 95.68%
Data 9 Extra Trees MinMax RFE 50 93.70% 93.26% | 93.48% 99.55% 99.76% 95.95%
Data 10 Extra Trees MinMax RF 85 94.58% 94.38% | 94.48% 99.58% 99.78% 96.56%
Data 11 Extra Trees N/A N/A 100 94.71% 94.54% | 94.62% 99.63% 99.79% 96.66%
Data 12 Extra Trees Quantile N/A 100 94.67% 94.39% | 94.53% 99.61% 99.78% 96.59%
Data 13 Random Forest N/A MI 60 92.89% 92.54% | 92.72% 99.46% 99.72% 95.47%
Data 14 Extra Trees MaxAbs RFE 40 92.59% 91.93% | 92.26% 99.45% 99.73% 95.19%
Data 15 Extra Trees MinMax MI 50 96.45% 96.45% | 96.45% 96.69% 95.25% 96.26%

| Combined (90%:10%) |  ExtraTrees | MinMax N/A | 100 | 8855% | 88.49% | 88.52% | 99.33% | 99.64% | 92.91%

The following were the pattern trends attained over the classification experiments:

- Feature Selection: RFE, MI, and RF-based importance together really increased the efficacy of the models, with perhaps
no loss or even a gain to the accuracy.

- Scaling Methods: Min-Max and Quantile scalers have surpassed the rest regarding normalization, especially when
working with effective feature selection.

- Classifier Performance: Ensemble methods showed consistency in performance over Extra Trees and Random Forest
under binary-three class-multi-class settings.

- Model Generalization: The fact that we had good generalization owing to high training and testing splits is reflected in
immense performance, especially when data were augmented synthetically and via cross-validation.

The experimental results indicate the robustness and versatility of our method in differentiating between physical distur-
bances and cyber-attacks in modern power systems under varied and challenging threats.

Permutation SHAP Explainability for Three-Class Datasets

A bar plot shown in Figure 4 contains information regarding the top-10 most important features that a combined testing subset
could gain from the three-class classification. It can be observed in this bar plot that the importance of each feature is presented
through its average effect on model predictions. It is worth mentioning that, in most occasions, synchrophasor measurements
such as the voltage phase angles (VH) and zero-sequence currents (ZH) have been rated as very important features, which
further highlight their important role in discriminating an ongoing attack from natural events and no-events. Such a finding
would not be an artifact in statistics; it obeys the fundamental approaches of power systems in generating dynamic stress, where
measurement deviations are often precursors of physical disturbances or malevolent tampering.

Permutation SHAP identified the following top-10 features: R3-PA2:VH, R1-PA3:VH, R4-PA7:VH, R2-PA:ZH, R2-PAS5:1H,
R4-PA3:VH, R1-PA7:VH, R4-PM2:V, R3-PA6:1H, and R2-PA6:IH. These features predominantly represent voltage-related
measurements (denoted by “VH” and “V”’) and current-related measurements (denoted by “IH”) from various PMUs across
different regions, such as R1, R2, R3, and R4. The significance of these features aligns with domain expertise, as voltage
phase angles and current magnitudes are vital indicators of power system integrity and can identify anomalies resulting from
cyber-attacks or natural disturbances.

For example, the prominence of R2-PA:ZH, the zero-sequence current at Region 2, points towards sensitivity to ground
faults or asymmetric attacks targeting unbalanced loads commonly exercised in Aurora-style attacks, which are devised to cause
thermal stress without alerting immediate protective relays. Likewise, R4-PA7:VH and R3-PA2:VH illustrate the truncation of
PMUs for early detection of generation units or major substations; their sudden changes in phase angles are usually indicative
of false data injection attacks meant to mislead state estimators or incite misoperation of distance relays. In contrast, gradual
deviations of R1-PA3:VH might match with events of natural load-shedding, or line maintenance, where system inertia dampens
transient response.

Moreover, Figure 3 provides a beeswarm plot of SHAP values for the same set of features using the combined testing subset,
providing a complementary view to the bar plot. Each point in this figure corresponds to one instance: the horizontal axis is the



SHAP value (impact on model output), and the vertical axis lists the features. The color scale here indicates normalized feature
value so that the specific range of a feature can be observed on predictions. Larger values of R2-PA:ZH were strongly correlated
to attack classes (contrary to the physics path of ground fault propagation), whereas lower values tend to cluster around classes
of natural or no event, which indicates normal operation or symmetric faults. This detailed representation can bring actionable
intelligence to operators; the operators could monitor R2-PA:ZH and R4-PA7:VH for real-time threat detection, prioritizing
alerts triggered when these features behave with anomalous spikes or sustained deviation.
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Figure 3. Summary plot of SHAP values for the top features in the three-class classification experiment.

Permutation SHAP Explainability for Multi-Class Datasets

Figure 6 provides a bar plot that captures the top-10 critical features in the performance of the multi-class classification task
of distinguishing among 37 power system event scenarios. This presentation depicts the feature importance of each factor
concerning its average impact on model prediction. The top features include R4-PM7:V, R2-PM1:V, R4-PA3:VH, R2-PM7:V,
R3-PA:ZH, R2-PM3:V, R1-PM2:V, R2-PA:ZH, R2-PA11:1H, and R4-PM2:V; voltage measurements (indicated by “V”” and
“VH”) primarily constitute these features, while those for current measurements are denoted by “IH” from different PMUs
operating from various regions, for instance, R1, R2, R3, R4. Such a prominence of these features is not coincidental. It shows
that electrical observables are deeply coupled with the system state, where any minor manipulation would immediately instigate
cascading failures if undetected.

An interesting feature is the overwhelming dominance of R4-PM7:V (the magnitude of voltage at PMU 7 in Region 4).
PMU 7 is located near a vital generator bus in the simulated test. In power systems, sudden drops or spikes in voltage magnitude
at such locations are strongly indicative of either a short-circuit fault or a false data injection attack targeting state estimation.
The fact that this feature consistently drives the model toward the attack classifications may indicate that the model has learned
to associate localized voltage instability with adversarial intent-a key element in identifying stealthy FDI attacks designed to
blend in with natural faults. Similar arguments apply to R2-PM1:V and R2-PM7:V in Region 2, where multiple transmission
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Figure 4. Bar plot summarizing the global importance of the top-10 features for the three-class classification experiment. The
height of each bar represents the mean absolute SHAP value of the corresponding feature across all instances, providing a
quantitative measure of its contribution to the model’s predictions. Features are ranked by global importance, highlighting the
most influential variables in distinguishing between attacks, natural events, and no-events.

lines and control relays exist, stronger together to suggest coordinated attacks on interconnected zones exploiting spatial
dependencies in the grid.

Furthermore, the inclusion of R2-PA:ZH and R3-PA:ZH indicates zero-sequence currents in Regions 2 and 3, thereby
supporting the model in detection efforts for ground-based anomalies, either originating from natural faults (e.g., tree contact) or
cyber-induced imbalances (e.g., replay attacks on relay logs). The second-highest importance of R2-PA11:IH-current magnitude
at PA11 in Region 2- suggests sensitivity to overcurrent conditions, typically triggered through command injection attacks
forcing breakers to trip in an early manner or through load redistribution attacks aimed at overloading specific feeders.

Alongside the beeswarm of SHAP values of the same set of features being complemented with the bar plot, Figure 5
corresponds to a single instance. Each point denotes a specific instance, while the horizontal axis depicts the SHAP value
(influence on model output). The vertical axis lists the features. The color scale depicts normalized values of the feature
concerned. It enables the simultaneous observation of how distinct ranges of a feature influence predictions. For instance,
positive SHAP values of R4-PM7:V, particularly coinciding with high normalized voltage values, strongly indicate the false
data injection scenarios targeting generator buses, while negative values cluster around those scenarios with line-to-ground
faults. These fine-grained insights would help forensic analysts reconstruct attack vectors post-event or activate automated
mitigation protocols based on real-time SHAP attribution.

Those figures 5 and 6 prove the usefulness of Permutation SHAP as a statistical and physical-op rationale in explaining
complex machine-learning models. By quantifying and visualizing feature importance in terms of power system dynamics and
known attack signatures, we will validate the robustness of our classification framework and ensure its decisions comply with
domain expertise. Such transparency is key in high-stakes applications like power grid security, where trust and accountability
are a priority. The operators can now interpret the model’s outputs not as black-box probabilities but as diagnostic signals
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Figure 5. Summary plot of SHAP values for the top features in the multi-class classification task: SHAP values were
calculated for the training dataset of only the top-10 features and much more directly correspond to the SHAP values in the
annotations. Each point corresponds to a specific instance, with the horizontal axis representing the SHAP value (impact on
model output) and the vertical axis listing the features. The color scale reflects the normalized feature value, allowing
observation of how specific ranges of a feature influence predictions. Positive SHAP values indicate contributions toward
classifying an event as a specific type of attack or disturbance, while negative values suggest contributions toward classifying it
as no event or a different scenario.

grounded in measurable electrical phenomena; this enables faster, more confident decision-making during critical incidents.

Computational Efficiency and Real-Time Feasibility
The design of the proposed framework allows scalablility; however, we also need to investigate computational cost (especially
hyperparameter tuning (Optuna) and SHAP-based explainability) to validate its suitability for operation. Therefore, we present
some preliminary latency measurements and deployment strategies based on experiments performed on our platform running
with hardware specifications of an Intel Core i7 CPU with 128 GB RAM, NVIDIA GPU with 6 GB VRAM.

Timing Metrics for Key Stages: We measured the time average per sample for validation of inference efficiency in three
key stages:

- Feature Extraction & Pre-processing: Approx. 0.5 seconds for 1000 samples; This includes treatments for missing
value imputation, outlier capping using IQR, and feature scaling. Normally, the feature extraction and pre-processing
task is carried out only once on data ingestion or initialization of the streaming pipeline and does not add any load to the
real-time inference latency.

- Model Inference: Full inference with the best classifier (the optimized classifier for the speed-accuracy trade-off) takes
less than 0.1 seconds per sample. This performance is on par with common SCADA system response requirements
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Figure 6. Bar plot summarizing the global importance of the top-10 features for the multi-class classification task: The height
of each bar will give an idea about the mean absolute SHAP value of the corresponding feature across all instances, which
could be representative of how much the particular feature contributes toward the model’s overall predictions. Features are
ranked by their global importance when weighed at the global level to separate the 37 different power system event scenarios.

(latency for event classification being less than a second) and avouches deployment at either control center or edge
devices [55, 56].

- Permutation SHAP Explanation: As a rough estimate, local explanations for the top-10 features take around 2-5
seconds per sample. Importantly, this step is not required during real-time operations; instead, it serves solely for
forensic analysis post-event, operator demand dashboards, or model validation during development phases.

Offline vs. Real-Time Operation: We stress that the computationally heavy processes of hyperparameter optimizations
(Optuna) and SHAP-based explainability are offline activities carried out during the model training, validation, or periodic
retraining cycles. After deployment, a final model only conducts lightweight inference operations; this makes it feasible for
real-time environments. For example, while the TPE sampler and Median Pruner from Optuna were capitalized on to find
an optimal configuration over hundreds of trials, the trials will not be carried out in the live operation; only the ground-truth
best-performing model will be deployed.

Deployment Strategies for Edge and Operational Environment: For the real-time feasibility, we suggest two realistic
options for deployment architectures:

- Edge Deployment with Lightweight Models: For resource-constrained field devices, like RTUs or PMU gateways, we
propose the deployment of pruned or quantized versions of Random Forest or Extra Trees models [57, 58].

- Centralized Explainability Layer: Reserve SHAP explanation generation for operator dashboards, centralized or
post-incident investigation tools. Operators may explicitly request detailed attributions when events are flagged for
investigation without interfering with the real-time detection pipeline [59, 60].



With these strategies, the proposed framework remains interpretable and operationally viable. The separation between
offline and online model development enables us to ensure high integrity in detection while maintaining stringent latency
constraints for power grid applications.

Comparison with Related Studies

The advancement of the suggested methodology over the latest works done so far in intrusion detection systems for power
systems is all-time phenomenal. For example, Zaman et al [33] applied recursive feature elimination with random forest for
dimensionality reduction upon the validated machine learning-based IDS framework using the ORNL dataset. Regarding
classifiers in the study, the RF model trained on the augmented and balanced dataset on unseen test data produced an F1
score of 94.09%. The importance of feature selection and data augmentation has been sufficiently highlighted. However, the
performance metrics of this proposed method surpass those of theirs in consistently high accuracy and robustness on binary,
three-class, and multi-class classification scenarios.

Similar considerations were presented by Panthi and Das [34], who proposed an adaptive hybrid optimization method to the
BGWO-EC model for smart grid intrusion detection. Reported classification accuracies on some datasets reached as high as
98.63%, corroborating the advantages of combining metaheuristic-based feature selection and ensemble learning. However, the
new methodology proposed in this work advances the classification performance further through integration with high-level
pre-processing techniques, diversified scaling methods, and explainable AI methods such as Permutation SHAP. These aspects
assure greater accuracy and offer interpretable insights into the model’s decisions, which is a direly needed solution for one
major disadvantage of previous frameworks.

Besides that, Naeem et al. [35] carve an even greater niche in the body of knowledge by elaborating on deep-stacked
ensembles for intrusion detection oriented toward the ORNL database. In their experimentation, they reported an accuracy of
96.6% using the original feature set and of 99% using the optimized selected reduced feature set. The limitation being, their
work focuses more on binary classification, whereas the real challenge is in fine-grained multi-class situations, giving the edge
to the concept presented here that classifies 37 different event scenarios, sustaining a performance of above 96% across all
tasks. This capability affirms its relevance for real-field applications, which indicates the promise of striking a balance between
accurate classification of natural faults and sophisticated cyber-attacks.

In this way, the proposed framework builds upon previous research and extends it through extensive data pre-processing,
advanced strategies for feature selection, and explainability methods. The resulting enhancements will fortify classification
performance and ensure greater scalability, interpretability, and robustness, thus making the framework well-suited for
deployment in the power grid’s complex and dynamic environment. Table 5 provides a comparative analysis of the proposed
framework against the recent IDS approaches for power systems.

Table 5. Comparative Analysis of the Proposed Framework Against Recent IDS Approaches for Power Systems (2023:2025).

| Study Limitations

Core Methodology

| Key Strengths Explainability |

| Real-Time Feasibility

This Work

Ensemble Tree Models + Per-
mutation SHAP + Optuna Tun-
ing on Heterogeneous Time-
Synchronized Data

High accuracy (> 96% across
37 scenarios), interpretable de-
cisions via SHAP, scalable
inference (< 0.1 sec/sample),
lightweight deployment options

Requires labeled data; perfor-
mance on zero-day attacks not
evaluated

High: Optimized for SCADA
latency; SHAP offline

Strong: Permutation SHAP pro-
vides feature-level transparency
aligned with domain physics

Tian et al. (2024) [36]

EVADE: Targeted adversarial
FDI attack using saliency maps
to bypass BDD/NAD

Demonstrates vulnerability of
deep learning models; high
stealth rate

Designed to evade detection,
not to defend; no mitigation
strategy provided

Low: Focuses on attack genera-
tion, not real-time defense

None: Attack-focused, not ex-
plainable for operators

Tian et al. (2024) [37]

LESSON: Multi-label adversar-
ial attack framework against DL
locators

Highlights multi-label vulnera-
bilities; realistic perturbations
under physical constraints

Exploits model fragility; does
not offer defense mechanisms

Low: Adversarial generation is
computationally heavy

None:  Attack-centric, not
operator-facing

Nandanwar & Katarya (2024) [10]

GAO-Xgboost + ECC-
Integrated  Blockchain  for
IoT Security

Combines optimization (GAO)
with cryptography for secure de-
tection

Complex architecture; ECC
adds encryption/decryption la-
tency

Medium: XGBoost fast, but
blockchain layer slows infer-
ence

Limited: Explainability not pri-
oritized; focus on data security

Zaman et al. (2023) [33]

RFE-RF + Synthetic Data Aug-
mentation on ORNL Dataset

Good generalization; validated
on binary classification

Limited to binary output; no
multi-class or explainability
support

High: RF inference fast

None: No SHAP or similar ex-
planation method integrated

Panthi & Das (2022) [34]

BGWO-EC: Binary Grey Wolf
Optimization + Ensemble Clas-
sifier

High accuracy (up to 98.63%)
on specific datasets

Computationally expensive tun-
ing; no real-time evaluation

Medium: Metaheuristic tuning
slow; inference fast

None: Black-box ensemble; no
feature attribution

Naeem et al. (2025) [35]

Deep Stacked Ensemble +
GWO Feature Selection

High accuracy (up to 99%);
good generalization on unseen
data

Binary classification only; lacks
fine-grained scenario coverage

Medium: Deep stacking may
introduce latency

‘Weak: No built-in explainabil-
ity; relies on post-hoc analysis

Relevance of the Study
In modern power grids, threats are increasing due to the integration of cyber-physical systems that keep them vulnerable to
natural disturbances and subtle cyber-attacks. Good operation of power system-controlled very-larger interconnection networks



must categorize these events. This is where this study stands in the originality of walking: it presents a unified method to view a
physical attack and cyber threat as one and help classify them with high accuracy, even when the latter is made indistinguishable
to the (natural) faults.

The proposed work has high relevance, consumingly instant for the welfare of situational awareness towards providing
defense mechanisms in a cradle of intelligence to protect the next-gen grid. Machine-learning officials especially suggested
for binary three-class and multi-class classification scenarios based on a strongly rooted concept of heterogeneous time-
synchronized machine data with PMUs, control panel logs, Snort alerts, and protective relay logs. In such a context, this aspect
is very class-oriented and plays an indirect role in preventing a downtime system from entering a zone of cascading functional
damage where there have been incidents half understood in the past.

In addition, the present study indeed pushes the frontier of intrusion detection methodologies for power systems. However,
whereas earlier developments involved sequential pattern mining and probabilistic approaches, a gradual emergence of machine-
learning-based and ensemble system models is noted in current practice. Therefore, this paper builds further on these models to
exploit feature engineering, synthetic data augmentation, and metaheuristic optimization to increase model generalization and
accuracy. The incorporation of Permutation SHAP in the paper creates dependence on high levels of explainable Al processes,
where the former order fosters trust and accountability simply by endorsing the decisions made by the models and aligning
opinion with domain knowledge.

The output of the study could be very useful in the near future for almost real-time monitoring and an automated response
application to better handle the operators’ safety against lurking threats. The groundwork done in the current research for
classifying complex power system events via a potentially uncomplicated system serves as a prelude to resilient and secure
power systems that can face ever-evolving cyber-physical threats.

Limitations

Despite demonstrating robust performance in classifying power system disturbances and cyber-attacks, the proposed methodol-
ogy has limitations. One primary limitation concerns the dependence on high-quality, time-synchronized data from PMUs,
control logs, and intrusion detection systems. The actual conditions concerning data availability and quality may vary consider-
ably in the field regarding sensor coverage, communication delays, or adversarial tampering. Furthermore, it is assumed that
labels in the training and evaluation datasets represent all possible attack vectors and fault conditions; this seems reasonable for
benchmarking but may not hold true in cases of novel, zero-day, or highly adaptive threats with which operational grids must
contend.

More specifically, the actual performance of our framework on attack types that were never previously seen (e.g., ones built
to avoid detection by extant decision logic or exploit previously-unmodeled system configurations) has not been assessed. It is
also an open question how it behaves in the presence of dataset shift (changes in load profiles, topology, sensor calibration, and
so on across time). While our models generalize reasonably well across the 37 defined scenarios, they may encounter extreme
difficulty in the case of events that fall outside this labeled space, a glaring weakness within a smart grid type of environment
that is so dynamic and evolving.

To alleviate this, future work will include unsupervised anomaly detection modules (e.g., autoencoders, isolation forests, or
one-class SVMs) in combination with our supervised classifier. Such a hybrid architecture would flag statistically anomalous
patterns for human review or escalation, even if those patterns did not match any known label, thereby extending the
framework’s coverage into new and emerging threat landscapes. Another limitation is understanding the computational
complexities concerning feature selection and hyper-parameter tuning in applying metaheuristic optimization methods. On the
one hand, these methods enhance the model performance. On the other hand, with a longer training duration and resource
consumption, they create high complexity that can be used in a large-scale operation. While the SHAP explainability analysis
provided helpful insights, it was computationally intensive for high-dimensional datasets, so it became challenging to apply
interpretability during implementation in real-time.

Finally, the framework’s performance highly depends on the granularity of the event labels provided for training. Cases of
possible misclassifications arise where some attack types and creep natural faults have patterns that are so closely related that
they sometimes become indistinguishable, especially when the attack is aimed at making the intrusion look like something
actually benign. Addressing those limitations will require advanced research in adaptive learning techniques, anomaly detection,
and unsupervised methods that deal with unknown or evolving threat contexts.

Conclusions and Future Directions

This research presents a fully explainable framework for classifying all disturbances and cyber-attacks happening to a power
grid using heterogeneous time-synchronized data. Such a framework relies on further incorporation of advanced preprocessing,
multi-strategy feature selection, hyperparameter-optimized machine-learning models, and Permutation SHAP explainability for



all binary-, three-class-, and fine-grained multi-class classification scenarios at high accuracy and robustness. Individual case
datasets report above 96% coverage, while combined heterogeneous data showcase above 93%. Now it can be inferred that
strategically placed PMUs have voltage phase angles, current magnitudes, and zero-sequence currents as the discriminators
between natural and malicious actions in agreement with domain knowledge for increasing operator trust by transparent
decision-making. Among other objectives, to solve the integration of physical and cyber event detection into a common
architecture, this type of framework will also fill the gap in research that has substantial practical significance for situational
awareness, automated response, and resilience building for modern smart grids.

Future research will focus on furthering this capacity of the proposed framework as much as possible toward the evolution of
threats facing us. Also, the development of a hybrid architecture using both supervised and unsupervised methods for zero-day
threat detection is another research direction. It includes, for instance, autoencoders or isolation forests-anomaly detection
modules- creating a flag for statistically deviant patterns- in the cases where, even in instances, no labeled classes exist to be
analyzed by human review or elicited. Incremental learning techniques will then be used to get the attack data labeled during
operations attached to periodic retraining of the model; hence, if such data are made available, the model will keep adapting to
the evolving tactics employed by adversaries. Other investigations would also investigate the robustness of the model against
dataset shifts (changes in loading profiles, topology, or sensor calibration) and some computational efficiency optimizations for
real-time deployment onto edge devices. Lastly, forming laws of nature-like Kirchhoff’s laws and relay coordination logic
within the modeling pipeline would increase generalization while reducing false positives, ensuring effectiveness even against
the high in-memory stealth factors in cyber-physical attacks.
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