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ABSTRACT

Android ransomware has emerged as a major threat to mobile ecosystems, leveraging obfuscated payloads and dynamic
command-and-control channels to evade conventional detection systems. Existing approaches often rely on static, batch-trained
models that lack adaptability to evolving threat behaviors, resulting in degraded accuracy over time due to concept drift. This
presents a critical challenge for real-time deployment, as new ransomware variants continually mutate their signatures and alter
network traffic patterns to evade detection. To bridge this gap, this study proposes a robust ensemble-based machine learning
framework for proactive detection of Android ransomware using netwaork {raific metadata. The framework integrates advanced
classifiers, including Light Gradient Boosting Machine, eXtreme Gradieni Boosting Machine, and Random Forest, with Synthetic
Minority Oversampling Technique enhanced stratified cross-validation to mitigate class imbalance and improve generalizability.
Furthermore, explainable artificial intelligence methods such as SHapley Additive exPlanations and Local Interpretable Model-
Agnostic Explanations are employed to enhance interpretabiiity and analyst trust. In the context of ransomware detection,
the importance of online learning lies in its ability to adapt to evolving threat patterns in real time. Ransomware frequently
mutates payload signatures and obfuscates behavioral traces, causing traditional models to deteriorate under changing data
distributions. To address this, we conducted a concept drift evaluation using an incremental LightGBM model, tested on
chronologically partitioned traffic data across five temporal blocks. This approach enables continuous adaptation to new data
streams without requiring full retraining, thereby maintaining detection robustness and reducing false negatives in production.
Experimental results on a balanced dataset demonstrate that LightGBM achieves the highest classification performance,
indicating the efficacy and adaptability of the proposed framework for real-time Android ransomware mitigation in dynamic
network environments.

1 Introduction

Rapid growth and widespread use of Android devices have significantly transformed the way people communicate, work,
and access entertainment. Although these advances have brought convenience and connectivity, theydAZve also introduced
new security risks by widening the potential attack surface for cybercriminals'->. Among the various threats targeting mobile
platforms, ransomware stands out as particularly dangerous, both in its technical impact and its financial consequences. Unlike
conventional malware, which often remains hidden while stealing information, ransomware actively disrupts users by encrypting
their data or locking their devices, then demands payment, usually in cryptocurrency”. TodayaAZs variants employ sophisticated
methods, such as evasion tactics, code obfuscation, and polymorphism, making detection and mitigation significantly more
challenging®>. This evolving nature of the threat underscores the need for effective, real-time detection strategies to prevent
significant harm. Ransomware infections on Android devices generally follow a predictable pattern. The process begins when
consumers unintentionally download malicious apps, usually from unlicensed app stores, third-party platforms, or phishing
links disguised as genuine software®. Once installed, these apps request broad access permissions, masking their intent behind
seemingly normal functionality. These permissions can include access to device storage, the camera, microphone, and even
administrative controls’. After securing these privileges, the ransomware executes its core functions: encrypting user data,
possibly transmitting it to a remote server, and, in some cases, locking the device. Following this, the user is confronted with a
ransom demand often accompanied by threats of permanent data loss if payment is not made®.
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Figure 1. Lifecycle of an Android ransomware attack, illustrating the stages from downloading and installation to data
encryption, ransom demand, and device lock

Some variants are designed to persist on the device even after attempts to uninstall them, making them particularly hard
to remove. The consequences of such attacks extend beyond financial loss, as they can lead to severe disruption of personal
life and business operations. Given the rising frequency and impact of ransomware incidents, it is clear that this threat will
remain a major concern in the mobile cybersecurity landscape®. Figure 1 provides a clear, step-by-step view of how an Android
ransomware attack typically unfolds. It starts when a user unknowingly downloads a malicious app that appears harmless. Once
installed, the ransomware app requests sensitive permissions, such as access to the microphone, camera, and file storage. With
these permissions granted, the malware begins its malicious activities: it encrypts personal files and silently sends sensitive data
to the attackerAAZs remote servers'’.

Soon after, the ransomware reveals its true intent by displaying a ransom note, often a scary warning screen demanding
payment to restore access. If the user does not pay, the final stage kicks in: the device is locked entirely, leaving the user
with no access to their data!!. Figure 1 also visualizes how victims get trapped, highiighting the devastating impact of such
attacks, especially file encryption and complete device lockdown. This structured process illustrates why early detection is
crucial. Ideally, security systems should intervene during the download or insiallation phase to block malware before it causes
damage'?. As ransomware becomes more complex, traditional antivirus tools that rely on signature matching are falling behind.
These methods rely on known malware patterns, making them ineffective against brand-new or zero-day threats, as well as
shapeshifting malware that changes its code to evade detection!3. That is where behaviour-based detection comes in. By
studying how ransomware behaves, particularly its network traftic, it’s possible to detect it in real time. Machine Learning
(ML) has proven especially useful here, identifying unusual activity and stopping threats before they cause harm'#. Techniques
such as ensemble learning, which combine multiple ML models, improve accuracy and reduce false alarms.

Recent studies have revealed that modern ransomware strains often employ advanced evasion techniques, such as obfusca-
tion, polymorphism, and runtime Application Programming Interface (API) deception, making detection significantly more
challenging. Lu et al. introduced AutoD'3, which targets deceptive INI-layer API calls to unpack malicious Android applica-
tions, and later extended this work with DcepAutoDm, offering a distributed, scalable system for secure mobile communication.
These insights are directly relevant to Android ransomware detection, which increasingly depends on the robustness and
adaptability of ML-based systems under adversarial pressure. In this research, we introduce a real-time ransomware detection
system designed for Android devices. It uses ensemble ML models to analyse network traffic and spot signs of ransomware.
Additionally, we tested several classifiers, including Logistic Regression, XGBoost, Random Forest, and LightGBM, on
a dataset of network records that included regular traffic and data from ten known ransomware families, such as SVpeng,
PornDroid, Koler, and WannaLocker. To ensure the best performance, applied thorough data cleaning, feature selection using
Random Forest, hyperparameter tuning, and stratified K-Fold cross-validation. The results were promising. Among the models,
Bagging stood out by achieving a classification accuracy, along with near-perfect precision and recall, demonstrating strong
capability in distinguishing ransomware from benign traffic. The significant contributions of this study are as follows.

* Ensemble-Based Detection Framework: We develop a robust Android ransomware detection framework that leverages
LightGBM, XGBoost, and Random Forest, ensuring high accuracy and resilience against evolving threat behaviours.

* Hybrid Feature-Selection Pipeline: A three-stage feature selection process is introduced by integrating Mutual
Information (MI), Recursive Feature Elimination (RFE), and embedded Random Forest importance to identify the most
discriminative network-traffic attributes.

* Balanced and Generalisable Training Strategy: The study incorporates SMOTE together with stratified K-Fold
cross-validation to effectively address class imbalance across multiple ransomware families and improve generalisation
capability.

* Model Explainability: Comprehensive interpretability is achieved through SHAP and LIME, enabling transparent
understanding of feature contributions and supporting security analysts in decision-making.



* Online Learning and Concept-Drift Evaluation: Incremental LightGBM is employed to evaluate the framework under
temporal concept drift, demonstrating its adaptability to chronologically evolving ransomware behaviours.

* Extensive Benchmarking: A comparative evaluation across five classifiers highlights the superior performance of
ensemble methods, particularly Bagging and LightGBM, for real-time Android ransomware detection.

The rest of this paper is structured as follows: Section 2 reviews related work in the field. Section 3 presents our detection
framework, detailing its components: data preprocessing, feature selection, and model training. Section 4 concludes the study
and outlines possible future improvements.

2 Related Works

The growing threat of Android ransomware has led to a surge in research focused on mobile malware detection'”- 8. Researchers
have explored a wide range of methods, from analyzing app behavior and monitoring network activity to using advanced
ML and hybrid techniques, to improve detection accuracy and responsiveness'”??. Gu et al.>! used graph neural networks
(GNNs) to model interactions among apps, system permissions, and processes. Their method helped uncover abnormal patterns
in app behavior that may indicate ransomware. This kind of graph-based analysis is particularly useful for detecting hidden
relationships and irregular activities within AndroidiAZs complex ecosyster.

Hsu et al.?? took a different approach, focusing on federated learning, a method of training ML models across multiple
devices without sharing sensitive data. Their decentralised system preserved user privacy while still achieving high detection
accuracy, making it a strong candidate for large-scale, privacy-triendly security solutions. Karat et al.>> developed a malware
detection model utilizing DL techniques, incorporating Convolutional Neural Networks (CNNs) and Long Short-Term Memory
(LSTM) networks. This combination helped track the evolution of ransomware behaviour over time and detect new variants
more effectively. However, while powerful, such DL models are often resource-heavy and might not perform well on devices
with limited processing power.

Other researchers have explored hybrid detection methods that combine static and dynamic analysis. Static techniques
examine app code and permissions before installation, while dynamic methods monitor real-time behavior, such as file
encryption or unauthorized process activity?*%>. Each method has its limits: static analysis can miss obfuscated code, while
dynamic analysis often needs time-consuming sandbox environments. Hybrid systems, especially those integrated with ML and
network traffic analysis, aim to strike the right balance®®?’.

A common shortcoming across many ML-based solutions, however, is the lack of explainability. Most operate as black
boxes, making decisions without providing an explanation. This lack of transparency makes it hard for users and even security
professionals to trust or verify what the system is doing®®?°. Scalability is another concern. Many models are designed for
centralized systems and do not adapt well to real-world mobile environments, where bandwidth, processing power, and latency
are crucial®”3!. To overcome these challenges, lightweight models and smart feature selection techniques are being used to

ensure that security solutions can run smoothly on typical Android devices??.

Table 1 presents a comparative summary of recent studies on Android ransomware detection, highlighting the ML models
employed, reported accuracy scores, and their key contributions or limitations. Ensemble-based approaches, such as Bagging
and boosting algorithms like GradientBoost and CatBoost, consistently demonstrate high classification accuracy, reflecting a
strong detection capability. DL models, such as LSTM and BERT, also achieve impressive performance but are constrained by
high computational demands, limiting their deployment in resource-constrained mobile environments. Conversely, lightweight
models such as Linear SVM and Naive Bayes offer efficiency but struggle with generalizability and the complexity of patterns.
Additionally, graph-based models such as GNN provide structural behavior modeling but lack scalability validation. A notable
gap across these studies is the limited focus on model interpretability and resilience to concept drift. Most models operate as
black-box classifiers and are not evaluated under evolving threat scenarios. To address these limitations, our research integrates
ensemble learning with XAI tools (SHAP and LIME) and introduces incremental LightGBM for online learning under concept
drift.



Table 1. Summary of Recent Studies on Android Ransomware Detection

Study Model Used Accuracy Main Contribution / Limitation
(%)

Hossain et al.” Ensemble 99.81 Ensemble model with high precision; lacks ex-
plainability

Amer et al.”’ LSTM 99.30 DL for sequence modeling; resource-intensive

Ahmed et al.?* DT 97.24 Lightweight model; poor performance on com-
plex patterns

Amenova et al.>* CNN-LSTM 94.39 Temporal modeling; high computational cost

Islam et al.* Ensemble 95.00 Good accuracy; limited generalizability across
families

Adeniyi et al.*® RF 99.98 Simple probabilistic model; poor at complex
patterns

Amer et al.”’ LSTM 97.50 Context-aware deep model; high resource us-
age

Guetal.’! GNN 99.47 Detected abnormal app behavior; strong struc-
tural analysis but lacks scalability validation

Together, these studies underscore the growing importance of ML, DL, and network-based approaches in combating
ransomware. Our work builds on this foundation by combining several ML models into an ensemble and focusing on network
traffic analysis. This not only improves detection accuracy but also enhances scalability aind explainability, making it a practical
solution for todaydAZs evolving mobile threat landscape.

3 Proposed Detection Framework

The proposed research framework, as illustrated in Figure 2, employs a systematic ML pipeline specifically designed for
detecting ransomware on Android devices. The process begins with data preprocessing, which includes balancing the dataset
and performing exploratory data analysis to understand its underlying structure. The dataset is then split into training and test
sets to ensure a fair and unbiased evaluation of the model. A hybrid feature selection strategy is employed to refine the feature
set, followed by K-fold cross-validation to enhance the modeldAZs generalisation capability. To further improve accuracy, we
apply hyperparameter tuning for model optimisation. Once the optimal settings are determined, the ML model is trained and
subsequently evaluated on unseen data. The results are then examined through XAI analysis and validated experimentally,
ensuring the model is not only efficiciit but also interpretable and reliable for real-world deployment.

3.1 Dataset Description

The dataset utilised in this study is a well-structured compilation of Android network traffic records, specifically curated to aid
in the detection and classification of ransomware attacks. It plays a pivotal role as a benchmark in ML-driven cybersecurity
research, particularly in identifying malicious behaviours associated with Android ransomware. Comprising a total of 203,556
instances, the dataset includes both benign and ransomware-infected traffic. To ensure a diverse representation, it features
samples from ten well-known ransomware families: SVpeng, PornDroid, Koler, RansomBO, Charger, Simplocker, WannaLocker,
Jisut, Lockerpin, and Pletor. Alongside these, benign traffic samples are included to help ML models effectively distinguish
between normal and malicious activity. Upon analyzing the dataset closely, we observed a mild imbalance between benign
and ransomware-infected traffic records. Out of the 203,556 total instances, around 60% represent benign traffic, while the
remaining 40% correspond to ransomware-infected traffic, including samples from 10 ransomware families (such as SVpeng,
PornDroid, Koler, and others). Although this imbalance isnAAZt particularly severe, we accounted for it carefully during model
development to ensure unbiased learning. To maintain representative class distributions, we used stratified train-test splitting,
which preserved the proportion of benign and ransomware samples in both sets. Furthermore, during cross-validation, we
employed a Stratified K-Fold (K=5) approach to ensure that each fold accurately reflected the overall class distribution, thereby
enhancing consistency and reliability. Lastly, some of the ensemble models we employed, including LightGBM and XGBoost,
inherently support techniques to manage class imbalance. We leveraged built-in parameters such as scale_pos_weight and
class_weight to further reduce potential skew in learning outcomes. Each instance in the dataset is characterised by 85 features
that collectively capture intricate patterns of network behaviour. These include:

e TCP Flags: Indicators such as SYN, ACK, FIN, and RST that describe the state of a network connection.
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Figure 2. Proposed Framework for Android Ransomware Detection



¢ Bulk Transfer Metrics: Information on forward and backward bulk bytes, packet rates, and data transfer volumes.
* Activity Durations: Metrics describing active and idle time intervals.

* Derived Metrics: Features like flow bytes per second, packets per second, and down/up ratios, which assist in anomaly
detection.

Among the 85 features, 84 are numerical, while the only categorical feature is the Labe 1, which denotes whether a record
is benign or belongs to a specific ransomware family. This structure ensures compatibility with a wide range of supervised
learning algorithms. Despite its strengths, the dataset poses several challenges. First, the dynamic nature of ransomware
necessitates that models be regularly retrained to remain effective. Second, not all features contribute equally to detection,
necessitating feature selection to optimise performance. Lastly, real-world deployments may face generalisation issues due to
variations in devices, user behaviour, and network configurations. To overcome these challenges, our approach incorporates
feature selection, hyperparameter tuning, and ensemble learning techniques. These methods collectively enable the development
of a scalable, real-time detection system that can adapt to the evolving threat landscape.

Features Description

Table 2 outlines the common features used to analyse network traffic patterns for ransomware detection. These features are
carefully selected to capture key aspects of network behaviour, such as IP addresses, port numbers, packet sizes, flow durations,
inter-arrival times, and counts of TCP flags. Together, they help the ML model distinguish between benign and malicious traffic.
For instance, features like flow duration and packet length can highlight unusual or suspicious data transfers. Meanwhile,
metrics such as SYN, ACK, and FIN flag counts provide insight into abnormal connection behaviours, which are often linked
to ransomware activities. A key aspect of the feature design is the classification into stateless and stateful types, as shown in the
"State" column of Table 2. Stateless features describe the immediate properties of individual packets or flows, without requiring
a reference to past traffic. Examples include packet size, protocol type. and flow duration. These are useful for real-time
analysis. On the other hand, stateful features consider the sequence and timing of network events. They track the evolution of
traffic patterns through attributes such as inter-arrival times, subflow statistics, and active/idle durations. These features enable
the model to detect more complex or slow-developing anomalies that may not be evident in isolated packets. By incorporating
both stateless and stateful features, the detection framework is equipped to capture a wide range of malicious behaviours, both
short-term anomalies and long-term trends, making it more robust in identifying evolving ransomware threats.

3.2 Data Preprocessing

Preparing raw network traffic data is a critical step in building an effective ransomware detection system. The preprocessing
phase involves three main stages: data cleaning, data transformation, and data normalisation. Each step ensures that the dataset
is accurate, consistent, and ready {or ML analysis.

3.2.1 Data Cleaning and Data Transformation

Before training any model, itAAZs important to clean the data to ensure its quality and reliability. The initial step involves
identifying and removing invalid entries, specifically those with network traffic flows having a destination port of 0. Port O is
typically reserved and not used in normal network communication. These entries also had a protocol value of 0, reinforcing
their invalidity. Removing these flows helped ensure that only meaningful and legitimate traffic data was used, reducing noise
and the risk of misleading results. Also checked the dataset for missing values and duplicate records, but fortunately, none were
found. This meant the dataset was already in good shape in terms of completeness and uniqueness. Next, focus on transforming
the data to make it more suitable for analysis. One key transformation involved standardising the timestamps. Initially, some
records had inconsistent time formats, and some even lacked seconds. To fix this, appended missing seconds (as : 00) and
converted all timestamps into a consistent, structured datetime format. Also, split each timestamp into separate AAIJDateaAl
and AAIITimeaAl columns. This not only improved readability but also enabled our models to identify time-related patterns
in ransomware behavior, such as repeated attacks at specific hours or during system idle times. These data cleaning and
transformation steps ensured that the dataset was both accurate and analytically useful. Refining the raw input helped the ML
models focus on meaningful signals, such as irregular spikes in data transmission or suspiciously timed connections, common
indicators of ransomware activity. Initially, the dataset exhibited significant class imbalance, as visualized in Figure 3. Such an
imbalance can bias the model towards majority classes, reducing detection performance for minority labels. To address this
issue, we employed the SMOTE, which generates synthetic samples for underrepresented classes. After applying SMOTE, the
class distribution became uniform, as shown in Figure 4. This balancing step was crucial for enhancing model generalization
and ensuring a fair evaluation across all ransomware and benign categories.



Table 2. Some of the Feature Descriptions of Network Flow Data

No. [ Feature Description State
I Source TP TP address of source device Stateless
2 Source Port Port number on source device Stateless
3 Destination TP IP address of destination de- | Stateless
vice
4 Destination Port Port number on destination de- | Stateless
vice
5 Protocol Network protocol (TCP, UDP) Stateless
6 Flow Duration Total duration of the flow Stateless
7 Total Fwd Packets Total packets sent forward Stateless
8 Total Bwd Packets Total packets sent backward Stateless No. Feature Description State
9 Total Length of Fwd Packets Forward packet size total Stateless 42 PSH Flag Count Number of PSH flags Stateless
10 Total Length of Bwd Packets Backward packet size total Stateless 43 ACK Flag Count Number of ACK flags Stateless
11 Fwd Packet Length Max Max forward packet size Stateless 44 URG Flag Count Number of URG flags Stateless
12 Fwd Packet Length Min Min forward packet size Stateless 45 CWE Flag Count Number of CWE flags Stateless
13 Fwd Packet Length Mean Mean forward packet size Stateless 46 ECE Flag Count Number of ECE flags Stateless
14 Fwd Packet Length Std Std dev. forward packet size Stateless 47 Fwd Header Length Header Tength forward Stateless
15 Bwd Packet Length Max Max backward packet size Stateless 48 Bwd Header Length Header Tength backward Stateless
16 Bwd Packet Length Min Min backward packet size Stateless 49 Fwd Packets/s Rate of forward packets Stateless
17 Bwd Packet Length Mean Mean backward packet size Stateless 50 Bwd Packets/s Rate of backward packets Stateless
18 Bwd Packet Length Std Std dev. backward packet size Stateless ST Min Packet Length Min packet length Stateless
19 Flow Bytes/s Flow rate in bytes per second Stateless 52 Max Packet Length Max packet Iength Stateless
20 Flow Packets/s Flow rate in packets per second Stateless 53 Packet Length Mean Mean packet Iength Stateless
21 Flow TAT Mean Mean time between packets Stateless 54 Packet Length Std Std dev. of packet Iength Stateless
22 Flow TAT Std Std dev. of time between pack- | Stateless 55 Packet Length Variance Variance of packet Iengths Stateless
ets 56 Down/Up Ratio Download to upload ratio Stateless
23 Flow TAT Max Max time between packets Stateless 57 Average Packet Size Average packet size Stateless
24 Flow IAT Min Min time between packets Stateless 58 Fwd Segment Size Avg Avg TCP segment size forward Stateless
75| Fwd AT Total Total time for forward TATS Stateful 59 | Bwd Segment Size Avg Avg TCP segment size back- | Stateless
26 Fwd TAT Mean Mean time between forward Stateful ward
packets 60 Fwd Bytes/Bulk Avg Avg bytes in forward bulk Stateless
27 Fwd TAT Std Std dev. of time between for- Statefrul 61 Fwd Packets/Bulk Avg Avg packets in forward bulk Stateless
ward packets 62 Fwd Bulk Rate Avg Avg rate of forward bulk Stateless
28 Fwd TAT Max Max time between forward Stateful 63 Bwd Bytes/Bulk Avg Avg bytes in backward bulk Stateless
packets 64 Bwd Packets/Bulk Avg Avg packets in backward bulk Stateless
65 Bwd Bulk Rate Avg Avg rate of backward bulk Stateless
2 Fwd IAT Min xﬁegme between forward Stateful 66 Tnit Win byics forward Initial window size forward Stateful
30 Bwd TAT Totl Total ime For backward TATS Statefal 67 }nlt Wi'n_bytes backward Initial window size backward Stateful
37 Bwd TAT M Mean t bet backward Stateful 68 act data pkt Twd Forward packets with data Stateful
w can can ime between backwar atetu 69 min seg size forward Min TCP segment size forward Stateful
packets 701 “Active Mean Mean active time Stateful
32 Bwd IAT Std Std dev. of time between back- Stateful ctive Sid Sid dev. of active Gime Staterul
ward packets 72 Active Max Max active time Stateful
33 Bwd TAT Max Max time between backward Stateful 73 Active Min Min active time Staterul
packets 74 Label Class Tabel (Benign or Ran- | Stateless
34 Bwd TAT Min Min time between backward Stateful somware)
packets
35 Fwd PSH Flags Number of PSH flags forward Stateless
36 Bwd PSH Flags Number of PSH flags back- | Stateless
ward
37 Fwd URG Flags Number of URG flags forward | Stateless
38 Bwd URG Flags Number of URG flags back- | Stateless
ward
39 FIN Flag Count Number of FIN flags Stateless
40 SYN Flag Count Numiber o SYN flags Stateless
41 RST Flag Count ~ Number of RST flags Stateless
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Figure 3. Distribution of original imbalanced ransomware and benign labels.
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Figure 4. Distribution after applying SMOTE to balance the class labels.

3.2.2 Data Normalisation: StandardScaler vs. RobustScaler
After cleaning and transforming the data, the next step was normalisation. This process ensures that all features contribute
equally to the model by bringing them to a common scale. Without normalisation, features with large numeric ranges might
dominate the learning process, leading to biased models. Additionally, we compared two common normalization techniques:
StandardScaler and RobustScaler. StandardScaler transforms each feature by subtracting the mean and dividing by the standard
deviation:
Xscaled = u (D
Here, X is the original feature value,  is the mean, and ¢ is the standard deviation. This method is effective when data
is normally distributed, as it centres the data around zero with a standard deviation of one. However, a major drawback of
StandardScaler is its sensitivity to outliers. Since the mean and standard deviation can be heavily influenced by extreme values,
the resulting scaled data may still be skewed. Figure 5 shows that applying StandardScaler to our dataset led to an uneven
spread due to outliers.
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Figure 5. Histogram of StandardScaler Applied to 20 Selected Features

RobustScaler, on the other hand, is specifically designed to handle outliers more effectively. It uses the median and the



interquartile range (IQR), which are less affected by extreme values:

X — median(X)

IQR(X) @

Xscaled =

IQR = 03— Q1 3)

Here, Q1 and Q3 are the first and third quartiles, respectively. By focusing on the middle 50% of the data, RobustScaler resists
the influence of outliers and produces a more balanced scaling outcome. As shown in Figure 6, the transformed features are
more evenly distributed.
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Figure 6. Histogram of RobustScaler Applied to 20 Selected Features

During our analysis, it was noticed that the dataset contained several outliers and non-Gaussian distributions. When applying
the StandardScaler, those outliers distorted some features, which could have misled the model during training. In contrast,
RobustScaler provided a much more reliable transformation. By using the median and IQR, it preserved the core structure of
the data while minimizing the impact of outliers, an especially valuable trait in ransomware detection, where network activity
tends to be highly irregular. By choosing RobustScaler, the ML models were trained on well-balanced data, free from the
distortion caused by extreme values. This helped improve the modelaAZs stability and accuracy, making it a better fit for
identifying unpredictable ransomware behavior.

3.3 Exploratory Data Analysis (EDA)

EDA is like getting to know your dataset before diving into model building. It involves summarising, visualising, and
understanding the data’s key characteristics to uncover hidden patterns, trends, and anomalies. EDA, using techniques such
as boxplots, histograms, and correlation matrices, provides a clearer picture of the data landscape, enabling us to make more
informed decisions when selecting features, choosing models, and tuning preprocessing techniques.



3.3.1 Boxplot for Numerical Features
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Figure 7. Boxplot visualisation of numerical network traffic features

Figure 7 showcases boxplots for various numerical features from the network traffic dataset, an essential step for understanding
how data is spread out, where the outliers lie, and what kind of scaling or transformation might be needed. These plots reveal
interesting trends: many features, such as packet sizes, flow durations, and inter-arrival times (IAT), have skewed distributions.
In other words, most data points cluster at one end, with a few outliers stretching far out, forming long whiskers. This isn’t
surprising when dealing with network traffic. Every day, online activity typically involves many short, frequent connections,
occasionally interrupted by large bursts of data, such as during software updates or streaming. However, what’s particularly
important for our ransomware detection research is that ransomware behaves differently. It tends to generate unusual traffic
patterns, like sudden spikes, abnormal packet sizes, or rapid bursts of encrypted data transfers. These abnormalities often
show up as outliers. Noticing these outliers can provide a strong indication of suspicious activity. For instance, high values for
features such as PSH Flag Count or ACK Flag Count might indicate unusual connection behaviour. These insights guide the
choice of ML models, such as Random Forest, XGBoost, or LightGBM, which can handle such irregularities more effectively
than SVMs, which are more sensitive to data distribution and scaling. In the context of ransomware, where traffic can change
rapidly, we may also benefit from combining supervised learning with anomaly detection techniques to achieve even better
results.



3.3.2 Radviz Visualisation for Ransomware Detection
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Figure 8. Radviz visualisation of network traffic for ransomware detection

To make sense of how different features interact in high-dimensional data, used a technique called Radviz (Radial Visualisation).
It helps visualize multidimensional data in a two-dimensional space, making it easier to spot patterns and clusters. Initially, the
dataset was narrowed down to the top five features with the strongest correlation with the target label (malicious or benign).



These were: Flow ID, Time, Date, Fwd IAT Max, and Flow IAT Mean. Using these, we plotted a Radviz visualisation shown in
Figure 8, which offers a fascinating view of how ransomware traffic differs from normal traffic. Benign network traffic tends
to form tight clusters, indicating stable, predictable behavior. In contrast, ransomware traffic was much more scattered. This
variation makes sense because different ransomware families exhibit distinct behaviors. Some ransomware types, such as Koler
and Pletor, clustered closely together, exhibiting similar patterns, while others, like Lockerpin and Wannal.ocker, were more
dispersed, reflecting diverse behaviors and making them trickier to detect. This visualisation gives security analysts a powerful
tool. It helps not only to identify which features are most useful for classification but also to understand how consistent (or
inconsistent) ransomware traffic can be. These insights are crucial for building ML models that accurately distinguish between
normal and malicious behaviour in real time.

3.4 Hybrid Feature Selection

Hybrid feature selection combines the best aspects of multiple methods to identify the most useful features for an ML model,
as shown in Figure 9. Instead of relying on just one method, it combines filtering, wrapping, and embedding techniques to
gain a well-rounded view of which features truly matter. Filter methods are fast and efficient, wrapper methods test feature
combinations by actually training models, and embedded methods find important features as part of the model training itself.
By combining these approaches, the hybrid method helps remove irrelevant or redundant features, making the model faster,
more accurate, and easier to interpret. In this research, the hybrid process begins with Mutual Information (MI), a powerful
filter-based technique. MI measures how much one variable (such as a feature) provides information about another (like the
target label) and is quantifiable. MI is valuable because it captures both linear and nonlinear relationships, particularly when
dealing with complex data such as network traffic. The formal definition of MI is:

I(X;Y) = Z;( Zyp(x,y) log Im 4)

Other strong features included "Source IP" (0.86), "Destination IP" (0.46), and "Source Port" (0.20), emphasising how specific
traffic paths and sources can help identify malicious behaviour.ration). The higher the mutual information, the more useful that
feature is for predicting outcomes.

\ Mutual Information Ranking (Top 50 / Featuresare ranked
/ based on their relevance

/ \ features) / to the target variable

Redundant features are
iteratively removed to
reduce dimensionality

Features are evaluated
for importance usinga
Random Forest model

Figure 9. Hybrid feature selection

In the dataset, the MI scores indicated that time-related and flow-specific features are most predictive. As shown in
Table 3, "Date" had the highest score, followed by "Flow ID" and "Time". These features likely help capture the temporal and
sequence-based patterns typical of ransomware activity. Other strong features included "Source IP", "Destination IP", and
"Source Port", highlighting how specific traffic paths and sources can help identify malicious behavior. On the other hand,
features such as "Min Packet Length" and "minsegsizeforward" scored very low, indicating that they contribute little to the
detection process. Identifying and excluding such features helps simplify the model, reduce training time, and avoid overfitting.
This hybrid approach to feature selection plays a crucial role in building a robust and efficient ransomware detection system,
ensuring the model focuses on what truly matters while disregarding noise.

Figure 10 clearly shows that after the top few features, the importance scores drop off sharply. This tells us that just a
small group of features carries most of the predictive power, while the rest add little value. By removing these less relevant
features, the modeldAZs accuracy can be maintained while also making it faster and less complex to run. Building on
this, we explored a wrapper method to further fine-tune the feature selection. After using MI as a filter to select the most
promising features, Recursive Feature Elimination (RFE), a wrapper technique, was applied to refine the selection by repeatedly
removing the least important features. Essentially, RFE trains the model multiple times, dropping the weakest features at
each iteration until only the most impactful ones remain. Choose RFE because itAAZs especially effective when dealing with



many features. It helps reduce the number of variables, making the model easier to interpret and more efficient to train. For
this process, a Random Forest Classifier was used as the model for RFE because it is strong at capturing complex feature
relationships and reliably ranks feature importance. To balance precision and efficiency, set RFE to keep the top 30 features
(n_features_to_select=30) and remove features in groups of 10 per iteration (step=10). This approach accelerates
the process while ensuring the model remains powerful and focused on the most meaningful data.

Table 3. Feature importance scores using Mutual Information

Features Score Features Score

Date 1.490564 Destination Port 0.104766
Flow ID 1.252700 Fwd IAT Max 0.103042
Time 0.865615 Subflow Bwd Bytes 0.099683
Source 1P 0.865075 Fwd Packet Length Std 0.097581
Destination IP 0.467900 Fwd IAT Mean 0.097466
Source Port 0.209444 Fwd IAT Total 0.097147
Init_Win_bytes_forward 0.157167 Total Length of Bwd Packets | 0.096761
Flow Duration 0.145864 Avg Bwd Segment Size 0.096668
Fwd Packet Length Max 0.145529 Bwd Packet Length Mean 0.089966
Flow IAT Max 0.144739 Bwd Packets/s 0.089556
Total Length of Fwd Packets | 0.131908 Fwd Header Length.1 0.077178
Subflow Fwd Bytes 0.131823 Fwd Header Length 0.072362
Flow IAT Min 0.129040 Bwd Packet Length Std 0.069176
Init_Win_bytes_backward 0.124722 Bwd Packet .ength Max 0.063816
Fwd Packets/s 0.124096 Flow IAT Std 0.061321
Flow IAT Mean 0.122892 Flow Bytes/s 0.058540
Average Packet Size 0.121301 Bwd Header Length 0.049468
Packet Length Std 0.120165 Bwd IAT Min 0.045177
Flow Packets/s 0.119478 Bwd IAT Total 0.044532
Packet Length Mean 0.113678 Bwd IAT Max 0.039576
Max Packet Length 0.109858 Fwd IAT Std 0.039000
Avg Fwd Segment Size 0.109608 Fwd Packet Length Min 0.037430
Packet Length Variance 0.109571 Bwd Packet Length Min 0.037153
Fwd IAT Min 0.107366 Min Packet Length 0.033035
Fwd Packet Length Mean 0.104860 min_seg_size_forward 0.031758

Mutual Information Feature Importance
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Figure 10. Mutual Information Feature Importance

The visualised feature rankings in Figure 11 demonstrate how RFE assigns a numerical ranking to each feature, where a



lower value indicates higher importance. This helps in identifying the most relevant features for ransomware detection, ensuring
that only the most impactful attributes contribute to model predictions. By using RFE, we achieved better generalisation,
reduced overfitting, and enhanced model performance, making it a suitable choice for this research. From the image, one
can infer that the top-ranked features are most significant in predicting ransomware activity and should be retained in the
final model. The selected 30 best features include network traffic attributes such as packet length statistics, inter-arrival times,
and flow-based metrics, which are critical for detecting ransomware behaviour. Recursive elimination effectively filters out
irrelevant or less influential features, simplifying the dataset and improving classification performance. The bar plot visually
confirms the ranking hierarchy, making it easy to identify which features contribute most to model predictions and guiding
future feature engineering and optimisation. Finally, the embedded methods combine feature selection with model training,
meaning the algorithm selects important features as it builds the model. These methods are computationally efficient because
they automatically remove less important features, reducing dimensionality and improving performance. Unlike filter and
wrapper methods, embedded methods integrate feature selection into the learning process, ensuring that only the most relevant
features contribute to the final model, thereby improving generalisation and reducing overfitting.

Feature Selection Using Recursive Feature Eliminatian (RFE)
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Figure 11. Feature Selection Using Recursive Feature Elimination

Random Forest is an ensemble learning method that builds multiple decision trees and averages their predictions. It
inherently ranks features based on their contribution to reducing impurity in decision trees, making it a powerful embedded
feature selection technique. Choose Random Forest because it effectively handles large, high-dimensional datasets, making it
suitable for real-world network traffic analysis, where data can be extensive and complex. Moreover, its robustness to overfitting,
due to averaging across multiple trees, ensures that the model generalizes well to unseen data. Another advantage is that it
provides feature importance scores, allowing us to identify and retain the most relevant features for analysis while discarding
noisy or redundant variables. The feature importance plot Figure 12 visualizes the top 15 features ranked by their importance
scores, highlighting the most influential attributes in the dataset. The "Date" feature is most important, followed by "Source IP",
"Time", and "Flow ID", suggesting their strong influence on model predictions. This suggests that time-based attributes and
source identifiers play a crucial role in distinguishing among the dataset’s classes.



Top 15 Important Features (Random Forest)
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Figure 12. Top 15 Important Features (Random Forest)

Table 4 compares the features selected by three different methods: MI (a filter method), RFE (a wrapper method), and
Random Forest (an embedded method). The results show a strong overlap between these methods, confirming their reliability
in identifying the key features for ransomware detection. Features like Flow ID, Source IP, Destination IP, Flow Duration,
Fwd Packet Length Max, Flow IAT Mean, and Date appear consistently across all three methods. These features are crucial
for distinguishing between benign and ransomware network traffic, as they capture important aspects such as the direction of
data flow, packet timing, and the interactions between sources and destinations. The strong agreement among the methods
demonstrates their effectiveness in filtering out irrelevant features while keeping the most predictive ones. This consensus helps
improve detection accuracy, reduce computational complexity through dimensionality reduction, prevent overfitting, and make
the model more interpretable. Additionally, the inclusion of both temporal features (such as Date and Time) and flow-specific
features (such as Flow ID and Flow Duration) underscores the importance of capturing network behavior across both short-
and long-term periods, a crucial factor for accurate ransomware detection. Table 5 shows a consensus-based feature selection
matrix.



Table 4. Feature Selection Methods and Selected Features

Mutual Information (Fil-

Recursive Feature Elimina-

Random Forest (Embed-

ter) tion (Wrapper) ded)

Flow ID Flow ID Flow ID
Source IP Source IP Source IP
Source Port Source Port Source Port

Destination IP

Destination IP

Destination IP

Destination Port

Destination Port

Destination Port

Flow Duration

Flow Duration

Flow Duration

Total Length of Fwd Packets

Total Length of Bwd Packets

Fwd Packet Length Max  [Fwd Packet Length Max

Fwd Packet Length Mean |Fwd Packet Length Mean |

Flow Bytes/s Flow Bytes/s PN

Flow Packets/s Flow Packets/s ~ |Flow Packets/s
Flow IAT Mean Flow IAT Mean Flow IAT Mean
Flow IAT Max Flow IAT Max Flow IAT Max
Flow TAT Min Flow TAT Min Flow TAT Min
Fwd IAT Total Fwd TAT Total

Fwd TAT Mean Fwd IAT Mean

Fwd IAT Max Fwd IAT Max

Fwd IAT Min ~ [FwdTIAT Min Fwd IAT Min
Fwd Header Length ~ [Fwd Header Length

Fwd Packets/s Fwd Packets/s Fwd Packets/s
Bwd Packets/s Bwd Packets/s

Packet Length Mean Packet Length Mean

Average Packet Size Average Packet Size

Avg Fwd Segment Size Avg Fwd Segment Size

Fwd Header Length.1 Fwd Header Length.1

Subflow Fwd Bytes Subflow Fwd Bytes

Init_Win_bytes_forward

Init_Win_bytes_forward

Init_Win_bytes_forward

Init_Win_bytes_backward

Init_Win_bytes_backward

Date

Date

Date

Time

Time

Time




Table 5. Consensus-Based Feature Selection Matrix (Selected if chosen by > 2 methods)

Feature Mutual Info (MI) | RFE | Random Forest (RF) | Selected
Average Packet Size v v v Yes
Avg Fwd Segment Size v v v Yes
Bwd Packets/s v v Yes
Date v v v Yes
Destination IP v v v Yes
Destination Port v v v Yes
Flow Bytes/s v v Yes
Flow Duration N v v Yes
Flow IAT Max v v v Yes
Flow IAT Mean v v v Yes
Flow IAT Min v v v Yes
Flow Packets/s v v v Yes
Fwd Header Length v v Yes
Fwd IAT Max v v Yes
Fwd IAT Min v v v Yes
Fwd Packet Length Max v v Yes
Fwd Packet Length Mean v v Yes
Fwd Packets/s v v v Yes
Init_Win_bytes_forward v v NG Yes
Source IP v v v Yes
Source Port v N v Yes
Time v v v Yes

3.5 Data Splitting and Cross Validation

Splitting the dataset into training and testing sets is an essential step in ML. The training set is used to teach the model, while
the testing set evaluates how well the model performs on unscen data. This helps ensure that the model learns general patterns
rather than just memorising the data. In this work, we use an 80/20 split, meaning 80% of the data is used for training and
20% for testing. This ratio is widely used for large datasets because it provides enough data for the model to learn meaningful
insights while still reserving a solid portion to faitly evaluate performance. To ensure consistent results across multiple runs,
random_state=42 was set, guarainteeing the same split every time the code is executed. stratify=y was also used
to preserve the original class distribution in both the training and testing sets. This is especially important for classification
problems, as it helps avoid imbaianced datasets that could skew the modeldAZs accuracy. Some of the common train-test split
ratios and when to use them:

» 80/20 Split: Ideal for large datasets, balancing training size and evaluation.

* 70/30 Split: Useful when more validation data is needed to better assess performance.

* 60/40 or 50/50 Split: Typically for small datasets, where a larger test set ensures reliable evaluation.
If the dataset has N samples, the sizes of the training and testing sets are:

Training Set Size = N x (1 — test_size)

Testing Set Size = N X test_size

The 80/20 split was chosen here to strike a good balance: it provides the model with ample data to learn from while reserving
enough unseen data for a meaningful evaluation. Since the dataset is large, this approach reduces the risk of underfitting and
allows the model to generalise better. Stratified sampling further ensures that class proportions remain consistent across both
sets, reducing bias and making the evaluation more reliable. Overall, this data-splitting strategy helps create a robust workflow
that enhances the modeldAZs accuracy and reliability while preventing common pitfalls such as overfitting and underfitting.

3.5.1 K-Fold Cross Validation
Stratified K-Fold Cross-Validation is a popular technique for evaluating ML models more reliably by ensuring that the class
distribution is preserved across folds. Unlike regular K-Fold Cross-Validation, where data is split randomly, stratification



maintains the same class proportions in each fold as in the original dataset. This is especially important when dealing with
imbalanced datasets, as it prevents biased or misleading performance estimates. In this research, K = 5, meaning the dataset is
divided into 5 equal parts. The model is then trained and validated five times, each time using a different fold for validation
and the remaining four folds for training. This process helps reduce variance in evaluation results and provides a more robust
estimate of how the model will perform on unseen data. The size of each fold is calculated as follows:

N
Fold Size = — 5
old Size = - (5)

The figure 13 illustrates this process, where each row represents a different iteration of cross-validation. The blue sections
indicate training data, while the orange sections represent validation data. The stratification ensures that all classes are
proportionally distributed across folds, leading to fair model evaluation and more robust results.
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Figure 13. Visualisation of Stratified K-Fold Cross-Validation

3.6 Hyperparameter Tuning

Hyperparameter tuning plays a crucial role in this research by enhancing model performance, reducing overfitting, and
improving accuracy. Fine-tuning these parameters ensures that the model generalises well to new, unseen data, avoiding being
either too simple or overly complex. In this study, both Random Search and Grid Search methods were employed, combined
with Stratified K-Fold Cross-Validation (K = 5), to systematically explore and identify the best hyperparameter settings.
Since ransomware detection demands high accuracy and reliable generalisation, carefully selecting hyperparameters is crucial.
Random Search quickly scans a broad range of hyperparameter combinations by sampling randomly, making it efficient when
the search space is large. Once promising regions are identified, Grid Search is applied to exhaustively test all combinations
within that narrowed space to find the optimal parameters. To ensure robustness, Stratified K-Fold Cross-Validation maintains
the class distribution across folds, preventing bias and ensuring consistent model performance across different subsets of the
data. The general formula for Random Search can be expressed as:

0" = argmaxM(fy(X).y) ©)
es

where:
* 0 is arandomly selected hyperparameter set from the search space S,
* M is the evaluation metric (e.g., accuracy, F1-score),

* fo(X) denotes the model trained with hyperparameters 6,



* yis the true target variable.

Similarly, Grid Search optimises over the complete grid G of parameter combinations:

6" = argmaxM(fe(X),) O
0cG

After applying Random Search followed by Grid Search, the best hyperparameters were selected, and the final model
was trained. The minimal difference in F1-score between training and testing sets indicates that overfitting was effectively
controlled. This careful tuning makes the ransomware detection model robust and reliable for real-world applications.

3.7 Machine Learning Models for Ransomware Detection

ML models play a pivotal role in this study, enabling accurate and efficient ransomware detection. The models employed, Light-
GBM, Random Forest, Decision Tree, SVM, and XGBoost, each offer distinct advantages in terms of accuracy, interpretability,
and computational efficiency. By integrating these diverse algorithms, the study achieves a balance between real-time detection
performance, robustness, and adaptability to various ransomware patterns.

LightGBM (Light Gradient Boosting Machine) is a highly efficient gradient boosting algorithm tailored for large datasets
and real-time applications. Unlike traditional methods, it employs histogram-based learning, which discretises continuous
values into bins, thereby accelerating training and reducing memory usage. Another notable feature is its native support
for categorical features, minimising the need for extensive preprocessing. This makes LightGBM particularly suitable for
time-sensitive scenarios, such as ransomware detection.

One of the core innovations in LightGBM is its leaf-wise tree growth strategy, which typically yields deeper trees with
lower loss compared to the level-wise approach. This design enhances performance in complex classification tasks. Moreover,
LightGBM supports parallel learning and GPU acceleration, offering scalability for large-scale deployments. The model is
trained using gradient boosting, represented by:

Fu(X) = Fu1(X) + Yl (X) 3

Random Forest is an ensemble learning method that builds multiple decision trees and aggregates their outputs to improve
accuracy and reduce overfitting. By averaging predictions from diverse trees trained on bootstrapped subsets of the data,
Random Forest enhances generalisation and robustness. This makes it particularly effective for cybersecurity tasks that involve
balancing and imbalanced datasets. Additionally, Random Forest provides feature importance metrics that aid interpretability
and help identify the most relevant features for detecting ransomware. This transparency is essential in security-focused
applications. The general form of the modeldAZs prediction is:

1

T
fX) ==Y h(X) )
=1

N

Decision Trees offer a straightforward yet powerful approach to classification. These models partition the dataset using
feature-based decision rules, forming a tree-like structure. Each internal node represents a feature, branches indicate the
possible values of that feature, and leaves correspond to the output classes. The simplicity and transparency of this model
make it ideal for scenarios requiring clear decision logic. Although prone to overfitting, especially when the tree grows too
deep, techniques such as pruning (e.g., cost-complexity pruning) can mitigate this issue. Decision Trees also require minimal
preprocessing, enabling fast deployment in real-time environments. The information gain criterion, used to decide splits, is
defined as:

n
1G=H(S)- Y H?H(Si) (10)
i=1

Support Vector Machine (SVM) is a robust classification algorithm that identifies the optimal hyperplane separating
different classes. For data that is not linearly separable, SVM applies kernel functions (such as the Radial Basis Function) to
project the data into higher-dimensional spaces where separation is possible. SVM is especially useful in high-dimensional
settings and performs well when the number of features exceeds the number of observations. It also effectively handles outliers,
making it suitable for detecting ransomware variants with anomalous behaviour. The optimisation problem solved by SVM is:



1
mibn§||w||2 subject to y;(w-X;+b) > 1 (11)
w,

XGBoost (Extreme Gradient Boosting) enhances traditional gradient boosting through regularisation, parallelisation, and
advanced tree-pruning strategies. It is known for its high predictive power and computational efficiency, making it a frequent
winner in ML competitions. In ransomware detection, XGBoost excels in minimising both bias and variance, ensuring high
accuracy and robustness. A key advantage of XGBoost is its ability to handle missing values internally and its use of early
stopping to prevent overfitting and save computation. These features make it highly efficient in real-time threat detection
scenarios. Its learning objective incorporates both a loss function and a regularisation term:

n

L(6) =Y 1(yi,5) + Y Q(f) (12)

i=1 k
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Figure 14. Comparison of ML Model Accuracies

As illustrated in Figure 14, LightGBM outperformed other models, achieving the highest accuracy. These findings highlight
the effectiveness of boosting algorithms, such as LightGBM and XGBoost, for accurately detecting ransomware threats in
real time. Random ForestdAZs strong performance further supports the value of ensemble methods in constructing reliable
detection systems. While Decision Trees offer high interpretability, they may suffer from overfitting. SVM, although robust in
high-dimensional feature spaces, demonstrated comparatively lower accuracy. The characteristics of these models’ accuracy,
interpretability, and their capacity to manage data imbalance are summarised in Table 6. This comparison provides insights into
the strengths and limitations of each method, informing their effective application in various cybersecurity contexts. Figure 15
shows the Precision-Recall curves for five different classifiers: Decision Tree, SVM, Random Forest, XGBoost, and LightGBM.
These curves help evaluate model performance, especially on imbalanced datasets, by showing the trade-off between precision
and recall. Models like LightGBM and XGBoost exhibit superior performance with higher precision at higher recall values.
SVM shows comparatively lower performance across the curve. Overall, the Precision-Recall curve analysis is crucial for
identifying the best-performing model across both precision and recall.
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Table 6. Comparison of Machine Learning Models

Model Why Used Acc. | CV Acc. glacl:dllng Imbal- Interpretability

Decision Tree Simple, easy to 95.1% | 95.4% | Poor-prone to bias High-casily inter-
understand pretable

SVM Gpod .for high- 3.6% | 82.3% Mc?dergte—class L.o.w—complex .de—
dimensional data weighting helps cision boundaries
Reduces variance, Good-handies iin- | Moderate-feature

Random Forest | improves accu-| 96.2% | 96.0% | balance wiih boot- | importance avail-
racy strapping able
Optimized  for Very good-built-

XGBoost speed, perfor- | 98.8% | 97.9% | in imbalance han- Low—complex but

. interpretable

mance dling

LightGBM Faste.:r and more | oo o0 | g9 g, Excel.lent-bullt-m Low-hard to inter-
efficient boosting handling pret

Ultimately, LightGBM was selected for its real-time detection capabilities and minimal computational demands. Random

Forest provided a robust, generalizable solution. Decision Trees provided transparency, while SVM added strength in high-

dimensional data environments. X GBoost brought exceptional predictive power and model efficiency. The combination of these
models provides a well-rounded, adaptable approach to ransomware detection. We conducted a comparative analysis of the
model’s performance with and without feature selection, using the same preprocessing steps, train-test split, and hyperparameter

tuning across both settings, as shown in Table 7. The comparison illustrates the impact of feature selection on model accuracy,
training efficiency, and overfitting. We used LightGBM, our best-performing model, and evaluated it on the following metrics:
Accuracy, Precision, Recall, F1-Score, and Training Time.

Table 7. Comparative performance of LightGBM with and without feature selection

Metric Without Feature Selection With Feature Selection
Accuracy 97.12% 98.84%

Precision 96.80% 98.72%

Recall 97.05% 98.84%

F1-Score 96.92% 98.67%

Training Time 84.6 sec 51.3 sec

Model Complexity High (85 features) Reduced (15 features)

Risk of Overfitting Moderate Lower (due to reduced dimensionality)

3.8 Explainability and Experimental Analysis

In ML, explainability is essential for understanding and interpreting the decisions made by predictive models. This is

particularly critical in high-stakes domains, such as cybersecurity, where the consequences of incorrect decisions can be severe.



Explainability helps uncover the rationale behind model predictions, making it easier to debug errors, detect biases, and enhance
overall model transparency. It also fosters trust among stakeholders by providing a window into the model’s decision-making
process.

In this research, we used SHAP and LIME for explainability analysis. SHAP determines which features most influence the
modelaAZs prediction of a model. It is based on an idea from game theory, where credit is shared fairly among players, in
this case, features. SHAP checks how the prediction changes when you include or exclude a feature, considering all possible
combinations. This helps us understand whether a feature is pushing the prediction higher or lower. It provides clear scores that
show the impact of each feature, making the model’s behavior more transparent and understandable. LIME works by focusing
on a single prediction and building a simple, interpretable model around that point. It tweaks the input a little, observes how the
modelaAZs output changes, and then identifies which features led to that prediction. It doesndAZt rely on the model’s internal
structure, so it works with any type of ML algorithm. LIME is especially helpful when you want to explain why the model
made a particular decision for a specific input.

Figure 16 illustrates an explainability analysis conducted using LIME, a technique designed to interpret individual
predictions of complex ML models. LIME works by slightly perturbing the input data and observing how the prediction
changes, thereby highlighting the most influential features behind a given classification. In the upper section of the figure, the
model’s predicted probabilities for the different classes are displayed, providing insight into its confidence in the final decision.
The right-hand side of the graphic emphasises the most influential features, identifying which elements drove the model toward
a specific classification. The lower portion of the figure provides a detailed and color-coded representation of how each feature
influenced the outcome. Features shown in green positively contributed to the predicted class, while those in red had a negative
impact. Larger bars indicate greater influence, providing a straightforward interpretation of the model’s internal mechanics
in predicting. This analysis reveals that certain features can significantly influence the model’s decision, either increasing or
decreasing the likelihood of a given classification. It also suggests the presence of overlapping or ambiguous patterns in the
data, as indicated by non-extreme prediction probabilities. By analysing these feature contributions, we can identify model
weaknesses and areas for improvement, ultimately leading to more robust and interpretable models.
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Figure 16. Explainability analysis using LIME. The visual highlights feature contributions to the classification decision.

Experimental analysis plays a vital role in assessing the performance and reliability of ML models. It involves training the
model on historical data, testing it on previously unseen data, and evaluating the results using a set of defined metrics such as
accuracy, precision, recall, and F1-score. These metrics help determine how well the model generalises beyond its training data.
Through rigorous experimentation, researchers can observe how the model behaves under different conditions and identify
patterns of underperformance or overfitting. This analysis is crucial when deploying ML solutions in real-world environments,
especially in ransomware detection, where both false positives and false negatives can have serious consequences. A carefully



designed experimental analysis ensures that the model meets the desired standards of performance, robustness, and scalability
before it is used in operational settings. Additionally, the selected top 5 features are compared with the MITRE Adversarial
Tactics, Techniques, and Common Knowledge (MITRE ATT&CK) framework. Table 8 highlights the relationship between key
network traffic features and their behavioral interpretations, each tied to specific MITRE ATT&CK techniques. Features such
as Fwd IAT Min and Flow Duration provide valuable temporal cues. For instance, a very low Fwd IAT Min suggests rapid
packet bursts, often seen during automated ransomware activity, aligning with T1486 4AS Data Encrypted for Impact. On the
other hand, a prolonged Flow Duration can indicate ongoing data exfiltration over extended sessions, linked to T1041 4AS
Exfiltration Over C2 Channel. In a similar vein, Flow Packets/s sheds light on the intensity and consistency of network traffic.
A high rate of small packets may reflect command-and-control (C2) activity, associated with T1071 4AS Application Layer
Protocol. The Packet Length StdDev helps detect anomalies in packet sizes. Higher variability often indicates obfuscation
strategies malware employs to evade detection, aligning with T1027 4AS Obfuscated Files or Information. Finally, a high ACK
Flag Count may indicate repetitive beaconing, typical of C2 operations over web protocols, corresponding to T1071.001 4AS
Web Protocols (Beaconing). This analysis highlights how these features contribute not only to model performance but also
to a deeper understanding of network threats in their context. By mapping features to known adversarial tactics, it enhances
explainability, supports forensic investigations, and enables more informed, timely incident responses.

Table 8. Mapping of Key Features to MITRE ATT&CK Techniques

Feature Name Interpretation Related MITRE ATT&CK Technique

Fwd IAT Min Sudden burst of data indicating fast en- | T1486 4AS Data Encrypted for Impact
cryption behavior

Flow Packets/s High rate of small packets suggest | T1071 AAS Application Layer Protocol
command-and-control (C2) communi-
cation

Flow Duration Prolonged flow duration may indicate 1 11041 4AS Exfiltration Over C2 Chan-
potential data exfiltration activity nel

Packet Length StdDev | Irregular packet sizes may signify | T1027 4AS Obfuscated Files or Infor-
stealthy or obfuscated traffic behavior | mation

ACK Flag Count Frequent ACK flags can refiect beacon- | T1071.001 4AS Web Protocols (Beacon-
ing behavior to a C2 server ing)

3.9 Hyperparameter Tuning Methods

Selecting the right hyperparameters is a critical step in optimising ML models for performance. Two commonly used techniques
for this task are Grid Search and Randomised Search. Both aim to find the best combination of hyperparameters, but they
differ in their strategies and computational demands as shown in table 9. Tables 10, 11 summarise a comparative evaluation

Table 9. Optimal hyperparameter values for each ML model used in this study

Model Hyperparameters Tuned Optimal Values

LightGBM num_leaves, max_depth, | num_leaves=3l, max_depth=7,
learning_rate,n_estimators, | learning_rate=0.05,

subsample, colsample_bytree | n_estimators=200, subsample=0.8,
colsample_bytree=0.8

XGBoost learning_rate, max_depth, | learning_rate=0.1, max_depth=6,
n_estimators, subsample, | n_estimators=150, subsample=0.9,
colsample_bytree, gamma colsample_bytree=0.9, gamma=0.1

Random Forest | n_estimators, max_depth, | n_estimators=100, max_depth=15,
min_samples_split, min_samples_split=2,

min_samples_leaf,bootstrap | min_samples_leaf=lI,
bootstrap=True

Decision Tree criterion, max_depth, | criterion="gini’, max_depth=10,
min_samples_split, min_samples_split=4,
min_samples_leaf min_samples_leaf=2

SVM kernel, C, gamma kernel="rbf’, C=1.0, gamma="scale’




between these two methods. The results reveal that Grid Search consistently delivers higher performance across all evaluated
metrics. Specifically, it achieves an impressive accuracy of 98.84% and a weighted F1-score of 98.67. This exhaustive
search method systematically explores all possible parameter combinations, making it highly effective albeit computationally
expensive. On the other hand, Randomised Search offers a more resource-efficient alternative by sampling a fixed number of
parameter combinations from a specified distribution. While it is less computationally intensive, its performance is slightly
lower, with an accuracy of 98.46% and a weighted F1-score of 98.09. These findings highlight a common trade-off in ML
workflows: achieving the best possible performance versus managing computational resources. For applications where accuracy
is paramount and computational resources are available, Grid Search remains the preferred method. However, in time-sensitive
or resource-constrained scenarios, Randomised Search presents a practical alternative that still yields competitive results.

Table 10. Comparison of Grid Search and Randomised Search for hyperparameter tuning

Method Accuracy (%) Weighted F1-Score (%)
Grid Search 98.84 98.67
Randomized Search 98.46 98.09

Table 11. Performance Comparison of Hyperparameter Tuning Methods.

Metric Grid Search | Randomized Search
Accuracy 0.9884 0.9846
Precision (Weighted) 0.9872 0.0822
Recall (Weighted) 0.9884 0.9846
F1 Score (Weighted) 0.9867 ©0.9309

3.10 Online Learning Evaluation under Concept Driit
In the context of ransomware detection, the importance of online learning lies in its ability to adapt to evolving threat patterns
in real time. Ransomware variants frequently mutate their payload signatures, obfuscate command-and-control channels, and
alter network behaviors to bypass static detection modeis. Traditional batch-trained models, although effective initially, often
degrade in accuracy over time due to concept drift, where the underlying data distribution changes. This poses a critical risk in
production environments, especially where detection systems rely solely on historical patterns. By implementing online learning
strategies, such as incremental LightGBM, models can continuously update as new data streams arrive, thereby maintaining
robustness against novel ransomware tactics. This capability is essential for sustaining low false-negative rates, ensuring timely
mitigation, and supporting adaptive cybersecurity frameworks in dynamic Android network environments. To address concerns
about model robustness against evolving Android ransomware variants, we conducted additional evaluations that simulated
concept drift using chronologically partitioned traffic data.

To evaluate the behaviour of the model under temporal concept drift, the timestamped networkdAStraffic dataset was
chronologically sorted and partitioned into five sequential time blocks, denoted as TIAAST5. Each block represents a continuous,
non-overlapping slice of the dataset based on its temporal order.

e T1: Earliest 20% of the timestamp-ordered samples

L]

T2: Next 20%

T3: Middle 20%

T4: Next 20%

¢ T5: Most recent 20% of the dataset

This chronological segmentation ensures a realistic simulation of evolving ransomware behaviour. The incremental
LightGBM model was first trained on T1 and then updated sequentially using T2 through T5 via the update () mechanism.
At each step, performance was measured on the next time block to quantify the impact of temporal drift and the model’s
adaptability to newly emerging ransomware patterns. LightGBM does not provide a true textttpartial _fit() interface; however, it
supports incremental batch learning through warm-start updates. In our concept-drift experiment, LightGBM was trained on T1



and then further trained on each subsequent block (T24AST5) using the init_model parameter. This approach appends new
trees to the existing model rather than retraining from scratch, enabling LightGBM to adapt to evolving temporal data in a
stepwise manner.

The online learning evaluation was conducted using the Android Ransomware Detection dataset. To simulate real-world
concept drift, the dataset was partitioned sequentially into five temporal blocks (T14AST5) that capture the progressive evolution
of ransomware traffic patterns over time. A static LightGBM model was initially trained on the full dataset and used as the
baseline for performance comparison. For the online learning scenario, an incremental LightGBM model was employed using
the update() method, allowing the model to adapt across successive data blocks without complete retraining. Evaluation metrics,
accuracy, precision, recall, and F1-score, were tracked at each time step to assess the impact of temporal drift and measure
model robustness under streaming conditions.

The performance of both the static LightGBM and the incremental LightGBM models was evaluated across five temporally
ordered data blocks (T1aASTS5) to assess the impact of concept drift, as shown in Table 12. The static LightGBM model was
trained once on the full dataset, whereas the incremental LightGBM model was updated sequentially without full retraining.
The following table summarizes the accuracy, F1-score, precision, and recall of the incremental model at each time step:

Table 12. Performance of Incremental LightGBM under Concept Drift (T12ASTS)

Time Block Accuracy (%) F1-Score Precision Recall Observation

Tl 96.12 0.9620 0.9641 0.9599 Initial performance on fresh model trained
on full dataset

T2 94.80 0.9487 0.9510 0.9464  Gradual degradation begins due to concept
drift

T3 93.05 0.9303 0.9315 0.9291 Accumulated drift becomes evident ( 3%
decay)

T4 91.20 0.9125 0.9142 0.9108  Incremental updates slow degradation, but
performance declines

TS 90.78 0.9091 0.9110 0.9072  Performance plateaued; adaptation satu-

rates without full retraining

For comparison, the static LightGBM model achieved an average accuracy of 95.76%, precision of 0.9571, recall of 0.9575,
and F1-score of 0.9573; however, it failed to sustain these metrics under temporal drift. In contrast, the incremental LightGBM
exhibited robustness through partial adaptation, although its accuracy degraded by approximately 5.34% from T1 to T5. This
underscores the need for online adaptation mechanisms in ransomware detection systems deployed in dynamic environments.

We incorporated an additional validation step using the recent PermGuard Android malware dataset®’ to assess the
generalisation of our model to emerging ransomware families. Table 13 summarises the comparative performance between
datasets. We also included the Matthews Correlation Coefficient (MCC), which provides a more balanced view in the presence
of class imbalance.

Table 13. Performance Comparison Between Datasets

Metric Android Ransomware Detection Dataset’® PermGuard®’
Accuracy 0.961 0.998
Precision 0.952 0.973
Recall 0.951 0.989
F1-Score 0.957 0.975
MCC 0.985 0.989
Classifier Random Forest Random Forest

3.11 Comparison with state-of-the-art approaches

In terms of precision, Table 14 compares various state-of-the-art Android ransomware detection approaches. The findings
indicate that DL frameworks and ensemble-based models consistently outperform traditional classifiers. These findings suggest
that employing a combination of multiple weak learners or deep contextual embeddings has the potential to enhance detection
capabilities. That models such as Naive Bayes and Linear SVM performed with lower accuracies indicates that conventional
statistical techniques are not very effective when handling intricate ransomware traffic patterns. The ability of models such as
XGBoost and CatBoost to perform well demonstrates the effectiveness of advanced boosting techniques in detecting subtle



changes in bad behavior. In total, the ensemble-based approach proposed in this work performs at least as well as, and in some
cases better than, alternative approaches reported in the literature. This indicates that it can be applied for real-time, scalable
ransomware detection on Android systems.

Table 14. Accuracy Comparison Across Different Studies

Study Model Used Accuracy (%)
Hossain et al.” Ensemble 99.81
Ahmed et al.?? DT 97.24
Amenova et al.** CNN-LSTM 94.39
Islam et al.3’ Ensemble 95.00
Adeniyi et al.* RF 99.98
Amer et al.'” LSTM 97.50
Our Work LightGBM + Grid Search 98.84
LightGBM + Randomized 98.46
Search

3.12 Discussion

The results demonstrate the effectiveness of ensemble learning algorithms, particularly LightGBM, in anomaly-based detection
of Android ransomware using network traffic information. The high classification accuracy and minimal variance across
stratified folds reveal strong generalization to unseen traffic patterns. This is pariicularly crucial for detecting ransomware,
as new variants and methods for concealing them tend to reduce the effectiveness of static signature-based solutions. One of
the major aspects of this research is its focus on model explainability. DI-based models are excellent at detecting malware
but often act like black boxes. However, by applying SHAP and LIME together within our framework, it becomes apparent
why the predictions were made, instilling confidence and facilitating their use in mobile security environments. This is
particularly relevant for forensic investigations, legal compliance, and security systems that involve humans. From a deployment
perspective, the model is lean and compatible with edge or mobile security. The feature selection method ensures that the
dimensionality is reduced without compromising on accuracy. This enables fast inference with minimal additional processing
capacity. RobustScaler also mitigates the non-Gaussianity of ransomware traffic, making the model more resilient to outliers
and traffic anomalies. Despite the robust results, certain issues remain. The dataset is complete, but it is based on controlled
environments. Traffic in the real world could include noise, overlapping traffic flows, and encrypted dialogue. Additionally,
the models do not account for the evolution of ransomware behavior over time. Future studies should aim to overcome these
limitations by using federated lcarning techniques that enable adaptive model updates without requiring central data sharing.

4 Conclusion and Future Work

This study presents a robust and interpretable ensemble-based ML framework for proactive detection of Android ransomware
using network traffic metadata. A comprehensive evaluation was conducted on a balanced dataset, demonstrating that ensemble
models such as LightGBM, XGBoost, and Random Forest, along with classical classifiers such as Decision Tree and SVM,
achieve strong predictive performance in detecting ransomware activity. Among these, LightGBM emerged as the top performer
with the highest PR-AUC, offering a reliable trade-off between accuracy and computational efficiency. To address class
imbalance, SMOTE was applied during cross-validation, improving recall for minority ransomware variants without overfitting.
In addition to standard accuracy, precision, recall, and F1-score, these metrics were also reported to better reflect real-world
detection efficacy under imbalanced class distributions.

To assess temporal robustness, an additional experiment was conducted using an incremental LightGBM model under
concept drift conditions. The dataset was partitioned chronologically into five temporal blocks (T14AST5) to simulate the
real-world evolution of ransomware traffic. Results indicated that while the static LightGBM model initially performed well,
performance degraded by 5.34% over time due to unseen behavioral drift. However, the incremental update mechanism,
applied without full retraining, partially mitigated this decay, highlighting its potential for real-time, drift-aware deployment in
dynamic Android environments.

To enhance model transparency, SHAP and LIME explanations were applied to interpret the predictions at both global and
local levels. These insights support cybersecurity analysts in understanding and validating automated threat decisions, thereby
aligning the framework with XAI principles. While the current study evaluates the classification performance of ensemble
and classical ML models, future work will focus on optimizing these models for deployment on resource-constrained mobile



and edge platforms. This will include benchmarking inference latency and memory footprint on devices such as Raspberry
Pi 4, using techniques like quantization and ONNX conversion to ensure real-time responsiveness in mobile environments.
These efforts aim to bridge the final step between high detection accuracy and practical edge deployment. In conclusion, this
work presents a scalable, interpretable, and concept-drift-resilient framework for Android ransomware detection, laying the
groundwork for robust, real-time cybersecurity solutions in mobile network environments.
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