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Random and unpredictable optical
textures in biobased self-assembled
ionogels for dynamic anti-
counterfeiting tags

Check for updates

Susana I. C. J. Palma 1,2, Efthymia Ramou1,2 & Ana C. A. Roque 1,2

Physical unclonable function (PUF) tags generated through stochastic processes yield unique
identifiers, providing secure anti-counterfeiting mechanisms for product authentication and tracking.
The widespread use of PUF tags also poses environmental concerns, not only during fabrication but
also upon disposal. Here, we present biobased optical materials to produce PUF tags with dual
security levels by a simple and biobased process. These tags exploit the unique properties of 5CB
liquid crystal, which self-assembles with ionic liquids to spontaneously form droplets within a gelatin
matrix. Comprising 80% of biodegradable materials, the optical tags provide a PUF system with high
encoding capacity, long-term stability, and robustness. The dynamic and unique gas-responsive
properties of the optical droplets deliver dual security levels, enhanced by tamper-evident and
temperature-monitoring features. Authenticity verification is straightforward via optical microscopy
and can integrate AI-driven image recognition, offering superior security and tracking. This
combination of high PUF security with a biobased and low-cost approach makes the system
appealing across diverse markets.

Counterfeiting goods and technology is a worldwide growing business that
causes trillion-dollar losses to industry1. In Europe, the financial impact of
counterfeiting goods represents 5% of the imports2, and apart from the
financial impact, there are also serious concerns regarding human health
and security. In fact, about 10% of medicines and medical products circu-
lating worldwide, 25% of alcohol consumed, and 10% of electrical compo-
nents are counterfeits. The WHO estimated that fake medicines kill more
than 250,000 children/year, and adulterated alcohol caused 3000 deaths just
between 2018 and 2020.

Anti-counterfeiting tags are physical marks placed on the inside or
outside of products to ensure authentication and to prevent forgery and
counterfeiting. These tags contain unique identifiers that are checked
against a verification system toconfirm that theproduct is genuine.Toavoid
counterfeiting, the identifiers must be difficult or impossible to replicate.
However, currently implemented tags as radio frequency identification
(RFID) tags, holograms and watermarks, are produced by deterministic
production processes, whichmakes them vulnerable to cloning, due to their
low complexity and high predictability. Physical unclonable function (PUF)

tags are the solution for this problem because they are produced by sto-
chastic processes and, as such, cannot be copied, not even by the manu-
facturer. PUF systems consist of thephysical tags to apply in theproducts, an
instrumentation component (readout device) that scans the tags to get their
digital code, key or “fingerprint”, and a dedicated software for checking the
authenticity of the key “fingerprint”1.

The first PUF anti-counterfeiting tags were introduced in 2002, uti-
lising an epoxy-polymer matrix with a random 3D pattern of glass spheres
that was converted to a binary code3, serving as a unique fingerprint for the
tagged object. Since then, various PUF tags have emerged, employing ran-
dom patterns in substrates through methods such as the distribution of
nano4 or microparticles5,6, textural variations in paper products7,
fingerprint-like textures8–10, and random fractal networks11, all detectable by
the naked eye or microscopy. Enhanced security is achieved by combining
multiple physico–chemical properties in a single tag, allowing the genera-
tion of multiple independent keys10,12 that must all be validated for
authenticity. However, these systems face limitations, including low sus-
tainability of materials, complex read-out instrumentation, reduced
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durability and scalability, and restricted encoding capacity (EC) due to
binary coding approaches.

Liquid crystal (LC)-based materials hold significant potential for PUF
tags due to their unique optical, self-assembly and stimuli-responsive
properties. The examples reported so far rely on static LC optical textures
during the authentication pipeline6,8,9,13–16, overlooking the LC dynamic
response to external stimuli. Simultaneously, the sustainability of LC-based
tags fabrication is still a concern as high temperatures8,9,14, organic solvents16,
and complex processes or substrates (e.g. microfabrication6,14, plasma
treatment14,15 or conductive ink screen printing9) are employed.

In this work, we present a generation of bio- and LC-based PUF tags
relying on the spontaneous, yet dynamic and cooperative self-assembly
characteristics of LCs, ionic liquids (ILs) and proteins (Fig. 1a–d). The PUF
tags use the optical textures of LC droplets and their dynamic gas-response
patterns for a multi-step authentication pipeline, further expanded with
temperature control and tampering detection properties (Fig. 1e). Future
integration with authentication tools enabled by AI-based image pattern
recognition (e.g. deep learning) will offer unprecedented opportunities to
develop solutions for extra-security, anti-counterfeiting and tracking
options.

Results
Biobased optical ionogels using methylimidazolium chloride ILs
The physical tags used in this work consist of gel films composed of a gelatin
ionogel matrix with unclonable and unpredictable optical patterns formed
by spheroid microdroplets of the LC 4-Cyano-4’-pentylbiphenyl (5CB)
stabilised by a surfactant IL17–25 from the imidazoliumchloride family. These
biobased optical ionogels result from the supramolecular assembly of LC
and IL molecules in microdroplets dispersed within a matrix of gelatin,
gelated in IL in the presence of water17 (Fig. 1a–d). The droplets’ self-
assembly mechanism is stochastic and uncontrollable, as it occurs sponta-
neously due to the interplay of hydrophobic and hydrophilic interactions
between the gel components17. Upon gelation, the droplets become
entrapped in the ionogel matrix, yielding unique optical patterns with
potential to be used as authentication tags with two levels of security,
temperature control and anti-tamper features (Fig. 1e).

Initially, to tune the optical ionogel formulation for PUF tags, we
started by screening a set of imidazolium chloride ILs (CnmimCl) with alkyl
chain lengths (n) between 2 and 12 carbons (Fig. 1c).

The ILs with shorter alkyl chains (n = 2, 4, and 6 carbons) produced
ionogelswith LCdroplets but distinct viscoelastic features (Fig. 2a–c), which
can be attributed to the increasing hydrophobic character of the ILs. The
C2mimCl is themost hydrophilic of the three ILs and behaves like a salt due
to its short alkyl chain, generating solid-like ionogels that entrap the LC
droplets. In the CnmimCl series, C4mimCl and C6mimCl have an inter-
mediate behaviour between salts and surfactants, self-assembling into
structures such as bilayers, which are known to interfere with the gelatin
hydrogen bond-mediated crosslinking26. The C4 and C6 ionogels obtained
with these ILs are fluid (Fig. 2b, c), probably due to crosslinking limitations,
and are unable to immobilise LC droplets. Given this instability, C4 and C6
ionogel films (Supplementary Fig. S1) were discarded as potential PUF tags.

For the long alkyl chain ILs (n = 8, 10 and 12 carbons), it was impos-
sible to produce optical ionogels using composition ratios identical to those
used in C2, C4 and C6 formulations (Supplementary Fig. S2a). Under such
high concentrations, C8, C10 and C12mimCl alone, self-assemble into gels
and/or LC phases27–29. After fine-tuning the molar ratios of IL, LC, gelatin
and water (Supplementary Fig. S2a, c), we could prepare solid-like optical
ionogels with immobilised LC droplets using the three long alkyl chain ILs
(n = 8, 10 and 12 carbons) (Fig. 2d–f). Unfortunately, for C10mimCl, this
result was difficult to reproduce because C10mimCl is highly hygroscopic
and readily uptakes humidity from the environment during handling at
room conditions, forming a gel-like LC phase29 that hampers the prepara-
tion of an optical ionogel. Additionally, when the optical ionogel prepara-
tion was successful, the C10 films contained only a small population of
droplets compared to the C8 and C12 films (Table S1), suggesting that, for

this formulation, IL-water, IL-IL or IL-gelatin interactions are preferred as
compared to IL-LC. Thus, the C10 formulation was discarded as a potential
PUF tag (Supplementary Fig. S1).

In summary, only the formulations containing CnmimCl ILs with
n = 2, 8 and 12 carbons formed reproducible self-supporting gels (C2, C8
and C12) that do not flow upon inversion (Fig. 2a, d, f) and contain large
populations of LC droplets forming unpredictable optical texture patterns
(Table S1 and Fig. 2a, d, f). As such, these were considered more promising
for PUF tag applications and were further investigated in the following
sections.

To study the viscoelastic, structural and air-stability properties of C2,
C8 andC12optical ionogelsweprepared the following control formulations
for reference: (i) a gelatin hydrogel (composed of only gelatin and water);
and (ii) three gelatin ionogels, one for each IL (composed by gelatin, IL and
water) (Supplementary Fig. S2b, d). The oscillatory shear measurements
confirmed that C2, C8 and C12 optical ionogels present a solid-like beha-
viour, as their storagemoduli, G’, are about one order of magnitude larger
than their loss moduli G”, both independent of the frequency (Fig. 3a,
Supplementary Fig. S3a, and Table S2). C2 is the softest gel (with G’ and G”
of 103 Pa and 102 Pa, respectively) which can be attributed to its higher
content in IL and lower water content when compared to C8 and C12
(Supplementary Fig. S2a, c). The higherwater content ofC8 andC12 optical
ionogels probably explains their G’ and G” moduli (104 Pa and 103 Pa,
respectively) being closer to those of the hydrogel (Fig. 3a).

The C2, C8 and C12 ionogels yielded X-ray diffraction images with a
diffuse ring around 4 Å (Fig. 3b–d), also visible in the hydrogel (Fig. 3e),
which is associated with the amorphous regions of the gelatin biopolymer,
composed of random coils of polypeptide chains, without structural
ordering17,20. However, the ring at 12 Å present in the control hydrogel
(Fig. 3e)due to the polypeptide chain packing as triple helices30 is lacking in
C2, C8 and C12 (Fig.3b–d) and in the respective control ionogels (Sup-
plementary Fig. S3i–k). This indicates that the IL suppresses the assembly of
gelatin polypeptide chains into triple helices, in accordance with previous
studies17,20. Such suppression occurs because the IL interacts with the
polypeptide chains (namely through ionic, electrostatic, hydrophobic and
H-bonds) and interfereswith thehydrogenbondnetwork that is responsible
for the packing of the triple helices26 and gel strength. Interestingly, for C8
and C12 optical ionogels (Fig. 3c, d) and their ionogel controls (Supple-
mentary Fig. S3j, k) there is an extra diffraction ring at around 26 Å and
29 Å, respectively, which is not present in the hydrogel (Fig. 3e), suggesting
the existence of order derived from the IL organisation, similar to the pre-
viously describedfibroin ionogels inC6mimCl andC10mimCl31. Since the IL
concentrations in these ionogels are lower than their lyotropic ranges27,28,
other levels of organisation could be present due to IL self-assembly, such as
an IL micellar cubic phase, as suggested by Coarse Grain simulation of
C8mimCl aqueous solutions 37% w/w32, identical to the ratios used in
this work.

To study the air-stability of C2, C8 and C12 optical ionogels, we
moulded them as discs and stored them at ambient conditions (RH = 52 ± 3
% andT = 22 ± 1 °C), whilemonitoring their weight for 30 days (Fig. 3f and
Supplementary Fig. S2e). Water evaporation caused a major weight loss in
the first 3 days of storage (−5% for C2, −40% for C8, −60% for C12 and
−70% for the hydrogel), after which the weight remained stable, indicating
that the water content in these formulations rapidly equilibrates with the
environment. The lowestweight losswas observed forC2, attributable to the
initially lowerwater content ofC2 compared toC8andC12 (Supplementary
Fig. S2a, c). The three ionogel samples maintain a solid-like character after
the initial 3-day equilibration period. However, some textural changes were
observed, that are likely associated with the water content variations (for
example, C2 became sticky and C8 became irreversibly deformable). The
C12 sample, despite shrinking and losing some deformability (Fig. S3c, d),
remained sufficiently flexible, without breaking when manually bending,
unlike the hydrogel with similar water content (Fig. 3g). Tensile tests con-
firmed that this aged C12 sample was remarkably tougher than the fresh
one, with fracture strength and strain increasing dramatically from 10 kPa
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Fig. 1 | PUF tags prepared from biobased optical ionogel films. a One-pot pre-
paration of the optical ionogel, respective macroscopic aspect and processing as a
film to form the PUF tag. b Schematic representation of the supramolecular orga-
nisation of the optical ionogel embedding LC droplets, where LC molecules are
confined inside a spheroid shell formed by imidazolium chloride IL molecules. The
transversal cut of the droplet illustrates the perpendicular anchoring of the LC
molecules at the surface of the droplet, promoted by the IL. c Chemical structure of
the molecules of imidazolium chloride IL (CnmimCl). d Chemical structure of the

LC 4-Cyano-4’-pentylbiphenyl (5CB). e Dual-step authentication pipeline, where
2 security levels must be verified for authentic tags: (i) authenticity of the static
optical texture observed under polarised optical microscopy (POM); and (ii)
authenticity of the dynamic POMpatterns as a response to a defined organic vapour.
This dual-step verification is performed by a pre-trained cloud-based AI algorithm,
also enabled with the ability to detect if the tag was exposed to undue temperatures
or suffered from tampering. Created in BioRender. Roque, C. (2025) https://
BioRender.com/r68r365.

https://doi.org/10.1038/s43246-025-00940-x Article

Communications Materials |           (2025) 6:208 3

https://BioRender.com/r68r365
https://BioRender.com/r68r365
www.nature.com/commsmat


and 68% to 3.1MPa and 90.5%, respectively (Supplementary Fig. S3d).
Regarding the response to shear stresses, there was an increase of 3 orders of
magnitude in G’ and G” (Fig. 3h and Supplementary Fig. S3b) when
compared to the fresh sample. It is expected that these mechanical prop-
erties are maintained for longer periods, following the observed stability of
gel weight for 1 year (Supplementary Fig. S2f).

Optical textures and topography of biobased optical
ionogel films
When the optical ionogels C2, C8 and C12 are processed as films, the LC
droplets are randomly distributed over the film area and are visible by
opticalmicroscopy, typicallywith amagnification larger than 5× (Fig. 4a–f).
The average droplet diameter varies between 6 µm in C2, 16 µm in C8 and
20 µm in C12 (Fig. 4g–i), and the droplet populations are polydisperse
(polydispersity of 0.53, 0.34 and 0.44 in C2, C8 and C12, respectively,
Fig. 4g–i). This is due to the stochastic mechanism of the droplets' self-
assembly, which prevents the precise control of droplet sizes. In each film, a
variety of droplet sizes is usually found, which is important to create the
morphological variability and randomness required for safe PUF tags.

Thefilms producedwithC2 optical ionogel exhibit bipolar LCdroplets
characterised by two surface point defects located at opposite poles of the
droplet (visualised in BF) and an optical texture that changes upon rotation
in POM with respect to the crossed polarisers (Fig. 4a, d), which is char-
acteristic of a tangential anchoring of the LC molecules to the droplet
interface33. C2mimCl behaves more like a salt than as a surfactant and its
short alkyl chain cannot provide a perpendicular anchoring to the LC
molecules nor stabilise the droplets surface, leading to irregular shapes in
some droplets (as seen in AFM images, Fig. 4j). After one week of storage at
room conditions, LC leaking to the gelatinmatrix is observed, probably due
to droplets disassembly (Supplementary Fig. S4).

A balance of intermolecular interactions is required to produce ionogel
films embedding immobilised, stable, and oriented LC droplets. This was
better achieved with the C8 and C12 formulations. In these cases, the
amphiphilic and surface-active character of the IL28,34 promotes the stable
compartmentalisationofwater-soluble and insoluble components of the gel,
generating droplets that encapsulate the hydrophobic LCmolecules, further
immobilised in the ionogel gelatinmatrix. Importantly, the long alkyl chains

of the IL cation induce the homeotropic (or perpendicular) anchoring of the
LC at the droplets interface33. This results in oriented LC droplets, with
director profiles typically radial (exhibiting aMaltese cross pattern in POM
and a central core defect visualised in BF) and escaped radial (showing a
distorted Maltese cross with an off-centre defect) in C8 films (Fig. 4b, e). In
the case of C12films, radial and twisted radial droplets are observed (Fig. 4c,
f). The twisted radial is a variant of the radial dropletwith a small twist at the
centre. This deformation occurs to reduce the core defect energy in radial
droplets35. In general, inC12films, the droplet colours are similarwhen sizes
are similar, but we found some exceptions (for example, droplets between
14 µm and 22 µm in diameter can be either purple or orange (Supple-
mentary Fig. S5a, b)). It is known that droplet configurations are affected by
several factors, including boundary conditions, droplet size and shape33.
Here, the different colours arise, probably, from the fact that the droplet
population is not perfectly spherical, instead, spheroid and flat pancake-like
shapes have been observed (Fig. 4l and Supplementary Fig. S5k), in accor-
dance with our previous findings for similar gelatin ionogel matrices
embedding 5CBdroplets19. A third droplet profile is also observed, featuring
a bright peripheral ringwith short extinction bands thatmatch the direction
of the crossed polarisers and a central pseudo-isotropic region, which
remains dark upon rotation (Fig. 4c and Supplementary Fig. S5h), while BF
photos reveal a circular defect in some of the droplets (Fig. 4f and Supple-
mentary Fig. S5i). Based on further investigations, we have concluded that
the optical textures in BF are not a lensing effect, instead, these structures
could be attributed to an axial director configuration with a disclination
loop, probably close to the equator36–38. Here, the droplet pole, or axis, is
perpendicular to the field of view39 (Fig. 4c, f and Supplementary Fig. S5g–i).
An axial director profile can be observed in droplet systems with weak
anchoring, which can decrease the energy of the structure by allowing a tilt
in theLCalignment at thedroplet interface35,36,40,41.Wepropose that the axial
configuration arises from the fact that theC12mimCl IL provides sufficiently
weak anchoring that facilitates this droplet organisation. For
sufficiently weak anchoring energies, there are no defects in this structure,
but for stronger anchoring conditions, an equatorial disclination can
occur35,39. Raman mapping of the surface of the films showed a uniform
distribution of the 5CB C≡N stretching vibration peak (2227 cm−1) at the
surface of the axial droplet (Supplementary Fig. S5j), which is consistent

Fig. 2 | Macroscopic and microscopic aspects of the biobased optical ionogels
prepared with CnmimCl ILs, water, gelatin and the 5CB LC. a–f POM images,
with polarisers crossed at 90°, of optical ionogel films prepared with C2, C4, C6, C8,

C10 and C12mimCl, respectively. The insets show inverted glass vials containing the
ionogels.
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with the perpendicular alignment of the 5CB molecules with the nitrile
group facing the droplet interface, when the droplet pole is perpendicular to
the field of view. For radial droplets, the Raman maps are totally different,
showing a preferential distribution of the 5CB C≡N stretching vibration
peak in two diametral opposite areas of the droplet surface spreading
radially from the surface to the centre of the droplet (Supplementary
Fig. S5f).

Air-stability of the optical textures of biobased optical
ionogel films
Regarding the shape and stability of the droplets, we observed that, unlike in
the C2 films, droplets in C8 and C12 films appear as symmetrical semi-
spherical protuberances in the AFM images of the film surface (Fig. 4j–l).
Additionally, no LC leaking or droplet coalescence was observed during
exposure to room conditions for 4 weeks in C8 films (Supplementary

Fig. 3 |Viscoelastic, structural and air-stability properties of the biobased optical
ionogels. a Frequency sweep measurement revealing the viscoelastic properties
(shear storage (G′) and loss (G″)moduli) of C2, C8 and C12 optical ionogels and a
control gelatin hydrogel. Data shown corresponds to the averagemoduli values for
n = 2 replicate samples; the error bars represent the standard deviation. Individual
plots for the replicates can be found in the Supplementary Fig. S3. b–e X-ray scat-
tering images and distances (in Å) of the characteristic diffraction rings of C2, C8,
C12 optical ionogels and control hydrogel. f Variation of optical ionogels and
control hydrogel weight during storage at room conditions (22 ± 1 °C and 52 ± 3%
RH) for 30 days; data, error bars are represented as in (a). Individual plots for the

replicates can be found in the Supplementary Fig. S2. g Macroscopic aspect of the
fresh (day 0) and aged optical ionogels, where the morphological aspect of the aged
sample is identical between day 4 and day 30 of storage at room conditions.
h Frequency sweep measurements of the C12 optical ionogel in fresh (day 0) and
aged (day 30) conditions, performed with strains of 0.05 and 0.00005 for the fresh
and aged sample, respectively, within the linear viscoelastic region of each sample
(as determined in Fig. S3b); data and error bars are presented as in (a) and individual
plots for the replicates can be found in the Supplementary Fig. S3.In all figures, the
hydrogel is composed of only gelatin and water, as represented in Supplementary
Fig. S2d.
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Fig. 4 | Microscopic morphology and topography of films prepared with C2, C8
andC12 biobased optical ionogels. a–cPOM images and schematic representation
of the LC director profiles of the droplets found in, respectively, C2, C8 and C12
films formed on top of glass slides. The red arrows indicate examples of radial
droplets, the orange arrows indicate examples of escaped radial droplets, the purple
arrows indicate examples of twisted radial droplets, and the green arrows indicate
examples of axial droplets, where the droplet pole is perpendicular to the field of
view. d–f Corresponding BF microscopy images of the films in (a–c). The scale bar
in the optical microscopy images represents 50 µm. g–i Size distribution of droplets
found in C2, C8 and C12 films, respectively. The histograms, the average and the

standard deviation diameters were calculated for a large population of droplets (at
least 1300 droplets) measured in at least 8 different regions of interest (ROI) of BF
images of at least 2 independent films (C2: n = 2 films, 8 ROIs, total 1699 droplets;
C8: n = 3 films, 9 ROIs, total 1323 droplets; C12: n = 7 films, 9 ROIs; total 2440
droplets). Polydispersity Index (PDI) was calculated as the ratio between the dia-
meter standard deviation and the average diameter. j–l Atomic force microscopy
(AFM) images (height retrace mode) showing the topography of the films’ surface
and representative droplets (droplets with the most frequent diameter) found in
each formulation (C2: 4 µm; C8: 10 µm; C12: 20 µm, according to the size dis-
tribution histograms in (g–i).
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Fig. S6) and for 4 years in C12 films (Fig. 5a, b). This can be attributed to the
strong stabilising interfaces formed by the C8mimCl and C12mimCl ILs20.

For the application of optical ionogelfilms as PUF tags, the long-term
stability of droplets is a critical factor. Typically, LC droplets in aqueous
emulsions aremobile andundergo coalescence, sedimentation orOstwald
ripening42. Adding a support matrix material, such as a gelatin gel, adds
stability to the system. In the case of C12 films, the stability is remarkable.
Indeed, the C12 films embed and immobilise LC droplets with high sta-
bility, even when stored for long periods at room conditions (Fig. 5).
During 4 years of storage (RH= 54 ± 11% and T = 22 ± 1 °C) the POM

andBF images of a C12film remainmorphologically similar (94 ± 4%and
86 ± 6% average similarity, respectively, calculated by the FSIM
algorithm43) (Fig. 5c, d), as the droplets donot coalesce, andmaintain their
positions (Fig. 5a, b). At the droplet interface, the ionic interactions
between the imidazolium ring of the cation C12mim+ and the Cl− anion,
the Cl−∙∙∙OH hydrogen bonds with water molecules and the electrostatic
interactions with charged groups of gelatin likely aid in the droplet
immobilization20. Regarding the LC configuration, the twisted radial LC
director profile is stable at least up to the second year of storage (Fig. 5a),
and the subtle colour changes observed during this period could be

Fig. 5 | Long-term morphological stability of C12 films stored at room condi-
tions (RH= 54 ± 11%; T= 22 ± 1 °C). aRepresentative POM images of a C12 film
region over 4 years. b Corresponding BF microscopy images. Scale bar represents
50 µm. c Similarity matrix for POM images over 4 years, where each cell, mij,
represents the FSIM (feature similarity index) calculated between a photo taken at

time point i and another photo of the same region taken at time j (FSIM = 0.96 ±
0.05 in the first 2.5 months and FSIM = 0.91 ± 0.05 between month 3 and year 4).
d Corresponding BF similarity matrix (FSIM = 0.90 ± 0.02 in the first 2.5 months
and FSIM = 0.82 ± 0.07 between month 3 and year 4).
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associated with changes in tilting of the LC molecules caused by fluc-
tuations in room temperature or humidity over long periods of time.

Between month 2 and month 3 of storage the microscope’s polarisers
were manually rotated, which resulted in the rotation of the droplets’
extinction bands in the POM images frommonth 3 onwards (Fig. 5a). The
FSIM index perfectly captured the change in the POM images due to the
rotated extinction bands, as highlighted in the POM similarity matrix
(Fig. 5c). Namely, there are two blocks of high FSIM, thefirst corresponding
to the POM images acquired in the first 2.5 months of storage, and the
second to images acquired from month 3 onwards. The FSIM index cal-
culated between an image acquired before 2.5months and another acquired
after 3 months of storage is lower (83 ± 2%) than if calculated between
images acquired within the first 2.5 months of storage (96 ± 5%) or from
month 3 onwards (91 ± 5%), due to the difference in the position of the
extinction bands. Since the BF images are not affected by the polarisers’
rotation, the BF similarity matrix (Fig. 5d) does not show evidence of this
hardware alteration in the system.

Investigation of biobased optical ionogel formulations with the
C12 molar composition
As the C12 formulation appeared as the most robust, we reproduced its
molar composition with the ILs C2mimCl and C8mimCl, to systematically
assess the impact of the IL on the properties of the resulting materials. We
obtained gels (named as C2_a and C8_a, respectively) with solid-like
characteristics identical toC12 (G’ ~ 104;G” ~ 103) and identical air-stability
(Supplementary Fig. S7). These materials rapidly equilibrate their water
content with the environment by evaporation (between 55% and 65% of
weight loss) during thefirst three days in roomconditions and remain stable
afterwards (Supplementary Fig. S7b, e), although stiffer than on the pro-
duction day (Supplementary Fig. S7b). Themain impact of changing the IL
on the formulation is on the optical properties of the resulting films. With
C2mimCl, it was impossible to obtain droplets, likely due to the combined
effect of the low stabilising properties of the IL and inadequate ratio of LC to
water (Supplementary Fig. S8a, b). Thus, this formulation is not suitable for
preparing PUF tags. With C8mimCl, the films exhibited optical textures
containing polydisperse populations of radial and escaped radial droplets
(218 ± 28 droplets/mm2; PdI = 0.46, Supplementary Fig. S8c–e) that are
stable for at least 2.5 months (Supplementary Fig. S9). Thermal investiga-
tions showed that in these C8mimCl-based films, the radial and escaped
radial droplets configuration is recovered after isotropisation (at 33 °C) and
subsequent cooling to room temperature (23 °C) (Supplementary Fig. S10),
in accordance with our previous studies with similar optical gels17. Despite
being an interestingproperty, it is disadvantageous to developPUF tagswith
temperature control applications, as it does not provide evidence on past
exposure to high temperatures.

Selection of the best formulation for PUF tags
Table 1 summarises the properties of the biobased optical ionogel for-
mulations prepared in this work, highlighting the parameters considered
more relevant to prepare PUF tags: optical textures, mechanical robustness
and environmental stability (in fresh and aged materials).

C12 optical ionogels are the most mechanically robust of the tested
formulations as, unlike C2 and C8, theymaintain a solid-like and reversibly
deformable character even after prolonged exposure (30 days) to room
conditions (Fig. 3g). Despite becoming stiffer (Fig. 3h) due to water loss in
the three first days of exposure to room conditions (Fig. 3f), C12 optical
ionogels remain easy to handle and maintain their integrity (Fig. 3g).
Importantly, when processed as films, C12 optical ionogels exhibit very
interesting optical textures (composed by three different types of LCdroplet
configuration—Fig. 4c, f and Table 1) which are stable for long periods (at
least 2 years) in room conditions (Table 1 and Fig. 5). The high diversity of
optical textures in C12 films is regarded as an advantage for PUF tags
development as it decreases the predictability of the system,while stability is
crucial for a durable tag. The C2 and C8 films do not fulfil the criteria of
diversity and stability.T
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When compared with the films prepared with C8mimCl and the C12
molar composition, C12 presents the advantage of having thermalmemory,
i.e. allowing the identification of the past exposure of the film to tempera-
tures higher than 35.6 °C due to the irreversibility of the optical texture
pattern upon heating and subsequent cooling to room temperature (Sup-
plementary Fig. S11).

For the stated reasons, the C12 formulation is considered the most
promising to prepare PUF tags and C12 films are further studied in the
following sections.

C12 films as PUF authentication tags
Tocheck the authenticity of anobject inPUF tag systems, thephysical tagon
the object is challenged and responds to the challenge with a unique fin-
gerprint pattern that serves as authentication code or key for the tagged
object1 (Fig. 1e). In this work, the physical tag is envisaged as a small
millimetre-size label composed of a C12 film (the C12 tag), which could be
either applied directly on the object or on an independent substrate for
subsequent attachment to the object (Fig. 1a).We envisage also anAI-based
authentication systempre-trainedwith a large number ofC12PUF tags. For
authenticity checking, the tag is challenged by photographing it with an
optical microscope, generating as a response a POM image and/or a BF

image. Then, the microscopy images are analysed by the AI-based
authentication system to determine if they correspond to the fingerprint
of an authentic tag. This is the first authentication level of the tag. The gas-
responsive properties of LC droplets17,44,45 can be used to implement a sec-
ond authentication level (Fig. 1e).

The security of a PUF tag system can be evaluated by the number of
possible unique responses or fingerprints that it can exhibit, also known as
the Encoding Capacity (EC)1. In C12 films, the large intra- and inter-batch
variability of optical patterns created byLCdroplets inPOMimages (Fig. 6a,
b) suggests that a large number of unique tags can be created.

Considering just the first level of authentication with POM images, the
EC can be estimated as lm according to the number of pixels (m) of the image
and the number of possible colours for each pixel (l)1. Taking into account
that only approximately 1%of the pixelswould contribute to theECbecause
most of the POM image is black, we can estimate EC = 25628,000 (∼1056,000),
which is largely above the EC reported for emergent PUF systems based on
engineered sustainablematerials (EC = 1018, 1030)46,47 and for PUFs based on
LCmaterials (EC= 1055, 10280)13,14, and practically infinite. Thus, it would be
impossible to produce two C12 tags with the same POM optical pattern.
Furthermore, considering the possibility of having in our system additional
authentication levels represented by (i) the BF image and (ii) the gas-

Fig. 6 | C12 films’ potential as physically unclonable (PUF) tags. a, b Example of
the variability found in C12 films from the same production batch (a) and from
different production batches (b) observed by POM. Scale bar represents 50 µm.
c Inter-tag similaritymatrix, representing the FSIMvalues obtained for POM images
of 52 distinct C12 tags (11 batches produced in a time frame of 3 years, 1–9 tags per
batch). Each matrix element represents the similarity (FSIM index) between 2 POM
images. The diagonal elements represent the FSIM index for the same tag images,

and the non-diagonal elements represent the FSIM index for pairs of different tags.
d Intra-tag similaritymatrix, representing the FSIMvalues for 20 POM images of the
same C12 tag obtained on different days and under different conditions (Illumi-
nation, focus, contrast, translation and rotation). e Distribution histograms of the
inter-tag and intra-tag FSIM values from (c, d), superimposed with Gaussian dis-
tributions with mean and standard deviation equal to those of the inter- and intra-
tag FSIM values.
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induced optical texture change pattern, we can see this estimate as the
minimum expected EC for the C12 tags.

Most PUF systems based on images of optical patterns convert the
images into a binary code that is used for authentication instead of the image
itself 10,14,46–48. While this process is still the standard and may simplify the
authenticationprocess, it limits the ECof thePUFs. For our proposedPUFs,
we envisage an AI authentication process based on deep-learning image
identification, which is directly applied to themicroscope images to take full
advantage of the images' richness (namely in colours, and diverse optical
textures), maximise the EC and robustly cope with artefacts and noise in
image acquisition during the authentication process. In a real-case scenario,
where the user could use an adapted smartphone to authenticate the tag,
artefacts such as different magnification, rotation, brightness, shifts, focus-
ing andmixtures of these parameters would be frequent. AI-authentication
systems are known for their outstanding ability to learn and recognise the
characteristics of authentic PUF patterns, even in the presence of such
artefacts and noise5,11 The authentication pipeline for the C12 tags is envi-
saged for future work. We expect that only a few seconds are required to
authenticate a film with a previously trained AI authenticator, based on
similar systems reported in the literature5,11 and our previous work on AI-
classification of volatiles using similar optical textures18.

C12 tags PUF performance characterisation
The potential of C12 films as tagging materials for PUF systems can be
further characterised using standard PUF performance metrics49 such as
uniqueness, robustness and reliability. InmanyPUFauthentication systems
that use tag images, there is an initial step of image binarisation, as men-
tioned before. The Hamming Distance is commonly employed as a simi-
larity measure between binary images to calculate the PUF performance
metrics, namely, in some reported LC-based PUFs13–15. We intend to
implement anAI-authentication algorithm that analyses the RGB images of
the tags without binarisation, thus the Hamming distance is not applicable.
We employed the FSIM43 as an alternative image similarity measure that is
adequate for RGB images and was previously reported for AI PUF
authentication11. To prevent image similarity underestimation due to arte-
facts caused by sample positioning on the microscope stage (e.g. rotations,
shifts), the images were previously aligned with a registration algorithm
(TrakEM250 macro in FIJI51). The uniqueness, robustness and reliability of
the proposed PUF system were then studied for the aligned images.

To verify the uniqueness, we calculated the FSIM between the
microscope images (POM or BF) of 52 independent C12 tags (inter-tag
similarity). The inter-tag POM similarity matrix in Fig. 6c represents the
FSIMs calculated for the POM images of 1352 possible tag pairs
((52 × 52)/2). It shows a typical diagonal feature, meaning that a high
optical pattern similarity only exists for the same tag. An average inter-
tag similarity of 0.46 ± 0.03 (46%) was obtained, which is close to the
ideal value of 0.5 for well-performing PUF tags10. This demonstrates that
all tags are different from each other and that each C12 tag generates a
unique POM optical pattern. The uniqueness and unclonable character
of C12 tags is due to the unpredictability and randomness of the optical
patterns, which are inherent to the non-deterministic tag production
process. This ensures that replicating the tag optical pattern is impos-
sible, even by the manufacturer.

The robustness criterion of PUF tags is also verified by C12 tags,
especially for the POM images, as shown by the intra-tag similarity matrix
(Fig. 6d), which represents the FSIMs calculated for 20 POM images of the
same C12 tag acquired under different environmental and operational
conditions (e.g. different days, contrast, brightness and rotation). The goal
here was to mimic conditions that could occur in reality, during a tag
authentication process. The high FSIM index obtained for every pair of
POM images of the same tag led to an average intra-tag similarity of
0.95 ± 0.04 (95%), close to the ideal value of 1 (or 100%)10, which indicates
that the C12 tag system is robust, i.e. regardless of the image acquisition
conditions, the optical pattern of the tag is correctly captured and thus the
tag would be correctly identified by a potential authentication system.

An ideal authentication performance has zero false negative and false
positive rates (FPRs). The FPR is the probability that one tag is incorrectly
recognised as another tag (or that a fake tag is recognised as genuine). The
false negative rate (FNR) is the probability that a genuine tag is incorrectly
recognised as fake52,53. To estimate the threshold required for authentication
with our proposed system, the histograms of the intra-tag and inter-tag
similarity for POM images (Fig. 6e) were fitted to a Gaussian distribution
and the threshold for true authenticationwas determined as the intersection
between the two Gaussian distributions (ThresholdFSIM = 0.67). The cor-
responding FPR andFNR52,53 are in the order of 10−12, suggesting that a PUF
authentication system based on the C12 films and their POM images will
have a performance close to ideal, with very low erroneous tag
recognition rates.

Regarding the BF images, a larger overlap of the BF intra and inter-
tag similarity distribution histograms was obtained (Supplementary
Fig. S12), pointing to a less robust authentication system than the POM-
based system at its present form. In the future, the similarity analysis of the
BF images of the tag could be optimised, as in the present analysis, the
image brightness and contrast differences contributed to decreasing the
FSIM index.

Finally, it is important to note that a PUF tag must be reliable, i.e. it
must yield the same response every time, even after numerous uses and
long periods of time. Our long-term morphological stability study of C12
films (Fig. 5) showed that they maintain the droplet positions and LC
configuration at least for 2 years, corresponding to a FSIM index for POM
images of 94 ± 3%.This similarity is within the range of the intra-tag FSIM
values for POM images (95 ± 4%, Fig. 6e), indicating that the C12 films are
reliable as PUF tags, because they yield practically the same response over
2 years.

Dynamic VOC-response of C12 tags as a second PUF
authentication level
The diffusion of analytes as volatile organic compounds (VOCs) through
5CB droplets embedded in gelatin ionogels decreases the LC molecular
order and can trigger a phase transition fromnematic to isotropic, similar to
impurity- or thermally-induced orientational transitions17–20,22,24,25,44. C12
films also exhibit this VOC-responsive feature. We observed that flushing
vapours of low-toxicity organic solvents such as acetic acid (Fig. 7a) or
acetone (Fig. 7b) leads to the fast (less than 10 s) loss of LC order within the
droplets with their optical texture shrinking, until complete isotropisation.
Here, in both cases, the initial POM field of view before exposure reveals a
radial droplet population. When ambient air is flushed to the films, the LC
molecules reorganise themselves (in less than 30 s), albeit most of them
adopting an axial droplet profile (Fig. 7a, b, at 15 s). During successive
exposure/recovery cycles, the droplets recover their axial structure after
isotropisation, revealing that inC12films, axial droplets are probably amore
stable formation than radial ones. It is possible that the relatively long and
quite flexible alkyl chain of C12mimCl offers sufficiently weak anchoring
that renders any initial radial droplet formation a metastable structure,
when compared to themore stable axial organisation, favoured under weak
anchoring conditions. Finally, the optical response of C12 tags to organic
vapour and air can be recorded either as a POM video (Fig. 7) or as a one-
dimensional signal corresponding to the variation of light intensity trans-
mitted through the tag when positioned between two crossed
polarisers17,19,20,22 (Supplementary Fig. S13a).

The C12 tag’s response to the organic vapour challenge (either as a
POMvideo or as a one-dimensional signal) is a dynamic optical pattern that
can serve as a second level of authentication. A dedicatedAI algorithm pre-
trained to recognise this patternwould serve as the basis for the authenticity
verification. This is supported by our preliminary work on VOC identifi-
cation by machine learning, which showed that after training a VOC clas-
sification model with 12 distinct VOCs, acetic acid got a high correct
classification rate (Supplementary Fig. S13b, c).

The second authentication level further enhances the security of C12
PUF tags because it reduces the likelihood of counterfeiting taggedproducts.

https://doi.org/10.1038/s43246-025-00940-x Article

Communications Materials |           (2025) 6:208 10

www.nature.com/commsmat


In this case, the tagged product or object would only be validated as
authentic if the tag would pass 2 test levels: (i) its static POMoptical pattern
should be identified as authentic by a pre-trained automatic image recog-
nition model; and (ii) its dynamic POM optical response when challenged
with a low toxicity organic vapour should be recognised as the typical
response of C12 tags to that vapour (Fig. 1e). Thus, in the unlikely event of
copyingor faking theoptical patternof aC12 tag, despite the fake tagpassing
the first level of authentication, it would not pass the second level because it
would lack the dynamic optical response pattern when challenged with
organic vapour and air.

C12 tags processing versatility
C12 optical ionogels are easily processed in different ways to produce tags
with distinct formats, namely films or moulded with different three-
dimensional shapes (Fig. 8). Films can be prepared by using an automatic
film applicator equipment to spread the ionogel onto planar, flat or pat-
terned, rigid or flexible substrates (e.g. glass, cellulose acetate sheet,
Fig. 8a–c), but also by brushing the ionogel as an ink over the substrates or
objects (Fig. 8d, e). As the C12 films are translucent when spread onto
surfaces, the PUF tags will be invisible to the naked eye, hidden or “merged”
with the object, and their unique optical patterns are only detectable by
POM microscopy. In addition, the C12 formulation consists of 80% bio-
based and biodegradable components (gelatin and water), representing an
example of a sustainable and simplematerial to tackle the complex needs of
the authentication and anti-counterfeiting field.

Anti-tamper and temperature-control features of C12 tags
Tampering refers to any attempt at package corruption or unauthorised
opening of the package and is a global concern inmany businesses because
it is associated with product stealing and/or their replacement by fakes or
counterfeits. To protect themselves from such threats, manufacturers
often have anti-tamper or tamper-evident labels sealing the packages of
their products. C12 tags can be enriched with the possibility of detecting
tampering attempts as they irreversibly lose the typical POMpattern of LC
droplets if subjected to mechanical abrasion (e.g. finger-pressing) or
detached from an object (Fig. 9). Such changes in the tag’s POM pattern
corresponds to a similarity of 89% and 93% (FSIM = 0.89 and 0.93),

respectively, in relation to the original patterns, which are slightly lower
values than the average intra-tag FSIM values for POM images of a same
tag (95%, Fig. 6e). This feature has the potential to be used as tampering
evidence, to detect potential attempts of unauthorised touch, adulteration,
or tag removal from the tagged object. In addition, C12 tags have
temperature-sensitivity properties due to the thermotropic nature of the
LC 5CB. In bulk material, the orientation of 5CB molecules varies with
temperature from ordered (in solid state, at T < 22.5 °C) to totally dis-
ordered (in liquid, isotropic state, at T > 35 °C)54. At intermediate tem-
peratures, in the nematic phase, 5CB rod-like molecules exhibit
orientational order of the longmolecular axis andare birefringent, i.e. they
can change the plane of incident polarised light, appearing as bright
optical textures under POM55. Increasing temperature triggers molecular
orientational transitions, which under POM are identified as changes of
colour and, eventually, isotropisation, if the temperature is higher than
35 °C. Thus, 5CB-basedmaterials, as the C12 tags, are inherently thermo-
sensitive.

Our thermal investigation of C12 tags (Fig. 10 and Supplementary
Fig. S11) showed that the radial (and twisted radial) droplet configuration is
metastable and irreversible, as uponheating thefilmsuntil LC isotropisation
(35.6 °C, Fig. 10a) and subsequently cooling them to room temperature
(23 °C, Fig. 10a), the LC droplets do not recover the radial configuration,
adopting instead the axial configuration. The axial configuration, however,
is reversible, which was confirmed when the reconfigured C12 film was
subjected to a second heat/cool cycle and the axial configuration was totally
recovered (Supplementary Fig. S14a, b)22,56. These observations are in line
with ourVOC investigations, and as we have alreadymentioned previously,
analyte-induced transitions share characteristics with thermally-induced
transitions22,56.

This interesting reconfigurable-texture capability of C12 films can be
proven advantageous and utilised as a method for temperature monitoring
of objects taggedwith C12 PUF tags. Since the axial texture is only present if
the tag is heated and cooled (as the original radial texture is not recovered), it
is possible to detect whether the object was exposed to high temperatures.
This feature could be useful for tracking the transportation and storage of
thermo-sensitive products that require room temperature conditions and
cannot sustain temperatures higher than 35.6 °C. In this case, the C12 PUF

Fig. 7 | POM images showing typical patterns of optical changes inC12 tagswhen
challenged with vapours of VOC, followed by ambient air. Acetic acid (a) and
acetone (b) were used as model VOCs to show that a saturated atmosphere with
VOC causes the gradual disorganisation of the radial LC droplets until

isotropisation. Subsequent exposure to air promotes the LC re-organisation into the
axial LC droplet configuration, generating typical optical fingerprint patterns. Scale
bar corresponds to 100 µm.
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tag would have the double function of authentication and temperature
control.

The reconfigured axial droplet pattern of C12 films has long-term
stability of at least 2 years (Supplementary Fig. S14c, d), and the

reconfiguration is a simple andmild thermal process. As such, it can also be
considered a method to generate a new family of PUF tags.

To estimate the potential of the reconfigured family of PUF tags, we
calculated their metrics. The FSIM matrices for inter-tag and intra-tag

Fig. 8 | C12 optical ionogel processing versatility and respective POM images.
a Deposition with a film applicator onto a glass slide. bMoulding using a disc
template with a patterned, flat, thin surface. cDeposition with a film applicator onto

a flexible cellulose acetate sheet, showing identical POM images before and after
bending. dBrushing as an ink onto a glass surface. eBrushing ink onto the surface of
an earring.

https://doi.org/10.1038/s43246-025-00940-x Article

Communications Materials |           (2025) 6:208 12

www.nature.com/commsmat


Fig. 9 | Tamper-evidence property of C12 films. a POM and b BF image of a C12
film spread on a glass slide and covered with a coverslip. The droplets are not affected
by the weight of the coverslip. c POM and d BF image after finger-pressure was
applied on the coverslip. The droplets underneath the pressured area (red rectangle)
mostly change to the axial configuration. e C12 moulded using the bottom of a glass
vial as the mould. f POM image obtained by imaging the bottom of the vial before

detaching the moulded film. g POM image obtained from the detached moulded film.
h Macroscopic aspect of a C12 film spread on a regular office tape glued to the glass
slide. i POM image of the film in an untouched region of the tape (A region in h).
j POM image of the film in a region of the tape that was detached from the glass
(region B in h). Scale bar represents 100 µm.
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similarity of POM images of eight C12 axial tags from the same production
batch allowedus to verify the uniqueness (inter-tag FSIM= 0.48 ± 0.03) and
robustness (intra-tag FSIM= 0.96 ± 0.02) parameters required forPUF tags,
with a clear separation between the intra and inter-tag FSIM distribution
histograms (Fig. 10c–e). Like the native radial C12 tags, the FSIM dis-
tribution histograms of BF images showed a slight superimposition (Sup-
plementary Fig. S15), confirming the better suitability of POM than BF
microscopy images for the PUF tags.

Discussion
Optical ionogel formulations using gelatin as matrix, an imidazolium
chloride IL as solvent and stabiliser, and the LC 5CB as optical probe have
been studied as potential PUF tags. These unique materials take advantage
of the cooperative self-assembly and dynamic properties of each compo-
nent, introducing a competitive approach for polymer-dispersed liquid
crystal (PDLC) materials in security applications. Here, the IL has a crucial
role in the stability of thematerials, in thedesignof the optical patterns of the
tag and dynamic response to organic vapours17.

The gel formulation with C12mimCl IL (C12), with an 80% biode-
gradable formulation,was stable for up to4 years and themostmechanically
robust, thus it was investigated as a taggant material. The random dis-
tribution of LCdroplets infilmsofC12gel yields subtle tags that are invisible
to thenaked eye andpresent highEC.Thedroplet contours are visible under
BF opticalmicroscopy, but the coloured and unique optical textures created
by the LC are only revealed using POM—these textures or patterns are used
as the fingerprint for the first level of authentication of the tag. Additional
security features can be implemented using the stimuli-responsive nature of
5CB droplets, namely (i) a second level of authentication, based on the
droplets typical optical response to vapours of low toxicity solvents, as acetic
acid or acetone, (ii) a temperature exposure control feature, based on the
irreversible temperature-driven reconfiguration of the LC droplet

configuration, and (iii) a tamper-evidence feature, based on the irreversible
changesof the ionogelmatrix andLCoptical textures if the tag is subjected to
physical abrasion.

The formulation C12 represents an interesting platform technology to
design cost-effective and sustainable PUF tags with the required essential
characteristics, including long-term stability, uniqueness, mechanical
robustness, and high EC. Tags made with C12 films offer an 80% biode-
gradable approach to anti-counterfeiting, presenting 2-level security, tem-
perature monitoring and tamper-evidence protection. The fabrication
methods are simple, mild and scalable. Namely, at laboratory scale, the C12
optical ionogel is prepared in 30min at room conditions, and standard film
applicator equipment can spread an A3 sheet-sized surface in less than
5min, which corresponds to 100,000 tags with 1mm2 per A3 sheet. This
results in low-cost tags (estimated material cost of the C12 film: 0.007
€cents/ tagwith 1mm2 area each)withpotential formarketswhere products
are handled at room temperatures (18–34 °C), spanning diverse industries,
including packaging of pharmaceuticals, personal care, cosmetics, and
electronics.We are aware of the limited biocompatibility of the LC5CB. It is,
thus, important to note that to increase the safety of the tag, a protective
matrix or layer can be added to further block the 5CB inside the tag and
prevent its contact with the users’ bodies.

Regarding the authentication hardware, at the laboratory scale, we
used a polarised light benchtopmicroscope to record the tags' static optical
textures and dynamic optical responses. While it is convenient in the
laboratory, for practical applications, it should be replaced by a portable,
hand-held and simple device. Future work could explore the integration of
miniaturised POM hardware and image recognition in a more user-
friendly platform, namely, a smartphone-based tool. In a real-world sce-
nario, shifts, rotations, illumination and focusing differences during cap-
ture of the tag image are expected to happen. An authentication pipeline
based on image recognition with AI is a robust and safe option that could

Fig. 10 | Thermal reconfiguration of C12 tag and assessment of the respective
PUFperformance. aPOM images showing the irreversible effect of subjecting aC12
film to a thermal treatment consisting of heating and cooling down to obtain
reconfigured tags with the droplets in axial configuration. The scalebar represents
50 µm. c Inter-tag similarity matrix was calculated for POM images of 8 thermally
treated C12 tags from the same batch of production. Eachmatrix element represents
the similarity (FSIM index) between 2 POM images. The diagonal elements

represent the FSIM index for the same tag images, and the non-diagonal elements
represent the FSIM index for pairs of different tags. d Intra-tag similarity matrix,
representing the FSIM indexes for pairs of POM images of the same C12 tag taken in
different conditions (different days, illumination, focus, contrast, translation and
rotation). eDistribution histograms of the inter-tag and intra-tag FSIM values from
(b, c), superimposed with Gaussian distributions with mean and standard deviation
equal to those of the inter- and intra-tag FSIM values.
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overcome potential issues caused by artefacts derived from image
acquisition.

To conclude, the C12 optical ionogel is versatile on its own due to the
ease of processing in different formats. In this work, we explored the film
format, but other formats can be envisaged, such as fibres or bioinks for 3D-
printed structures, easily adaptable to the needs. Taken together, the long-
term stability and mechanical robustness of the films, their performance as
PUFs, the processing versatility, and the unique biobased composition of
C12 optical ionogel represent a promising and innovative solution for high
security authentication and anti-counterfeiting, compatible with the recent
Digital ProductPassport andEcodesign for SustainableProducts regulation,
contributing to a Future of responsible and environmentally sustainable
consumption patterns.

Methods
Preparation of biobased optical ionogels
The biobased materials C2, C4, C6, C8, C10 and C12 were produced by
preparing, in a glass vial at 37 °C undermagnetic stirring, viscous emulsions
containing the four components of the material (gelatin, IL, LC and deio-
nised water—quantities shown in Supplementary Fig. S2c), based on the
protocol described in the work of Hussain et al.17 with adjustments made
depending on the IL used (see detailed experimental procedure in the
Supplementary Information). The viscous emulsions were left to gelate at
least overnight, and the gel formation was confirmed by the glass vial
inversion test.

The biobased materials C2_a and C8_a, with C12 molar composition
butdifferent ILs,wepreparedas theC12biobasedmaterials, by replacing the
IL with C2mimCl and C8mimCl, respectively, and using the C12 molar
composition (Fig. S2a).

The ionogel and hydrogel controls were prepared according to the
same experimental procedure, but replacing water with the LC component
(in ionogels) or the LC and the IL components (in the hydrogel). The
detailed experimental procedure and quantities of each component in the
controls are found in Supplementary Fig. S2d

Preparation of biobased optical ionogel films
To prepare films, 5–10 µL of C2, C4, C6, C8, C10 or C12 viscous solutions
was deposited, while still warm, onto a glass slide previously cleaned with
ethanol, and spread asfilmsusing an automaticfilmapplicator (TQCSheen,
Netherlands) with a heated bed (at 37 °C) and a quadruplex accessory
sliding at 50mm/s, with a pre-defined spacing of 30 μm to the heated bed.
The films were left at room conditions (T = 22 ± 1 °C and relative humidity
of RH = 53 ± 2%) for 24 h before characterisation, unless otherwise stated.

Air-stability assessment of C2, C8 and C12 biobased optical
ionogels
C2, C8 and C12 optical ionogel formulations and gelatin hydrogel controls
were prepared in a glass vial. Approximately 400 µL per sample was
transferred to anO-ringmould (10mm inner diameter; 3mmheight) fixed
on top of a glass slide, to generate a disk-shaped gel, and left at room
conditions for 30 days (temperature of T = 22 ± 1 °C and relative humidity
of RH= 53 ± 2%), during which the samples’ weight was monitored. The
relative weight variation of the samples on each day (Δweight) was calcu-
lated using as a reference the weight on day 0:

Δweight ¼
weight � weightday0

weightday0
× 100%

Duplicates of each formulation were analysed, and the results were
plotted as the average and standard deviation of the duplicates’
measurements.

Photographs of the gel discs were taken at the initial and final time
points of the experiment.

Mechanical and structural characterisation of the biobased
optical ionogels
Rheometry. The viscoelastic properties were studied using a rheometer
(MCR 102, Anton Paar, Austria) with the temperature controlled at 20 °C.
Samples of C2, C8 and C12 and of the gelatin hydrogel control were
prepared in a glass vial. Approximately 400 µL per sample was transferred
to an O-ring mould (10mm inner diameter; 3mm height) placed on top of
a glass slide covered with parafilm and left to gelate overnight at
approximately 50% relative humidity and 21 °C. To analyse these samples,
after overnight gelation, they were transferred from the O-ring to the
measuring accessory of the rheometer (parallel sandblasted plate PP08/SP).
Since the C4 and C6 formulations are viscous solutions, these samples were
dispensed (approximately 250 µL) with a pipette directly from the pre-
paration glass vial to the rheometer, more specifically to a measuring plate
cone CP25-2. An amplitude sweep (or strain sweep) was performed (strain
varied from 10−5 to 1 at 10 rad/s) to choose a strain at the linear viscoelastic
regime, where no variation of G’ and G” is observed, to perform the
frequency sweeps. A strain of 0.05 was chosen for C2, C8 and C12 samples,
and a strain of 0.2 was chosen for C4 and C6 samples. Frequency sweep
measurements were then performed in the angular frequency range of
0.06–12 rad/s, with a strain of 0.05 or 0.2. Extra samples of C12 optical
ionogel were left in the o-ring mould for 1 month at room conditions
(22 ± 1 °C and 52 ± 3% RH) and analysed in amplitude and frequency
sweeps as explained above. The frequency sweeps were performed with a
strain of 0.00005, in the linear viscoelastic region, as determined by the
amplitude sweep measurements. Duplicates of each formulation were
measured, and the results were represented as the average and standard
deviation of the measurements made for the duplicates.

X-ray scattering. X-ray scattering images of C2, C8 and C12 optical
ionogels, and respective gelatin hydrogel controls were obtained using a
sealed tube microfocus CuKα diffractometer (D8 Venture, Bruker AXS,
Germany) coupled to a CMOS detector (Photon100, Bruker AXS, Ger-
many), operated at 50 kV and 1 mA. C2, C8 and C12 formulations were
prepared in a glass vial and left to gelate overnight at approximately 50%
RH and 21 °C. To obtain the scattering images, a sample of the optical
ionogel was cut with a knife and transferred to the diffractometer loop
support, where the measurements were performed. The sample-to-
detector distancewas 60 mm, andX-ray scattering imageswere produced
without oscillation, with a 10 s exposure time. All measurements were
performed at room temperature (20 °C).

Raman microscopy. 2D Raman maps of the surface of axial and radial
droplets in C12 films were obtained using a Confocal RamanMicroscope
(ALPHARAS 300, OXFORD InstrumentsWITec, Germany) with a 532-
nm argon laser at 0.5 mW of power.

Morphological characterisation of biobased optical films
POM and BF microscopy. The films were observed using an Axio
Observer Z1/7 optical microscope (Zeiss, Germany) coupled with an
Axiocam 503 colour camera (Zeiss, Germany) and equipped with the
ZEN 2.3—ZEN Pro software (Zeiss, Germany) for microscope control,
image acquisition and processing. POM images were acquired with the
samples placed between crossed (90°) polarisers. BF images were
acquired without using the polarisers.

Droplet size distribution analysis. The LC droplets’ diameters were
determined using a custom-made Python image processing script. The
Hough Gradient Method function (HoughCircles()) from Python’s
library OpenCV was employed for detecting circles in BF images of the
films and measuring their diameter. Diameters were measured for a
minimum of 400 droplets detected in, at least, 8 different regions of
interest (ROI) of BF images of at least 2 independent films (C2: 2 films, 8
ROIS, 1699 droplets; C4: 4 films, 6 ROIs, 1143 droplets; C6: 3 films, 4
ROIs, 2037 droplets; C8: 3 films, 9 ROIs, 1323 droplets; C10: 3 films, 7

https://doi.org/10.1038/s43246-025-00940-x Article

Communications Materials |           (2025) 6:208 15

www.nature.com/commsmat


ROIs, 436 droplets; C12: 7 films, 9 ROIs; 2440 droplets). The diameters
were represented in histogram plots, and the diameter average and
standard deviation were calculated over the droplet populationmeasured
for each formulation. The Polydispersity Index (PDI) was calculated as
the ratio between the standard deviation and the average of the diameter.

Atomic force microscopy (AFM). AFM analysis was performed on the
surface of C2, C8 and C12 films using an Asylum Research MFP-3D
Stand Alone AFM system operated in alternate contact (tapping) mode.
The imaged LC droplets in each sample were selected among those with
the most frequent diameter in each sample. Measurements were done
with two commercially available siliconAFMprobes: OlympusAC160TS
(k = 26 N/m; f0 = 300 kHz) and Olympus AC240TS (k = 2 N/m;
f0 = 70 kHz) for operation in air and in liquid media, respectively. The
resulting topographs were plane-fitted, and the data were analysed using
Gwyddion software.

Stability during storage at room conditions. Using the POM, a
representative ROI of the C12 film was selected. BF and POM images
were taken periodically on the selected ROI over a period of 4 years. The
film was stored at room conditions (RH = 54 ± 11.3%; T = 22 ± 1.4 °C)
during the period of this study. The resulting set of BF and POM images
was aligned using the TrackEM250 plugin from Fiji Software51 and then
cropped to select only the area that was common to all aligned images.
The aligned and cropped images were then processed with a custom-
made Python script to calculate the pairwise similarity of the images
taken over time and represent the calculated similarity values in a 2D
matrix (similarity matrix). The feature similarity index (FSIM)
algorithm43, as implemented in the PyTorch Image Quality Python
library (PIQ, version piq 0.8.0)57, was used to calculate the pairwise
similarity of the images.

Calculation of C12 film PUF tag performance metrics
In this work, we defined “PUF tag” as one region of a C12 filmwith the area
of the film micrograph taken at 10× magnification (0.87mm× 0.77mm=
0.67mm2).

Uniqueness. A PUF tag must be distinguishable from every other PUF
prepared with the same manufacturing method. For that, the PUF
response should be different by 50%10 (or similar by 50%) from other
PUFs’ responses.

The FSIM algorithm was used to calculate the pairwise similarity
betweenPOMimages from52 independentC12films (denotedas “inter-tag
FSIM” or “inter-tag similarity”). The 52 films were from 11 different pro-
duction batches (1–9 films per batch). The obtained FSIM indexes (values
between 0 and 1, equivalent to 0% and 100% similarity, respectively) were
represented in a 2Dmatrixwhere each cell represents the similarity between
a pair of POM images from different films. For visualisation purposes, the
similarity matrix’s cells were coloured according to a colour scale matching
the FSIM values’ scale. The average inter-tag FSIMwas used as a metric for
uniqueness. This permittedus to assess if thePOMpatterns of thefilmswere
sufficiently different from each other (i.e. inter-tag FSIM≈ 0.5) for the C12
tags to be considered unique.

The same procedure was followed for BF photos of the C12 tags.

Robustness. A PUF tag must yield the same response under varying
acquisition conditions (such as different environmental conditions or
operational conditions), meaning that the responses of the same PUF tag
in different conditions should be close to 100% similar. To assess the
robustness of the C12 tags, the FSIM algorithm was used to calculate the
pairwise similarity between 20 POM images of the same C12 film
(denoted as “intra-tag FSIM” or “intra-tag similarity”) acquired in dif-
ferent days (over 19 days with RH = 56.5 ± 6.7% and T = 21.3 ± 0.4 °C),
with varying (randomly selected) microscope brightness, contrast and
sample rotations. The obtained FSIM indexes (values between 0 and 1,

equivalent to 0% and 100% similarity) were represented in a 2D matrix
(the intra-tag similarity matrix), as explained above. The average intra-
tag FSIM was used as a metric for robustness. This permitted us to assess
if the POMpattern of the C12 film is sufficiently identical under different
acquisition conditions (i.e. intra-tag FSIM ≈ 1.0).

The same procedure was followed for BF photos of the C12 tags.

Intra and inter-tag distribution histograms. The FSIM indices were
plotted in histogram plots to visualise the separation between the inter-
and the intra-tag FSIM index distributions. The histograms were fitted to
Gaussian distributions, and the overlap point between the two Gaussian
distributions was estimated and assumed as the threshold for authenti-
cation (ThresholdFSIM). The FPR was estimated as the area delimited
between theThresholdFSIM value and the inter-tag similarity distribution.
The FNR was estimated as the area delimited between the intra-tag
similarity distribution and the ThresholdFSIM value52,53.

All calculations and graphical representations were done using
custom-made Python scripts and functions from libraries such as Scipy,
Numpy, Matplotlib, OpenCV and PyTorch Image Quality.

POM observation of the C12 tag optical response to acetic acid
and acetone vapours
A C12 film was placed in a hermetic and transparent glass chamber
mounted on the microscope stage, between the crossed polarisers, and
connected to a custom-made vapour delivery system, which was used to
alternately expose the film to acetic acid vapours (or acetone vapours) and
ambient air18,20,44. More specifically, acetic acid or acetone (15mL) was
heated for 15min in a glass vial immersed in a water bath at 37 °C to
generate a saturated atmosphere with acetic acid or acetone vapours. The
headspace of the vial was pumped into the film glass chamber (during 10 s)
alternately with ambient air (during 40 s). Simultaneously, the optical
changes of the film were observed by POM. The Bandicam screen recorder
software was used to record, in video format, the droplets' optical textures
changes during the exposure to acetic acid or acetone and air. Using the Fiji
software (ImageJ 1.54p version)51, the video was converted into a sequence
of images, which were represented as a function of time to show the
representative optical texture changes of the film during exposure to the
volatile molecules and ambient air.

Assessment of the tamper-evidence properties of the C12 tag
Three experiments were performed to demonstrate the tamper-evidence
characteristics of C12 films. First, a C12 film spread over a glass slide was
covered with a microscope coverslip, and finger pressure was applied. The
film with the coverslip was imaged by POM and BFmicroscopy before and
after finger-pressing. In the second experiment, a C12 gel was left to gelate
inside a transparent glass vial, forming a detachable membrane with the
shape of the vial. The C12 membrane formed on the bottom of the vial was
observed by POM before and after being detached from the vial. Finally, a
scotch-like transparent tape was applied onto a glass slide, and the C12 gel
was spread on top of it. After gelating, the C12 film was imaged by POM
before and after detaching the tape from the glass slide.

Characterisation of the optical response of the C12 tag to
temperature
The thermal behaviour of theC12 tagwas investigatedusing anAxioskop40
microscope (Zeiss, Germany) equipped with a Linkam hotstage, and an
Axiocam503 colour camera. Photographs takenwere processed by theZEN
203 software (Zeiss, Germany). A C12 filmwas subjected to a heating ramp
from23 °C to40 °C (rate of 3 °C/min from23 °C to33 °Cand37 °C to40 °C;
and rate of 0.1 °C/min from 33 °C to 37 °C) and cooled back to 23 °C at the
same rates to assess the ordering and phase transitions of the LC and the
reversibility of LC droplet radial configuration. To investigate the repeat-
ability of the optical response, this heat/cool cycle was applied twice to a
single C12 film. POM and BF photographs were taken during heating and
cooling.
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Data availability
Thedata generatedandanalysed in this study,namely theBF imagesused for
droplet size distribution calculation, the ionogels’ rheometry, compressive
and tesile data, the ionogels’ weight variation at room conditions, the POM
and BF images used for the long term morphology stability analysis of C12
films, the POM and BF images of C12 tags used for the calculation of intra
and inter-tag similarity analysis, and thedataset ofC12 tag’s optical signals to
VOCs used to train and test the VOC classification model, are subjected to
controlled access to safeguard intellectual property. These data will be pro-
vided (for academic use only) upon request by e-mail to the authors SICJP
(s.palma@fct.unl.pt) and ACAR (cecilia.roque@fct.unl.pt).

Code availability
All the scripts for image data processing (droplet size distribution, mor-
phological stability assessment, C12 tag intra and inter-tag similarity), for
optical signal pre-processing and for the VOC classification model training
and testing will be provided (for academic use only) upon request by e-mail
to the authors SICJP (s.palma@fct.unl.pt) and ACAR (cecilia.r-
oque@fct.unl.pt). The scripts were written using Python 3.8.5 version, along
with its libraries Scipy (version 1.9.1), Numpy (version 1.24.4), Matplotlib
(3.3.2), pandas (version 1.1.3), OpenCV (cv2, version 4.8.1), PyTorch
(version 2.1.0+cpu) and PyTorch Image Quality (version piq 0.8.0).
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