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Electrifying the transportation sector is crucial for reducing greenhouse gas emissions and offers
numerous benefits including increased energy efficiency, lower total ownership costs, enhanced
national energy security, and improved air quality. Despite the availability of necessary technologies,
fully integrating the transportation and electricity sectors presents challenges in understanding all
benefits and risks. Previous studies have not highlighted the role of coupling between these sectors.
To better understand this coupling, this work reviews the structure of the current fossil-fuel-based
transportation sector (including its dependence on the electricity sector) and case studies of its
vulnerabilities to key risks. By adopting a systemic perspective, we uncover the indispensable
interplay between the transportation and electricity sectors, shedding light on previously neglected
dynamics. Leveraging the principles of grid architecture (GA), we introduce a hierarchical approach to
assess vulnerabilities within the prevailing fuel-based transportation system and elucidate pathways
for enhancement through electrification.

With increasing commitment by global communities to decarbonize
investments, national electric grids are undergoing significant transitions
from fossil-fuel-based thermal power generation towind, solar, geothermal,
hydro, and storage technologies. The transportation sector is reported to be
the largest source of direct greenhouse gas (GHG) emissions and the second
largest when indirect emissions from electricity use are allocated across
sectors according to data provided by theEnvironmental ProtectionAgency
(EPA)1. The transportation sector is an end-use sector for electricity but
currently accounts for a relatively low percentage of total electricity use. The
US government has an ambitious federal goal of reducing GHG emissions
by 50–52% by 2030 and reaching net-zero emissions no later than 20502. It
aims to have zero-emission vehicles make up half of all passenger vehicles
sold in theUSA by 2030 and transition to a net-zero-emissions economy by
20503. In June 2020, an announcement by the California Air Resources
Board’s Advanced Clean Truck Regulation to require 100% zero-emission
truck sales by 2045 further pushedmomentum toward electric vehicle (EV)
adoption4. Soon, thismandate was adopted by 15 other states in theUSA. A
report highlighted the importance of regulating the emissions and fuel
consumption of medium- and heavy-duty vehicles—a subset that con-
tributes 22% of transportation energy use in the USA5. This emphasizes the
importance of transitioning these sectors to electric power to reduce carbon
emissions effectively.

In 2022, the electricity sectorwas the second-largest source ofUSGHG
emissions, contributing 25% of the national total. However, since 1990,
GHG emissions from electric power production have decreased by
approximately 15% because of a shift towards lower- and non-emitting

sources of electricity generation and improvements in end-use energy
efficiency. The transportation sector currently has a relatively low percen-
tage of electricity use and thus indirect emissions, but it is growingbecauseof
the use of electric and plug-in vehicles6. In 2023, there was 3% reductions in
CO2 emissions primarily resulting fromreplacing coal-fired generations and
replacing them with natural gas and solar and other renewable energy
sources. However, the emissions from the transportation sector remained
unchanged from 20227.

“Sector coupling” is a concept that addresses a potential design for the
power industry of the future. It requires the coupling of at least two sectors,
like power-to-gas8. Traditionally, the energy sectors, i.e., electricity and heat
supply, transport, and industry, have functioned largely independently from
one another. Thus, the concept of sector coupling means that the electricity
sector would become the central pillar of the energy system, supplying the
other sectors—heat, transportation, and industry—with energy in various
ways, a schemedescribedby the term “Power-to-X.”There are opportunities
for efficient and flexible energy solutions realized by integrating indepen-
dent sectors that otherwise would have little exchange of energy or mass
flows among each other9,10. The large-scale and rapid electrification of the
transportation sector will introduce it to different kinds of dependencies on
the electricity sector that we have not experienced before.

The current and future connections between the fossil fuel, electricity,
and transportation sectors are not well understood or documented.
Examining the dependencies within the fossil-fuel model offers critical
insights for an electrified transportation future. By viewing both sectors
together, we can see how the fossil fuel supply chain relies on electricity and
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how this interdependence will evolve as transportation shifts toward elec-
trification. In this article, we map the sectoral coupling between the electric
and transportation sectors for the current landscape dominated by internal
combustion engine (ICE)-based transportation and future scenarios with
increased penetration of EVs. This helps to systematically compare the
performance of ICE- and EV-dominant transportation systems during
different scenarios by developing a semi-quantitative methodology for
evaluating and comparing the risks for both types of systems. Additionally,
we provide insights regarding the benefits and risks associated with
electrification.

In ref. 11, the authors investigate sector coupling in all energy sectors to
understand its role in a decarbonized power grid through variability in
energy production. The need for renewables to support the growth and
expansion of electrified transportation has been studied in refs. 12,13. The
authors of ref. 14 emphasize the impact of transportation electrification on
the energy system and highlight a study examining a system with 100%
electrified transportation.Thiswill only be feasiblewhere the additional load
created due to transportation electrification is balanced by a significant rise
in renewable energy generation. Similar studies have focused on under-
standing the role of sector coupling15–20. Learning from these lessons
empowers us to design a future transportation system that is both envir-
onmentally sustainable and resilient to the complex interplay between
energy sectors. Embracing this proactive perspective allows us to provide a
basis for a seamless transition to electrified transportation. Previously
published articles reflect the fusion of upcoming energy systems and the
escalating significanceof electricity across all energydomains pertaining to a
100% renewable-energy-driven system but do not provide deep insight into
the challenges faced by the legacy fossil-fuel-driven transportation system
and the strong interties that it presently holds with the electricity sector. In
this work, we utilize data to highlight the tight coupling between the fossil-
fuel and electricity sectors that enable the transportation sector, along with
the different vulnerabilities that have resulted in the unavailability of fin-
ished gasoline at the pumps. Although the shift toward renewable energy
and electrified transportation is well studied, the complex dependencies
between the fossil-fuel and electricity sectors remain insufficiently studied.
This oversight poses challenges, as fossil fuels still play a vital role in elec-
tricity generation, grid stability, and peak demand management. Thus, a
deeper understanding of these interconnections and vulnerabilities, parti-
cularly in relation to fuel supply disruptions, is essential in ensuring a
smoother transition toward a resilient, fully decarbonized energy system.

An exploration of the intricate relationship between petroleum pro-
duction and electricity usage unveils the multifaceted interplay between the
energy sectors. Data from the Energy Information Administration (EIA)
indicate that the total petroleum production of the USA averaged about
20.079million barrels per day (b/d) in 202221. Oil extraction wells located at
remote sitesmay use diesel generators, but a fair number of oil wells depend
on electricity. BasedonGreenhouseGases, RegulatedEmissions andEnergy
Use (GREET) model-based data, which were available from EIA’s annual
survey in 2006, refineries in the USA purchased a total of 39,353 million
kilowatt-hours of electricity for their operations22. Additionally, pumping
crude or refined oil through pipelines and to or from tankers, barges, and
storage requires electricity. This aspect of sectoral coupling is often missed
and ignored; therefore, discussions about the impact on electricity demand
tend to focus only on the potential increase in EV loads.

Thematurity of technologies for fossil-fuel-dependent systems and the
fuel supply chain has significantly improved over the past century. There
have been various points in the past and present when the fuel supply chain
has presented different challenges23–25. This has resulted in problems for ICE
vehicle users with regards to fuel availability and price volatility. Some of the
major causes that have impacted the fossil-fuel supply chain include loca-
lized events like hurricanes, flooding, and wildfires and other global events
like geopolitical disturbances, regional conflicts, and the pandemic. Various
mitigation measures have been determined and executed that have further
strengthened these systems’ reliability and security. For example, after
Hurricane Sandy, gas stations were required to equip themselves with

backup generators to help provide gas during outages26; similarly, the
Washington state legislature mandates facilities to have backup generators
on site27. In comparison, the technologies used in EVs are significantly
newer and still evolving, and the EV charging infrastructure is in its infancy.
The operation of legacy fossil-fuel-dependent transportation systems pro-
vides us with knowledge of and insights into what has and has not worked
well for these systems. Comprehending their functioning will lead to a
deeper grasp of the future needs of an electrified transportation system and
pinpoint opportunities for enhanced system performance. Mapping and
understanding the future coupling of the electricity and transportation
sectors will improve the overall resiliency of the transportation sector and
the economic efficiency of public and private investments by driving up the
utilization of infrastructure investments and bringing down the dependence
on fuel imports and the intermodal transportation of finished motor
gasoline.

The expanding market for EVs in the coming years underscores the
need for meticulous monitoring and strategic planning of the electric
delivery system. The EV market in the USA has seen tremendous growth
and potential in the last 5 years. Based on the current trend for EV sales, it is
set to replace 5 million barrels of oil per day by 20303. Identifying oppor-
tunities to address concerns that directly or indirectly impact access to
charging will help to rapidly increase the rate of adoption. The demands on
the charging infrastructure necessitate thorough evaluation. While infra-
structure upgrades within the low-voltage grid are essential, the cumulative
impact of EVs on the bulk power level must not be overlooked28. The
escalating presence of EVs may result in congestion at the bulk-grid level,
introducing operational challenges and signaling the potential need for
additional infrastructure upgrades and expanded capacity. Proactive plan-
ning and monitoring are imperative to ensure the seamless integration of
EVs into the power grid29.

In this work, we focus on the sectoral coupling between the electricity
and transportation sectors based on the current landscape dominated by
ICE-based transportation, and a future scenario with increased penetration
of EVs is analyzed.Grid architecture (GA)methodologies have beenutilized
to study the overall shape of the converged system and the entity classes
involved—an understanding of which enables the modeling of complex
interactions30.A converged system is the transformation ofmultiple systems
that share resources and interact via an underlying cross-cutting archi-
tecture. In this paper, the electricity and transportation sectors are treated as
a converged heterogeneous system that provides opportunities for new
value stream innovation. This study first investigates the existing coupling
between the electricity and fossil-fuel sectors that has hereto been unex-
plored. The impact of amajor event on the fossil-fuel supply chain has been
quantified and evaluated, and qualitative sector-attributed data have been
utilized to compare the current ICE-dominant and future EV-dominant
scenarios to pinpoint the relative strengths and weaknesses of each. We
highlight certain local events from the past and analyze the challenges faced
by the present system and the response of a future system on qualitative
terms. This provides a starting assessment of the potential superiority and
weaknesses (real or perceived) for electrified transportation that need more
research and development (R&D). This work looks into the finished gaso-
line supply chain to determine both the systemic strengths and weaknesses
posed by this system.

By conducting a system-level analysis, we have identified and
discussed the factors impacting the reliability and security of the
existing fossil-fuel-based transportation system. These insights offer
valuable opportunities for learning and guide the development of a
more robust and dependable electrified transportation system in the
near future. We engaged with stakeholders and domain experts in
carefully curating different scenarios that highlight the specific risks
associated with the ongoing reliance on finished motor gasoline as
transportation fuel (currently) and electricity (in the future). This has
helped us to understand the present standings for both systems and the
opportunities that would help to make the transportation systemmore
resilient. Our study systematically assesses and compares risks by
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introducing a semiquantitative methodology for evaluating emergency
scenarios in both ICE- and EV-dominant transportation systems.

The rest of the paper is structured as follows. Results section presents
the findings from the study by assessing the different vulnerabilities that
were seen during events like hurricanes and cybersecurity attacks. The
collected data were used to analyze the associated risks. This frameworkwas
then compared with a future electrified transportation sector. Discussion
section provides an in-depth understanding of the qualitative measures
taken for the study that was used to formulate the riskmatrix and thereby
identify possible future opportunities. Methods section discusses in detail
the topology used for quantifying the framework of risk assessment by
identifying the threats and vulnerabilities of the existing fossil-fuel system
and its associated impacts.

Results
It is important to recognize that assessing the performance of the fossil-fuel
and electricity sectors on transportation in an ad hoc manner would not be
sufficient to determine the next steps necessary for enabling the transition
from thepresent fossil-fuel-dependent system to the electrified systemof the
future. However, no methodology currently exists for systematically com-
paring the performance of ICE- and EV-dominant transportation systems.
Therefore, in this section, we explore different approaches that provide a
semiquantitative methodology for evaluating and comparing risks between
the two types of systems.Various types of events like hurricanes, geopolitical
events, etc. that have impacted the transportationandelectricity sectorshave
been summarized, and a data-based analysis has been performed to
demonstrate the levels of risks with either system.

Vulnerabilities
The common expectation at a gas station is metwith a sense of assurance of
the ability to refuel. However, in areas susceptible to various extreme events
like hurricanes, power outages, floods, geopolitical unrest, and compliance
with Organization of the Petroleum Exporting Countries (OPEC) regula-
tions, a range of challenges has been documented. These challenges, span-
ning from natural disasters to geopolitical factors, have disrupted the usual
reliability and widespread affordability of the fossil-fuel supply. Conse-
quently, the availability of finished gasoline becomes uncertain in the face of
such events, creating a complex landscape where external factors can sig-
nificantly impact the expected convenience of refueling.

Hurricane Ike. Hurricane Ike was a powerful Category 2 (according to
the Saffir–Simpson hurricane wind scale31) hurricane that made landfall
on September 13, 2008, near Galveston, Texas. The size and intensity of
the storm resulted in severe economic damage. The Gulf Coast or Pet-
roleum Administration for Defense District (PADD) 3 is an area of
significant oil and gas production. The hurricane impacted offshore
drilling and refining processes that affected production and supply. The

gasoline production of PADD 3 was significantly impacted, and pro-
duction capacity fell by 26% compared to the previous week, as shown in
Fig. 1.

Gasoline prices serve as a valuable marker to show the availability and
accessibility of this essential resource. They are influenced by economic
factors, supply and demand dynamics, geographical variations, environ-
mental considerations, market competition, transportation infrastructure,
government policies, and OPEC. Monitoring gasoline prices helps to
understand the state of the gasoline market and its availability in a given
region.

Because the aftermath of the hurricane caused several production
facilities to shut down, the prices offinished gasoline increasedby almost 5%
for PADD3. Interestingly,most of the impact of the hurricanewas localized
to the Gulf Coast region; the prices of finished gasoline increased by 8% in
PADD2 (Midwest), followed by PADD1 (East Coast), where no significant
impacts or damage caused by the hurricane was noted. The variations in
prices during the hurricane are shown in Fig. 1.

Hurricanes Katrina and Rita. Hurricane Katrina was a Category 3
hurricane that made landfall near New Orleans, Louisiana (PADD 3)
on August 29, 2005. The powerful winds from the hurricane, storm
surge, and flooding created extensive damage to property including the
oil and gas pipelines, refineries, and other crucial infrastructure. This
led to disruption in the production of oil and gas in the Gulf of Mexico
region, as shown in Fig. 2. In the coming months, the region was hit
with another devastating Category 3 hurricane, Rita, on September 24,
2005. The production of the region was already stressed from the
aftermath of Hurricane Katrina, and Hurricane Rita further disrupted
the recovery efforts that dented oil and gas production in the region.
PADD 3 is the largest producer of finished gasoline, and the impacts of
a hurricane or any major event that results in the shutdown of the
refineries create national supply–demand challenges across the nation.
The centralized nature of fuel production deeply aggravates this effect
that leads to availability challenges coupled with a price increase at
the pump.

Similar to the previous weather events discussed for Hurricane Ike, a
substantial increase in the finished gasoline prices in PADD3was seen. The
prices of finished gasoline rose close to 15% from the prehurricane week for
the region, although a similar variation in prices was felt across the nation.
Interestingly, although the effect of these hurricanes was localized to PADD
3, the price changes were felt more severely in PADD 1 and PADD 2, as
shown in Fig. 2. The US Strategic Petroleum Reserve (SPR) (a government-
controlled emergency stockpile of crude oil and petroleum products, pri-
marily maintained to provide a quick and reliable source of energy during
times of energy crises, natural disasters, or other emergencies; it played a
crucial role inmitigating a significant long-term shortage of gasoline during
emergency conditions by releasing several million barrels of crude oil) was

Fig. 1 | (left) PADD3finished gasoline production showing a significant shortfall
during Hurricane Ike and (right) the percent change in the weekly price of
finished gasoline over roughly the same time period. The production of fossil fuels
was impacted when the surrounding region was hit by a hurricane, making the

refineries nonoperational because of the loss of electricity, flooding, and other
challenges. Significant price fluctuations at the pumps were observed. Given the
interdependent nature of the finished gasoline supply chain, the price increased in
regions not directly impacted by the hurricane.
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strained and had to release several thousand barrels of crude oil tomitigate a
long-term price increase and inconvenience.

Colonial pipeline shutdown. The Colonial Pipeline plays a crucial role
in theUS energy supply chain; it connects theGulf Coast to the East Coast
and provides essential delivery of crude oil to the northeast sections of the
country. The pipeline is 5500miles long and has the capacity to transport
2.5 million barrels of oil each day32. In May 2021, the cybersecurity
infrastructure of the pipeline was breached, leading to a shutdown of its
operations33. Several reports of gas station outages were reported across
the states of North Carolina and Virginia. The price of gasoline rose
steadily because of increased demand from panic buying.

Since the Gulf Coast region is the largest producer of oil, supply cuts
from the region were difficult to mitigate once the movement of oil was
affected because the pipeline shut down. Figure 3 shows a decline in gasoline
movement between PADD 3 to PADD 2 and PADD 1.

A substantial rise in gasoline prices occurred in PADD3 and PADD1;
however, the rest of the country felt its impact as well, and the average gas
prices in the USA rose close to 3%, as shown in Fig. 3. The resilience of the
finished gasoline infrastructure supply chain is underscored by its robust-
ness; nevertheless, the susceptibility arising from a dependence on localized
production introduces a noteworthy vulnerability.

Other accident-related events
In previous sections, we discussed how major events have created dis-
ruption in the finished gasoline supply chain, leading to shortages and
increased prices at the pump. There are also concerns related to safety
and environmental risks that arise from the operation of the finished
gasoline supply chain. Beyond the challenges of burning fossil fuels,
which emit substantial amounts of CO2, CO, and other compounds, it is

essential to recognize their significant impact on climate. Another
downside is spills, which can lead to ecological and economic damage.
These can happen because of pipeline leaks, train derailments, or other
industrial disasters. Pipelines and railways are the predominant drivers
that keep crude oil supplied to different sections of the country where it
is not available in abundance. The intricate movement of crude oil and
its products will be discussed in Results section.

Assimilating data from the United States Coast Guard National
Response Center (USCGNRC), which serves as an emergency response
center that reports pollution and railroad incidents, we found a significant
number of incidents registered with oil spills at different stages of oil
delivery, including pipelines, storage tanks, etc., as shown in Fig. 434.

Figure 5 shows the number of spills of predominantly crude oil
occurring in every state that was recorded by the Pipeline and Hazardous
Materials Safety Administration (PHMSA) since 201035. These events have
approximately costed $5 billion dollars.

Information and data
Considering some recent hurricane events—namely, Irma, Florence, and
Michael—that happened in PADD2,we analyzed information that helps us
to explore the distinctions between conventional transportation systems
reliant on fossil fuels and the innovative electrified transportation systems of
tomorrow. Taking a similar approach to assess the change in finished
gasoline price, we can see that during the three hurricanes shown in
Figs. 6 and 7, there was a significant change in the price of finished gasoline
at the pump. Moreover, some of the price changes notably occurred even
before the storms’ landfall, suggesting a trendwhere people started stocking
up on finished gasoline for emergencies and initiated evacuation proce-
dures. The price change during Hurricane Irma was the largest since
Hurricane Katrina in 200536.

Fig. 3 | Colonial pipeline shutdown: percent changes in (left) movement of fin-
ished gasoline betweenPADD3andother regions and (right) infinished gasoline
prices. Because of the shutdown of a major fuel transport artery, the delivery of

finished gasoline was severely impacted. Significant price fluctuations at the pumps
were observed because of panic buying and because pumps eventually dried out.

Fig. 2 | (left) PADD3finished gasoline production showing a significant shortfall
during Hurricanes Katrina and Rita; (right) percent change in the price of fin-
ished gasoline over roughly the same time period. The production of fossil fuels
was impacted when the surrounding region was hit by the hurricanes, making the

refineries nonoperational because of the loss of electricity, flooding, and other
challenges. Significant price fluctuations at the pumps were observed. Given the
interdependent nature of the finished gasoline supply chain, the price increased in
regions not directly impacted by these hurricanes.
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Fig. 5 | Oil and gas spill incidents across states since 2010. This map highlights the geographic distribution and frequency of these incidents, showcasing which states have
experienced the highest number of spills in the contiguous USA.

Fig. 6 | Percent change in the price of finished
gasoline during Hurricane Irma. This illustrates
the fluctuations in finished gasoline prices across
different regions during Hurricane Irma as it dis-
rupted supply chains, caused widespread power
outages, and led to panic buying and fuel shortages
during September 2017. The data highlight the
percent change in prices before, during, and after the
hurricane made landfall.

Fig. 4 | Incidents occurring for different modes of
crude oil transportation. This figure shows a
detailed distribution of incidents associated with
various modes of crude oil transportation, including
pipelines, railways, trucks, and maritime shipping,
over the past decade. Each mode of transport is
examined for its frequency of incidents, the severity
of spills, and the environmental impact. The data
underscore the relative risks and benefits of each
transportation method, highlighting the higher fre-
quency of large-scale spills associated with pipeline
failures and the increased risk of accidents in rail and
truck transport.
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This deepens our understanding of the extent to which the fossil-fuel
architecture is interlinked and its intricate complexity, where significant
impacts are felt. Hurricanes like Katrina and Rita that made landfall in
PADD 3 (a major oil-producing region) created large shortages in fuel
production across the region, and price increases were seen across the
nation. On the other hand, during Hurricane Irma that made landfall in
PADD 1, which is the highest finished-gasoline-consuming region, notable
price changes were seen in areas not affected by the hurricane’s landfall.
Price changes were driven by increased supply challenges, and meeting
demands resulted in panic buying before the landfall of the hurricane.
Considering the price of finished gasoline as a marker, we see spikes during
an event. The price fluctuations are quickly stabilized. This is possible
because of the availability of storage facilities for fossil fuels at different local
and regional areas in the form of tankers, barges, and storage terminals37,

and the federal government has supported themarket by releasing crude oil
from the SPR in some scenarios38.

GasBuddy is a service that provides near real-time information on fuel
prices across various locations39. An analysis indicated that a considerable
proportion of fuel pumps in the regions affected by the hurricanes’ landfall
experienced a notable shortage of finished gasoline at numerous service
stations. This number substantially rose during the landfall of the hurri-
canes, and it took almost three weeks to return to normalcy, as shown in
Fig. 8. The surge in demand before and during the hurricane in non-oil-
producing regions created a shortage in the other regions as well, where
some gas stations in states like Texas reported outages evenwhen therewere
no effects from the hurricane.

For a comparative study to understand how electricity end users
were affected, we used information from Environment for Analysis of

Fig. 7 | Percent change in the price of finished
gasoline duringHurricanes Florence andMichael.
This illustrates the fluctuations in finished gasoline
prices across different regions during Hurricanes
Florence and Michael as they disrupted supply
chains, caused widespread power outages, and led to
panic buying and fuel shortages. The data highlight
the percent change in prices before, during, and after
the hurricanes made landfall.

Fig. 8 | Restoration time at gas stations followingHurricanes Irma, Florence, and
Michael39. This highlights the percentages of gas stations that reported outages
during these hurricanes. Given the complexity of the fossil fuel supply chain, several

factors influence the availability of finished gasoline at the pumps, leading to a long
time to return to normal conditions.
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Geo-Located Energy Information (EAGLE-ITM)40 that pulls from dynamic
datasets to provide near real-time coverage of the entire electric grid.
EAGLE-ITM reports electricity service outages at 15-minute intervals for
3044 out of 3226US counties.We collected archived data during the periods
ofHurricanesMichael, Irma, andFlorence to create anunderstanding of the
recovery of the electric grid41. Our analysis showed that there was a
significant spike in the number of customers that reported outages on the
day of landfall for each hurricane; however, the number started dropping
significantly. Electrical outage recovery, aiming to restore service to
prehurricane levels, demonstrated an average duration of 9 days. The
recovery timeline serves as a critical benchmark, showcasing the resilience

and response efficiency of the electricity infrastructure. Referring to Fig. 9,
the graphs vividly illustrate the percentages of customers reporting outages
during Hurricanes Irma (in Florida), Florence (in North Carolina), and
Michael (in Florida) and provide a visual insight into the impact and
recovery patterns associated with these significant weather events. With an
electrified transportation system, the availability of fuel (electricity in this
regard) can be on site (e.g., rooftop solar, battery storage); this provides end
users with the opportunity to charge their vehicle with the restoration of the
power grid.

As seen in Fig. 9, customer outages as reported by the utilities imme-
diately begin to show a downward trend following landfall and continues to
decline as the hours progress. However, the fuel delivery architecture is
dependent on several factors to ensure its availability. The sheer complexity
requires a large amount of time to restore a gasoline station to its proper pre-
event conditions.

Use cases for a comparison of risk
We identify 12 different categories of potential impacts on transportation
system (both EV and ICE) discussed in Table 5. To understand the scoring
system, we provide couple of examples from the vulnerabilities discussed in
the Methods section for Hurricanes Ike and Irma. We analyze the devas-
tation caused by these hurricanes according to the threats listed in Table 3.

Comparison of risk for Hurricanes Ike and Irma. Table 1 presents an
impact analysis of today’s transportation infrastructure dominated by
ICEs and a futuristic transportation sector that predominantly involves
EVs for Hurricanes Ike and Irma.

As noted, earlier PADD 3 is the largest producer of oil in the USA.
Hurricane Ike resulted in the shutdown of 14 refineries that account for
almost 3.8 million barrels of production per day. This led to a sub-
stantial shortage in fuel across the nation. Thus, the highest score of 3
was allotted to it under system scale and delivery issues. The hurricane
impacted the power grid and resulted in wide-scale outages across the
region; however, the lingering effects of the outages due to the hurricane
were only local and did not spread across the nation, thus a score of 2

Fig. 9 | Percentages of customers that reported outages during Hurricanes (top
left) Irma, (top right) Florence, and (bottom) Michael. Utilities reported outages
peaking on the day of landfall, and a peak in outages was seen the next day. With

restoration efforts going into action immediately after the hurricanes, we seen a drop
in the percentage of customers that reported outages.

Table 1 | Impact analysis for hurricanes

Ike Irma

Criterion ICE EV ICE EV

System scale of delivery issues 3 2 2 2

Safety concern 0 0 0 0

Ecological concern 3 1 1 1

Price impact 3 2 3 2

Response and restoration cost 3 3 2 3

Negative impact on sales/billing 3 3 0 0

Data compromise 0 0 0 0

Negative impact on production 3 1 3 1

Negative impact on transportation/transmission level 3 3 0 0

Negative impact on customer service 0 0 0 0

Immediate economic damage (refers to the functioning
of society as a whole)

1 2 1 1

Immediate economic damage 0 0 0 0

Supplier revenue loss 0 0 0 0

TOTAL 22 17 12 10
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was assigned to more regional and local impacts. Similarly, approxi-
mately 500,000 gallons of oil were spilled from 1500 sites into different
regions, resulting in large-scale ecological concerns. Trees knocked out
several lines leading to power outages, but no ecological damage was
reported42. With a transportation sector dominated by EVs, it is
assumed that there will be damage to vehicle batteries that could lead to
leaks and local concerns. To justify our scoring for the price impact
criterion, we looked at the changes in finished gasoline production and
prices in PADD 3 and other regions during this period, as shown in Fig.
1. In a transportation sector dominated by EVs, scenarios may arise
where there is a surge in demand for charging due to evacuation needs
or the utilization of vehicles as mobile batteries. The increased demand
for electricity, particularly in regions transitioning to electrified
transportation systems, may result in a temporary spike in the loca-
tional marginal pricing (LMP). This surge in the LMP reflects the
dynamic balance between supply and demand in the electricity market,
where increased demand can drive up prices at specific locations.
However, it is essential to note that the impact of this price escalation is
typically confined to regions experiencing heightened demand. Other
areas of the countrymay not feel the same level of price increase because
of differences in demand patterns, generation capacity, and transmis-
sion constraints. Therefore, while localized regions may experience
significant price fluctuations, the broader nationwide impact is often
limited. The localized nature of the impact implies that while there
might be a temporary increase in electricity prices in certain areas, the
broader national electricity market may remain largely unaffected. This
distinction highlights the importance of considering the geographical
context when analyzing the potential impacts of EV charging dynamics
on the electricity market.

Hurricane Ike hit mainlandUSA in September 2008; it was a powerful
stormwith damagingwinds—aCategory 2 hurricane during landfall. Based
on limited available data, the impact categories were scored for the system
that existed during that time, which is dominated by fossil-fuel-dependent
ICEs.Given the characteristics of the hurricane and the observed impacts on
the electricity sector, scores were estimated for the different categories
assuming a hypothetical scenariowith completely electrified transportation.
In scenarios where EVs dominate, the transportation sector would experi-
ence a lower level of impact.

Hurricane Irma hit mainland USA in September 2016 and was also
categorized as a powerful storm: Category 4 during landfall. However, from

an impact perspective for both ICE- and EV-dominated systems, the total
score for Irma was 10, which is less than that of Hurricane Ike.

Discussion
The fossil-fuel market operates within a framework centered on tangible
resources, relyingheavily on extensive infrastructure for both extraction and
transportation processes. In stark contrast, the electricity market functions
on the flow of electrons through a sophisticated grid system, which dyna-
mically responds to factors such as generation costs and the integration of
renewable energy sources. Fossil-fuel prices are subject to fluctuations in
global demand and geopolitical events, while the electricitymarket is shaped
by constantly shifting demand patterns and regulatory frameworks that
ensure reliability and foster fair competition. As the energy landscape
continues to evolve, understanding these fundamental distinctions becomes
increasingly vital for effectively navigating the diverse challenges and
opportunities inherent in each market. Several key categories were used to
compare the characteristics of both current and future grid–transportation
coupled systems. From the categories presently identified, the fossil-fuel
supply chain has an advantage over the electricity supply chain, but the
electricity supply chain has advantages in certain categories. In the following
paragraphs, we discuss the identified categories in detail and a summary is
presented in Table 2.

The placement of energy storage throughout the delivery chain and
the point-of-sale experience are categories where the fossil-fuel supply
chain currently has an advantage over the electricity supply chain, with
several storage locations available. Since EVs are completely dependent
on the electricity infrastructure for operation, this necessitates prior-
itizing infrastructure upgrades andmaximizing investment utilization to
ensure robustness and scalability. Having distributed storage options
increases grid redundancy and provides opportunities to increase grid
strength. Presently, the electricity infrastructure struggles to provide
options for storage over a long duration. The strategic placement of
energy storage resources needs to be prioritized, as this can helpmitigate
disaster scenarios and provide charging in times of need. Similarly,
hydrogen can be seen as an alternative to batteries that can provide
storage over a long duration43. When we discuss market operations,
fossil-fuel markets are often influenced by global commodity prices,
long-term contracts, and spot markets, whereas electricity markets
operate through various regional market structures, including wholesale
markets, power exchanges, and bilateral contracts44. The electricity

Table2 |Comparisonof thecharacteristicsofpresent (fossil fuel dependent) and future (electrified) grid-transportation systems

Category Fossil-fuel supply chain Electricity supply chain

Energy independence Depends on global imports and exports of crude oil; shortage of
supply impacts the entire economy.

With increased clean energy adoption, the nation will be relieved of its
interdependence on the global crude oil market.

Coupling betweensectors Dependent on electricity for refining, pumping, dispensing, etc. EVs are completely dependent on the electricity sector, andwith clean
energy adoption, fossil-fuel needs for power production will be
reduced.

Production location Only well sites and refineries; fossil fuels may be imported. Spread throughout the nation, and distributed energy resources
(DERs) can be local.

Dependence
ontransportation

Highly dependent on 190,000miles of pipelines; 1000s of rail cars,
vessels, barges, and 100,000 tanker trucks for fuel distribution; a
massive amount of fossil fuel consumed for transporting finished
motor gasoline.

Dependence on electricity infrastructure; with a reduction in fossil-
fuel-based generation, dependence on pipelines and the
transportation sector for the supply chain will be further reduced.

Transmission speed Days to weeks. Close to the speed of light.

Energy storage Massive storage of crude and refined oil exists. Energy storage is currently sparse and limited.

Strategic reserve Helps relieve rare situations of acute shortage. Distributed storage facilities are available; however, strategic storage
similar to the SPR does not exist.

On-premises energy
replenishment

Some industrial and commercial entities may have on-premises
refueling.

Most residential, commercial, and industrial entities may primarily
depend on on-premises recharging (continually increasing).

Market dynamics Fossil fuel cost is market based and “controlled/set” by a
multinational oil cartel.

Electricity price is mostly region/location based and often is highly
regulated or monitored.

Point-of-sale experience Fossil refueling experience is standardized, fast, and accessible. EV charging has a competing set of charger and platform formats.
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market in the USA is less subject to challenges posed by geopolitical
scenarios that can influence its operations.

Options for refueling a vehicle on site at a customer residence are
currently absent in the current fossil-fuel-dependent infrastructure
(other than some biofuel refueling options), whereas with an electrified
system, users can rely on their already available charging infrastructure
to meet some basic needs. These will necessarily help during extreme
weather events, where reports have previously shown gas stations
running out even before a hurricane landfall or during a cybersecurity
event45,46. By possessing on-site charging capabilities, identified eva-
cuation zones can strategically prepare for safe and hassle-free eva-
cuation by ensuring that vehicles are fully charged. Similarly, critical
equipment and infrastructure need to be strategically placed. Finally,
the harmonization of standards, charging ports, and data availability
needs to be standardized. This would help to improve the point-of-sale
experience for end users. EVs would play a role in enhancing demand
flexibility by helping to shift charging to off-peak hours by participation
in demand response programs. They can also absorb excess renewable
energy, maximizing its use and supporting grid stability.

The identification of suitable opportunities to address concerns related
toEVcharging is a critical task in the ongoing transition towards sustainable
transportation. Recognizing the specific needs and challenges associated
with EV charging infrastructure allows for targeted and effective solutions.
Utilities are actively exploring strategic opportunities for planned charging
in evacuation zones as needed,mirroring the alert systems employed during
peak load periods47,48. This proactive approach aims to alleviate stress on the
grid and enhance preparedness, ensuring efficient and reliable EV charging
services in critical scenarios. These processes involve thorough assessments
of urban planning, transportation patterns, and energy infrastructure to
pinpoint areas where EV charging stations can be strategically deployed.
Additionally, understanding the concerns of potential users, such as range
anxiety and charging accessibility, plays a crucial role in tailoring oppor-
tunities to meet these challenges head-on.

For this study, we have taken a qualitative measure in designing and
formulating the risk matrix from publicly available information. Colla-
borative efforts between governments, private enterprises, and communities
are essential for fostering a comprehensive approach to identify and capi-
talize on opportunities that will facilitate the widespread adoption of EVs,
contributing to a cleaner andmore sustainable future. Currently, work with
specific states has been carried out to help them understand and establish a
risk matrix with a future-facing outcome focusing on the role that trans-
portation electrification would play in the present fossil-fuel supply chain.

Recognizing the opportunities that may arise from these mutual
influences will enable us to identify synergies and tipping points where
positive feedback can accelerate the adoption of EVs and smart charge
management strategies. Collaborative efforts among governments, indus-
tries, and communities will be crucial in overcoming the challenges of
electrifying transportation and accelerating the shift toward a cleaner, more
resilient future. Developing metrics that provide a comprehensive set of
measures for comparing the state of EV technology and transportation
services with traditional fossil-fuel-based transportation technology is
essential. These metrics can guide future R&D activities and inform reg-
ulatory actions. For instance, setting minimum requirements for the elec-
tricity infrastructure to ensure service assurance and access comparable to
those of fossil-fuel-based transportation systems would be one such metric.

Methods
In this section, the coupling between the transportation and electricity
sectors is mapped and analyzed to understand how the electric grid helps to
power the fossil-fuel infrastructure that in turn supports the transportation
sector. In addition, this section presents the approaches taken to develop the
risk assessment framework by identifying the potential threat factors that
could create a failure scenario or can contribute to creating one. Finally, the
possible impacts for each of the threats and their consequences are
discussed.

Finished motor gasoline infrastructure and supply chain
Aholistic viewof the fossil-fuel supply chain has been created by developing
industry structure diagrams, as described within the GA discipline. To
understand the finished gasoline supply chain in depth, we have divided it
into five high-level stages, as shown in Fig. 10:
• Stage 1: Extraction and storage, transfer to refineries, and refining
• Stage 2: Transmission to terminals
• Stage 3: Aggregation, storage, and distribution
• Stage 4: Retail
• Stage 5: Delivery to vehicles.

Stage 1 comprises all the processes before crude oil is separated into
different user products. They mainly involve extraction and storage,
transportation to the refinery, and refining. Stage 2 involves the distribution
of the products from refineries to different locations through different
modes of transport. Stage 3makesfinishedgasoline available to local regions
for further distribution. Stage 4 ensures delivery of the fuel to local gas
stations, and Stage 5 is the final delivery point along the chain when it is
pumped into vehicles.

The PADDs are geographic aggregations of the 50 states and the
District of Columbia into five districts49. Currently, the USA is able to
meet its demands for gasoline through its own production, with PADD
3 being its predominant producer of crude oil. Pipelines, barges, and
tankers move gasoline to product terminals, where it is stored before
being blended with ethanol for end use. Most finished motor gasoline is
moved by pipeline from refineries and ports to terminals near major
consuming areas. There is a vast network of pipelines that connect
different parts of the PADDs, as shown in Fig. 11. This figure shows the
pipelines carrying finished petroleum products and crude oil in the
contiguousUSA; pipelines that travel across borders have been omitted.
Pipelines are utilized as themajormode of fuel transportation since they
are cost effective and highly efficient during continuous 24/7 operation
under normal conditions.

The current transportation-sector fuel supply chain infrastructure,
which includes the production, distribution, and retailing of gasoline, is, to a
large extent, dependent on the electricity infrastructure in several ways.
1. Fuel Extraction: Electricity plays a crucial role in the extraction of crude

oil. A production weighted average oil well producing 114 barrels per
day is estimated to be using 468,000–648,000 kWh of electricity
per year.

2. Refining: The refining of crude oil into gasoline at petroleum refineries
often requires significant amounts of electricity. Electricity is used to
power various equipment, such as pumps, compressors, and distilla-
tion columns, which are essential for the refining process. Based on the
Refinery Capacity Report of 2022, refineries in the USA purchased
42,698 million kilowatt-hours of electricity for their operations. The
electricity purchased by refineries over the last decade is shown in
Fig. 12.

3. Fuel Pumping and Distribution: Electrically powered pumps are used
to move gasoline through pipelines and loading/unloading operations
at distribution terminals. The operation of gasoline distribution net-
works, including pipelines, storage tanks, and loading facilities, relies
on electricity.

4. Gas Stations: They depend on electricity for various functions,
including powering fuel dispensers, lighting, cash registers, and
security systems. Most gas stations have electrical connections to
ensure the continuous operation of these essential systems.

5. Emergency Backup Power: Many gas stations are equipped with
backup power generators that run on electricity, typically powered by
diesel or natural gas, to ensure fuel availability during power outages50.
These backup generators are crucial formaintaining operations during
emergencies.

In ref. 51, the authors discuss the interdependence between the
electricity and natural gas sectors, but currently, there is no established
framework that discusses the dependency of the current fuel delivery
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Fig. 11 | The intricate network of pipelines that connect different PADDs tomaintain efficient flow of fuel. The interconnected nature of the pipeline network allows for
flexibility and resilience in the fossil-fuel supply chain. In the case of disruptions in one area, alternative routes can be used to maintain supply continuity.

Fig. 10 | Fossil-fuel delivery architecture. This figure shows a comprehensive overview of the fossil-fuel delivery architecture, detailing the complex supply chain from
extraction to end use.

https://doi.org/10.1038/s44333-024-00019-z Article

npj Sustainable Mobility and Transport | (2025)2:2 10

www.nature.com/npjsustainmobiltransport


architecture on the electricity sector. The interconnected fuel network
provides robustness to the delivery chain; however, an increased
dependency on intraregional fuel movements adds certain challenges
to the supply chain. Figure 13 shows the average movement of finished
gasoline across PADDs between January 2000 to June 2023 (monthly
thousand barrels). It can be seen thatmost regions have a high degree of
dependency on PADD 3 for finished gasoline to meet their demands.
Events that damage the production of finished gasoline in PADD 3
affect most of the other PADDs. The reflection of such scenarios can be
seen in several vulnerabilities that have impacted price changes
throughout the nation.

Framework for systematic risk assessment
The previous section helps understand the convergence of the fossil-fuel and
transportation sectors, their vulnerabilities, and the interfaces at ahigh level. It
is clear that although technological maturity of ICE vehicles and the finished
motor gasoline supply chain has been enhanced over the past century, there
are still multiple vulnerabilities in the system due to the sheer dependence on
multiple factors like production, geopolitics, weather events, and transpor-
tation to make it available to end users. We have highlighted the negative
impacts experiencedbecauseof adverse eventsbyanalyzing the availabledata.

It is important to recognize that assessing the performance of the fossil-
fuel and electrified transportation systems in an ad-hoc manner would not
be sufficient to determine the next steps necessary for ensuring a robust
transition to an electrified transportation system. There currently is no
methodology that exists to systematically compare the performance of ICE-
and EV-dominant transportation systems52–55. Therefore, this section pro-
vides a semistructuredmethodology for evaluating and comparing the risks
between the two types of systems. Various types of events like hurricanes,
geopolitical events, etc. that have impacted the transportation and electricity
sectors have been summarized, and a data-based analysis has been per-
formed to demonstrate the level of risk with either of the two systems.

Framework for risk assessment
Risk is ameasure of the extent towhich an entity is threatenedby a potential
circumstance or event and is typically a function of the adverse impacts that
would arise if the circumstance or event occurs and the likelihood of
occurrence. Threat is defined as any circumstance or event with the
potential to adversely impact organizational operations (including mission,
functions, image, or reputation), organizational assets, or individuals. The
National Institute of Standards and Technology (NIST) defines vulner-
ability as “weakness in an information system, system security procedures,
internal controls, or implementation that could be exploited or triggered by a
threat source” 56.

The National Electric Sector Cybersecurity Organization Resource
(NESCOR) Technical Working Group 1 (TWG1) has over the years
developedmultiple documents on the topic of potential cybersecurity failure
scenarios and impact analyses for the electricity sector57. They serve as
resources for utilities to gain an understanding of cybersecurity risks and are
intended to be useful for risk assessment among several other benefits.
Although the NESCOR work products specifically focus on cybersecurity

Fig. 13 | Movement of finished gasoline between PADDs highlighting the key
interregional interdependencies. This relationship aids in strategic planning for
emergency response, infrastructure investments, and regulatory measures to ensure
a stable and resilient fuel supply across the USA.

Fig. 12 | Electricity purchased by refineries at different PADDs65.This figure highlights the regional variations and trends in energy consumptionwithin the refining sector
over the last decade.

https://doi.org/10.1038/s44333-024-00019-z Article

npj Sustainable Mobility and Transport | (2025)2:2 11

www.nature.com/npjsustainmobiltransport


risks, the overall approach for assessing risks is relevant for broader risk
assessment and is fit to be adapted for the purposes of assessing risks in the
electricity and transportation sectors. Therefore, using a similar approach,
we developed a risk assessment framework to identify and score the risks
due to a range of different threats that can potentially impact a fossil-fuel-
dependent or electrified transportation system. This framework helps in
comparing the performance of the two systems in amore objectivemanner.

Threat and vulnerabilities. Threats to the energy infrastructure
encompass everything from natural disaster events to human-made
threats such as physical or cyberattacks58. Each threat corresponds to a
wide range of potential cascading impacts. A threat model lists all the
threat agents that could create a failure scenario or can contribute to
creating one. The threat model includes adversaries who may be driven
by different objectives to exploit certain vulnerabilities in the system,
failures (in people, processes, and technology, including human error),
loss of resources, accidents, and natural hazards. Starting with the threat
model enables the identification of all the relevant failure scenarios that
could otherwise be missed, if there is a lack of understanding of the
comprehensive set of threat agents. Taking into consideration the types of
threat agents and the vulnerabilities that they exploit is also critical for
determining mitigation strategies after the risk assessment is complete.

Table 3 highlights the potential threats to the transportation system
from natural disasters to human-made threats and highlights several
additional threats that could disrupt the transportation sector by dis-
rupting the fossil-fuel or energy supply. It is interesting to note that
hazards, pandemic, lack of training programs, panic buying/consump-
tion, and physical faults are applicable to both types of systems (ICE and
EV dominated). Global geopolitical instability and threats to the
transportation and storage of fuel have the potential to impact the fossil-
fuel-dependent transportation sector more than electrified transporta-
tion. Such threats tend to be sustained for a while after they emerge and
therefore can lead to impacts for a few weeks or even months. Cyber-
security threats are typically a greater concern for electrified transpor-
tation due to the increased network connectivity of both the supply chain
equipment and end-use EVs. Given the dependency of the fossil-fuel

sector on electricity, communication, and control networks, it is highly
likely that the fossil-fuel supply chain will feel impacts. As shown in
Fig. 4, several thousand barrels of oil are spilled each year as a result of
accidents in transportation and storage facilities. They tend to pose
ecological challenges. This has led to near term shortages in fuel avail-
ability. The loss of jobs during economic volatility can create a shortage
of skilled labor in the energy industry. Energy producers face risks to
business continuity and escalating costs due to their failure to address
labor shortages59. Extreme temperatures present vulnerabilities to the oil
and gas industry due to their potential to stress equipment, disrupt
operations, increase energy consumption, and compromise safety
measures, ultimately leading to reduced efficiency and increased
operational risks. The demand for electricity has been seen to surge with
the rise in temperatures, where sometimes utilities had to opt for rolling
outages or voluntary demand reduction from customers to prevent
blackouts. Panic buying threatens both the fuel and electricity sectors by
creating unexpected spikes in demand, straining supply chains, and
potentially causing shortages. This can lead to increased operational
challenges, market volatility, and potential disruptions in service
delivery, impacting the stability and reliability of both industries.
Accidents are a greater concern in both the fossil-fuel and electricity
sectors; the disruption of the operation of utilities due to accidents can
potentially impact the transportation sector in both the long and short
term. Physical attacks pose a significant threat to both the fuel and
electricity sectors, as they can result in damage to critical infrastructure,
the disruption of operations, safety hazards, and the potential loss of life.
Such attacks, whether through sabotage, vandalism, or terrorism, can
lead to production shutdowns, supply chain interruptions, and
increased security costs, ultimately impacting the stability and resilience
of these essential sectors60,61.

Taking inspiration from threat models developed for the electricity
sector in the cybersecurity domain, we adopt the threats and their associated
likelihoods for the transportation sector that canaffect its operation. Someof
the threats have been adopted from critical infrastructure in Minnesota
(MN)62, the energy infrastructure in Europe63, and safety in general, where
the cause of failure is due to human error64. The associated threats can be

Table 3 | Potential threats and hazards to the transportation sector

Threats Vulnerabilities Examples Sector impacted
(fossil fuel or
electricity)

Natural disasters Physical damage to infrastructure Tornadoes, hurricanes, floods, earthquakes,
cyclones

Both

Geopolitical instability Dependence of economy on imports or exports of energy Oil embargo, terrorism events like the 9/11 attack,
OPEC regulations, conflicts

Fossil fuel

Cybersecurity threats Cybersecurity vulnerability Cybersecurity attack Both

Threats to transportation
and storage of fuel

Physical vulnerability of transportation and storage
infrastructure

Failures or other incidents leading to leaks, spills,
or fire.

Fossil fuel

Pandemic or other global
events

Change in electricity or transportation needs COVID-19 pandemic Both

Workforce training
programs

Workforce vulnerability Shortage of tanker truck drivers, experienced
personnel for inspecting and repairing tanker
trucks, electrical linemen

Both

Extreme weather Extremes in temperature due to changing weather
patterns, thereby resulting in increased demand for
electricity. Depending on the available capacity, this can
cause independent system operators (ISOs) to operate
below reserve margins

Can disrupt refinery operations, leading to
decreased efficiency, increased operational costs,
safety hazards, and environmental concerns

Both

Panic buying/
consumption

Demand surge or capacity limitation Shortage of supply or limiting capacity of
transmission/ distribution

Fossil fuel

Accidents/faults Varies, e.g., errors, poor design, non- compliance,
inadequate policies or processes, inadequate testing or
maintenance, degradation of system

Faults caused by vegetation outgrowth, animal
burrowing and other conditions

Both

Physical attacks Physical security vulnerability Attack on infrastructure Electricity
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identified as High, Medium, or Low (H, M, or L, respectively). The defined
likelihood for each threat is not a probabilistic model but an understanding
based on a set of factors that may contribute to its increased occurrence, as
discussed in Table 4.

Impacts
It is essential to establish the impacts for eachof the abovementioned threats
and their consequences to assess the risks. For example, the unavailability of
finished gasoline or the lack of charging capabilities due to a hypothetical
cybersecurity event could impact not just transportation operations but also
could lead to impacts on the economy for the period of disruption.

We have identified 12 categories of potential impacts, as discussed in
Table 5, and brief descriptions are provided below.
1. System scale of delivery issues: The impact from this failure could be

geographically localized.
2. Safety concern: Safety criteria consider whether there is potential for

injuries or loss of life.

3. Ecological concern: A failure scenario could cause damage to the
environment, and this damage could be local ormore widespread. The
type of damage could also be reversible or permanent.

4. Price impact: A failure scenario that creates a change in the cost
(wholesale or retail) of either finished gasoline or electricity.

5. Response and restoration cost: Expected cost to respond to the threat
and reinstate the system to full operational capacity, resembling its state
prior to theoccurrenceof the failure event.The costs canbedetermined
relative to the operations and maintenance (O&M) budget.

6. System downtime: Failures or the inadequateness of the infrastructure
that could impact its operation is included through this criterion.

7. Data compromise: This category considers different types of data
breaches that can lead to the loss of availability, integrity, or con-
fidentiality of information.

8. Negative impact on production: This category considers the loss of
production capacity of finished gasoline for ICEs and the electricity
generation needed for EV charging.

9. Negative impact on transmission/storage: This category considers the
impacts on the transmission and storage of energy, which are critical in
maintaining the reliability and resiliency of the system. In an electric
system, the negative impacts on transmission could mean an event
requiring action(s) to relieve voltage or loading conditions, or trans-
mission separationor islanding, up to the collapse of the interconnected
electrical system. In the fossil-fuel delivery system, it could mean
disruption in themovement of fuel through one ormoremodes due to
underlying reasons. This category also considers the reduction in stored
energy from a baseline value in order to mitigate the threat and restore
the system to its state prior to the occurrence of the failure event.

10. Negative impact on customer service: This category assesses the delay
or inability of end users to utilize the facility.

11. Immediate economic damage: This category assesses the extent of
damage and its lasting impact on the economy.

12. Supplier revenue loss: This category evaluates the impact on both cus-
tomers and the community.Theabsenceof energy topowervehicles can
have far-reaching consequences across the broader economy, resulting
in stranded deliveries and individuals unable to commute to work.

Table 5 | Evaluation of different criteria for a particular event

Categories Criteria and Scoring Rubric

System scale of delivery issues 0:None; 1: Local gas/charging station affected; 2:Gas/charging stations in a regionaffected; 3:Gas/charging stations affected
over the USA.

Safety concern 0: None; 1: <20 injuries related to ICE vehicles or EVs, or infrastructure; 2: >20 injuries related to ICE vehicles or EVs, or
infrastructure; 3: >100 injuries and or death related to ICE vehicles or EVs, or infrastructure.

Ecological concern 0: None; 1: Local ecological damage such as a localized fire or spill, repairable; 2: permanent local ecological damage; 3:
widespread temporary or permanent damage to one or more ecosystems.

Price impact 0: None; 1: <10% change in average daily/weekly price; 2: >10% change in average daily/weekly price in affected region; 3:
>10% change in average daily/weekly price across the USA.

Response and restoration cost 0: None; 1: Marginal (within maintenance budget); 2: Up to 2% of the O&M budget; 3: >10% of the O&M budget.

System downtime 0: None; 1: Isolated recoverable challenges or errors for a nozzle/port; 2: Unplanned unavailability of multiple nozzles/ports,
leaving customers stranded for less than 8h; 3:Unplannedunavailability ofmultiple nozzles/ports, leaving customers stranded
for more than 8 h.

Data compromise 0: None; 1: Loss of essential information (reversible); 2: Loss of essential information (reversible with consequences); 3:
Shutdown of operation, leading to outages.

Negative impact on production 0: None; 1: Less than 10% extraction/refinery/generation facility offline or degraded operation of a facility; 2: More than 10%
loss of extraction/refinery/generation capacity for 8 h or less at a facility; 3: More than 10% loss of extraction/refinery/
generation capacity for more than 8 h at a facility.

Negative impact on transmission/
storage

0: None; 1: Transportation/transmission/storage level down by <10%; 2: Transportation/transmission/storage level down by
>10%, but SPR release not needed; 3: Transportation/transmission/storage level down by >10%, and SPR release needed.

Negative impact on customer service 0:None; 1:Up to a4 hdelay in a customer’s ability to contact provider andgain resolution, lasting oneday; 2:Up to a4 hdelay in
a customer’s ability to contact provider and gain resolution, lasting a week; 3: More than a 4 h delay in a customer’s ability to
contact provider and gain resolution, lasting more than a week.

Immediate economic damage 0: None; 1: Local businesses down for a week; 2: Regional infrastructure damage; 3: Widespread runs on banks.

Supplier revenue loss 0: No effect; 1: No financial loss; 2: Causing up to 10% reduction in revenue; 3: Causing more than 10% reduction in revenue.

Table 4 | Likelihood of occurrence for different threats

Threats Likelihood

Hazards L/M/H (dependent on the region and time of
the year, can be abrupt)

Geopolitical instability L/M(depends on the period under
consideration)

Cybersecurity threats M/H

Threats to transportation and
storage of fuel

M/H

Pandemic or other global events L

Lack of training programs M

Extreme temperature H

Panic buying/ consumption L/M

Accidents/faults M

Physical attacks L (but increasing)
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Table 5 summarizes the impact categories and the associated rubric
for scoring. For each impact category, there are four possible scores. If no
impact of that category is observed/estimated, then the score is 0, and the
score increases to a maximum of 3 if the highest level of impact is
observed/estimated. The total impact score is the sum of the scores for all
categories for a specific threat/scenario. We use the scoring rubric to
perform an impact analysis during different events; an example is
demonstrated in Table 1.

Risk
Risk can be defined as the potential for an unwanted impact from an
event. An assessment of relative risk can be developed based on the
threat and likelihood categories and levels discussed in the Impacts
subsection. Risk assessment utilizes the threat likelihoods (from Table 4
or an adapted version) and the total impact scores (from Table 5). We
evaluate risk levels by summing the impact scores of various factors, as
outlined in Table 6. For example, when the likelihood of a threat is low
and the total estimated impact score is less than 6, the risk is categorized
as low. Conversely, if the threat likelihood is high and the cumulative
impact score exceeds 12, the risk is classified as high, consistent with
intuitive reasoning. To define impact thresholds, the team conducted
assessments across diverse scenarios, including hurricanes, ensuring a
thorough understanding of the risk landscape. This methodology pro-
vides a solid foundation for evaluating and mitigating risks associated
with potential hazards. By integrating threat likelihood and impact
analysis, this approach supports informed decision-making and
proactive risk management, enhancing resilience and minimizing the
negative consequences of future events.

Data availability
The data used to analyze the various events is available at https://doi.org/10.
6084/m9.figshare.25338247.

Code availability
All necessary codes developed for this study can be made available by the
authors upon request.

Received: 2 April 2024; Accepted: 4 December 2024;
Published online: 14 January 2025

References
1. Kikstra, J. S. et al. The IPCC Sixth Assessment Report WGIII climate

assessment of mitigation pathways: From emissions to global
temperatures. Geosci. Model Dev. 15, 9075–9109 (2022).

2. Office of Energy Efficiency & Renewable Energy. The U.S. national
blueprint for transportation decarbonization: A joint strategy to
transform transportation Available at: https://www.energy.gov/eere/
us-national-blueprint-transportation-decarbonization-joint-strategy-
transform-transportation (2022).

3. IEA. Electric car sales 2016-2023. https://www.iea.org/data-and-
statistics/charts/electric-car-sales-2016-2023 (2023).

4. California Air Resources Board. Advanced clean truck regualations
Available at: https://ww2.arb.ca.gov/rulemaking/2019/
advancedcleantrucks (2020).

5. Transportation Research Board & National Academies of Sciences,
Engineering, and Medicine. Reducing fuel consumption and
greenhouse gas emissions of medium- and heavy-duty vehicles,
phase two (The National Academies Press, 2020).

6. United States Environmental Protection Agency. Sources of
greenhouse gas emissions. Available at: https://www.epa.gov/
ghgemissions/sources-greenhouse-gas-emissions (2024).

7. United States Environmental Protection Agency. U.S. energy-related
carbon dioxide emissions, Available at: https://www.eia.gov/
environment/emissions/carbon/ (2023).

8. Welder, L. et al. Spatio-temporal optimization of a future energy
system for power-to-hydrogen applications in Germany. Energy 158,
1130–1149 (2018).

9. Lund, H., Østergaard, P. A., Connolly, D. & Mathiesen, B. V. Smart
energy and smart energy systems. Energy 137, 556–565 (2017).

10. Mendes,G., Ioakimidis,C. &Ferrão, P.On theplanningandanalysis of
integrated community energy systems: A review and survey of
available tools. Renew. Sustain. Energy Rev. 15, 4836–4854 (2011).

11. Figueiredo, R., Nunes, P. & Brito, M. C. The resilience of a
decarbonized power system to climate variability: Portuguese case
study. Energy 224, 120125 (2021).

12. Bellocchi, S., Manno, M., Noussan, M., Prina, M. G. & Vellini, M.
Electrification of transport and residential heating sectors in support
of renewable penetration: Scenarios for the Italian energy system.
Energy 196, 117062 (2020).

13. Siregar, Y. I. & Möller, B. Sector coupling of electricity, transport and
cooling with high share integration of renewables in Indonesia. Smart
Energy 10, 100102 (2023).

14. Bellocchi, S., Klöckner, K., Manno, M., Noussan, M. & Vellini, M. On
the role of electric vehicles towards low-carbon energy systems: Italy
and Germany in comparison. Appl. Energy 255, 113848 (2019).

15. Ramsebner, J., Haas, R., Ajanovic, A. & Wietschel, M. The sector
coupling concept: A critical review.WIREs Energy Environ. 10, e396
(2021).

16. Ahmed, S. & Nguyen, T. Analysis of future carbon-neutral energy
system–The case of Växjö Municipality, Sweden. Smart Energy 7,
100082 (2022).

17. Gils, H. C. & Simon, S. Carbon neutral archipelago–100% renewable
energy supply for theCanary Islands.Appl. Energy188, 342–355 (2017).

18. Pfeifer, A.,Dobravec,V., Pavlinek, L., Krajačić, G. &Duić, N. Integration
of renewable energy and demand response technologies in
interconnected energy systems. Energy 161, 447–455 (2018).

19. Kany, M. S. et al. Energy efficient decarbonisation strategy for the
Danish transport sector by 2045. Smart Energy 5, 100063 (2022).

20. Bonati, A., De Luca, G., Fabozzi, S., Massarotti, N. & Vanoli, L. The
integration of exergy criterion in energy planning analysis for 100%
renewable system. Energy 174, 749–767 (2019).

21. EIA. Howmuch of the crude oil produced in the United States is
consumed in theUnitedStates?Availableat: https://www.eia.gov/ (2023).

22. EIA. EIA annual energy review Available at: https://www.eia.gov/
totalenergy/data/annual/archive/038409.pdf (2009).

23. Abbasi, M. & Nilsson, F. Themes and challenges in making supply
chains environmentally sustainable. Supply Chain Manag. Int. J. 17,
517–530 (2012).

24. Cheng, L. & Duran, M. A. Logistics for world-wide crude oil
transportation using discrete event simulation and optimal control.
Comput. Chem. Eng. 28, 897–911 (2004).

25. Martinez-Valencia, L., Garcia-Perez,M. &Wolcott, M. P. Supply chain
configuration of sustainable aviation fuel: Review, challenges, and
pathways for including environmental and social benefits. Renew.
Sustain. Energy Rev. 152, 111680 (2021).

26. New Jersey Economic Development Authority. Retail fuel stations
statewide now eligible for funding for back-up power. Available at:
https://www.njeda.gov/retail-fuel-stations-statewide-now-eligible-
for-funding-for-back-up-power/ (2015).

Table 6 | Risk matrix assessment

Threat likelihood

Low (L) Medium (M) High (H)

Impact High (>12) M H H

Medium (7–12) M M H

Low (0–6) L M M

https://doi.org/10.1038/s44333-024-00019-z Article

npj Sustainable Mobility and Transport | (2025)2:2 14

https://doi.org/10.6084/m9.figshare.25338247
https://doi.org/10.6084/m9.figshare.25338247
https://www.energy.gov/eere/us-national-blueprint-transportation-decarbonization-joint-strategy-transform-transportation
https://www.energy.gov/eere/us-national-blueprint-transportation-decarbonization-joint-strategy-transform-transportation
https://www.energy.gov/eere/us-national-blueprint-transportation-decarbonization-joint-strategy-transform-transportation
https://www.energy.gov/eere/us-national-blueprint-transportation-decarbonization-joint-strategy-transform-transportation
https://www.iea.org/data-and-statistics/charts/electric-car-sales-2016-2023
https://www.iea.org/data-and-statistics/charts/electric-car-sales-2016-2023
https://www.iea.org/data-and-statistics/charts/electric-car-sales-2016-2023
https://ww2.arb.ca.gov/rulemaking/2019/advancedcleantrucks
https://ww2.arb.ca.gov/rulemaking/2019/advancedcleantrucks
https://ww2.arb.ca.gov/rulemaking/2019/advancedcleantrucks
https://www.epa.gov/ghgemissions/sources-greenhouse-gas-emissions
https://www.epa.gov/ghgemissions/sources-greenhouse-gas-emissions
https://www.epa.gov/ghgemissions/sources-greenhouse-gas-emissions
https://www.eia.gov/environment/emissions/carbon/
https://www.eia.gov/environment/emissions/carbon/
https://www.eia.gov/environment/emissions/carbon/
https://www.eia.gov/
https://www.eia.gov/
https://www.eia.gov/totalenergy/data/annual/archive/038409.pdf
https://www.eia.gov/totalenergy/data/annual/archive/038409.pdf
https://www.eia.gov/totalenergy/data/annual/archive/038409.pdf
https://www.njeda.gov/retail-fuel-stations-statewide-now-eligible-for-funding-for-back-up-power/
https://www.njeda.gov/retail-fuel-stations-statewide-now-eligible-for-funding-for-back-up-power/
https://www.njeda.gov/retail-fuel-stations-statewide-now-eligible-for-funding-for-back-up-power/
www.nature.com/npjsustainmobiltransport


27. Washington State Legislature. Washington Administrative Code
(WAC) 388-107-1030. Available at: https://app.leg.wa.gov/wac/
default.aspx?cite=388-107-1030.

28. Kintner-Meyer, M. et al. Electric vehicles at scale - Phase I analysis:
High EV adoption impacts on the Western U.S. power grid. Tech.
Rep., Pacific Northwest National Laboratory Available at: https://
www.pnnl.gov/sites/default/files/media/file/EV-AT-SCALE_1_
IMPACTS_final.pdf (2020).

29. Scoffield,D. et al. Strategies tomaintain voltageon long, lightly loaded
feeders with widespread residential Level 2 plug-in electric vehicle
charging. Available at: https://doi.org/10.48550/arXiv.2206.05552
(2022).

30. Pacific Northwest National Laboratory. Grid architecture Available at:
https://gridarchitecture.pnnl.gov/ (2022).

31. National Weather Service. Saffir–Simpson hurricane scale Available
at: https://www.weather.gov/mfl/saffirsimpson (2023).

32. Hobbs, A. The Colonial Pipeline hack: Exposing vulnerabilities in US
cybersecurity (SAGE Publications: SAGE Business Cases Originals,
2021).

33. Parfomak, P.W. & Jaikaran, C.Colonial Pipeline: The darkside strikes.
Tech. Rep. (Congressional Research Service, 2021).

34. U.S. Coast Gurad Natural Response Center. Oil spillage data.
Available at: https://nrc.uscg.mil/ (2024).

35. U.S. Department of Transportation, Pipeline and Hazardous
Materials Safety Administration (PHMSA). Incident statistics
Available at: https://www.phmsa.dot.gov/hazmat-program-
management-data-and-statistics/data-operations/incident-
statistics (2023).

36. CNBC.Hurricane Irma pushes gasoline prices to highest increase since
Katrina https://www.cnbc.com/2017/09/08/hurricane-irma-pushes-
gasoline-prices-to-highest-increase-since-katrina.html (2017).

37. Library of Congress. Oil and gas industry: A research guide. Available
at: https://guides.loc.gov/oil-and-gas-industry/midstream/storage
(2020).

38. Office of Cybersecurity, Energy Security, and Emergency Response.
History of SPR releases Available at: https://www.energy.gov/ceser/
history-spr-releases (2020).

39. GasBuddy.When a hurricane hits: GasBuddy reveals howquickly gas
stations run out of fuel and get replenished in the United States
Available at: https://www.gasbuddy.com/newsroom/pressrelease/
2019/07/18/when-a-hurricane-hits-gasbuddy-reveals-how-quickly-
gas-stations-run-out-of-fuel-and-get-replenished-in-the-united-
states-811 (2024).

40. U.S. Department of Energy. EAGLE-I™ Available at: https://eagle-i.
doe.gov/ (2024).

41. Tansakul, V. et al. EAGLE-I power outage data 2014 - 2022 Available
at: https://doi.org/10.13139/ORNLNCCS/1975202 (2023).

42. Harris County Flood Control District. Hurricane Ike 2008 Available at:
https://www.hcfcd.org/About/Harris-Countys-Flooding-History/
Hurricane-Ike-2008 (2008).

43. Andersson, J. & Grönkvist, S. Large-scale storage of hydrogen. Int. J.
Hydrog. Energy 44, 11901–11919 (2019).

44. Shafiee, S. & Topal, E. A long-termviewofworldwide fossil fuel prices.
Appl. Energy 87, 988–1000 (2010).

45. KTBS3. Local gas stations feel the effects of Ike Available at:
https://www.ktbs.com/news/local-gas-stations-feel-the-effects-
of-ike/article_204cc8cd-938b-55cf-bce6-8bfb5c753540.html
(2008).

46. Golding, B. Over 1,000 gas stations are out of fuel across the
southeast Available at: https://nypost.com/2021/05/11/1000-
plus-gas-stations-are-out-of-fuel-across-the-southeast/
(2021).

47. Feng, K., Lin, N., Xian, S. & Chester, M. V. Can we evacuate from
hurricaneswith electric vehicles?Transp. Res. Part D Transp. Environ.
86, 102458 (2020).

48. Li, Q., Soleimaniamiri, S. & Li, X.Optimalmass evacuationplanning for
electric vehicles before natural disasters. Transp. Res. Part D Transp.
Environ. 107, 103292 (2022).

49. EIA. Petroleum administration for defense districts Available at:
https://www.eia.gov/petroleum/weekly/includes/padds.php (2020).

50. Moller, K. How do gas stations pumpwithout electricity? Available at:
https://www.abcactionnews.com/simplemost/how-do-gas-
stations-pump-without-electricity (2017).

51. Peng, D. & Poudineh, R. A holistic framework for the study of
interdependence between electricity and gas sectors. Energy
Strategy Rev. 13-14, 32–52 (2016).

52. Erhorn, H., Schade, A., Eberl, M., Sinnesbichler, H. & Erhorn-Kluttig,
H. Handlungsempfehlung zur betriebskontrolle: Einfachmonitoring
von einfamilienhäusern. Leitfaden. Tech. Rep., (Fraunhofer-Institut für
Bauphysik, 2020).

53. Henning, H.-M. et al. “Sektorkopplung” – Untersuchungen und
Überlegungen zur Entwicklung eines integrierten Energiesystems.
Tech. Rep., (Deutsche Akademie der Technikwissenschaften, 2017).

54. Brown, T., Schlachtberger, D., Kies, A., Schramm, S. & Greiner, M.
Synergies of sector coupling and transmission reinforcement in a
cost-optimised, highly renewable European energy system. Energy
160, 720–739 (2018).

55. Mitra, B., Pal, S., Reeve, H. M. & Kintner-Meyer, M. C.Coupling of the
electricity and transportation sectors - Part II: Risk assessment. Tech.
Rep., Pacific Northwest National Laboratory https://www.osti.gov/
biblio/2350815 (2024).

56. National Institute of Standards andTechnology.National Vulnerability
Database. Available at: https://nvd.nist.gov/vuln (2022).

57. Popovic, T. et al.Electric sector failure scenariosand impact analyses -
version 3.0. Tech. Rep. (Electric Power Research Institute, 2015).

58. Mansfield-Devine, S. Critical infrastructure: Understanding the threat.
Comput. Fraud Security 2018, 16–20 (2018).

59. U.S. Risk. The state of the labor shortage in the oil and gas sector
Available at: https://www.usrisk.com/about-us-risk/news-and-
articles-all/3-14-20-the-state-of-the-labor-shortage-in-the-oil-and-
gas-sector/ (2020).

60. Maloney, V. Physical threats to pipeline critical infrastructure.Pipeline
& Gas Journal 32–35 Available at: http://www.patriotpipelinesafety.
com/wp-content/uploads/2021/09/PGJ-June-21.pdf (2021).

61. National Conference of State Legislatures. Human-driven physical
threats to energy infrastructure Available at: https://www.ncsl.org/
energy/human-driven-physical-threats-to-energy-infrastructure (2023).

62. HomelandSecurity andEnergyManagementMinnesota (MN).Critical
infrastructure protection program. Available at: https://dps.mn.gov/
divisions/hsem/homeland-security/Pages/critical-infrastructure-
protection.aspx.

63. Directorate-General for Energy.Reference security management plan
for energy infrastructure (European Commission, 2010). Available at:
https://energy.ec.europa.eu/publications/reference-security-
management-plan-energy-infrastructure_en#details.

64. Health and Safety Executive UK. Human factors and ergonomics.
Available at: https://www.hse.gov.uk/humanfactors/.

65. EIA. Refinery capacity report. Available at: https://www.eia.gov/
petroleum/refinerycapacity/archive.

Acknowledgements
This project was supported by the Department of Energy, Office of
Electricity, Grid Controls and Communications Program, under Prime
Contract No. DE-AC05-76RL01830. The authors would like to thank Chris
Irwin for his support and contributions to shaping the scope and direction of
sector coupling research.

Author contributions
B.M. and S.P. contributed to the study design and analysis along with data
collection. B.M. wrote the manuscript. S.P., H.R. and M.K.M. provided

https://doi.org/10.1038/s44333-024-00019-z Article

npj Sustainable Mobility and Transport | (2025)2:2 15

https://app.leg.wa.gov/wac/default.aspx?cite=388-107-1030
https://app.leg.wa.gov/wac/default.aspx?cite=388-107-1030
https://app.leg.wa.gov/wac/default.aspx?cite=388-107-1030
https://www.pnnl.gov/sites/default/files/media/file/EV-AT-SCALE_1_IMPACTS_final.pdf
https://www.pnnl.gov/sites/default/files/media/file/EV-AT-SCALE_1_IMPACTS_final.pdf
https://www.pnnl.gov/sites/default/files/media/file/EV-AT-SCALE_1_IMPACTS_final.pdf
https://www.pnnl.gov/sites/default/files/media/file/EV-AT-SCALE_1_IMPACTS_final.pdf
https://doi.org/10.48550/arXiv.2206.05552
https://doi.org/10.48550/arXiv.2206.05552
https://gridarchitecture.pnnl.gov/
https://gridarchitecture.pnnl.gov/
https://www.weather.gov/mfl/saffirsimpson
https://www.weather.gov/mfl/saffirsimpson
https://nrc.uscg.mil/
https://nrc.uscg.mil/
https://www.phmsa.dot.gov/hazmat-program-management-data-and-statistics/data-operations/incident-statistics
https://www.phmsa.dot.gov/hazmat-program-management-data-and-statistics/data-operations/incident-statistics
https://www.phmsa.dot.gov/hazmat-program-management-data-and-statistics/data-operations/incident-statistics
https://www.phmsa.dot.gov/hazmat-program-management-data-and-statistics/data-operations/incident-statistics
https://www.cnbc.com/2017/09/08/hurricane-irma-pushes-gasoline-prices-to-highest-increase-since-katrina.html
https://www.cnbc.com/2017/09/08/hurricane-irma-pushes-gasoline-prices-to-highest-increase-since-katrina.html
https://www.cnbc.com/2017/09/08/hurricane-irma-pushes-gasoline-prices-to-highest-increase-since-katrina.html
https://guides.loc.gov/oil-and-gas-industry/midstream/storage
https://guides.loc.gov/oil-and-gas-industry/midstream/storage
https://www.energy.gov/ceser/history-spr-releases
https://www.energy.gov/ceser/history-spr-releases
https://www.energy.gov/ceser/history-spr-releases
https://www.gasbuddy.com/newsroom/pressrelease/2019/07/18/when-a-hurricane-hits-gasbuddy-reveals-how-quickly-gas-stations-run-out-of-fuel-and-get-replenished-in-the-united-states-811
https://www.gasbuddy.com/newsroom/pressrelease/2019/07/18/when-a-hurricane-hits-gasbuddy-reveals-how-quickly-gas-stations-run-out-of-fuel-and-get-replenished-in-the-united-states-811
https://www.gasbuddy.com/newsroom/pressrelease/2019/07/18/when-a-hurricane-hits-gasbuddy-reveals-how-quickly-gas-stations-run-out-of-fuel-and-get-replenished-in-the-united-states-811
https://www.gasbuddy.com/newsroom/pressrelease/2019/07/18/when-a-hurricane-hits-gasbuddy-reveals-how-quickly-gas-stations-run-out-of-fuel-and-get-replenished-in-the-united-states-811
https://www.gasbuddy.com/newsroom/pressrelease/2019/07/18/when-a-hurricane-hits-gasbuddy-reveals-how-quickly-gas-stations-run-out-of-fuel-and-get-replenished-in-the-united-states-811
https://eagle-i.doe.gov/
https://eagle-i.doe.gov/
https://eagle-i.doe.gov/
https://doi.org/10.13139/ORNLNCCS/1975202
https://doi.org/10.13139/ORNLNCCS/1975202
https://www.hcfcd.org/About/Harris-Countys-Flooding-History/Hurricane-Ike-2008
https://www.hcfcd.org/About/Harris-Countys-Flooding-History/Hurricane-Ike-2008
https://www.hcfcd.org/About/Harris-Countys-Flooding-History/Hurricane-Ike-2008
https://www.ktbs.com/news/local-gas-stations-feel-the-effects-of-ike/article_204cc8cd-938b-55cf-bce6-8bfb5c753540.html
https://www.ktbs.com/news/local-gas-stations-feel-the-effects-of-ike/article_204cc8cd-938b-55cf-bce6-8bfb5c753540.html
https://www.ktbs.com/news/local-gas-stations-feel-the-effects-of-ike/article_204cc8cd-938b-55cf-bce6-8bfb5c753540.html
https://nypost.com/2021/05/11/1000-plus-gas-stations-are-out-of-fuel-across-the-southeast/
https://nypost.com/2021/05/11/1000-plus-gas-stations-are-out-of-fuel-across-the-southeast/
https://nypost.com/2021/05/11/1000-plus-gas-stations-are-out-of-fuel-across-the-southeast/
https://www.eia.gov/petroleum/weekly/includes/padds.php
https://www.eia.gov/petroleum/weekly/includes/padds.php
https://www.abcactionnews.com/simplemost/how-do-gas-stations-pump-without-electricity
https://www.abcactionnews.com/simplemost/how-do-gas-stations-pump-without-electricity
https://www.abcactionnews.com/simplemost/how-do-gas-stations-pump-without-electricity
https://www.osti.gov/biblio/2350815
https://www.osti.gov/biblio/2350815
https://www.osti.gov/biblio/2350815
https://nvd.nist.gov/vuln
https://nvd.nist.gov/vuln
https://www.usrisk.com/about-us-risk/news-and-articles-all/3-14-20-the-state-of-the-labor-shortage-in-the-oil-and-gas-sector/
https://www.usrisk.com/about-us-risk/news-and-articles-all/3-14-20-the-state-of-the-labor-shortage-in-the-oil-and-gas-sector/
https://www.usrisk.com/about-us-risk/news-and-articles-all/3-14-20-the-state-of-the-labor-shortage-in-the-oil-and-gas-sector/
https://www.usrisk.com/about-us-risk/news-and-articles-all/3-14-20-the-state-of-the-labor-shortage-in-the-oil-and-gas-sector/
http://www.patriotpipelinesafety.com/wp-content/uploads/2021/09/PGJ-June-21.pdf
http://www.patriotpipelinesafety.com/wp-content/uploads/2021/09/PGJ-June-21.pdf
http://www.patriotpipelinesafety.com/wp-content/uploads/2021/09/PGJ-June-21.pdf
https://www.ncsl.org/energy/human-driven-physical-threats-to-energy-infrastructure
https://www.ncsl.org/energy/human-driven-physical-threats-to-energy-infrastructure
https://www.ncsl.org/energy/human-driven-physical-threats-to-energy-infrastructure
https://dps.mn.gov/divisions/hsem/homeland-security/Pages/critical-infrastructure-protection.aspx
https://dps.mn.gov/divisions/hsem/homeland-security/Pages/critical-infrastructure-protection.aspx
https://dps.mn.gov/divisions/hsem/homeland-security/Pages/critical-infrastructure-protection.aspx
https://dps.mn.gov/divisions/hsem/homeland-security/Pages/critical-infrastructure-protection.aspx
https://energy.ec.europa.eu/publications/reference-security-management-plan-energy-infrastructure_en#details
https://energy.ec.europa.eu/publications/reference-security-management-plan-energy-infrastructure_en#details
https://energy.ec.europa.eu/publications/reference-security-management-plan-energy-infrastructure_en#details
https://www.hse.gov.uk/humanfactors/
https://www.hse.gov.uk/humanfactors/
https://www.eia.gov/petroleum/refinerycapacity/archive
https://www.eia.gov/petroleum/refinerycapacity/archive
https://www.eia.gov/petroleum/refinerycapacity/archive
www.nature.com/npjsustainmobiltransport


comments and guidance for the manuscript. All the reviwers have read and
approved the manusrcipt.

Competing interests
The authors declare no competing interests.

Additional information
Correspondence and requests for materials should be addressed to
Bhaskar Mitra.

Reprints and permissions information is available at
http://www.nature.com/reprints

Publisher’snoteSpringerNature remainsneutralwith regard to jurisdictional
claims in published maps and institutional affiliations.

Open Access This article is licensed under a Creative Commons
Attribution 4.0 International License, which permits use, sharing,
adaptation, distribution and reproduction in anymedium or format, as long
as you give appropriate credit to the original author(s) and the source,
provide a link to the Creative Commons licence, and indicate if changes
were made. The images or other third party material in this article are
included in the article’s Creative Commons licence, unless indicated
otherwise in a credit line to the material. If material is not included in the
article’sCreativeCommons licence and your intended use is not permitted
by statutory regulation or exceeds the permitted use, you will need to
obtain permission directly from the copyright holder. To view a copy of this
licence, visit http://creativecommons.org/licenses/by/4.0/.

© Battelle Memorial Institute 2025, corrected publication 2025

https://doi.org/10.1038/s44333-024-00019-z Article

npj Sustainable Mobility and Transport | (2025)2:2 16

http://www.nature.com/reprints
http://creativecommons.org/licenses/by/4.0/
www.nature.com/npjsustainmobiltransport

	Unveiling sectoral coupling for resilient electrification of the transportation sector
	Results
	Vulnerabilities
	Hurricane Ike
	Hurricanes Katrina and Rita
	Colonial pipeline shutdown

	Other accident-related events
	Information and data
	Use cases for a comparison of risk
	Comparison of risk for Hurricanes Ike and Irma


	Discussion
	Methods
	Finished motor gasoline infrastructure and supply chain
	Framework for systematic risk assessment
	Framework for risk assessment
	Threat and vulnerabilities

	Impacts
	Risk

	Data availability
	Code availability
	References
	Acknowledgements
	Author contributions
	Competing interests
	Additional information




