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Abstract

A fully connected quantum network with a wavelength division multiplexing architecture plays an increasingly pivotal
role in quantum information technology. With such architecture, an entanglement-based network has been
demonstrated in which an entangled photon-pair source distributes quantum entanglement resources to many users.
Despite these remarkable advances, the scalability of the architecture could be constrained by the finite spectrum
resource, where (D(Nz) wavelength channels are needed to connect N users, thus impeding further progress in real-
world scenarios. Here, we propose a scheme for the wavelength division multiplexing entanglement-based network
using a state-multiplexing quantum light source. With a dual-pump configuration, the feasibility of our approach is
demonstrated by generating state-multiplexing photon pairs at multiple wavelength channels with a silicon nitride
microring resonator chip. In our demonstration, we establish a fully connected graph between four users with six
wavelength channels—saving half of which without sacrificing functionality and performance of the secure
communication. A total asymptotic secure key rate of 1946.9 bps is obtained by performing the BBM92 protocol with
the distributed state. The network topology of our method has great potential for developing a scalable quantum
network with significantly minimized infrastructure requirements.

Introduction

Entanglement-based quantum network, in which the
information is encoded on and measured from entangled
photons, facilitates the development of quantum com-
putation, quantum metrology, and quantum commu-
nication'”. The quantum network has undergone
extensive exploration, encompassing different types of
configurations, such as point-to-point®, trusted-node” ¢,
point-to-multipoint’’~*°, and fully connected net-
work?*~%7, Among these, the fully connected network, i.e.,
each user of the network simultaneously sharing quantum
correlations and exchanging quantum information or
quantum secure key with every other user, has emerged as
one of the most versatile and robust architectures with the

advancement of multiplexing technology in degrees of
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freedom in wavelength, space, and time. Harnessing
progresses in wavelength division multiplexing (WDM), a
four-user entanglement-based wavelength-multiplexed
quantum network has been realized by wusing a
polarization-entangled photon pair with twelve wave-
length channels®. In such a network, Nx (N — 1) wave-
length channels are needed to accommodate N users,
which is constrained to only a few due to the finite
spectrum resource of the photon-pair source**~°, To
expand the network with available resources, a quadratic
improvement in wavelength saving has been achieved
with the establishment of an eight-user metropolitan
network featuring 16 wavelength channels—with eight
beamsplitters for passively temporal multiplexing at the
expense of decreasing the rate of information®. To fur-
ther achieve a scalable and reconfigurable quantum net-
work, flex-grid entanglement distributions have been
implemented by employing multiplexing techniques
based on wavelength selective switch technology, which
enables the reconfigurability of a quantum network with
ever-increasing complexity and service demands® >’
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Despite these great promises, the fully connected
quantum network has been demonstrated based on such a
quantum light source that a quantum state is prepared on
a wavelength. To leverage the finite wavelength resources,
we propose a novel scheme of the quantum network
based on a state-multiplexing quantum light source. This
approach employs two lasers to pump a third-order
nonlinear optical device, facilitating three spontaneous
four-wave mixing (SFWM) processes simultaneously—
one non-degenerate® ** and two degenerate pro-
cesses** ™ Therefore, a wavelength overlap could be
created, enabling photons at one wavelength channel to
be correlated with photons at the other three wavelength
channels, and thus reducing the wavelength resources
needed for a fully connected network.

In this work, we developed a state-multiplexing photon-
pair source by using two lasers to pump a fiber-pigtailed
silicon nitride microring resonator (MRR) chip with a free
spectral range (FSR) of 200 GHz. The source enables a
fully connected graph between four users with six wave-
length channels, which saves half of the wavelength
channels compared with the previous result®. Our result
shows that such a framework could allow simultaneous
and secure connections with a total asymptotic secure key
rate of 1946.9 bps by performing the BBM92 protocol.
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The network topology exhibits the potential to establish a
scalable and reconfigurable quantum network, which
reduces the infrastructure requirement, thus paving the
way for developing a large-scale quantum secure network
in the future.

Results
Network scheme with state-multiplexing quantum
light source

As shown in Fig. 1a, state-multiplexing photon pairs are
generated by pumping a nonlinear optical device with a
laser module emitting light at two wavelengths. Taking
the third-order nonlinear optical device as an example,
the degenerate and non-degenerate SFWM processes
could occur at the same time, ie., correlated/entangled
photons are generated with the pump configurations of
20p1, 2052, and @1 + wp, respectively. For instance, we
denote the two wavelengths of the pump laser module as
0 and 10, whereby the photon pairs are entangled when
the sum of their numerical labels equals 0, 20, or 10,
corresponding to the degenerate or non-degenerate
SFWM processes, respectively. For the wavelength at w,
(labeled as 2), the photons could be correlated/entangled
with those at another three wavelengths w;, w3, and w,—
labeled as —2, 8, and 18. Thus, three quantum states are
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Fig. 1 Schematic of quantum network with a state-multiplexing quantum light source. a State-multiplexing quantum light source with dual-
pump configuration, i.e, 2wy, 2wy, and wp + wpy, respectively. Photons at the wavelength of w, can be correlated/entangled with photons at
another three wavelengths—w;, w3, and wy, ie, three quantum states are prepared on a common wavelength by multiplexing. b Wavelength
allocation of quantum network for ten users. With pump photons labeled as 0 and 10, two users can establish connections by photon pair whose
labels sum up to 0, 10, or 20, respectively. ¢ Physical layer of the quantum network. It consists of the quantum network service provider (QNSP), links,
and user hardware, in which quantum states from QNSP are distributed to each user via fiber links. Each user is equipped with a beam splitter and
two interferometers to perform the random choice of measurement basis between Z (0 or ) and X (/2 or 371/2). d Communication layer of the
quantum network for ten users. With the scheme, ten users are fully connected with 34 wavelength channels, which saves 56 wavelength channels
compared to the previous scheme”®
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Fig. 2 Schematic diagram of experimental setups. a Generation of correlated photon pairs with dual pumps. b Correlation properties. ¢ Energy-
time entanglement with Franson interference. d Demultiplexing/multiplexing unit for the four-node quantum network with six wavelength channels.
e Measurement setup for quantum key distribution using the BBM92 protocol. f Communication layer and wavelength allocation. Note that the
sketch of the PC is adopted from Thorlabs. TL Tunable laser, VOA Variable optical attenuator, BS Beam splitter, PM Power meter, PC Polarization
controller, MRR Microring resonator, DWDM Dense wavelength division multiplexer, SNSPD Superconducting nanowire single-photon detector, UMI

multiplexed on a common wavelength with our method.
Leveraging such a state-multiplexing quantum light
source, a user who occupies one wavelength resource can
connect with the other three users.

Physical and communication layers of the quantum
network featuring a state-multiplexing quantum light
source are illustrated in Fig. 1c, d, respectively. The phy-
sical layer contains a central quantum network service
provider (QNSP), fiber links, and user hardware. As
shown in Fig. 1c, the QNSP includes the state-
multiplexing quantum light source and the demultiplex-
ing/multiplexing unit, while the user hardware consists of
a beam splitter (BS), two unbalanced Michelson inter-
ferometers (UMIs), and four single-photon detectors
(SPDs). Photons incident on the BS and UMIs, where they
are measured in the Z basis (0 or ) or the X basis (/2 or
3m/2), thus enabling the measurement in the diagonal/
antidiagonal phase basis. The communication layer of the
network facilitates a fully connected graph, enabling
entanglement  distribution, quantum  information
exchange, and secure communication between all pairs of
users. We conceptually refer to the ten users of our net-
work as Alice (A), Bob (B), Charlie (C), Dave (D), Emily

(E), Fred (F), George (G), Henry (H), Ivan (I), and Jeff (J).
Every user within the ten-node network receives wave-
length channels identified by numerical labels. The
wavelength allocation is shown in Fig. 1b. Benefiting from
the state-multiplexing quantum light source, this scenario
necessitates 34 wavelength channels for the ten-node
network, a considerable reduction compared to 90
wavelength channels suggested in the previous result®.

State-multiplexing quantum light source with dual pumps

The generation and characterization of quantum state-
multiplexing photon pairs with dual pumps is illustrated
in Fig. 2. A fiber-pigtailed silicon nitride microring reso-
nator chip is utilized with an FSR of ~200 GHz and a
quality factor of ~10° *’. See more details in Methods and
Supplemental Material Note 1. As shown in Fig. 2a, two
independent continuous-wave tunable lasers at the
wavelengths of 1550.12nm and 1540.56 nm without
phase-stable with each other are used to generate photon
pairs, which are multiplexed by using dense wavelength
division multiplexers (DWDMs) with 200-GHz-spacing at
the ITU channels of C34 and C46. In our experiments, the
power of the two pump lasers is set to be equal in order to
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balance the efficiencies of the degenerate and non-
degenerate type-0 SEFWM processes, ensuring the opti-
mized performance of the state-multiplexing quantum
light source®®*®, Quantum state-multiplexing photon
pairs are generated in the resonator. After the pump
rejection, signal and idler photons are selected by
DWDMs and detected and recorded by superconducting
nanowire single-photon detectors (SNSPDs) and time-to-
digital converter (TDC), respectively, as shown in Fig. 2b.

To characterize the quantum correlation property of
generated photons, we select the ITU channel C38 as the
common wavelength, photons from which are correlated/
entangled with those from the ITU channels C30, C42,
and C54. The single side count rates at C30, C42, and C54
with different pump power are measured as shown in
Fig. 3a. The error bars of the count rate are obtained by
the Poissonian photon-counting statistic. The difference
in the rates comes from the different quality factors and
transmission losses of these channels. See more details in
Supplemental Material Note 2. The coincidence count
rates and coincidence-to-accidental ratios (CARs) are
given in Fig. 3b, c. In Fig. 3b, the inset shows the coin-
cidence histograms for the correlated photon pairs
between C30&C38, C42&(C38, and C54&C38 at a pump
power of 1 mW, respectively. It is worth noting that the
coincidence count rates and CARs in the non-degenerate
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case are higher than those in the degenerate case because
of the different efficiency between degenerate and non-
degenerate SFWM processes>”*>43%9,

The property of energy-time entanglement of the state-
multiplexing quantum light source is verified by the
Franson interference®®' by using two identical UMIs
with an additional phase difference of a or 5 as shown in
Fig. 2c. Note that the interferometers are stabled by the
proportional-integral-derivative (PID) feedback control
with reference light. See more details in Supplemental
Material Note 3. The measured interference curves of
C30&C38, C38&C42, and C38&C54 are shown in
Fig. 3d—f the phases of S=m/2 and m/4. Circles are
experimental results, while the lines are the fitting curves
with a 1000-time Monte Carlo method. For 8 = /4, the
raw visibility is obtained as 87.1 + 0.5%, 98.2 + 0.2%, and
90.4 +0.6% without subtracting the accidental coin-
cidence counts. The single side count rates of photons at
C30, C42, and C54 keep constant at ~108 kHz, ~141 kHz,
and ~57 kHz, respectively, which indicates that there is no
single-photon interference in the measurement. The
quantum correlation and entanglement properties of
other photon pairs are characterized by measuring the
coincidence events between signal and idler photons at
different wavelength channels, as illustrated in Fig. 3g and
Table 1. Note that the correlation and entanglement
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Fig. 3 Experimental results of the state-multiplexing quantum light source with dual pumps. a Single side count rates of photons at different
levels of pump power at the wavelength of C30, C42, and C54, which is correlated/entangled with the photons at C38—the state-multiplexing state.
b Coincidence count rates and ¢ CAR of photon pairs for C30&C38, C38&(C42, and C38&C54. The inset of b gives the coincidence histograms for the
three correlated photon pairs. d—f Results of Franson interference for C30&C38, C38&C42, and C38&C54, respectively. g Coincidence count rates of 24-
wavelength-paired photon pairs for degenerate and non-degenerate SFWM processes at pump powers at 0.32 mW
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properties at C22 and C58 are not shown in the results
due to the classical light generated from the stimulated
four-wave mixing processSZ’SB.

Quantum key distribution

With the developed state-multiplexing quantum light
source, we demonstrate the feasibility of the energy-time
entanglement-based quantum key distribution network
between four users with six wavelength channels. As
shown in Fig. 2f, Alice (A), Bob (B), Charlie (C), and Dave
(D) are connected by photon pairs at C38, C42, C54/C50,
and C30/C26, respectively. Figure 2d shows the details of
the demultiplexing/multiplexing unit, in which six
DWDMs are used for demultiplexing while two DWDMs

Table 1 Experimental results of the Franson interference
for energy-time entanglement generated from the state-
multiplexing quantum light source through degenerate
and non-degenerate type-0 SFWM processes
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are used for multiplexing, respectively. See more details in
Tables S1-S4 in Supplemental Material for losses of the
different schemes. We analyze the quantum bit error rate
(QBER) and the asymptotic secure key rate (SKR) between
two different users by performing the BBM92 protocol®*
as shown in Fig. 2e. The results indicate that the perfor-
mance between Alice and Bob is the best because of the
high-efficiency photon generation and low-noise wave-
length configuration, while the performance between Bob
and Dave is the worst as photons at C30 are considered
noises in this case.

The secure key rate is calculated by SKR = N x [1 —
f(8p)x H(8p) — H2(8,)]***°° where Ny is the sifted
key rate, f{§,) characterizes the efficiency of error cor-
rection with respect to Shannon’s noisy coding theorem,
the value of which is set to 1.2 in our calculation, &, is
the bit or the phase error rate, and H5(p,,) is the binary
entropy function as H(Jp,) = —3pplog,(8p,) — (1 —
Opp)log, (1 — 8p,), respectively. In the experiments, Ny
and QBER increase as the pump power, leading to a trade-

SFWM process ITU Visibility ~ ITU Visibility off between Ny; and QBER for a high-performance
channels channels quantum network. To obtain the optimal pump power, we
. . measure the visibility, Ny, QBER, and SKR of B&D at
Degenerate (C328&C36 91.1+£04% (C308C38 87.1+£0.5% different pump powers, as shown in Fig. 4a, b%%. At a
C288C40 939£05% (C268C42 839+05%  pump power of 0.4 mW, the visibility and QBER approach
C248C44 998+03% C20&C48 834+09% the limit for successful key generation, which is 80.9% and
o _ . .
C188C50 8544 06% Cl68C5) a704160 5% with f(6b) 7’1.2 .respectlvely, as 1llustrat§d by the
. . blue dashed lines in Fig. 4a, b. See more details of the
C148C54 B34L11% 128056 854219%  calculation in Supplemental Material Note 7. Further
C448C48 90.8+£04% C428C50 919+04%  increasing the pump power would lead to failure of key
C408C52 83.7+05% (388C54 904+04%  generation between users B and D. Therefore, we set the
C(364C56  903+03% C328C60  881:08% Pump powers as 04mW and analyze the properties
between different combinations of users. The coincidence
- 0, 0,
Non (368C44 949+£02%  (388C42 98220.2% histogram results of A&B, A&C, A&D, B&C, B&D, and
degenerate (32848 962+03% C30&C50 943+02%  C&D are shown in Fig. 4c. The results of quantum key
C288C52 084+02% C268C54 957+01%  distribution are listed in Table 2. A total SKR of
C248C56 9994 03% C208CE0 g14s050 19469 bps among fogr users is obtained, which is hlgh?r
than that by using a single pump scheme. See more details
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Fig. 4 Experimental results of quantum key distribution with the developed state-multiplexing quantum light source. a, b shows the
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two sets of correlated wavelengths with two sets of correlation peaks
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Table 2 Results of the QBER and SKR between A&B, A&C,
A&D, B&C, B&D, and C&D

Users ITU channel  Ngyg (Hz)  Visibility QBER  SKR (bps)
A&B (C38&C42 16139 97.1% 1.4% 12306
A&C (C38&C54 260.0 84.4% 7.8% 34.2
A&D C388C30 405.6 87.1% 6.5% 97.6
B&C C428C50 2682 84.9% 7.6% 399
B&D C428C26 2674 83.2% 8.4% 229
C&D C50&C30 585.0 93.2% 34% 454.6
c&D C548C26 460.0 84.8% 7.6% 67.1
Total 1946.9

in Table S5 in Supplemental Material for the performance
comparison. The results suggest that our scheme not only
preserves the functionality of secure communication but
also conserves wavelength channels and enhances per-
formance. It is noted that C and D are connected by two
entangled photon pairs—C50&C30 and C54&C26.

Discussion

To further improve the SKR of the quantum network, we
can utilize a quantum light source with a smaller coin-
cidence window or coherence time®”, which can be realized
by utilizing dual-Mach-Zehner microring device® and
dual-microring device with parity-time symmetry®’. See
more details for the theoretical analysis of SKR in Supple-
mental Material Note 7. One may argue that the QBER and,
hence, the SKR are limited by the inevitable noise of our
scheme. For instance, in our demonstration, three states are
prepared on one wavelength by multiplexing, with only one
state being used while the other two are considered noise.
However, this is also the case in the previous scheme, where
the quantum state in one wavelength channel is con-
taminated by other wavelength channels without demulti-
plexing or frequency-resolved detection at the user node.
The QBER and SKR in the quantum network with state-
multiplexing quantum light source are not only determined
by the generation properties of the photon pairs, but also
determined by the configuration of the network topology.
For instance, in our demonstration, users C and D occupy
two wavelength channels, ie, C54/C50 and C30/C26,
respectively. Therefore, the correlation properties of
C38&C54 and C38&C30 are also influenced by photons in
the wavelength channels of C50 and C26. One can balance
the generation efficiencies of degenerate and non-
degenerate processes and configure the arrangement of
DWDMs among channels, and can also apply the flexible
grid idea to dynamically balance the SKR **~7.

The long-term goal of a full-fledged quantum internet
requires a quantum communication network that supports
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the connection among as many users as possible using
minimal wavelength channels. As the number of users
increases, the advantages of our scheme become increas-
ingly pronounced. The pump configuration can be custo-
mized and dynamically adjusted to tailor specific
requirements. For instance, employing three or more pump
lasers would further extend the spectrum range in which
entangled two-photon states can be generated in the device.
More multiplexed states would be prepared on a wave-
length, thus increasing the scalability of the quantum net-
work. To further configure the entanglement distribution
network, one can adjust the powers and wavelengths of
pump lasers to dynamically manipulate its connections. It is
worth noting that with more pumps, more challenges and
complexities in noise filtering and channel assignment will
be introduced. Especially wavelength channels could be
occupied by light generated from stimulated FWM pro-
cesses. One could utilize the type-II SFWM process to
develop the state-multiplexing quantum light source, in
which the stimulated FWM can be further suppressed***,
Besides, the bandwidth of quantum light source can be
further extended by dispersion engineering of the SiN
microring with inverse-design approach®®. Alternatively,
nonlinear optical devices fabricated with different third-
order nonlinear optical materials, such as GaN®,
AlGaAs®*™, can also be utilized for developing broadband
state-multiplexing quantum light sources. Furthermore, the
number of wavelength channels can be increased by redu-
cing the FSR of the microring **%'.

In summary, we have successfully implemented an
energy-time entanglement-based quantum key distribution
network using a state-multiplexing quantum light source
for the first time, which confirms the enhanced feasibility
and scalability of the proposed network architecture. Our
state-multiplexing scheme can also be applied to quantum
networks with various entanglement resources such as
polarization entanglement and time-bin entanglement.
Besides, combining with the time-sharing®*, BS multi-
plexing®!, and flex-gride’® %, our scheme enables the
realization of larger-scale quantum network.

Materials and methods
Details of silicon nitride microring resonator chip

Silicon nitride (Si3zN,) microring resonator chip can
offer enhanced nonlinear effects by leveraging their
resonant nature thanks to its ultralow optical loss and
tailorable dispersion®*. In our experiments, we demon-
strate a quantum network using a microring resonator
with a SizN, chip. The width-height cross-section of our
microring resonators is designed as 1.8 um x 0.8 um for
the anomalous dispersion. The gap between the wave-
guide and the ring is 0.35 um with over-coupling for high-
performance quantum light generation and emission. The
microring chip is packaged by single-mode I/O fibers with
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an insertion loss of 3.2dB, which is realized by using
microlenses for precise mode matching and optical col-
limators for efficient coupling. The image of the fiber-
pigtailed chip with thermal stability management is shown
in Fig. Sla. The transmission spectra of the microring
from 1533 nm to 1558 nm are shown in Fig. S1b. Figure
Slc, d gives the details at C46 and C34 with a quality
factor of 1.29 x 10° and 1.22 x 10, respectively.

Experimental setup

The experimental setup for the generation of photon
pairs is shown in Fig. 2a in the main text. Two continuous-
wave tunable lasers (Toptica CTL 1550) at 1550.12 nm
(ITU Channel C34) and 1540.56 nm (ITU Channel C46) are
utilized. The power is adjusted by a variable optical
attenuator (VOA) and is monitored by a 90:10 BS and a
power meter. The polarization controller is used to control
the polarization to align the TEOO mode of the waveguide.
To suppress the sideband noise of the laser and the Raman
photons generated in the fiber, two high-isolation (>120 dB)
DWDMs at C46 and C34 are employed before the
microring chip. Then the pump light at wavelengths of C34
and C46 are multiplexed and injected into the chip. At the
output of the chip, the residual pump laser is rejected by
two DWDMs with an isolation of >50 dB.

Thermal stability

To maintain the thermal stability of the microring reso-
nator, a thermoelectric cooler, and a thermistor are packaged
at the bottom of the device, both of which are connected to a
temperature controller with the PID method. The tem-
perature stability can be maintained within 0.001 °C, which
ensures the thermal stability of the microring resonator.

Frequency stability

To keep the pump lasers at the resonant wavelengths of
the microring resonator, a wavelength meter (WS8-10,
HighFinesse) with PID option is used to stabilize the
wavelengths of the two narrow linewidth lasers (DLC CTL
1550, Toptica). The measured frequency shifts of the two
lasers are shown in the inset of Fig. S1a, b, which is within
1 MHz for both channels. Compared to the linewidth of
~200 MHz for the resonance, the pump laser can be stably
tuned into the microring resonator. At the resonant
wavelengths, the stability of our setups is further mon-
itored by measuring the powers of the two pump lasers
after passing through the microring resonator. As shown
in Fig. S8c, the results indicate that conditions are almost
the same during the measurement.
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