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Explainable mechanism for production
process anomalies based on digital twin

Weiwei Qian 1,2,5 , Litong Zhang2,3,5, Yu Guo 2,5, Sai Geng2, Mingjie Jiang2,
Yuhan Zheng1, Shengbo Wang 2,4 & Shaohua Huang 2

In the manufacturing sector, abnormal production can disrupt production
schedules, leading to significant economic and reputational losses for manu-
facturers. To address this issue, in this study, we present an explainable
mechanism for production process anomalies (EM2PA) designed to clarify the
complex coupling relationships among variousmanufacturing factors, analyze
the impact of these factors on the production process, identify abnormal
production, provide explanations for its causes, and enable trace-back analy-
sis. EM2PA consists of threemodules: the data augmenter, the influence factor
recognizer, and the causal interpreter. Specifically, the data augmenter gen-
erates small sample data of abnormal production, the influence factor recog-
nizer decouples the complex coupling relationships and identifies the factors
influencing abnormal production, and the causal interpreter provides causal
explanations. Furthermore, through a case study based on the actual pro-
duction process of a discrete manufacturing workshop, we demonstrate the
effectiveness of EM2PA in identifying the root causes of problems, while
highlighting the importance of explainability and causal analysis of production
process anomalies.

With the development of the Internet of Things, big data, and artifi-
cial intelligence technologies, the manufacturing industry has
entered a new stage of digital competition. The digital twin work-
shop, as an innovative mode of workshop operation, has been gra-
dually explored and applied within the industry1,2. Improving the
explainability of the digital twin model (DTM), revealing the
mechanism of abnormal production (AP) in the production process,
and conducting predictive diagnosis are crucial for enhancing the
optimization and precise control capabilities of the production
process in the digital twin workshop, as well as for promoting the
broader application of the digital twin.

In manufacturing companies, understanding why a disturbance
has occurred by identifying its underlying causes is a process of
reverse direction. Whether management or production personnel,
there is an urgent need for cause analysis of AP modes in the

production process, as AP is only a surface-level issue, and the tech-
nical and management issues underlying it are the root causes, with
many potential risks and problems possibly hidden. Once these causes
are identified, countermeasures can be proposed and implemented to
eliminate them3. The explainable mechanism for production process
anomalies (EM2PA) is expected to provide new analytical structures
and methods for cause analysis. Cause analysis of the production
process can enhance the understanding of DTM prediction results
(e.g., production progress, energy consumption, production capacity,
and other relevant metrics.), and provide insights into how the model
generates predictions by revealing the relationships between model
inputs and outputs. It can also help clarify the coupling relationships
between various manufacturing factors, analyze their impact on the
prediction results, make explicit the potential hidden risks, and
establish an early warning mechanism for AP.
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In recent years, researchers have made great efforts to tackle the
explainability issues of models, which is an important prerequisite for
promoting the innovative application of artificial intelligence (AI)
methods in industrial digital twin and realizing smart manufacturing.
With the application of advanced sensing, the Internet of Things and
other technologies, the availablemanufacturingdata is evolving across
multiple characteristics, commonly referred to as the 6 Vs. of big data:
volume, variety, velocity, veracity, value, and variability, thereby
facilitating the establishment of more complex DTMs4. The increas-
ingly complicated nature of DTMs leads to poor explainability and
limits their application scope.

Since Tao et al. proposed the concept of digital twin workshop
and its applications, digital twin modeling, verification, and evolution
have received extensive attention2,5. However, it is still abstract and
lacks pertinence in the implementation process, for example, how to
achieve the explainability of complex DTMs in industrial environ-
ments. Clearly explaining the key question ensures the organizations
and end-users know what the DTMs are capable of ref. 6. To explore
the explainability of models in industrial environments, some studies
focus on explainable frameworks. For example,Wanget al. presented a
framework of explainable modeling to enable collaboration and
interaction between modelers and stakeholders7. Arrieta et al. sum-
marized previous efforts made to define explainability in machine
learning and put forward a definition of explainable machine learning
that covers prior conceptual propositions with a major focus on the
intended audience for explainability8. Naser. proposed a framework
for integrating explainable and anomalous machine learning into a
digital twin to enable fine-tuning of mixtures9. Beyond such frame-
works and conceptual definitions, model-agnostic explanation meth-
ods such as shapley additive explanations (SHAP)10 and local
interpretable model-agnostic explanations (LIME)11 have also been
proposed. LIME explains individual predictions by locally approx-
imating themodelwith anexplainable surrogatemodel, whereas SHAP
assigns feature importance values using Shapley values from coop-
erative game theory. Although these explainable frameworks play a
significant role in guiding, the absence of concrete technical imple-
mentations for industrial settings makes them far from practically
applicable. Several studies aim to explore more specific, explainable
hybrid modeling methods. For example, Blakseth et al. explored an
approach to hybrid analysis and modeling to create trustworthy,
accurate, and explainablemodels12. Kuhnle et al. investigatedmethods
of explainable reinforcement learning for production control in the
context of a real-world task13. Moreover, Wehner et al. proposed an
explainable lane change prediction method using layer-wise relevance
propagation for layer-normalized long short-term memory14. Fekete
et al. presented a causal AI-based method to uncover cause-and-effect
relationships in urban transport data, with an initial application to a
bike-sharing public transport system, providing evidence to guide the
design of sustainable urban mobility policies15. Dibaeinia et al. pro-
posed a causal AI approach called Counterfactual Inference by
Machine Learning and Attribution Models to identify gene regulatory
differences between biological conditions and to reveal potential
regulators of Alzheimer’s disease. However, its causal explanation
relies on assumptions, whichmay limit the practical applicability of the
method16.

While the explainability of the model can improve production
process management to some extent, simply implementing the
explainability of themodel is not enough. Explainability tends to focus
more on the “forward direction”, i.e., how the input variables influence
themodel output. In contrast, the cause analysis process focusesmore
on the “reverse direction”. Due to the uncertainty and multiple dis-
turbances in the production process of a discrete manufacturing
workshop, cause analysis of AP becomes both important and chal-
lenging. Cause analysis is a process of understanding the causal

mechanisms behind a change from a normal state to an abnormal one,
in order to prevent recurring problems.

To explore cause analysis methods in complex manufacturing
process under industrial environments, some studies have attempted
to use techniques (e.g., association rules) to associate different factors
with a problem or fault. Duan et al. proposed a heuristic root cause
identification solution based on fuzzy weighted association rule
mining for quality accidents17. Sun et al. proposed an adaptive fault
detection and root cause analysis scheme for complex industrial pro-
cesses using moving window kernel principle component analysis and
information geometric causal inference, which investigates the
potential root cause variables and their propagation paths18. Xiao et al.
introduced a multi-dimensional modeling approach and abnormality
handling method for digital twin shop floors19. Expert knowledge can
also be used to establish a sequence of root causes. For example,
Steenwinckel et al. presented a methodology by combining expert
knowledge with machine learning for adaptive anomaly detection and
root cause analysis on sensor data streams20. However, acquiring this
causal knowledge and these rules is very difficult in complex industrial
environments.

As the sensorization ofmanufacturing environments expands, the
available data has increased, and data-driven root cause analysis
methods have developed rapidly. Ma et al. explored a big data-driven
root cause analysis method for quality problem solving, which gen-
erates features related to themanufacturing process and then analyzes
them using machine learning algorithms21. Arunthavanathan et al.
introduced a methodology for the autonomous diagnosis of the root
cause of a detected fault in a complex processing system22. Cho et al.
presented a quality-discriminative localizationmethod formultisensor
signals in root cause analysis, which uses convolutional neural net-
works to analyze sensor data and determine the location of the root
cause within the process23. Furthermore, to improve manufacturing
processes, Oliveira et al. proposed a two-phase root cause analysis
solution that uses factor-ranking algorithms24. Causal inference is used
to analyze and define overlaps, and interventional probabilities are
employed to estimate how likely a given overlapping tuple is the true
root cause. Moreover, Zhou et al. introduced a causal- knowledge-
basedmethod for causeanalysis of equipment spot inspection failures,
which fully utilizes causal relationship knowledge to enhance the
reliability of cause analysis25. Yang et al. put forward a digital twin-
driven fault diagnosis method for composite faults that combines
virtual and real data to achieve high accuracy in diagnosing composite
faults26. Specifically, the DTM is used to verify the results of the fault
diagnosis model and correct errors in the single fault diagnosis stage.
Then, virtual data from theDTMand real data from thephysical system
are used for diagnosis in the composite fault diagnosis stage. Similarly,
Tang et al. proposed an approach that utilizes fusion-based clustering
and hyperbolic neural network-based knowledge graph embedding,
which can automatically identify bottlenecks and analyze causes from
a process perspective27. However, these two methods are based on
graphs for cause analysis, ignoring the impact of the completeness of
the knowledge graph and the quality of causal knowledge, which may
reduce the accuracy of cause analysis.

Previous studies have shown the success in applying various
techniques, such as association rules, expert knowledge, to cause
analysis. However, they mainly focused on specific stages of the pro-
duction process and relied heavily on extensive rule sets or knowledge
bases. In addition, data-driven approaches have been applied to
anomaly diagnosis, but they lack the capability for cause analysis.
Although mainstream methods can achieve satisfactory performance,
there lacks a systematic approach linking anomaly detection and
prediction with explanation, which limits the applicability to explain-
able analysis in dynamic production environments. Moreover, the
integration of explainable analysis with digital twin technology
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remains largely underexplored in the context of intelligent manu-
facturing, resulting in the DTM with limited capability for traceability.

In this work, we propose an EM2PA based on digital twins to
enable trace-back analysis of production process anomalies in the
discrete manufacturing workshop. EM2PA reveals the prediction pro-
cess of the model and the cause analysis of coupling characteristics of
AP, decodes the complex underlying relationships between AP modes
and input variables, and improvesmanufacturing operations. The data
augmenter (DAr) generates small sample data of AP, the influence
factor recognizer (IFRr) decouples complex coupling relationships and
identifies factors influencing AP, and then the causal interpreter (CIr)
provides causal explanations based on the output of IFRr. EM2PA
enhances the dynamic early warning ability for AP and offers a sys-
tematic approach to causeanalysis, inwhich specificmarkersguide the
entire process fromdetection to explanation, enhancing explainability
and traceability.

Results
Experimental setup
We use a discrete manufacturing workshop as a representative smart
manufacturing system to demonstrate the performance of the
EM2PA. This system consists of 13 stations, each engaged in the
processing of small structural parts. Over the past few decades, the
complexity of structural parts has increased, and the production
cycle has been greatly shortened. Any abnormal production (AP)may
lead to serious production accidents (e.g., failure to deliver on time).
Each station is equipped with an in-buffer area, an out-buffer area,
and a processing area. The processing area operates in an orderly
manner according to the order in which parts enter the buffer area.
Automated guided vehicles (AGVs) are used for transporting mate-
rials, work in process (WIP), and finished products between storage
areas and stations.

A numerical experiment was conducted using 3900 individual
production records, each containing 146 features, to train and test
IFRr, as well as to evaluate CIr. The production data examples are
shown in Table 1. This dataset included 3000 AP data generated by
DAr, with each type of AP containing 600 data. The remaining 900
data came from historical data, consisting of 650 normal data and 250
abnormal data (50 for each type). The algorithm was coded in Python
3.7 and tested in a computer equipped with 8 GB RAM and an Intel
Core i7-6700HQ processor running at 2.60GHz.

The composition of the production tasks reflects the quantities
of 8 types of products. The statistical information includes the
numbers of completed and in-process products for each type, so the
data dimension is 16. The in-buffer includes the WIP queue type and
the waiting time of WIP (in minutes), each contributing 20 dimen-
sions. The product processing status indicates the number of
incomplete processes for each product type, with the dimensions

equal to the number of all processes across 8 types of products. The
processing equipment status includes product ID, processing time,
equipment status, failure probability, and failure duration, so the
data dimension is 5. The transfer status describes the type of WIP
being transported and its transport time, contributing a data
dimension of 16. The out-buffer has a structure similar to the in-
buffer, containing the WIP queue type and WIP waiting time, each
with a dimension of 10. Time span denotes the total duration of order
processing, and the influencing factors correspond to 6 types of
AP modes.

The experimental design comprises two parts, referred to as
Experimental Case I and Case II. Case I focuses on predicting produc-
tion performance using a DTM and explaining key influencing factors
through the IFRr. These factors are then used as inputs in Case II to
explain production anomalies via the CIr. Case I provides the founda-
tion for explainability that supports the cause analysis conducted in
Case II.

Experimental case I: explainability verification of digital
twin model
To test the explainability of the IFRr on the digital twinmodel, a digital
twin model (G(.)) for production progress prediction is taken as an
example to illustrate. G(.) can be expressed as follows1:

GðxÞ=
XU
u= 1

αuguðxÞ ð1Þ

αu =
1
2
ln

1 � εu
εu
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Where, U represents the total iteration times, and m* represents the
number of data in the m-th batch. ωi*

u+ 1 represents the weight of the
u + 1 iteration of i*-th sample and li*u represents the parameter used to
control the sample weight adjustment direction. ξ represents the
threshold of error. When the error exceeds the threshold, the sample
weight is increased, otherwise the sample weight is reduced. αu

represents the weight coefficient of the u-th base learner, which is
determined by the accuracy error εuof the base learner (DNNor LSTM)
in the data set. ωi*

u+ 1 and li*u can be expressed as follows:

ωi*
1 =

1
m*

ði* = 1, 2,m*Þ ð3Þ

Table 1 | Example of a data sample

Data features Values Dimensions

Production task 90,270,300,70,68,102,150,240 8

Statistical information 25,7,0,48,23,7,3,6,…,18,39,15,0,47,17,0,0 16

Type of WIP queue at in-buffer 2,2,2,1,1,6,7,7,…,5,8,8,8,7,3,6,0 20

Waiting time of WIP at in-buffer 55,55,55,48,48,40,35,35,…,26,20,20,20,9,8,4,0 20

Product processing status 0,0,3,6,6,2,5,1,…,0,0,5,3,7,2,1,6 39

Transfer status 8,8,7,7,6,1,1,0,0,0,0,10,15,0,5,9 16

Processing equipment status 2,10,0,0.05,180 5

WIP queue at out-buffer 8,8,7,7,6,1,1,2,2,2 10

Waiting time of WIP at out-buffer 50,44,37,36,31,24,21,18,11,0 10

Time span 800 1

Types of influencing factors 0,1,2,3,4,5 1
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The IFRr and Eqs. (14) and (15) are used to identify the important
factors for production progress prediction. This method helps in
determining the five categories of traceability factors that affect the
prediction accuracy of G(.). The SHAP values (impact on G(.) model
output) are recorded in Fig. 1. The y-axis represents the input variables
(features) in order of importance, from top to bottom. Each dot is
colored according to the value of the input variable, ranging from low
(blue) to high (red). The density represents the distribution of points in
the dataset. The x-axis represents the SHAP value. The features are
sorted according to the absolute value of the sum of SHAP values. A

wider position indicates a large number of sample aggregations. Each
point represents a sample. A SHAP value less than 0 indicates a nega-
tive impact, while a value greater than 0 indicates a positive impact. If
the sample distribution is relatively dispersed, it indicates that the
feature has a greater impact.

From the per global output in Fig. 1, W� IBL, N
S (corresponding to

W-IB(L,N,S), with others corresponding similarly), the state has the
greatest impact on the G(.) model output compared to the other four
variables. W� IBL, N

S indicates that an abnormal status occurs in the in-
buffer area of the workshop. L, N, and S represent the location, ID
number, and state of the workshop, respectively. For example,
W� IB0, 1

1 indicates that the location of AP is zero, the workshop ID is
one, and the in-buffer status is one.

The W� PSL,NS and W� TSL,NS , etc., are the next critical factors.
The increase in the actual value of the W� IBL,N

S will cause the output
of G(.) to decrease (e.g., the production progress will slow down), and
its practical significance may increase in the waiting time for WIPs in
the in-buffer area, which results in delayed production progress.
Similarly, the increase in the actual value of the W� PSL,NS will cause
the output of G(.) to decrease (e.g., the production progress will slow
down), and its practical significance may increase the processing time
for WIPs on the machine tools, which in turn slows down the pro-
ductionprogress. Thus, it can revealwhy aDTMmakespredictions and
help understand the complex underlying non-linear relationships
based on particular input production data. This will assist production
staff in analyzing the causes.

Experimental case II: cause analysis ability verification
To elaborate on the practical application process, a part of the case
study based on IFRr in the experiment is shown in Fig. 2.

First, the type of AP modes in the production process is analyzed
by the workshop-level recognition module. For example, the third
number in parentheses of W� TS1, 11 is one, indicating that W-TS is
abnormal. Next, the unit-level recognition module is used to

Fig. 1 | SHAP value by G(.). Colors from blue to red denote increasing feature
values. Each point corresponds to a sample, with its x-axis position indicating the
SHAP value and its y-axis position reflecting the feature importance ranking. A
wider horizontal spread indicates a greater aggregation of samples. Source data are
provided as a Source Data file.

Fig. 2 | A part of the case studybased on influence factor recognizer.W-IB,W-PS,W-TS,W-PE, andW-OB represent different workshop-level influencing factors. U-IB, U-
PS, U-TS, U-PE, and U-OB represent different unit-level influencing factors (e.g., U-IB: in-buffer, U-PS: processing, U-TS: transfer, U-PE: equipment, U-OB: out-buffer).
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determine where the AP of W-TS occurred, and the calculation yields
U� TS1,41 . The second number in parentheses of U� TS1,41 is four,
indicating that the unit number where the abnormality occurred
is four.

The type and location of the AP can be diagnosed by IFRr, part of
EM2PA. The other part, CIr, is needed to reveal the cause of the AP. The
range and distribution of the impacts of input variables can be
revealed through summary plots, which are calculated according to
Eqs. (14) and (15), as shown in Fig. 3.

Each point on the plots in Fig. 3 represents a SHAP value for the
input variables and an AP type instance. The features represent the
input variables. Figure 3b shows that the U� PSL,NS (corresponding to
U-PS(L,N,S), with others corresponding similarly) state has the greatest
impact on the AP mode of the in-buffer, compared to the other four
variables. The U� IBL,N

S and U� TSL,NS , etc., are the next critical fac-
tors. Similarly, the U� PSL,NS and U� IBL, N

S state exert the strongest
influenceon theAPmodeof the out-buffer andon theAPmodeofWIP,
compared to the other four variables shown in Fig. 3c, e, respectively.
In addition, the other four variables are sorted in a different order in
Fig. 3e, f. In termsof the values and sorting of the five variables, there is
a clear difference in the influence of different variables on the AP
modes. Thus, the cause of the AP can be revealed by properly estab-
lishing decision boundaries between normal and abnormal modes.

To further validate the explanation capability of the proposed
method, we conducted a comparative experiment using the LIME
method. It is worth noting that the explanatory capability of LIME is
also built upon the foundation provided by DAr and IFRr. The range

and distribution of the impacts of input variables can be revealed
through summary plots, as shown in Fig. 4.

Each point on the plots in Fig. 4 represents a LIME value for the
input variables and an AP type instance. As shown in Fig. 4b, the
U� TSL,NS (corresponding to U-TS(L,N,S), with others corresponding
similarly) state has the greatest impact on theAPmodeof the in-buffer,
followed by the U� PSL,NS state. Comparedwith the states identified in
Fig. 3b, specifically U� PSL,NS and U� IBL, N

S , a 50% overlap is observed.
Similar results are observed in Fig. 4c–f, indicating a certain degree of
consistency and divergence between the two methods.

Next, we compare the two methods in terms of consistency and
significance. The comparison of the variance in input variable con-
tributions is shown in Fig. 5. The testing results for the overall com-
parison, including variance values, are presented in Table 2. For each
performance measure, the underlined numbers indicate the optimal
values between the two models.

In terms of standard deviation, the overall performanceof SHAP is
more consistent than that of LIME. Although the raw feature con-
tribution values of SHAP and LIME are not directly comparable, their
variance serves as a proxy for stability, with lower values indicating
more consistent feature attributions across samples. Specifically,
except for Fig. 5b, e, LIME consistently shows higher maximum and
average standard deviation values than SHAP across all groups. The
most notable differences are observed in Fig. 5f (Max: + 110.43%,Mean:
+ 48.80%; see Table 2) and Fig. 5d (Max: + 64.29%,Mean: + 16.51%). The
only exception occurs in Fig. 5b, e, where the average standard
deviation produced by SHAP is slightly higher (+ 10.66% and + 13.35%,
respectively). Nevertheless, the maximum standard deviation for this

a

c

e

b

d

f

Fig. 3 | Summary plots for various AP modes from output results. a Normal
production mode. b Abnormal production mode of in-buffer. c Abnormal pro-
duction mode of out-buffer. d Abnormal production mode of equipment.

e Abnormal production mode of work in process (WIP). f Abnormal production
mode of transfer. Source data are provided as a Source Data file.
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group remains higher for LIME ( + 74.13% and + 24.13%, respectively).
This indicates that SHAP, based on the foundation provided by DAr
and IFRr, is effective in providing stable and consistent explanations of
feature contributions.

Based on the above process, the SHAP values of the five APmodes
and the normal mode are used to delineate the marginal threshold
lines according to Eqs. (17) and (18). The threshold lines and the dis-
tribution of input variables for the AP modes are intuitively illustrated
with a segment and column chart in Fig. 6.

Figure 6 shows the changes of influencing factors under one
normal and five abnormal modes. After the IFRr test, the data are fed
into Eqs. (14) and (15) to demonstrate the AP classification and deter-
mine the importance of factors. U�OBL,N

S indicates that an abnormal
status occurs in the out-buffer area in the unit. L, N, and S represent the
location, ID number, and state of the unit, respectively. U represents
the unit level. For example, U�OB1, 4

1 indicates that the location of AP
is one, the unit ID is four, and the out-buffer status is one.

The cause of the AP in the in-buffer is defined as U�OBL,N
S ,

U� PSL,NS , U� PEL,NS andU� TSL,NS fromFig. 6b, i.e., U�OBL,N
S has the

greatest impact on it. Certain coupling interactions exist among
U� PSL,NS , U� PEL,NS and U� TSL,NS . However, since U�OBL,N

S is an
intermediate variable, U� PSL,NS is considered the primary cause of the
AP in the in-buffer. Similarly, as shown in Fig. 6f, the cause of the AP for
material/WIP transfer is defined as U� PEL,NS , U� PSL,NS , U�OBL,N

S
andU� IBL,N

S , i.e., U� PEL,NS is the primary cause.
The causes of the AP can be revealed by comparing the degree of

change in SHAP values under normal and abnormal conditions. Spe-
cifically, setting marginal threshold lines for AP modes may further

reveal the coupling characteristics between the causes of production
anomalies. Figure 6a shows the maximum factor’s score is defined as
the marginal threshold to analyze the cause of the detected AP con-
dition. The purpose of setting the marginal threshold is to analyze
multiple factors simultaneously. For example, as illustrated in Fig. 6c,
e, if the marginal threshold is set to 8.0, then U� PSL,NS and U�OBL,N

S
are the causes of the AP of the out-buffer and the AP of WIP, respec-
tively. However, if the marginal threshold is set to 7.0, then U� PSL,NS
and U� PEL,NS are the causes of the AP of the out-buffer, and similarly,
the causes of the AP of WIP are U�OBL,N

S and U� PSL,NS .
Based on the research object and issues discussed in this paper,

the proposed research approach on the digital twin-based anomaly
explainability analysis mechanism lacks comparable methods for
reference. Therefore, to further validate the effectiveness of CIr, actual
production process data were extracted for analysis to verify whether
the derived conclusions align with the real process. A comparison of
the actual data under five types of anomalies is shown in Fig. 7.

Figure 7a presents the actual production process data for
U� PSL,NS , which reflects the processing time of in-process products,
specifically the time for U� PSL,NS entering the buffer in both normal
and abnormal modes. It is evident that there is a significant difference
in the U� PSL,NS data, which supports the conclusion in Fig. 6b that
U� PSL,NS is the primary cause of the buffer status anomaly. Similarly,
Fig. 7e shows the actual production process data for U� PEL,NS , which
reflects the processing time for the equipment, specifically the pro-
cessing time for U� PEL,NS duringmaterial/WIPs transfer in normal and
abnormal modes. It can be observed that there is a significant differ-
ence in the U� PEL,NS data, which is consistent with the conclusion in

a

c

e

b

d

f

Fig. 4 | Summary plots for various AP modes from output results (LIME).
aNormal productionmode.bAbnormal productionmodeof in-buffer. cAbnormal
production mode of out-buffer. d Abnormal production mode of equipment.

e Abnormal production mode of work in process (WIP). f Abnormal production
mode of transfer. Source data are provided as a Source Data file.
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Fig. 6f that U� PEL,NS is the primary cause of the in-process product
transfer anomaly. The conclusions for the remaining Figs, such as
Fig. 7b vs. Fig. 6c, Fig. 7c vs. Fig. 6d, and Fig. 7d vs. Fig. 6e, are also
consistent.

In summary, the test results clearly show that the EM2PA can
effectively reveal the causes of abnormal production processes in the
discrete manufacturing workshop.

Discussion
Cause analysis is the process through whichwe find the true cause of a
problem. It is a crucial step in manufacturing, as only by identifying

and addressing the root cause can improvements be made to the
manufacturing operation. For example, identifying which features are
important for the decision-making strategy of the digital twin model
(DTM) and understanding why these features drive specific decisions
made by the model during prediction. This article proposes the con-
cept of the explainable mechanism for production process anomalies
(EM2PA) and establishes the data augmenter (DAr) to generate small
sample data, the influence factor recognizer (IFRr) to identify the
influencing factors, and the causal interpreter (CIr) to provide causal
explanation. Notably, the proposed framework is abstract, serving
primarily as a conceptual and methodological foundation. EM2PA
exhibits generality and is suitable for domains that necessitate the
explanation of underlying causes. However, transferability within the
industrial manufacturing domain requires scenario-specific adapta-
tion, industrial domain expertise, and technological integration.

An empirical experiment onfive abnormal production (AP)modes
is conducted to illustrate the entire process. Using 3900 data with 146
features, either collected from actual production progress or gener-
ated by DAr, IFRr identifies the unknown test sets for AP modes. CIr is
then used to decode the complex underlying relationships betweenAP

a c

e

b

d f

Fig. 5 | Comparison of the variance in input variable contributions. a Normal
production mode. b Abnormal production mode of in-buffer. c Abnormal pro-
duction mode of out-buffer. d Abnormal production mode of equipment.
e Abnormal production mode of work in process (WIP). f Abnormal production
mode of transfer. Median represents the central value of the distribution. A lower
and stable median indicates more stable explanation results. The box reflects the

middle 50% of the data; a narrower box means more concentrated and stable
explanations, while a wider box indicates instability. Whiskers show the range of
non-outlier values. Shorter whiskers represent smaller variation and more stable
explanations, whereas longer whiskers imply unstable behavior in some cases.
Source data are provided as a Source Data file.

Table 2 | Testing results of SHAP and LIME

Corresponding figure numbers Value of the standard deviation

Maximum Mean

SHAP LIME Percentage difference SHAP LIME Percentage difference

5a 0.2060 0.3288 + 59.61% 0.1583 0.1791 + 13.14%

5b 0.1809 0.3150 + 74.13% 0.1791 0.1600 − 10.66%

5c 0.1708 0.2509 + 46.90% 0.1535 0.1847 + 20.33%

5d 0.1599 0.2627 + 64.29% 0.1411 0.1644 + 16.51%

5e 0.1894 0.2362 + 24.71% 0.1887 0.1635 − 13.35%

5f 0.1572 0.3308 + 110.43% 0.1328 0.1976 + 48.80%

Table 3 | State of resource

Type State description

Personnel Available, Unavailable, Assigned

Equipment Idle, Operating, Faulted, Maintenance

Tools Available, Unavailable, In Use

WIP Waiting, Processing, Transferring, Completed
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mode and input variables. Experimental results demonstrate that
EM2PA performs well.

The limitation of this approach, with respect to its transferability,
is the requirement for a computing terminal with sufficient computa-
tional power, particularly during the training ofmodels acrossmultiple
scenarios. For example, calculating SHAP values for 1000datawith 146
features takes at least 3 hours. Therefore, the real-time performance
limitations of CIr may affect the cause analysis efficiency of EM2PA.
IFRr is constructed using SVM; however, it can also be built using other
classification algorithms, such as Gradient Boosting Decision Trees,
Decision Trees, and so on. The average accuracy of influencing factor
identification by the workshop-level recognition module is 95.28%,
with a 95% confidence interval of [93%, 97%]. For the unit-level
recognition module, the average accuracy reaches 99.66%, with a
narrow confidence interval of [98.8%, 100%]. Both results are obtained
using SVM. Since SVM is a well-established algorithm, its validation
experiments are not included in this paper.

Considering the research content and the development of this
field, extreme conditions may occur in the manufacturing process.
More small and unbalanced datasets can be further explored in future
work, so as to proposemore effective approaches for cause analysis of
additional APmodes. Moreover, the threshold (Uthr

c ) of each AP needs
to be adaptive and update dynamically according to the production
environment in practical applications. Furthermore, to support real-
time cause analysis of AP modes, it is urgent to explore methods for
cause analysis under a distributed computing framework.

Methods
Problem description
Abnormal production (AP) refers to an event where the production
process does not comply with the pre-designed working mode,
resulting in a significant deviation of production performancemetrics
from the production plan. This may be caused by factors such as the
production process, operation methods, machinery and equipment,
materials, etc. Therefore, it is broadly defined as a set of five trace-
ability factors, including personnel status, equipment status, material
status, method status, and environment status.

However, due to the complex production process and frequent
disturbances in the discretemanufacturingworkshop, the causes of AP
are also diverse. Therefore, in order to ensure the rigor and operability
of this study, the scope of AP is further narrowly defined as the status
of the in-buffer area, processing equipment, WIP processing, material/
WIP transfer and out-buffer area. This set of factors can be expressed
as follows:

Uc = fIBL,N
S , PEL,NS , PSL,NS , TSL,NS , OBL,N

S g ð6Þ

Where IBL,N
S and PEL,NS represent the in-buffer area status and

processing equipment status, respectively; PSL,NS and TSL,NS represent
the product processing status and material/WIP transfer status,
respectively; OBL,N

S represents out-buffer area status. IBL,N
S and OBL,N

S
are intermediate variables, while PEL,NS , PSL,NS and TSL,NS are causal
variables. The purpose of this study is to identify the factors from Uc

and explain the results by analyzingDaðkÞ. TheDaðkÞ can be collected
using various types of sensors (e.g., RFID, UWB, etc.).

A digital model is generally a representation without automated
or real-time data interaction, while a digital shadow extends this by
enabling unidirectional data flow from the physical to the digital
space28. In contrast, a DTM supports bidirectional data exchange and
provides advanced functions such as simulation and optimization. As a
virtual counterpart tophysical systems, theDTMfacilitates the analysis
and tracing of AP, while also supporting functions such as simulation,
prediction, and explainability. By leveraging bidirectional data flows
between the physical workshop and its virtualmodel, theDTMensures
continuous synchronization of operational data and provides action-
able feedback in the formof anomaly explanationanddecision-making
support formanagement or production personnel. An idealized digital
twin model is defined as follows.

Definition 1. DTM is a virtual representation of a product or
complex system, replicating its characteristics, behaviors, logic, and
performance. It integrates key functions including description, mon-
itoring, simulation, prediction, explainability, optimization, and con-
trol. Maintaining “form-and-spirit consistency” with its physical
counterpart, DTM leverages historical and real-time data along with

a c

e

b

d f

Fig. 6 | Analysis of the five APmodes using the causal interpreter. aNormal production status. b Abnormal status of the in-buffer. c Abnormal status of the out-buffer.
d Abnormal status of equipment. e Abnormal status of work in process (WIP). f Abnormal status of transfer. Source data are provided as a Source Data file.
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algorithmic models to enable lifecycle-wide state visibility, perfor-
mance assessment, solution optimization, and process control.

Influence factor
An order in the discrete manufacturing workshop often involves a
variety of products, and each product contains multiple processes.
Each process is carried out at a workstation with the required pro-
cessing capacity. The performance of the workshop at time k is
expressed by the running state and input parameters. The workshop
can be split at the unit-level (workstation) according to the system’s
operation, which can be expressed as follows:

DaðkÞ= fdas1ðkÞ,das2ðkÞ, . . . ,dasmðkÞ, . . . ,dasM ðkÞg ð7Þ

dasmðkÞ= fda1smðkÞ,da2smðkÞ, . . . ,dahsmðkÞ, . . . ,daHsmðkÞg ð8Þ

Where, M is the number of workstations. dasmðkÞ represents the
manufacturing information of the m-th workstation at time k. H
represents the identification number ofmanufacturing resources (e.g.,
people, equipment, tooling, materials, WIP etc.) of the m-th work-
station, and dahsmðkÞ represents the information of the h-th

manufacturing resource at time k, which can be expressed as follows:

dahsmðkÞ= fk, lhsmðkÞ, IDh
smðkÞ, conh

smðkÞg ð9Þ

Where, lhsmðkÞ represents the location of the h-th resource at time k.
IDh

smðkÞ represents the identification number of the h-th resource.
conh

smðkÞ denotes the state of the h-th resource (e.g., waiting, proces-
sing, and completed state of WIP) as shown in Table 3.

The spatio-temporal data chain of Dahsm in the manufacturing
process is formed by combining the data at each behavior change
moment in chronological order, which can be expressed as follows:

Dahsm =

k1 lhsmðk1Þ IDh
smðk1Þ conh

smðk1Þ
k2 lhsmðk2Þ IDh

smðk2Þ conh
smðk2Þ

..

. ..
. ..

. ..
.

ki lhsmðkiÞ IDh
smðkiÞ conh

smðkiÞ
..
. ..

. ..
. ..

.

2
6666666664

3
7777777775

ð10Þ

a b

c d

e

Fig. 7 | The comparison of actual data under five AP modes. a U-PS(L,N,S) data
under normal/abnormal mode of in-buffer. b U-PS(L,N,S) data under normal/
abnormal mode of out-buffer. c U-PS(L,N,S) data under normal/abnormal mode of
processing equipment. d U-PE(L,N,S) data under normal/abnormal mode of WIP

processing. e U-PE(L,N,S) data under normal/abnormal mode of material transfer.
L, N, and S represent the location, ID number, and state of the unit, respectively.
Source data are provided as a Source Data file.
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Explanation process
The inability of the production plan is mainly manifested in the
deviation between the planned and actual performance indices, with
this deviation exhibiting dynamic characteristics as production status
changes. Identifying the factors that cause AP based onmanufacturing
resource data and analyzing the underlying influence mechanisms are
the core aspects of EM2PA.When various uncertain disturbanceevents
(e.g., equipment degradation, machine failure, untimely material dis-
tribution, etc.) affect the production process in a discrete manu-
facturing workshop and cause the production plan to fail to meet
requirements, it is necessary to observe and diagnose via the EM2PA.
The schematic diagram is shown in Fig. 8.

The EM2PA is used to observe and determine the characteristic
parameters ormodel parameters that cause the deviation between the
productionperformance index and the planned value. Its purpose is to
reveal the causes of the deviation of the performance index from the
production plan at time T in the future. Unlike the “forward direction”
of AP prediction, the cause analysis of abnormal production is based
on the deviation between the performance index and the production
plan at time T, and it “reversely” reveals the causes of the deviation in
the performance index.

If the network architecture of theworkshop system is determined,
and the input parameters (IP), such as production process data, are
given and operate under certain operating conditions (Uc), then the
corresponding production performance value (Y) can be obtained. Y
represents a multidimensional construct encompassing various
aspects of production performance, such as production progress,
energy consumption, and production capacity. In practice, however, Y
is operationalized as a single quantitative indicator, functioning as a
scalar in specific analytical contexts. Based on the historical dataset
{IPt,Uct

,Yt} with t < 0, a predictivemodel G(.) is established using data-
driven methods. This model is subsequently applied to estimate the
production performance Y^ for future operations with t > 0. The
relationship between IP and Y^ can be expressed as follows:

Y^ =GðIP,UcÞ ð11Þ

Where, G(.) represents the performance prediction DTM. Considering
the IP and Uc, along with the planned production progress value (Yp),
the causer analysis definition of Y^ can be expressed as follows when

condition ΔY= jY^ � Ypj>Tv is satisfied:

Uc
* =G*ðΔY, IP*Þ ð12Þ

Where,ΔY represents the deviation betweenY^ andYp. A thresholdTv

is introduced to filter out minor fluctuations and focus on significant
deviations in production performance. G*(.) is the performance cause
analysis DTM. Specifically, when ΔY>Tv, it indicates a notable devia-
tion from the plan, thereby triggering the causer analysis process to
identify potential root causes of the abnormal performance. By
inputting IP* into G*(.), the model is expected to output the name,
number, value, or value range of the influencing factors of Uc

* under
the given operating conditions. For example, the reason why the
production progress (one of the performance index) does not meet
theproductionplan is that the transferring status ofWIP numbered 3 is
abnormal. IP includes historical data, real-time data, and digital twin
data. Uc includes information such as in-buffer area, processing
equipment, WIP processing, WIP transferring status, and out-buffer
area, all of which are influencing factors that help identify deviations in
production performance. The core of EM2PA is to establish the model
G*(.), which can be applied to reveal the mechanism of the influence of
manufacturing factors change on subsequent production perfor-
mance Y in the discrete manufacturing workshop.

Various factors influencing production performance are highly
complex and nonlinear, making it difficult to establish an accurate
performance cause analysis DTM for the discrete manufacturing
workshop. In addition, some performance prediction models estab-
lished by machine learning algorithms exhibit a black-box character-
istic. Based on the problem description, G*(.) should include a
performance prediction module (G(.)) and an explanation module
(E(.), F(.) and J(.)) for AP. Therefore, G*(.) can be expressed as follows:

G*ð:Þ= fG, E, F, J, Ucg ð13Þ

Where, E(.) represents DAr, F(.) represents IFRr, and J(.) represents CIr.
The G(.) is a machine learning model established by a data-driven

modelingmethodandcanbe expressed asY^ =GðIP,UcÞ, where, IP,Uc

and Y^ are all known. Then, the EM2PA problem is transformed into
solvingUc* =G*ðΔY, IP*Þ, i.e., under the condition that the IP*,ΔY, G*(.)
are known. The IP* can be obtained through data acquisition systems

Fig. 8 | Cause analysis diagram of abnormal production in discrete manufacturing workshop. The analysis investigates the deviation between the production
performance index and the planned target, identifies the key influencing factors, and traces their origins to reveal the root causes.
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(e.g., RFID, UWB, industrial bus). Since Y^ and Yp are known,
ΔY= jY^ � Ypj is also known. Therefore, the EM2PA problem is to
model G*(.) under the condition that both the input and output
are known.

The logical relationship between E(.), F(.), and J(.) is shown
in Fig. 9.

Where, ipðAnÞ represents the production process data corre-
sponding to the first n features. S* represents the data generated by
E(.), and BD= fipðAnÞ, S*g represents a balanced dataset, which is used
to train F(.).

Data augmenter
The production process in the workshop is influenced by various
factors, such as equipment failures, material transfer status, etc. If
each factor is abstracted as a team member and the performance
prediction result is considered as the total revenue, the contribution
of each factor to the prediction result can be measured using the
Shapley value. For the historical data of production performance

influencing factors iphistory, iphistory � IP, the Shapley value ϕ j
i ðGÞ

of the j-th influencing factor ipði, jÞ
history for one sample

ipi
history = ipði, 1Þ

history, ip
ði, 2Þ
history, ip

ði, jÞ
history, ip

ði, j*Þ
historyip

ði, JÞ
history

n o
can be expressed

as follows:

ϕj
iðGÞ=

X
S�ipi

history
nipði, jÞ

history

jSj! ð J � jSj � 1Þ!
J!

G S ip ði, jÞ
history

n o� �
� GðSÞ

h i

ð14Þ

The Shapley value ϕð j, j*Þ
i ðGÞ for the interaction effect between the

j-th and j *-th influencing factors in sample ipi
history can be expressed as

follows:

ϕ ðj, j*Þ
i ðGÞ =

X
S��ipi

history
n ip ði, jÞ

history
, ipði, j*Þ

history

n o jS�j! ð J � jS�j � 2Þ!
J!

G S� ip ði, jÞ
history, ip

ði, j *Þ
history

n o� �
� G S� ip ði, jÞ

history

n o� �h

� G S� ip ði, j *Þ
history

n o� �
+GðS�Þ

i
ð15Þ

Where, S represents the subset of the remaining factors after excluding
the j-th influencing factor ip ði, jÞ

history in ipi
history; S

- represents the subset of
the remaining factors after excluding both the j-th and j*-th factors
ip ði, jÞ

history and ip ði, j *Þ
history

29. jSj represents the number of influencing factors
in S.

The importance of the feature variables in G(.) is quantified based
on the SHAP method30, and the prediction results are explained both
globally and locally. The relative contribution of each feature variable
to the prediction results is clarified, which provides valuable infor-
mation for feature ranking, the selection of the top n (n 2 N) most
relevant features, and the expansion of small and unbalanced data in a
digital twin environment.

Inmost cases, steady-state data (e.g., normal operation state data)
is sufficient, while oscillation data (e.g., abnormal operation state data)
is scarce, leading to a serious data imbalance and small sample pro-
blem in the discretemanufacturingworkshop. GDTð:Þ is used to expand
the sample data, and the expanded dataset is recorded as S*. The DAr
adopts a strategy based on feature transformation. The AP small
sample data generation method is shown in Fig. 10.

When obtaining the feature ranking of factors affecting produc-
tion performance (e.g., production progress) based on SHAP, the
factors that have less impact on performance can be removed.
Assuming that A= fa 1,a 2, � � � ,an, � � � ,aNg is the feature affecting
production performance, an is the n-th feature sorted by decreasing
importance, and x* is the actual input parameter of the workshop (e.g.,
Dahsm, etc.), the calculation equation for augmenting the dataset can be
expressed as follows:

S* =GM GDT njx* = x 1, x 2, � � � , xq, � � � , xQ

� �
, iphistory , ipreal

h i
ð16Þ

Select n (n <Q) features corresponding to unbalanced data from
GDTð:Þ, which can be transformed into x* = fx1, x2, � � � , xq, � � � , xQg in
GDTð:Þ, where Q is the data dimension, to obtain a small-sample
unbalanced dataset, recorded as DTðUcÞ,DTðUcÞ � S*.

By taking out the production process data ipðAnÞ,
ipðAnÞ 2 fiphistory, iprealg, and combining it with S* to form a balanced
dataset (BD), BD= fipðAnÞ,S*g, the BD is used to train IFRr.

Influence factor recognizer
In the process of identifying influencing factors, the type (mode) of the
AP is first recognized at the workshop level, followed by recognition at
the unit level. In this step, information such as the location and ID
number of the unit can be obtained. Based on this information, a cause
analysis of the AP (at the unit-level) is performed to identify the
influencing factors.

Due to the high dimensionality of production process data in the
discrete manufacturing workshop, using clustering algorithms to
process this data is not effective, as clustering algorithms inherently
perform dimensionality reductions. The support vector machine
(SVM) is a machine learning algorithm that solves non-linear classifi-
cation problems by mapping the original data into high-dimensional
spaces, helping to alleviate the problem of local optimal and the
dimensional disaster in non-linear spaces31.

Therefore, a workshop-level recognition module is established
using SVM and theBD dataset, which is used to identify the type of AP,
i.e., the type of event that occurred in the workshop.

The unit-level recognition module is used to identify the location
of the AP and the influencing factors, such as which factors affect the
occurrence of the AP at the workstation. Assuming that
BDh = fipðAh

nh Þ, S h*g is a balanced dataset containing data ipðAh
nh Þ,

ipðAh
nh Þ 2 iphistory, ipreal, corresponding to the nh features of the h-th

workstation, and Sh* (Sh*∈S*). Similarly, the unit-level recognition
module is established using SVM and BDh.

Causal interpreter
Thismodule is established to identify andmark the factors that lead to
the AP. When an AP is detected in a time window (tw), the degree of
change in the input feature importanceW h

tw , unit is compared with the
W h

tw�1, unit under the previous normal condition. The index ΔWh 2

Fig. 9 | The logical relationship.E(.) represents thedata augmenter, F(.) represents
the influence factor recognizer, and J(.) represents the causal interpreter.
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R 1 ×Z to measure the degree of change can be expressed as follows:

ΔWh = Δwh, 1,Δwh, 2, � � � ,Δwh, z
h i

=
wh, 1

tw �wh, 1
tw�1

wh, 1
tw�1

,
wh, 2

tw �wh, 2
tw�1

wh, 2
tw�1

, � � � , w
h, z
tw �wh, z

tw�1

wh, z
tw�1

" # ð17Þ

Where,Δwh, z represents thedegreeof changeof the z-th feature under
AP and normal conditions. ΔWh can be calculated using the function
ϕ ð:Þ, as mentioned earlier. The feature with the largest contribution
value in ΔWh is selected and expressed as follows:

Ch
v = ch, 1, ch, 2, � � � , ch, z , � � � , ch, Z

h i
ch, z =

Δwh, zPZ
z = 1Δwh, z

ð18Þ

Where, Ch
v represents the contribution value of the feature, with the

values sorted in descending order, i.e., ch, z ≥ ch, Z. ch, z represents the
contribution value of the z-th feature to AP. Thus, the cause analysis
problem is transformed into assessing the contribution degree of each
feature to AP. Then, the features aremapped to the five types (modes)
of AP, respectively. Assuming that Uthr

c is the threshold for each AP,
Uthr

c is obtained by analyzing the normal data. When the contribution

of features to AP exceeds the threshold, it can be diagnosed as the
cause of the AP problem. Otherwise, the features are considered irre-
levant variables for AP.

Data availability
The source data are provided with this paper. The datasets supporting
the findings of this study have been deposited in a public repository
and are publicly accessible via the following https://doi.org/10.24433/
CO.2416108.v132. Source data are provided in this paper.

Code availability
The core code is provided with this paper. The code supporting the
findings of this study has been deposited in a public repository and is
publicly accessible via the following https://doi.org/10.24433/CO.
2416108.v132.
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