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Quantum key distribution (QKD), which promises secure key exchange between two remote parties, is
now moving toward the realization of scalable and secure QKD networks (QNs). Fully connected,
trusted node-free QNs have been realized based on entanglement distribution, in which the low key
rate and the large overhead make their practical application challenging. Here, we experimentally
demonstrate a fully connected multi-user QKD network based on a wavelength-multiplexed
measurement-device-independent (MDI) QKD protocol. By combining the MDI-QKD protocol with
integrated optical frequency combs, we achieve an average secure key rate of 267 bits per second for
about 30 dB of link attenuation per user pair—more than three orders of magnitude higher than
previous entanglement-based works. More importantly, we realize communication between two
different pairs of users simultaneously. Our work paves the way for the realization of large-scale QKD
networks with full connectivity and simultaneous communication capability among multiple users.

Quantum key distribution (QKD)'~ allows secret key exchange between
two remote parties with unconditional information security guaranteed by
the laws of quantum physics. In practice, QKD implementations still deviate
from the ideal description due to the imperfection of realistic devices that
can open side channels for eavesdroppers’"’. Measurement-device-
independent (MDI) QKD'** removes all side channels on the detection
side. Several efforts have been made to improve its practical performance,
including long-distance’”’, high key rate’”, and field tests”**. Compared
with the recent twin-field (TF) QKD****' which can overcome the rate-
distance limit, MDI-QKD requires no global phase tracking of distant
sources and less phase stabilization of the optical path. Therefore, it is
considered as a practical upgrade for next-generation QKD systems.
Recently, chip-based MDI-QKD, including high-speed transmitter chip***’
and on-chip untrusted relay** has attracted much attention due to its
scalability of device fabrication, small footprint, and low cost.

To date, various topologies of QKD networks (QNs) have been
developed in large domains'". The goal of QN is to provide wide area
connectivity and high key rate without compromising security. The point-
to-multipoint quantum access network based on Bennett-Brassard-1984
(BB84) protocol™, allows multiple users to share receivers or sources and has

been realized in configurations with passive optical splitters and active
optical switches that establish a temporary quantum channel between two
particular users at a time. MDI-QKD is the time-reversal of entanglement-
based QKD, and it is naturally suitable for extension to multi-user star-type
metropolitan QNs. In 2016, the first MDI-QN with an optical switch® was
realized, where a specific pair of users can exchange keys at the same time.
Recently, a fully connected, trusted node-free QN scheme based on
wavelength-multiplexed entanglement distribution has been proposed and
realized™. This pioneering work has triggered the recent growing interest in
combining entanglement-based Bennett-Brassard-Mermin-1992 (BBM92)
QKD with classical wavelength division multiplexing (WDM)
technology™ ™. However, the low key rate as well as the large overhead
makes the practical deployment and application of this scheme challenging.

In this work, we propose and experimentally demonstrate a fully
connected multi-user MDI-QN where all users in the network can exchange
secure keys. The novelties of our work are as follows: 1. From the protocol
perspective, we go beyond the traditional point-to-point QKD architecture
(including BB84, BBM92, and MDI protocols) and realize a fully connected
QN without trusted nodes. Moreover, our scheme allows the experimental
realization of genuine secure key distribution among different users
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simultaneously, which is not realized in the fully connected entanglement-
based QNs**™. 2. From the hardware perspective, we use the dissipative
Kerr soliton (DKS) optical frequency comb™ ™ generated from integrated
silicon nitride (Si;N,) microring resonator (MRR) as the light source, which
provides multiple highly coherent frequency lines in a wide bandwidth
(~120 nm), covering the S, C, and L bands with 100 GHz frequency spacing,
thus greatly reducing the resource overhead. 3. From the system perfor-
mance and results perspective, we obtain an average secure key rate of
267 bps with about 30 dB of link attenuation, which is about three orders of
magnitude higher than previous fully connected trusted node-free QN
demonstrations®’". More importantly, we achieve simultaneous secure key
exchange between two different pairs of users with a rate of 0.1 Hz under
about 30 dB of attenuation per user pair, which is not achievable in the
previous fully connected entanglement-based QNs with the time-division
multiplexing (TDM) method™”.

Results

The experimental scheme

The schematic of our four-user fully connected MDI-QN is shown in Fig. 1.
The link layer of the fully connected QN is formed among four users (A, B,
C, D) by using six communication links. The colors of different links
represent different wavelength channels (top panel of Fig. 1). The physical
layer is shown in the bottom panel of Fig. 1. Each user employs a transmitter
including an optical frequency comb (OFC), a wavelength demultiplexer
(DEMUX), encoders, and a wavelength multiplexer (MUX) to randomly
generate encoded qubits of different wavelengths. These encoded qubits are
then sent over a single optical fiber to the untrusted relay server, which
contains multiple DEMUXSs and Bell-state measurement (BSM) modules,
including beam splitters and single-photon detectors (SPDs). Our scheme
can be extended to an n-user fully connected MDI-QN. If the number of
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g
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users # is even (odd), we need n —1 (n) frequency lines, which can be
competently provided by a single DKS optical frequency comb with its
broad frequency spectrum. At the central untrusted relay server, n(n — 1)/2
BSM modules are required. Although cryogenically cooled SPDs are
resource-intensive, the recently developed waveguide-integrated super-
conducting SPD array'**"** provides an excellent solution where a single
cryostat can accommodate multiple BSM modules. Compared to the
entanglement-based QNs**, a significant amount of overhead is saved on
the detection side, since each user needs SPDs along with the cryostat that
are spatially separated.

DKS optical frequency comb

We perform a proof-of-principle demonstration of a four-user fully con-
nected MDI-QN. The layout of our experimental setup is shown in Fig. 2.
We use an integrated Si;N, microring resonator (MRR) with a waveguide
cross section of about 1.6 um x 0.8 pm for DKS optical comb generation
(Ligentec). The radius of the MRR is about 230 pm, corresponding to a free
spectral range of about 100 GHz. The average Q-factor is about 1.08 x 10°.
As shown in Fig. 2a, two continuous-wave (CW) lasers (Pump laser and Aux
laser) are amplified by erbium-doped fiber amplifiers (EDFAs) and coupled
to the MRR to realize a dual-driven scheme® ®. The Aux laser is used to
balance the intracavity heat and to facilitate access to the soliton states. By
carefully adjusting the frequency detuning between the pump laser and the
resonance of the microresonator, the DKS optical comb is generated. The
comb has a bandwidth of about 120 nm (from 1480 to 1600 nm), which
almost covers the S, C, and L bands (Fig. 2b). Thanks to the dual-driven
scheme and the passive isolation of the Si;N, microresonator, the soliton
state of the comb is stable for a long time, which is essential for long-term
QKD applications. See Section 1 of Supplementary Information for details
of the DKS comb. Each frequency line of the DKS optical frequency comb

@
P

Physical layer

| / _____ \

Optical frequency comb

@Untrusted relay server@

ALan-
m
o

Source

Fig. 1 | Architecture of the fully connected measurement-device-independent
quantum key distribution network (MDI-QN). At the link layer, each independent
communication link establishes the correlation between two remote users using Bell-
state measurement (BSM). The colors represent the wavelengths of the encoded
qubits. At the physical layer, each user of the MDI-QN uses a transmitter containing
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an optical frequency comb (OFC), a wavelength demultiplexer (DEMUX), encoders,
and a wavelength multiplexer (MUX) to randomly generate encoded qubits with
different wavelengths. At the central untrusted relay server, the encoded qubits are
routed by the DEMUXs to different BSM modules to establish the shared secret keys
among the users in this MDI-QN.
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Fig. 2 | Experimental setup of the four-user fully connected MDI-QN. a An
integrated silicon nitride (Si3N4) microring resonator generates the DKS comb via a
dual-driven scheme involving two pump lasers and a feedback loop. The insets (b, c)
are the optical spectrum and the electrical beat note of the 4-soliton state acquired by
an optical spectrum analyzer (OSA) and an electrical spectrum analyzer (ESA),
respectively. d Three comb lines separated by WDM:s act as light sources for four
users. The insets (e, f, g) are the optical spectra of selected comb lines measured by
the OSA. A combination of three 1 x 4 couplers and four MUXs is used to route the

Untrusted relay server

light of different wavelengths to the users. Each user possesses an encoder consisting
of two intensity modulators (IMs) and a phase modulator (PM) that generates time-
bin encoded qubits. The following variable optical attenuators (VOAs) are used to
attenuate the pulses to the single-photon level and simulate channel loss. h Encoded
qubits with different wavelengths are routed to different BSM modules by DEMUXSs
at the untrusted relay server. All photons are detected by superconducting nanowire
single-photon detectors (SNSPDs). See text for details.

has excellent coherence and can be considered as a single CW laser in our
experiment. We select three frequency lines as four-user light sources from
the comb via three WDMs, corresponding to the International Tele-
communication Union (ITU) 100 GHz DWDM grid at channel 35 (CH35),
channel 43 (CH43), and channel 59 (CH59). Then, three 10 GHz bandwidth
fiber Bragg grating (FBG) filters are used to clean the frequency spectra of
the comb lines (Fig. 2e—g). A 1 x 4 coupler divides each frequency line into
four portions, and MUXs combine light of different wavelengths into one
fiber. Several long fiber spools (2.5km, 5km, and 7.5km) are used to
introduce random global phase and eliminate single-photon interference
(Fig. 2d).

MDI-QKD protocol and encoding

We use time-bin qubits to encode the bit information via modulated weak
coherent pulses (Fig. 2d). Time-bin qubits are immune to random polar-
ization rotations in fibers, making them suitable for fiber-based quantum
communication. In Pauli Z basis, time-bin qubits are encoded as early, |e) or
late, |I) for bit values of 0 or 1. In Pauli X basis, the bit values are encoded in
their coherent superpositions, [+) = (le) + 11))/v/2 and
=) = (le) = |1)/V/2, representing bit values of 0 and 1, respectively. The
encoder generates the time-bin qubits with a pulse duration of about 0.8 ns,
and the time separation between |e) and |I) is about 10 ns. The Z-basis qubits
are used for key generation, and the X-basis qubits are used for parameter
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Fig. 3| Soliton steps of DKS comb and the corresponding HOM interferences and
Bell-state measurements with different comb states. a The power change of the
frequency comb with wavelength detuning between the pump laser and the reso-
nance of MRR, showing the evolution of the soliton steps of DKS comb. b, ¢ The
results of HOM interference (blue circles) and BSM (red circles) with chaotic state of

Relative delay (ps) Relative delay (ps)

the comb generation, indicated by the green vertical line (marked with I) in (a).

d, e The results of HOM interference (blue circles) and BSM (red circles) with
4-soliton state of the comb generation, indicated by the red vertical line (marked with
II) in (a). The excellent coherence of the DKS comb enables the high-visibility
interference in HOM and BSM.

estimation. In each encoder, the first intensity modulator, IM1, carves the
CW light from the DKS comb into a series of narrow pulses, and the second
intensity modulator, IM2, implements the decoy-state protocol. The four-
intensity decoy-state protocol®*” has four different intensity states, one
signal intensity z in Z basis and three decoy intensities y, x, 0 in X basis. A
phase modulator (PM) applies a 0 or 7 phase to the later time bin for
encoding the X-basis states. In this work, we load the random intensity
electrical pulses sequence generated from the arbitrary waveform generator
(AWG) on the modulators to encode information. The following VOAs are
used to attenuate the pulses to the single-photon level and simulate chan-
nel loss.

Four-user BSM

At the four-user untrusted relay server (Fig. 2h), the encoded qubits are
routed to six BSM modules depending on their wavelength. Thus, each pair
of users implements BSM simultaneously and independently. The encoded
qubits are projected onto the Bell state [¥~) = (|el) — |le))/+/2, using a
beam splitter (BS) and two superconducting nanowire single-photon
detectors (SNSPDs). A field-programmable gate array-based coincidence
logic unit with a temporal resolution of about 156 ps is used to record and
analyze the photon detection signals.

Six communication links between four users are identified as AB, AC,
AD, BC, BD, and CD, respectively. To achieve high-quality BSM, qubits
from different users must be indistinguishable in all degrees of freedom
(DOF). For temporal DOF, three pairs of users (AB, AC, and AD) are
aligned by tuning the relative delays between the electrical signals from the
AWG channels. The time differences of the other three pairs (BC, BD, and
CD) are compensated by precise optical fiber splicing. Polarization con-
trollers (PCs) are used to eliminate the polarization distinguishability of
photons at BSM modules. We investigate the indistinguishability of photons
from different users by observing the high visibility of Hong-Ou-Mandel
(HOM) interference. The visibility of each pair of users is above 46.0% (see
Section 2 of Supplementary Information for details).

After obtaining the highly indistinguishable time-bin encoded qubits,
the next step is to perform BSM on them to realize MDI-QKD. The coin-
cidence counts between two different detectors in different time bins cor-
respond to coincidence counts between |e),, (D1 detects a photon in an

early bin) and |l) j,, (D2 detects a photon in a late bin), or coincidence counts
between |I) 5, and |e) p,,. Such a coincidence detection projects two photons
onto |¥7) to realize the BSM. In this process, the coherence of the light
source is crucial, since a successful BSM relies on the coherent super-
positions between the early and late time bins. The DKS optical comb has
excellent coherent properties and is therefore well suited for this task. We
show the comb states' evolution in Fig. 3a. In Fig. 3b-e, we show the HOM
interference and Bell-state interference results with different comb states.
Before the formation of the soliton comb, in the region of the chaotic state
(indicated by green line in Fig. 3a), we obtain the low-visibility HOM
interference (Vyop =28.6% +0.6%) and poor-quality BSM result
(Vpsar = 8.8% £ 0.5%) shown in Fig. 3b, ¢ due to the multiple frequency
components and low coherence. Once the soliton state is reached, the high
visibility indicates excellent coherence and shows no dependence on the
number of solitons. In Fig. 3d, e, we show the high-quality results of the
HOM (Vyoar=46.7% £ 0.6%) and BSM (Vgsy=45.6% + 0.4%) for the
highly coherent 4-soliton state of DKS comb. For the MDI-QKD based on
two-photon interference as we performed here, the temporal separations
between adjacent bins are about 10 ns, and maintaining coherence within
this period is crucial. We now directly measure the linewidth of the single
comb line with the delayed self-heterodyne method. In Fig. 9 of Supple-
mentary Information, we obtain 1.4 MHz and 0.11 MHz for the chaotic
state and soliton state comb lines, indicating excellent coherent property of
soliton combs (see Section 6 of Supplementary Information for details).

Key generation and simultaneous communication

Then, we implement a four-intensity decoy-state MDI-QKD protocol
among four users simultaneously in the fully connected MDI-QN. The
finite-key analysis with the Chernoff bound”*”"* is used. The four-intensity
parameters are optimized by exploiting the joint constraints on statistical
fluctuations with a failure probability of 107"°. For the total channel loss of
30 dB, the intensities of four states are z=0.636, y =0.204, x = 0.054, and
0=0, and the corresponding probabilities of four states are p,=0.754,
Py=0.036, p, =0.188, and p, = 0.022, respectively. Details of the secure key
rate analysis are provided in Section 3 of Supplementary Information. In our
experiment, the MDI-QN operates simultaneously for a time duration of
8.3 h with a total of 3 x 10" sent pulses at a clock rate of 100 MHz for each
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Fig. 5 | Simultaneous communication between two pairs of users in the MDI-QN.

The 4-fold coincidence counts (CC) of different user pairs at the total loss of
about 30 dB.

user pair. After post-processing, the secure key rate results are shown in Fig.
4. With a total loss of about 30 dB (equivalent to about 150 km of standard
single-mode fiber with the propagation loss of 0.2 dB/km), the key rates
between different users in our MDI-QN are shown in Fig. 4a. In Fig. 4b, we
show the zoom-in view of the secure key rate results between user A and the
rest of the users in the network, users B, C, D. Similar results between users
B/C/D and the rest of the users are shown in Fig. 4c—e. Note that we obtain
these results without using any active optical switches to change the network
topology, demonstrating the advantages of a fully connected QKD network.
The average user pair key rate in the MDI-QN is 267 bps, which is about
three orders of magnitude higher than previous fully connected QN
demonstrations™™".

More importantly, our fully connected QN has the capability of
simultaneous communication between different users, i.e., multiple pairs of
users can communicate at the same time. To achieve this goal, we extract four-
fold coincidence counts from the raw key data for six pairs of users, repre-
senting that two pairs of users (AB&AC, AB&AD, AB&BC, ..., BD&CD)
simultaneously obtain successful |¥~) projections within the coincidence
time window (1 ns). As shown in Fig. 5, the average four-fold coincidence
counts (CCy_g) are 3033 in 8.3 h at about 30 dB attenuation, corresponding
to 0.1 Hz. We emphasize that this type of simultaneous communication
between different pairs of users is not possible in the entanglement-based
implementation of the fully connected QNs with the TDM method™”, since
in the previous works, only one pair of entangled photons was measured at a
time, and thus only two-fold coincidence counts were detected.

Discussion

In this work, we have proposed and demonstrated a fully connected,
trusted node-free, four-user measurement-device-independent quan-
tum key distribution network using an integrated frequency comb for
the light source. The novelties of our work can be seen by comparing our
work with the well-known protocols and existing QKD networks: 1. The
security of our work, especially on the detection side, is guaranteed by the
MDI protocol, going beyond the traditional multi-user QKD network
based on trusted nodes. 2. The system performance of our work is sig-
nificantly improved, thus making a decisive step towards the realization
of a practical multi-user QKD network. We obtain an average secure key
rate of 267 bps with about 30 dB of link attenuation, which is about three
orders of magnitude higher than previous entanglement-based
demonstrations® . 3. Our work not only has higher key rate, but also
allows practical application of QKD in a fully connected network
structure, such as real-time voice telephone with one-time pad
encryption®. More importantly, we achieve simultaneous secure key
exchange between two different pairs of users with a rate of 0.1 Hz under
about 30 dB attenuation per user pair, which is not achievable in the
previous entanglement-based fully connected QNs. As to the simulta-
neous key exchange, we emphasize that this functionality has never been
shown. One possible, yet different, exception might be quantum con-
ference key agreement, using multiphoton states as a resource’. The
simultaneous communication between multiple users will significantly
improve with the increase of the system clock rate. For example, the
simultaneous raw key rate of the two user pairs is on the order of 10* Hz
for a 1 GHz clock rate and 10 dB channel loss. 4. Furthermore, our work
has the advantage of hardware efficiency. As the light source for the
users, we employ the dissipative Kerr soliton optical frequency comb,
which provides abundant highly coherent light resources spanning a
broad bandwidth with only two external lasers, and thus has the
advantage of reducing the laser resources. Here we compare two solu-
tions for the light source: laser or OFC. Compared with an N-user laser-
based system, which requires O(N?) lasers, an OFC-based system needs
only O(N) frequency-locked OFCs.

Despite these important results, there are several aspects that need to be
further improved in our system: 1. Employing the independent integrated
DKS comb for each user and implementing the frequency locking among
individual comb frequency lines. Ideally, each user should own an inde-
pendent comb as a multiple-wavelength light source. One potential diffi-
culty is to make each comb identical in the frequency domain. To solve this,
one may need frequency dissemination and high-precision frequency
translation with side-band modulation, or implement Kerr-induced
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synchronization”’. Recently, we”' and along with another group”” have
realized multiple channel HOM interference, which is a firm step toward the
goal of realizing MDI-QKD with independent OFCs. 2. Implementing
independent secure key exchange between any pair of users by using an
independent encoder for each frequency line of each user. 3. Using real fibers
to replace VOAs, which simulated channel loss, and realizing network field
tests under a real-world environment. The first and second points are within
reach with current technology, given the rapid development of integrated
photonics in recent years. For each user, integrated turnkey soliton
combs™”*, whose spectrum can cover multiple communication bands, allow
alarge number of users to access the network. Note that all users will add an
encoder when a new user is added to the network. This is the hardware
requirement for a fully connected network, demanding new technology
advancements. Integrated electronic circuits vastly increase processing
power and reduce the size and cost of computers, and thereby enable the
rapid development of the Internet and modern computing systems. Ana-
logous to integrated electronic circuits, high-quality photonic integrated
circuits will ease the burden on hardware consumption of quantum net-
works in the near future. Recent progress in the fabrication of wafer-scale,
high-quality thin films of LN-on-insulator has made it possible to produce
high-performance integrated nanophotonic modulators” in a scalable way.
We expect that these types of chip-scale, plug-and-play encoders provide
excellent solutions for the upgrade and will become an important compo-
nent in the QKD network. For the untrusted relay server, waveguide-
integrated SNSPDs with high integrated density* has been realized and will
greatly reduce the overhead of detection. Given the rapid development of
semiconductor APDs’*”’, one may use the array of them at the server’s site.
In our system, the clock rate is 100 MHz and the pulse width is 0.8 ns. To
further enhance the performance of the system, one can increase the clock
rate. The pulse width will be narrower with the increase of the clock rate. The
time jitter of the pulse and the dispersion compensation in fibers need to be
considered carefully. The key rate will be further doubled using time-
resolved BSM". What’s more, more pairs of simultaneous communications
can be achieved by reducing the channel loss and increasing the system clock
rate, which can be solved by increasing the measurable maximum count rate
of the detectors, and many efforts **"** have been made to solve it. For the
third point, many previous laboratory and field QKD implementations have
provided valuable experience against environmental disturbance to field
fibers. For example, a high-speed feedback system was developed for
compensating polarization drifting”**”. And the reference-frame-
independent protocol with polarization-compensation-free method* has
demonstrated the improvement of network robustness to environmental
disturbances. In addition, we also propose a hardware-efficient protocol
using the time-division multiplexing (TDM), as detailed in Section 5 of
Supplementary Information. Users can complete the communication with a
relatively simple setup and less resource consumption at the expense of a
reduction in the duty cycle of the system. The performance can be enhanced
by improving the clock rate and alternative protocols™***".
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