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All-day free-space quantum key
distribution with thermal source towards
quantum secure communications for
unmanned vehicles
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Unmanned vehicles (UV) demand highly secure communication systemwith high-cost-effectiveness.
Bypassing the use of quantum coherent source and active modulations, passive-state-preparation
(PSP) continuous-variable quantum key distribution (CVQKD) with thermal source provides a
favorable solution for all-day cryptography communication between UVs. However, the field
experiment of free-space PSP CVQKD has still not been realized due to the lack of efficient excess
noise suppression techniques via high-loss free-space channels. Here, we realize the PSP CVQKD
field test over an urban free-space channel with record-breaking attenuation from −12.24 dB to
−15.59 dB. Specifically, a novel scheme is proposed to reduce excess noise from PSP, and efficient
quantum coherence detection alongside advanced digital signal processing algorithms is developed
to achieve low-noise synchronized raw data acquisition. The secure keys are successfully generated,
with statistical summation values of 0.85 kbps during the day and 1.52 kbps at night, proving the
viability for UV secure communication.

The applications of unmanned vehicles (UVs), including unmanned
ground vehicle (UGV), unmanned aerial vehicle (UAV), and unmanned
surface vehicle (USV), have grown exceptionally due to their mobility and
flexibility in networking and formation recently. However, data and control
communications between UVs and the control station through wireless
channels, which are remotely operated by a human operator or autono-
mously operated by an onboard computer system, impose great vulner-
abilities to various attacks1–3. Moreover, the practical application of
unmanned vehicles quite restricts the onboard security performance of the
communication system, which needs to meet the requirements of simple
structure, high integration, super environmental adaptability, and even low
cost. The security of UVs has become a critical concern, which has garnered
significant attention in recent years4–7.

Quantum key distribution (QKD)8–12 can distribute random keys with
information-theoretical security for remote parties via untrusted channels,
which includes two implementation directions, i.e., the discrete-variable
QKD (DVQKD) and continuous-variable QKD (CVQKD) schemes. The
cryptography communication based on free-space QKD provides an

information-theoretically secure solution for UV networking and forma-
tion. Nowadays, free-space DVQKD has been widely studied due to its
advantages in ultra-long-distance secure communications13–16. While
CVQKD can implement high-key-rate, high-integration, and low-cost
communication over relatively lower transmission loss17–19 but can achieve
strong resistance to background light noise fundamentally due to the use of
quantum coherent detections20,21. Several studies on key techniques and
experimental demonstrations have also been conducted recently on free-
space CVQKD21,22,22–26. However, the previous CVQKD trials all relied on
active protocols such as Gaussian-modulated coherent states (GMCS) or
Stokes operator coding protocols. For active CVQKD protocol, the
modulated quantum states are always prepared actively by using amplitude
and phase modulators, and achieving high-speed linear modulation with a
high extinction ratio and stability under practical conditions is challenging,
especially in integrationdesign.Moreover, in activeCVQKDprotocol, high-
speed on-chip modulators significantly increase costs, manufacturing time,
and implementation complexity27, which can not fully meet the require-
ments of UV secure communications.

1State Key Laboratory of Photonics and Communications & Center for Quantum Sensing and Information Processing, Shanghai Jiao Tong University,
Shanghai, China. 2Shanghai Research Center for Quantum Sciences, Shanghai, China. 3Hefei National Laboratory, Hefei, Anhui, China. 4College of Information
Science and Technology, Donghua University, Shanghai, China. 5Shanghai XunTai Quantech Co. Ltd, Shanghai, China. 6These authors contributed equally:
Hanwen Yin, Peng Huang. e-mail: huang.peng@sjtu.edu.cn; ghzeng@sjtu.edu.cn

npj Quantum Information |          (2025) 11:134 1

12
34

56
78

90
():
,;

12
34

56
78

90
():
,;

http://crossmark.crossref.org/dialog/?doi=10.1038/s41534-025-01085-y&domain=pdf
http://crossmark.crossref.org/dialog/?doi=10.1038/s41534-025-01085-y&domain=pdf
http://crossmark.crossref.org/dialog/?doi=10.1038/s41534-025-01085-y&domain=pdf
mailto:huang.peng@sjtu.edu.cn
mailto:ghzeng@sjtu.edu.cn
www.nature.com/npjqi


To overcome the challenges of traditional GMCS CVQKDwith active
modulation, B. Qi et al. proposed the passive-state-preparation (PSP)
CVQKD protocol using a thermal source in 201828. Since the avoidance of
quantum coherent sources and active modulations and the feasibility of
secure key generation over metro-area distances27, the PSP CVQKD pro-
tocol has shown great potential in QKD networks29–31. Recently, F. Ji et al.
realized a PSP CVQKD experiment with a 1.09 Gbps key rate32, further
demonstrating the potential of the PSPCVQKDprotocol in achieving high-
key-rate systems. Due to its high resistance to background noise, impressive
bit rate capabilities, and lowpowerconsumption, thePSPCVQKDsystem is
particularly well-suited for secure communication onboard UVs. However,
the above PSP CVQKD experiments are conducted in a laboratory, where
the channel complexity is significantly lower than in the field. And all
demonstrations of drone-based QKD rely on the active QKD protocol33–35.
There is still a gap in field trials conducted in free-space channels, primarily
due to the absence of effective excess noise suppression techniques via high-
loss real free-space channels.

In this article, we conduct a PSP CVQKD field trial for the first time
over an urban free-space channel with attenuation from −12.24 dB to
−15.59 dBbetween twobuildings during daylight andnight. Specifically, we
propose an experimental scheme to greatly suppress the excess noise caused
by PSP and develop high-efficiency homodyne detection and data sampling
to realize shot-noise-limited detection and raw key data acquisition in a
high-attenuation environment. Moreover, a machine learning-based
modulation-free phase compensation is proposed, and a high-precision
acquisition, pointing, and tracking (APT) system is employed, further
suppressing the excessnoisedue toquantumstate distortion in transmission
and ensuring highly secure key generation rates via fluctuating free-space
channels. The results show that the day and night statistical summation
secure key rates (SKR) can be generated with 0.85 kbps and 1.52 kbps,
respectively. This work demonstrates the feasibility of the all-day PSP
CVQKD, which further presents a promising solution for the UV secure
communication system based on the superior merits of cost-effectiveness,
integration, and adaptability.

Results
The protocol and its security
In PSP CVQKD, the secure key is generated by utilizing the intrinsic field
fluctuations of a thermal source. In this protocol, as shown in Fig. 1, Alice
splits the output signal of a thermal source into two spatial modes using a
beam splitter (BS). One mode {x1, p1} is sent to Bob after passing through a
VOA, while the other mode {xA, pA} is measured locally by Alice using
heterodyne detection. Since Alice cannot acquire the information about the
quantum signal directly, she must obtain her optimal estimation of the
outgoing mode28 from her local measurement results. The modulation
varianceVAdependson the source intensity, the splitting ratio of thefirstBS,
and the optical attenuation. Bob then demultiplexes the local oscillator (LO)
and quantum signals from the received signal using the PBS and performs

heterodyne detection to obtain the quadratures xB and pB. Alice and Bob
further estimate the parameters using a subset of their correlation data
through an unreliable classical channel. To utilize the thermal source effi-
ciently, we replace the balanced BS with an unbalanced BS with a suitable
splitting ratio and renew the excess noise model due to passive-state pre-
paration (see Methods for more details). The mutual information between
Alice andBob is affectedby theuncertainties derived fromAlice’s estimation
of the outgoingmode,which can be described as additive excess noise. From
the receiver’s view (Eve, Bob), she cannot distinguish the quantum state
prepared inPSPCVQKDfromtheone in traditionalGMCSCVQKD27, so is
the information that Eve could gain from Bob’s measurement results.
Therefore, the security of the PSP CVQKD protocol is guaranteed by its
equivalence to both theGMCSQKDand the entanglement-based (EB)CV-
QKD protocols. We can apply the standard security proof for traditional
GMCS CVQKD to calculate the SKR according to the excess noise. In this
paper, the SKR in asymptotic regime is calculated as

R ¼ f ð1� PRDÞð1� FERÞðβIAB � χBEÞ; ð1Þ

where f is the equivalent repetition rate, i.e., the bandwidth of the homodyne
detector; PRD is the proportion of revealed data due to digital signal pro-
cessing (DSP); FER is the frame error rate of the reconciliation step; β is the
efficiency of the reconciliation step; IAB is the Shannonmutual information
between Alice and Bob; χBE is the Holevo bound between Eve and Bob (see
Supplementary Information, Note 1). In practice, it is difficult to prepare a
single mode thermal state and match its spectral-temporal mode with the
LO. Therefore, a narrow bandpass filter, a polarizer, and an ultra-narrow
linewidth CW laser source are employed in this work to get a single mode
thermal state and mitigate the risks associated with multi-photon states.

Experimental setup
The experimental setupof thePSPCVQKDsystem is shown inFig. 2,where
Alice, Bob, and themirror are positioned at points A, B, and C, respectively.
Alice and Bob have to be placed in the same position to get synchronous
sample data (see Supplementary Information,Note 2). To get the secure key
via an urban free-space channel, we propose an experimental scheme that
greatly suppresses the excess noise caused by PSP. This scheme involves
developing high-efficiency homodyne detection and data sampling in order
to realise shot-noise-limited detection and raw key data acquisition in a
high-attenuation environment. Furthermore, we propose the use of a
machine learning-based,modulation-free phase compensationmethod and
a high-precision APT system to suppress excess noise due to quantum state
distortion in transmission. These system optimisations have significantly
reduced total excess noise and increased the maximum tolerable channel
attenuation, enabling secure key generation.

On Alice’s side, a commercial amplified spontaneous emission (ASE)
source (Golight) is utilized as the quantum signal generator, and the
broadband thermal light is amplified by an EDFA up to 34.5 dBm.

Fig. 1 | Schematic diagram of PSP CVQKD
scheme. The red, blue, and yellow lines denote the
quantum, local oscillator, and polarization multi-
plexing signals. ASE amplified spontaneous emis-
sion, BS beam splitter, LO local oscillator, Hyb 90∘

Hybrid, Hom homodyne detector, PBS polarization
beam splitter.
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Specifically, the EDFA will not affect the properties of thermal light, so the
output can be regarded as an ideal thermal source (see Supplementary
Information,Note3).To reduce theASEnoise and toget a singlemode, a 0.4
nmoptical bandpass filter is placed after the EDFAwith 1550.12 nm central
wavelength. Finally, a fiber-pigtailed polarizer is placed after the light source
to get a single polarization mode. A polarization controller is employed to
ensure the polarization aligns at the following polarization-maintaining
beam splitters (PMBS). A CW laser source (NKT Koheras BASIK X15)
centered at 1550.12 nmwith100Hz linewidth is employed asLO, utilized in
the heterodyne detection systems for Alice’s and Bob’s. A PMBSwith a 99:1
splitting ratio is used to split the LO,where theweakermode is sent toBob to
reduce the leakage noise. An unbalanced BS with a 90:10 splitting ratio is
utilized to split the thermal state to use the thermal source and reduce the
PSP noise efficiently. The weaker mode is modulated with a VOA to get an
appropriate equivalent modulation variance and sent to Bob with LO by
polarization multiplexing through PBS, while the other mode is measured
locally by Alice with heterodyne detection. Here, a 90° optical hybrid
(Optoplex) and two balanced homodyne detectors (Thorlabs PDB435AC)
are used to implement the heterodyne detection.

On Bob’s side, after passing through a 280m free-space channel
with attenuation from −12.24 dB to −15.59 dB, the spatial light is
coupled to the fiber and split by a 99:1 BS. The weaker output is followed
by a homodyne detector (Thorlabs PDB435C) that quantifies and records
the optical power received by Bob to track changes in channel trans-
mittance. An MPC-201 follows the other output to adjust the polariza-
tion manually, and the feedback is provided by monitoring the light
intensity of 1% quantum signal after PBS with a high extinction ratio
through an optical power meter. To minimize the leakage noise, the
polarization controller is adjusted until the power meter’s output is less

than −70 dBm, i.e., the lowest signal power that can be detected by the
power meter. Due to the significant attenuation in the free-space channel,
the LO intensity at the receiver is too weak to reach the shot noise limit.
After the received signal is separated into LO and quantum signal by PBS,
an EDFA is placed after the LO to amplify the LO signal to reach the shot
noise limit. To reduce ASE noise derived from EDFA, a bandpass filter
with a central wavelength of 1550.12 nm is employed36.

In our experiment, the data are acquired synchronously by an oscil-
loscope. During the experiment, the block length is limited by the oscillo-
scope’s maximum memory and the channel character. Specifically, a
20 GHz bandwidth real-time oscilloscope is employed to over-sample the
outputs of Alice’s and Bob’s balanced homodyne detectors with 350MHz
bandwidth.Wechose a 200microsecondsdetectionwindowandperformed
a 10GHz sample rate oversampling on the output signal of the homodyne
detector. The shot noise is fixed before the experiment, and the real-time
shot noise is revised according to the intensity of the receivedLO.AfterAlice
and Bob share correlated raw data, the DSP algorithms, including digital
filter, frame synchronization, and phase compensation, are employed to
directly correlate the sampling points between Alice and Bob and decrease
the excess noise. Specifically, precise frame synchronization and phase
compensation are necessary for Alice and Bob to generate the final key.
Here, a machine learning-based modulation-free phase compensation
scheme is proposed to suppress the excess noise of the PSPCVQKD system
(see Methods for more details).

The impact of the multiple atmospheric effects mentioned above
on the system can be summarized as fluctuations in transmittance
and additional excess noise. To maintain coupling efficiency stability
in the face of transmittance fluctuations, a high-precision APT sys-
tem is employed. To suppress the excess noise introduced by the

Fig. 2 | Optical layout of the free-space PSP CVQKD scheme using a thermal
source. a The optical layout and transmitter at Alice’s station; b The optical layout
and receiver at Bob’s station; c The mirror. Alice sends a polarization multiplexing
light to Bob through a free-space channel. The channel comprises an APT system
and a mirror, which aim to place Alice and Bob together to get synchronous sample

data. The red, blue, and yellow fibers denote quantum signal, LO, and polarization
multiplexing signal, respectively. ASE amplified spontaneous emission, VOA vari-
able optical attenuator, EDFA Er-Doped fiber amplifier, BPF bandpass filter, POL
polarizer, PC polarization controller, PMBS polarization maintaining beam splitter,
Pow power meter.
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atmospheric effects, we monitor and control the polarization change
in real time on Bob’s side and use a machine learning-based phase
recovery algorithm to suppress the leakage noise and phase noise.
The channel is created between two roofs of the laboratory buildings
to get a real urban free-space channel. Alice and Bob are placed on
one roof, and the output beam of the transmitter is reflected by a
mirror placed on the other roof 140 meters away. In the transmitter,
we use a reflective telescope with an aperture of 125 mm to narrow
the beam divergence up to 3 mrad, and the receiver uses a telescope
with an aperture of 250 mm. A high-precision APT system is inte-
grated at the transmitter and receiver to achieve the best coupling
efficiency. In the coarse pointing stage, the transmitter and the
receiver send their beacon lasers to each other, and the transmitter
and the receiver use a 671 nm red laser and 532 nm green laser as
beacon lights, respectively. They will adjust their pointing direction
until the other coarse tracking camera can pick up the beacon beam
spots. In the fine-pointing stage, the transmitter will send an intense
laser beam centered at 1550.12 nm and adjust its pointing direction
according to the feedback that the power of the received signal is
measured by an optical power meter. After establishing the optimal
link, the APT system will keep the link stable through automatic fine
tracking. In most cases the APT system performs well and maintains
a high transmission. However, due to the unavoidable fluctuation of
transmission, it is necessary to re-align the link hourly based on the
optical power received at Bob’s station. With the support of these
technologies, the APT system can achieve a coupling efficiency of
11.84% (see Supplementary Information, Note 4).

Excess noise suppression
The suppression of excess noise is the key to get the secure key. We will
comprehensively introduce the excess noise suppression method in the

system and quantify each noise component. Firstly, the excess noise model
of the free-space PSP-CVQKD scheme is constructed as follows:

εtot ¼ εpsp þ εleak þ εphase þ εfad þ εback þ εres; ð2Þ

where εpsp; εphase; εleak; εfad; εback; εres denotes the excess noises caused by
passive-state-preparation, imperfection in phase compensation, polariza-
tion leakage, fluctuating transmittance of the fading channel, background
noise, and other residual noise, respectively. We will give a complete excess
noise analysis, and each component will be quantified.

ThePSPnoise εpsp significantly limits theperformanceofPSPCVQKD
systems.Here, we analyzed the impact of the BS splitting ratio on the system
and utilized the unbalanced BS to replace the balanced BS27–32. We analyze
the effect of transmittance η1 on PSP noise while changing η1 to keep the
equivalent modulation variance constant. It can be observed in Fig. 3a that
reducing the transmittance of BS η1 can decrease excess noise εpsp while
keeping the equivalent modulation variance unchanged. Moreover, the
influence of different thermal source intensities on εpsp is analyzed, where
the dashed blue lines and the orange line represent cases where the stronger
ASE source is 3dB greater than the weaker one. Obviously, under the same
conditions, the weaker of the thermal source, the higher the intensity of the
εpsp in the system, and εpsp could be reduced to an acceptable level by
adjusting the transmittance η1, which demonstrates the feasibility of PSP
CVQKD system with weak ASE source. During the experiment, to mini-
mize the PSP noise, we adjust the transmittance of the first BS η1 from 0.5 to
0.1 and set the modulation variance to 14, and the final PSP noise of the
system is suppressed to 0.005 according to evaluation with Equation (9).

To optimize the equivalent modulation variance, the average photon
number of a thermal statemust be decreased to low intensity, which is easily
affected by the leakage light of the strong LO. However, a strong LO is
necessary for a CVQKD system to achieve the shot noise limit. In our

Fig. 3 | Analysis of excess noise components. a The excess noise due to PSP with
strong thermel source (red line) and weak thermel source (blue dashed line). The
options for η1 in different is also marked (black dashed line). b The excess noise due
to polarization leakage (blue line) and the intensity of LO in the experiment (black

dashed line). cThe excess noise due to imperfect phase compensation, where the left
and right panel denotes the phase noise during daytime and nighttime, respectively.
d The excess noise due to the fading channel, where the left and right panel denotes
the fading noise during daytime and nighttime, respectively.
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experiment, a PBS with high isolation is used to reduce the intensity of the
leakage LO light; an EDFA placed on Bob’s side is used to amplify the LO
intensity, which reduces the demand for sending LO intensity to less than
−10dBm. Here, since the measured signal is continuous, we modify the
leakage noise formula according to the temporal modes of continuous-
mode states37. The leakage noise is calculated by

εleak ¼
2hNLOi

R
Δt; ð3Þ

where 〈NLO〉 is the average photon number of LO sent by Alice; R is the
extinction ratio of the optical system; Δt is the integral time of ADC. As
shown in Fig. 3b, the leakage noise in the experiment can be suppressed to
0.018 SNU.

Quantum signal transmission through free-space channels inevitably
introduces phase changes, directly affecting the result of coherent detection.
We evaluate the residual phase noise that cannot be compensated. Our
phase compensation algorithm compensates the signal in blocks and the
phase change within each block varies. In the Gaussian-modulated coher-
ent-state protocol, the excess noise due to the residual phase noise at the
receiver side can be expressed as38:

εphase ¼ 2TVA 1� e
�Vphase

2

� �
; ð4Þ

where T is the transmittance, including the quantum channel and
the detector efficiency; VA is the equivalent modulation variance;
Vphase is the variance of the residual phase. We randomly selected multiple
blocks and calculated their residual phase noise, and the results are shown in
Fig. 3c.

A fading channel is where the transmittance varies over time due to
effects such as atmospheric turbulence and scattering. Compared to a stable
channel, the fading channel introduces additional excess noise, which is
given by

εfad ¼ Varð ffiffiffi
η

p ÞðVA � 1Þ; ð5Þ

where Varð ffiffiffi
η

p Þ ¼ hηi � h ffiffiffi
η

p i2 and VA is the equivalent modulation var-
iance of Alice39. We calculated the system’s fading noise εfad by randomly
selecting a 200 μs section, the same as the block length, and calculating its
εfad. The analysis results shown inFig. 3d indicate that the fadingnoise of the
system during the day is higher than during the night. εfad is less than 0.005
SNU inmost cases, further demonstrating that the channel transmittance is
almost constant within a data block.

Background noise refers to the interference caused by various non-
target light sources, especially sunlight. To reduce background noise, a
narrow bandpass filter with 1550.12 nm central wavelength was installed at
the receiver, and the receiver’s telescope structure was also designed only to
receive direct parallel light. Moreover, the ultra-narrow linewidth CW laser
used in coherent detection acts as a filter, which further suppress the
background noise. However, there was still background noise even after
blocking all possible direct sunlight. We observed that the system experi-
ences significant excess noise during two time windows from 8:00 AM to
9:00AMand 11:30AM to 1:00 PM,making it impossible to generate secure
keys. During the first timewindow, the CVQKD system is affected by direct
sunlight resulting in high background noise. For the second time window,
the excess noise is mainly derived from the severe scattering effect of the
ground atmosphere. As the sunlight intensifies, the background noise
caused by scattering from different objects on the ground increases.

There are other residual noises εres in the system, including excess noise
due tomodemismatch27, ADC quantization noise40 and so on. The residual
noise is so small that it can be ignored.

Experimental results
We performed multiple QKD runs in April and May 2024, including
nighttime and daytime, to exploit the ability of the PSP CVQKD system to
resist backgroundnoise. To account for the impact of thefluctuated channel
on the system, we performed an average summation of each data block’s
SKR to obtain the system’s average key rate. Suppose that the i-th experi-
ment collectedM blocks of data, of whichm blocks can obtain a secure key.
The statistical summation SKR Ri is calculated according to the SKR of the
data block Rn derived from Equation (1) and the proportion of valid block,
i.e., the data block that can generate a secure key, Pi = m/M, which can be
expressed as

Ri ¼
1
m

Xm
n¼1

RnPi: ð6Þ

Therefore, we can calculate the statistical summation SKR for each
experiment and obtain the average SKR of the system by taking the mean
values, which allows us to take the stability of the system into account.

The settings of the key parameters of the experiment are shown in
Table 1. Due to the influence of fluctuation in transmittance on the para-
meters, the table displays themean values of the SNRand the electrical noise
vel calculated under multiple sets of different transmittance data. On May
6th, 8th, and 9th, we performed several QKD experiments at night from
10:00 PM to 2:00 AM. On May 16, 17 and 18, we performed several QKD
experiments during the day from6:00AM to 1:00 PM. The statistical results

Table 1 | Key experimental parameters of PSP CVQKD scheme

Parameter η0 η1 VA ηx vBel SNR β PLO PA
s PB

s
f

Value 0.002 0.1 14.2 0.6 0.25 −8.6 0.96 −10.1dBm 3.42dBm −29.7dBm 350MHz

VA, equivalentmodulation variance; n0, the average photon number sent to Bob; vel , the average electrical noise of Bob’s homodyne detector;SNR, the average signal noise ratio (SNR) for all experimental

groups; β, reconciliation algorithm efficiency; PLO, power of LO; PA
s , signal power of Alice; PB

s , signal power of Bob; f, the equivalent repetition rate.

Table 2 | Detailed results for each day of the experiment

Date Data Blocks Vaild Blocks Pi T(dB) ε R(kbps)

4/26/2024 (Night) 800 22 0.0275 −14.10 0.038 2.33

5/8/2024 (Night) 600 11 0.020 −14.86 0.039 1.04

5/9/2024 (Night) 600 13 0.0217 −14.46 0.042 1.01

5/16/2024 (Day) 400 7 0.0175 −14.54 0.040 0.93

5/17/2024 (Day) 400 4 0.0125 −14.47 0.039 0.81

5/22/2024 (Day) 600 7 0.0117 −13.79 0.040 0.94
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of each experimental result are shown in Table 2 to reflect the overall
performance of the system, and the SKRand excess noise for each set of data
is calculated separately as shown in Fig. 4 (see Supplementary Information,
Note 5). The average channel attenuation of the valid data during day and
night is −14.23 dB and −14.38 dB, respectively. The channel attenuation
mainly consists of a −9.28 dB APT coupling efficiency and additional
coupling efficiency vibration due to several atmospheric effects.

The receiverof ourCVQKDsystemisdesignedprimarily to avoid solar
background noise through its physical structure and a bandpass filter with
1550 nm central wavelength. Moreover, the coherent detection acts as a
1550.12 nm narrow bandpass filter, so the impact of the background noise
on the system is minimal most of the time. However, the statistical sum-
mation SKR is 0.85 kbps and 1.52 kbps during the day and night, respec-
tively, which means the stability of the CVQKD system is significantly
different. During the daytime, higher temperatures cause stronger turbu-
lence in the atmospheric channel and mechanical vibration caused by
various activities, such as vehicles passing by, resulting in channel instability
and lower coupling efficiency (see Supplementary Information, Note 6),
which leads to a decline in CVQKD system performance.

Discussion
Wepropose and experimentally realize a PSPCVQKD scheme towardsUV
secure communication for the first time over an urban free-space channel.
Secure keys are successfully generated by optimizing the scheme to reduce
PSP noise, developing coherent detection and DSP, and employing a high-
precision APT system. The final SKR is generated with statistical summa-
tion values of 0.85 kbps and 1.52 kbps at daytime and nighttime, respec-
tively. The experimental demonstrations of QKD in onboard UV

communication systems have successfully validated the fundamental
principles of secure communication under urban field conditions. It should
be mentioned here that the experiment is a proof-of-principle demonstra-
tion for the onboard UV quantum secure communication system, so the
optical experimental setups in Alice’s and Bob’s sides are not yet assembled
with considerations of integration and miniaturization. Deploying a
quantum secure communication system requires integrating terminals,
which involve integrating the optical path and the APT system. Firstly, a
miniaturized APT systemmust be implemented to ensure stable alignment
in dynamic scenarios. Encouragingly, previous studies33–35 have successfully
demonstrated the feasibility of drone-based QKD systems, paving the way
for mobile APT solutions. Secondly, a compact, integrated QKD optical
system is essential for scalability and robustness. Recent advances18,41,42 have
achievedchip-basedQKD implementations, and thePSPQKDsystemhas a
simpler architecture than other schemes. This makes it particularly well-
suited to further miniaturization into integrated photonic chips. These
developments pave the way for a fully functional UV quantum commu-
nication terminal in the near future.

A complete quantum secure communication scheme includes the
QKD part and the one-time pad (OTP) encryption procedure. As shown in
Fig. 5, the scheme consists of the following key steps. Firstly, Alice (control
station) and Bob (UVs) get a string of shared secure keys K through the
above PSP-CVQKD scheme. ThenAlice encrypts the sensitive data, i.e., the
plaintext through a bitwise XOR operation with the pre-shared keys, gen-
erating the ciphertext. This encrypted payload is then transmitted toBob via
the classical channel. Upon reception, Bob decrypts the message by reap-
plying the identical XOR operation using the shared secret keys, thereby
recovering the original plaintext with information-theoretic security. It

Fig. 4 | Experimental results in daytime and nighttime. a The excess noise in the daytime. b The excess noise in the nighttime. c The SKR in the daytime. d The SKR in the
nighttime.
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should be noted that in the above process, Eve can eavesdrop on both
quantum and classical channels. However, the inherent unconditional
security of PSP-CVQKD guarantees that Eve can not capture the secret key
information. While the information-theoretic security of OTP also ensures
confidentiality even against quantum computing threats. So the uncondi-
tional security of whole quantum secure communication between the
unmanned vehicles can be realized.

The practical deployment of such systems requires addressing sev-
eral critical challenges inherent in real-world operational environments,
which could be further improved in the following studies. For the block
length limitation caused by the maximum memory of the oscilloscope, a
custom data acquisition card (DAQ) with more memory can be used
instead of the oscilloscope to collect data. With the block length increase,
the cost of frame synchronization and the finite-size effects will be
mitigated, and the result with a larger block length can help us better
acquire the characteristic information of the free-space channel. Fur-
thermore, if there are two synchronized DAQs, the mirror in the middle
of the channel is no longer needed, which can greatly improve the per-
formance and stability of our CVQKD system. The optical circuit can be
further optimized to realize an integrated optical module, which could
reduce the excess noise introduced by internal system instability.
Developing the transmitted LO (TLO) scheme can further reduce the
excess noise introduced by LO leakage and improve system performance
while reducing the actual security vulnerabilities of the system. Moreover,
to suppress the background noise caused by direct sunlight and the
scattering from the object on the ground, the receiver should avoid facing
the sun and use a high-elevation angle43. Moreover, different UV plat-
forms impose relatively distinct requirements on QKD systems. For
instance, the UAV is a lightweight aerospace platform where low-cost
QKD devices and miniaturized APT systems are the top priority.
Unmanned surface vehicles (USV) demand more robust QKD devices
and high-performance APT systems to ensure stable free-space optical
links over long-distance ocean surfaces. The following work may focus
on developing these specific platforms by further mitigating state dis-
tortion, adapting parameters in real-time, and customizing component
configurations to achieve high-performance secure communication
across diverse deployment environments.

Methods

Optimized PSP noise model
In previous studies27–32, a 50:50 BS was commonly utilized to divide the
thermal state into two identical modes for experimental and analytical
purposes. To suppress the PSP noise and efficiently use the thermal source,

we replace the balancedBSwith anunbalancedBS and give amore universal
noise model. For simplicity, only the X quadrature is considered, and the P
quadrature can be analyzed similarly. As shown in 1, theXquadrature of the
optical-mode output from Alice x1 is given by

x1 ¼
ffiffiffiffiffiffiffiffiffi
η0η1

p
xin �

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
ð1� η1Þη0

p
xv1 �

ffiffiffiffiffiffiffiffiffiffiffiffiffi
1� η0

p
xv3; ð7Þ

where η0 is the transmittance of theVOA; η1 is the transmittance of theBS1;
xv1 and xv3 is the X quadrature of the vacuummode introduced by BS1 and
the VOA respectively. The X quadrature of the optical-mode detected by
Alice is given by

xA ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffi
ð1�η1Þηax

p
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η1ηax

p
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p
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ð8Þ

where ηax is the transmittance of the equivalent optical attenuator of the
homodyne detector, known as the efficiency of the detector; Eax is the noise
of the homodyne detector; xv2 and xv3 is the X quadrature of the vacuum
mode introduced by BS2 and the homodyne detector. So Alice’s optimal
estimation of x1 is x̂A ¼ α0xA, where α0 ¼ hx1xAi

hx2Ai
27,28,44. Note that the var-

iance of the quadratures of the vacuummode is defined as shot noise units,
which means each noise component is normalized by shot noise and
hx2v1i ¼ hx2v2i ¼ hx2v3i ¼ hx2v4i ¼ 1. Hence, Alice’s uncertainty about the
outgoing mode is given by

Δ ¼ x1 � α0xA
� �2D E

¼ 2VAη0η1ðva þ 1Þ
ð1� η1ÞVAηa þ η0ðva þ 1Þ þ 1; ð9Þ

where VA = η0n0 is the equivalent modulation variance of the mode sent to
Bob; ηa and va are the efficiency and noise variance of Alice’s detector,
respectively. The PSP noise can be calculated by εPSP = Δ − 1.

Frame synchronization and phase compensation
After heterodyne detection, Alice and Bob share a set of correlated raw data.
For the commonDSPalgorithmsofCVQKD22,24, the frame synchronization
and phase compensation between Alice and Bob are performed using the
added training frames. Here, we used a fine-grained frame synchronization
and machine learning-based modulation-free phase compensation algo-
rithm to obtain the raw data. The frame synchronization method is
implemented using only Alice segment measurement results. Firstly, Alice
reveals a segment of her measurement results to Bob through a classical
channel.After receivingAlice’smeasurement results, Bobperforms a sliding
cross-correlation calculation between the received data and his own,

Fig. 5 | Illustrations depicting the process of UV
onboard secure communication. The QKD sys-
tems onboardUVs are used to share unconditionally
secure keys via quantum and classical channels, and
the OTP modules onboard UVs are then employed
to perform information-theoretic secure crypto-
graphy communication with the shared secure keys
against Eve’s arbitrary attacks.

https://doi.org/10.1038/s41534-025-01085-y Article

npj Quantum Information |          (2025) 11:134 7

www.nature.com/npjqi


obtaining a set of cross-correlation sequences. Then, Bob compares the
maximum value of the cross-correlation sequence with a precalibrated
threshold. If the value exceeds the threshold, it indicates that frame syn-
chronization is successful and the synchronization sequence is obtained.

The RNNmodel is employed in the phase compensation algorithm to
capture temporal dependencies between phase shifts, using the past data to
predict future phase values. The model training is performed using the
phase-drift data acquired from measurement results. Alice and Bob pro-
cessed a synchronization sequence using a sliding window and generate a
series of phase data slices. For each slice, half of the data points are used as
input to the RNN model, and the predicted values are used for phase
compensationof thenext datapoint.During the trainingprocess, 70%of the
data slices are used as the training set to optimize the parameters of theRNN
network, the remaining data is used as the test set for evaluating the per-
formance of the RNN network after training. In the prediction stage, Alice
and Bob first obtain synchronized data through a frame synchronization
algorithm and then divide the synchronized data into small segments. For
each segment, Bob reveals half of the data to assist Alice in calculating the
phase shift, resulting in a sequence of phase shift data. Then, Bob uses the
RNNmodel to input this phase shift data andpredict the phase shifts used to
perform phase compensation for the unrevealed data. Compared to pre-
vious phase recovery algorithms, the new algorithm provides higher phase
compensation accuracy and can further suppress the excess noise due to
phase drifts in the system (see Supplementary Information, Note 7).

Data availability
The data that support the plots within this paper are available from the
corresponding authors on reasonable request.
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