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Privacy and security in network communication have been enhanced via encryption and traditional 
anomaly detection methods are no longer effective because of their payload inspection. In this paper, 
we describe ET-SSL, a new approach for encrypted data anomaly detection which uses self-supervised 
contrastive learning to identify informative representations in flow level, statistical features like packet 
length; inter arrival time; flow duration and protocol metadata to Detect anomalies in encrypted 
network traffic without the need for labelled datasets or payload analysis. ET-SSL extends the use of 
SSL based traffic classification in order to improve detection performance while keeping computational 
complexity low through the maximization of the difference between normal and anomalous traffic. 
On CIC-Darknet2020, ISCX VPN (nonVPN), and UNSW-NB15 datasets, ET-SSL achieves 96.8 percent 
accuracy, 92.7 percent true positive rate (TPR), 1.2 percent false positive rate (FPR), and can do real 
time anomaly detection with 15 ms to 25 ms latency and speeds up to 10 Gbps processing which 
makes it suitable for high speed and resource constrained environments. Compared with existing 
methods, ET-SSL does not rely on labeled data, scales better, and detects zero day attack in dynamic 
network environment more effectively, serving as a paradigm for private and energy efficient anomaly 
detection in encrypted traffic.
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As more people adopt encryption protocols like TLS, VPNs and HTTP over DNS (DNS over HTTPS), traditional 
network security techniques like deep packet inspection (DPI) are no longer suitable1. Payload-based analysis 
is prevented by encrypted traffic, and such encrypted traffic makes anomaly detection systems rely on traffic 
flow characteristics to detect malicious activity2. This is even the more complicated by the fact that APTs, zero 
day attacks, and traffic obfuscation techniques have made signature based intrusion detection tools (IDSs) 
ineffective3.

Preventive anomaly detection mechanisms largely relied on character level analysis where they sniffed the 
contents of packet payload and its header to scan for suspicious patterns4. Nevertheless, as the actual data content 
became encrypted, these models became less useful5. Thus, non character level approaches have developed using 
flow level statistical features such as packet length distributions, inter arrival times, flow durations and protocol 
meta data to distinguish normal and anomalous network behaviour6.

Three main approaches to existing machine learning based anomaly detection models can be categorized:

	1.	 Signature-based and rule-based methods Snort and Suricata are traditional IDSs that depend on predefined 
attack signatures7. Nevertheless, such methods cannot handle unknown or zero day attacks, and they are 
hard to generalize to changing network threats.

	2.	 Supervised learning-based models Traffic anomaly detection has been studied before as a task with deep learn-
ing approaches such as CNNs, RNNs, etc.8. Nevertheless, they require lot of labeled data, and collecting it for 
encrypted traffic is very difficult, as ground truth for attack patterns is not available.

	3.	 Unsupervised learning methods So, analyzing traffic without having labeled data has been proposed by tech-
niques such as autoencoders, clustering and statistical anomaly detection9. Unfortunately, these models suf-
fer from very high false positive rate, which makes it difficult to detect.
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In order to solve these challenges, this paper proposes an Encrypted Traffic Anomaly Detection using Self_
supervised Contrastive Learning (ET_SSL), a novel framework that detects anomalies in the aimed encrypted 
traffic without either the prior availability of labeled datasets or payload analysis. Unlike traditional approaches, 
ET-SSL learns statistically and temporally meaningful features related to traffic (packet sizes, inter arrival times, 
etc.) meaningfully (with contrastive learning) among normal and malicious traffic patterns. ET-SSL factors 
in self-supervised learning which makes the zero day attack detection independent of labeled datasets while 
providing nearly 5 × increase over prior work in dynamic network environments. Figure 1 shows the anomaly 
traffic detection on feature fluctuation for secure industrial internet of things.

The main contributions of the paper are as follows:

	1.	 A novel use of contrastive learning based anomaly detection framework which extracts feature representa-
tions from encrypted traffic with no need of inspection of payload.

	2.	 An efficient, scalable, and real-time anomaly detection system, capable of processing 10 Gbps of network 
traffic with a latency of 15–25 ms.

	3.	 A self-supervised learning model that eliminates the need for labeled training data, improving scalability and 
adaptability to evolving network threats.

The remainder of this paper is structured as follows: Section "Background" discusses related work and existing 
anomaly detection methods, Section "Methodology" details the ET-SSL methodology, Section "Results and 
discussion" presents experimental results, and Section "Conclusion" concludes with insights and future research 
directions.

Background
With the growing adoption of encryption protocols such as TLS, VPNs, and DNS-over-HTTPS, traditional 
network security techniques that rely on deep packet inspection (DPI) have become ineffective. As encryption 

Fig. 1.  Anomaly traffic detection based on feature fluctuation for secure industrial internet of things.
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hides the content of network packets, anomaly detection methods have shifted from payload-based analysis to 
flow-level statistical analysis10. This overview of the evolution of the anomaly detection in encrypted traffic is 
organized into four major research directions, rule based methods, supervised learning methods, unsupervised 
learning techniques, self-supervised learning methods. We also discuss the limitation of existing framework and 
reasons to use the proposed ET-SSL framework.

Rule based and signature based detection were the oldest network security methods like intrusion detection 
systems (IDSs) used like Snort and Suricata11. The packet payloads, the protocol headers, and known attack 
signatures were analyzed and the malicious activities were detected by these systems. But with the ever increased 
amount of encrypted traffic, these systems stopped working since the payloads were inaccessible to inspect. 
Additionally, they couldn’t generalize to unknown attack signatures, and thus were not suitable for defeating zero 
day attacks and living attacks12.

In order to overcome the disadvantages of rules based methods, researchers used supervised machine 
learning models that included classifier Support Vector Machines (SVMs), Random Forest (RF) and Deep 
Neural Networks (DNNs) towards training over labelled network traffic datasets13. In this work, they classified 
traffic as normal or anomalous using these methods using packet lengths, inter-arrival times, flow durations, and 
other protocol metadata14.

A hybrid SVM + DNN in15 is used to detect anomaly in encrypted traffic with very high accuracy. Like16, 
used CNNs as feature extractor, that improved detection accuracy but at the price of high computational burden. 
Yet, supervised learning based approaches rely on a large labeled dataset which is difficult to get in encrypted 
environment since there is a lack of labeled attack traffic. In addition, these models fail to detect zero day attacks 
because they utilize the patterns that were learnt from past attacks17.

In order to overcome the lack of labeled data, we introduced supervisory learning methods such as 
autoencoders, k means clustering and variational autoencoders (VAEs). Although we refer to these models as 
deviance detectors, they learn normal traffic patterns and detect anomalies by detecting deviations18. On the 
unsupervised clustering to detect encrypted traffic anomalies, the work of author19 was successfully applied to 
identify outliers. In20, he used a model of autoencoder for anomaly detection, which could effectively extract 
the complex encrypted traffic patterns. Despite that, the false positive rates of unsupervised methods are often 
high because of the inability of unsupervised methods to differentiate between traffic patterns that are caused by 
legitimate traffic patterns and actual malicious activity21.

Although several self-supervised learning methods exist, such as autoencoders and variational autoencoders 
(VAEs)22 they primarily focus on feature reconstruction rather than explicit anomaly separation. Autoencoders 
detect anomalies based on reconstruction error, which often leads to high false positives in complex encrypted 
traffic. Similarly, VAEs rely on probabilistic reconstructions, which are effective in capturing normal traffic 
distributions but struggle to differentiate novel attacks from minor deviations in normal behavior.

Contrastive learning, on the other hand, learns an embedding space where normal traffic samples are 
clustered closely while anomalies are pushed apart, enabling better feature separability23. Unlike autoencoders 
and clustering-based approaches, contrastive learning does not rely on predefined thresholding mechanisms, 
reducing false positives while improving zero-day attack detection. Furthermore, contrastive learning inherently 
captures both spatial and temporal relationships in network traffic, making it more robust for real-time anomaly 
detection in encrypted traffic environments. Given these advantages, ET-SSL leverages contrastive learning to 
enhance detection accuracy while ensuring adaptability to evolving threats.

Very recent work in self-supervised learning and contrastive learning has made significant progress toward 
anomaly detection for encrypted traffic. Since self-supervised models learn traffic representations from unlabeled 
data, they are more suitable for real encrypted network condition compared to supervised methods22.

The anomaly detection model presented in23 had introduced a contrastive learning based model that was 
effective in identifying differences between the normal and malware encoded traffic flows. In24, the modeled 
distributions of encrypted traffic have been also generated through implemented variational autoencoders 
(VAEs) and the anomaly detection improved without using labelled datasets. Although this progress, existing 
self-supervised methods still have problems on real time processing and scalability, and thus are not easily 
deployed in High speed networks25.

Although self-supervised learning on encrypted network traffic has significantly improved the anomaly 
detection, many of the existing techniques still have computational overhead, utilize inefficient feature extraction, 
and are suboptimal in separation anomaly26. While supervised models are very accurate, obtaining large labelled 
datasets in such environments where anomaly is rare and seldom recognised is difficult27. However, these same 
types of model remove the requirement for labeled data to learn, but tend to label normal traffic as an anomaly 
at high false positive rates, and hence reduce the reliability to real world deployments28. Moreover, as many 
existing approaches are not suited to processing high speed network traffic with efficiency, they cannot be used 
in real time security applications29. Recent advancements in self-supervised pretraining have shown promise in 
improving anomaly detection accuracy in network traffic 30. A comprehensive survey by 31 highlights the state-
of-the-art in deep learning for encrypted traffic classification, underscoring the need for innovative approaches 
like ET-SSL.

In order to solve this issue, we introduce ET-SSL (Encrypted Traffic Anomaly Detection with Self Supervised 
Contrastive Learning) which improves the separation for anomalies using contrastive learning. By clustering 
normal traffic and pushing out the anomalous traffic apart, ET-SSL improves detection accuracy. The scanner 
can pack 10 Gbps of encrypted traffic with 15–25 ms latency, which is sufficient for the scalability in real time 
security applications. In addition, its self-supervised approach makes it not require the need for labeled data, 
and thus be adaptable to zero day threats. In Table 1, ET-SSL is compared with existing methods in terms of 
advantages.
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Problem Formulation
Modern cybersecurity is dominated by the increasing use of payload encryption and as a result, it becomes more 
and more challenging to evaluate encrypted network traffic for anomalies. Actual considerable computation 
expense, salability problems, and dependence on labeled data usually render previous cutting edge anomaly 
detection frameworks problematic for real time detection. Because encrypted traffic is labeled so scarce and 
unsupervised methods consistently yield high false positive rates picking out normal network variations as 
threats, supervised learning models is required along with. To address these limitations, this paper proposes the 
ET-SSL (Encrypted Traffic Anomaly Detection using Self Supervised Contrastive Learning) framework which 
can extract the meaningful flow level statistical features from encrypted traffic and detect the anomalies (e.g. 
zero day attacks) accurately and precisely without need for decryption of payload.

In contrast to the payload inspection based models, ETSSL operates on the features on the flow-level 
statistical space, which constitute a robust ground for anomaly detection while respecting privacy constraints. 
These features include:

•	 Packet length distributions (PL) Helps identify abnormal traffic patterns where attackers modify packet sizes 
to evade detection.

•	 Inter-packet time intervals (IPI) Detects timing anomalies that may indicate covert channels or denial-of-ser-
vice (DoS) attacks.

•	 Flow duration (FD) Differentiates between benign and suspiciously long or short-lived connections, often 
seen in botnet and malware traffic.

•	 Packet count (PC) It distinguishes normal bulk data transfers from malicious ones.
•	 Protocol metadata (PM) Identifies protocol-based anomalies without needing to decrypt content (e.g., detect-

ing DNS tunneling).

These traffic features are extracted from encrypted flows and transformed into high-dimensional feature 
embeddings (zi) using a contrastive learning framework. Unlike prior studies that employ generic feature 
extraction techniques, our method learns an optimized representation of encrypted traffic, enhancing detection 
accuracy while maintaining efficiency.

Contrastive Learning for Feature Representation
ET-SSL employs contrastive learning to improve anomaly detection by learning discriminative feature 
representations from encrypted network traffic. The model creates positive and negative pairs of traffic samples 
and optimizes feature embeddings such that similar traffic flows are pulled closer, while anomalous traffic is 
pushed apart. This is achieved through a contrastive loss function:

	

Lcontrastive = −
∑
i,j

log
exp

(
−∥zi−zj∥2

τ

)

∑
k∈Ni

exp
(

− ∥zi−zk∥2

τ

)

whereas:

•	 Feature embeddings (zi, zj) Learned representations of traffic flows in a high-dimensional space.
•	 Contrastive loss (Lcontrastive) Encourages similar traffic flows to be close and dissimilar ones to be apart.
•	 Temperature parameter (τ ) Controls the concentration of the distribution, influencing the margin between 

similar and dissimilar pairs.
•	 Negative samples (Ni) Other traffic flows considered dissimilar to ti.

By applying contrastive learning to flow-level features instead of packet payloads, ET-SSL ensures that 
anomalous encrypted traffic flows remain distinctly separated from normal ones, improving detection accuracy. 
Table 2 represents the notation description used in the features representation.

Approach Study Methodology Traffic features used Key findings Limitations

Rule-Based IDS Snort, Suricata Signature-based detection Payload content, headers Effective for known attacks Fails on encrypted traffic, 
cannot detect zero-day threats

Supervised Learning Nguyen & Tran 
(2022) Hybrid SVM + DNN Packet lengths, flow duration High accuracy for labeled data Requires labeled datasets, fails 

on zero-day attacks

Unsupervised Learning Salinas & 
Monroy (2023)

Clustering-based anomaly 
detection Packet timing, session duration Detected encrypted anomalies High false alarm rate

Self-Supervised Learning Wei et al. (2022) Contrastive learning-based 
anomaly detection Packet sequences, time intervals Outperformed traditional 

models Requires large-scale training

Proposed Method (ET-SSL) This Work Contrastive learning-based 
SSL model

Flow-level metadata, packet 
size, inter-arrival times

High detection accuracy, 
low false positives, real-time 
scalability

Requires optimization 
for high-speed real-time 
deployment

Table 1.  Comparative analysis of recent anomaly detection approaches in encrypted network traffic.
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Anomaly Detection Objective
To detect anomalies, including zero-day attacks, the framework introduces an anomaly detection loss function:

	
Lanomaly =

n∑
i=1

II (A (ti)) · ∥zi − z0∥2

Explanation:

•	 Indicator function (I (A (ti))) Equals 1 if ti is anomalous, 0 otherwise.
•	 Center of normal traffic (z0) Represents the central point of normal traffic embeddings in feature space.

The objective is to minimize Lanomaly, ensuring anomalous traffic flows are sufficiently separated from the 
normal traffic center z0.

The total loss integrates both contrastive and anomaly detection losses:

	 Ltotal = Lcontrastive + γLanomaly

whereas:

•	 Weighting factor (γ) Balances the contribution of anomaly detection loss relative to contrastive loss.
•	 Total loss (Ltotal) Helps the model to learn better representations of features and also helps to prevent a model 

from mixing normal and anomalous traffic.

Zero-day Attack Detection
Zero-day attacks take advantage of such vulnerabilities, which are yet to be discovered, thus are hard to identify 
by normal means. The framework addresses this by finding outliers in the learned feature space:

	 S (di) =∥ zi − µnorm∥2 − κ· ∥ zi − µanom∥2

Explanation:

•	 Means (µnorm, µanom) Represent average embeddings of normal and anomalous traffic, respectively.
•	 Scaling Factor (κ) Controls the sensitivity of anomaly detection.

The combined objective for zero-day detection is:

	 Lzero-day = Lcontrastive + γLanomaly + λLrecon

Constraints and Parameter Tuning
The framework enforces constraints to maintain robust separation:

	 ∥ zi − zj∥2 ≤ δfor normal traffic flows

Symbol Description

T Dataset of network traffic flows {t1, t2, . . . , tn}

ti -th encrypted network traffic flow

xi Feature vector of ti

zi Learned feature embedding of ti

Lcontrastive Contrastive loss function

τ Temperature parameter in contrastive loss

Ni Set of negative samples for ti

Lanomaly Anomaly detection loss function

z0 Center of normal traffic embeddings

δ Margin for anomaly separation

γ Weighting factor for anomaly detection loss

λ Regularization parameter

S (di) Anomaly score for traffic flow di

µnorm Mean of normal traffic distributions

µanom Mean of anomalous traffic distributions

κ Scaling factor for anomaly detection sensitivity

θ Threshold for anomaly detection separation

Table 2.  Notation definitions.
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	 ∥ zi − µanom∥2 ≥ θfor anomalous traffic flows

Explanation:

•	 Margin (δ) Ensures normal traffic flows remain tightly clustered.
•	 Threshold (θ) Ensures anomalies are sufficiently separated from normal traffic.

The values of τ, δ, κ are optimized using cross-validation in order to achieve high sensitivity to the actual 
abnormalities and reasonable computational costs.

The practical considerations like different traffic patterns, noisy data are handled in the proposed SSL 
framework through the contrastive learning of feature embeddings. Furthermore, the approach is efficient in 
terms of time complexity with the traffic volume, and hence can be applied to real-time anomaly detection in 
high traffic encrypted networks.

This problem formulation presents a new approach of self-supervised contrastive learning and anomaly 
detection specifically for encrypted network traffic. It is relevant to the research objectives as it offers a large-
scale and privacy-preserving solution that can identify known and unknown threats without decrypting the 
traffic, which improves the state of art in cybersecurity.

Dataset Collection
The data sets that were used in this research were chosen with a view to containing encrypted network traffic 
and anomaly detection. In particular, we used the CIC-Darknet2020 dataset containing encrypted traffic flows 
from both normal and malicious processes and the ISCX VPN-nonVPN dataset containing a rich set of VPN 
and non-VPN traffic. It was chosen to use these datasets because they had more information about the nature 
of traffic like zero-day attacks and different types of encryptions. Our self-supervised learning method requires 
packet sizes, time between packets, and protocol, and the CIC-Darknet2020 dataset contains flows. We also 
used the UNSW-NB15 dataset to evaluate the generality of the model for varying types of traffic and encryption. 
Feature scaling and cleaning the flows from the records with missing or corrupted data were performed on 
the datasets. This is one of the particular steps that help in refinement of required data input format that is 
required for the training or the evaluation of the proposed model. These datasets were chosen because without 
the fluctuations in traffic we need to be able to detect encrypted communication in real world environments, the 
reason for choosing these datasets.

Dataset Description
To evaluate the proposed self-supervised learning framework, we utilized three publicly available datasets: CIC-
Darknet2020, ISCX VPN-nonVPN and UNSW-NB15 datasets. These datasets were selected because of traffic 
distribution and the existence of encrypted flows and both normal and attack traffic which is crucial for training 
and testing of the anomaly detection system.

CIC-Darknet2020 has both encrypted and non-encrypted real-world labeled network traffic such as botnet, 
phishing, and DDoS. It includes packet sizes, inter-arrival time and flow duration and therefore can be used in 
training models on encrypted traffic.

ISCX VPN-nonVPN consists of traffic samples of VPN and non-VPN connections, which include different 
encryption protocols and applications. This dataset is used in assessing the model’s ability to apply its knowledge 
learned to different type of traffics.

UNSW-NB15 is a large dataset that contains normal and attack traffic patterns. It contains many more features 
like connections state, protocols, protocols statistical summaries to name but a few, making it suitable for testing 
the model on fascinating traffic mixed traffic.

To clean the datasets, all the flow data records were filtered to exclude records with missing or corrupted flow 
data. Table 3 presents the datasets which have been used in this research. The Fig. 2 shows the work flow of the 
proposed model.

Methodology
Based on the difficulties and gaps outlined in the previous sections, this paper presents a new Self-Supervised 
Learning (SSL) framework for the detection of anomalies in encrypted network traffic. In particular, the 
proposed methodology relies on contrastive learning, a subfield of SSL, to extract features from encrypted traffic 
without decryption, thus maintaining privacy.

The following subsections detail the components of the proposed methodology:

•	 Feature representation The encrypted traffic flows are represented by statistical and temporal characteristics of 
the packets, the flow’s duration, and intervals between the packets in the flow.

Dataset Total flows Traffic type Key features

CIC-Darknet2020 10,000,000 +  Encrypted and non-encrypted Packet size, Inter-arrival times, Flow duration, Protocol

ISCX VPN-nonVPN 250,000 +  VPN and non-VPN traffic Encryption type, Flow duration, Traffic direction

UNSW-NB15 2,540,044 Mixed (normal and malicious) Connection states, Protocol types, Statistical features

Table 3.  Description of datasets used for anomaly detection.
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•	 Contrastive learning framework To cluster normal traffic flow while separating the anomalous one in the em-
bedding space, a contrastive loss function is used.

•	 Anomaly detection mechanism The learned feature embeddings are then used to detect any anomalies that 
deviate from normal traffic patterns so as to capture zero-day anomalies.

•	 Privacy-preserving architecture The proposed model works on the encrypted data and thus does not require 
decryption and is thus compliant with privacy regulations.

The formulation of the contrastive learning model and the specific steps of training and evaluation are described 
in the next subsections. This work thus seeks to build upon the existing methodologies and adapt the framework 
to the specificities of encrypted traffic with the hope of becoming the new gold standard for anomaly detection 
in today’s complex threat landscape.

Proposed model: Encrypted Traffic Anomaly Detection using Self-supervised Contrastive 
Learning (ET-SSL)
Overview
In this paper, we propose a model which we call Encrypted Traffic Anomaly Detection using Self Supervised 
Contrastive Learning (ET-SSL) to detect anomalies in encrypted traffic without decrypting the traffic. With ET-
SSL, we secure the feature representations from the encrypted traffic by SSL and learn the feature representations 
that are private using contrastive learning. In this section, we describe the layered architecture of the proposed 
model in Fig. 3.

The key objective of ET-SSL is to provide accurate anomaly detection while addressing challenges such as:

•	 Privacy preservation By working exclusively on metadata and flow-level statistics.
•	 Zero-day attack detection Through the ability to generalize to unseen attack patterns.
•	 Adaptability Via incremental learning for dynamic and evolving traffic environments.

Fig. 2.  workflow architecture.
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The ET-SSL framework is divided into three main components:

	1.	 Feature extraction Extract statistical and temporal features from encrypted traffic flows, including packet 
sizes, flow durations, inter-arrival times, and protocol metadata.

	2.	 Contrastive learning-based representation learning Train an encoder to learn embeddings that capture the 
structure of normal traffic while separating anomalous traffic patterns.

	3.	 Anomaly detection and incremental learning: Use learned embeddings to detect anomalies and adapt to evolv-
ing traffic patterns through incremental updates.

Mathematical Framework

	1.	 Input representation Let the encrypted network traffic dataset be T = {t1, t2, . . . , tn}, where each traffic 
flow ti is represented as a feature vector xi ∈ Rd. The features xi include:

	 xi = [packet_size, flow_duration, inter_arrival_time, protocol_metadata, . . . ] ,

	where each element corresponds to statistical or temporal attributes of the flow.

	2.	 Feature extraction and anomaly detection in ET-SSL

Unlike traditional anomaly detection methods that rely on payload analysis, ET-SSL extracts flow-level statistical 
features from encrypted traffic, ensuring privacy is preserved while enabling accurate anomaly detection. The 
extracted features include:

•	 Packet length distributions (PL) Detects unusual traffic patterns by analyzing variations in packet size.
•	 Inter-packet time intervals (IPI) Identifies timing anomalies in encrypted traffic, which may indicate mali-

cious communication.
•	 Flow duration (FD) Helps differentiate between normal short-lived connections and persistent botnet/

malware traffic.
•	 Packet count (PC) Used to detect bulk data transfers, which may be associated with data exfiltration.
•	 Protocol metadata (PM) Helps identify protocol misuse attacks without requiring payload decryption.

	After feature extraction, ET-SSL maps each traffic flow’s features into a high-dimensional embedding space using 
a deep encoder. The contrastive learning module then clusters normal traffic tightly together while ensuring 
anomalies remain separated in the feature space.

	3.	 Embedding space and encoder The encoder fθ (·) maps the feature vector xi to a lower-dimensional embed-
ding zi ∈ Rk , where k ≪ d:

	 zi = fθ (xi) ,

Fig. 3.  Architecture of proposed model.
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	where fθ (·) is implemented as a neural network parameterized by θ. The goal is to learn embeddings such that 
normal traffic flows are close to each other in the embedding space, while anomalies are far apart.

	4.	 Data augmentation for self-supervision To enable self-supervised learning, we generate augmented views of 
each traffic flow. Let g (·) be a stochastic augmentation function (e.g., adding noise, scaling features):

	 x+
i = g (xi) ,

	where x+
i  is the augmented version of xi.

	5.	 Contrastive learning objective The contrastive loss function is used to train the encoder fθ (·). For a traffic 
flow ti, the loss aims to maximize the similarity between zi and z+

i  (positive pair) while minimizing the 
similarity between zi and embeddings of negative samples z−

j  (j ̸= i):

	
Lcontrastive = − 1

n

n∑
i=1

log
exp

(
sim

(
zi, z+

i

)
/τ

)
∑n

j=1 exp (sim (zi, zj) /τ)
,

	where:

•	 sim (za, zb) = za·zb
∥za∥∥zb∥  is the cosine similarity,

•	 τ  is a temperature parameter controlling the sharpness of the similarity scores.

	6.	 Anomaly scoring After training, each traffic flow ti is assigned an anomaly score based on its distance from 
the normal traffic centroid µnorm in the embedding space:

	 S (ti) =∥ zi − µnorm∥2
2,

	where:

	
µnorm = 1

|N |
∑
i∈N

zi,

	and N  is the set of normal traffic flows.

	7.	 Anomaly classification A traffic flow ti is classified as anomalous if its score exceeds a predefined threshold δ:

	
A (ti) =

{ 1 if S (ti) > δ,
0 otherwise.

	8.	 Incremental learning for dynamic traffic: To adapt to evolving traffic patterns, the centroid µnorm is updated 
incrementally:

	
µ(t+1)

norm = αµ(t)
norm + (1 − α) 1

|N |
∑
i∈N

zi,

	where α ∈ [0, 1] is a decay factor controlling the influence of previous centroids.

Algorithm: ET-SSL Training and Anomaly Detection
The training of the ET-SSL (Encrypted Traffic Anomaly Detection using Self-Supervised Contrastive Learning) 
model is designed to ensure that normal and anomalous traffic patterns are effectively separated in an 
unsupervised manner. It has two principal phases, training and real time anomaly detection. ET-SSL learns to 
distinguish between normal and abnormal encrypted traffic flows during training by optimizing the encrypted 
traffic flow representations via contrastive learning. In the anomaly detection phase, the trained model takes in 
coming network traffic and assigns anomaly scores using learned embeddings such that network behavior can 
be classified in real time.

The high performance computing setup is used as the training environment for ET-SSL and is designed to 
be scalable and efficient. The Python implementation using the PyTorch deep learning framework is used to 
implement the model. This training is done on an NVIDIA RTX 3090 GPU with 24 GB VRAM, accompanied 
by an Intel Core i9-12900 K CPU and 64 GB of RAM. The operating system used is Ubuntu 20.04 and CUDA 
11.3 for efficient computation on the GPU. The Adam optimizer is used to handle the optimization process and 
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to let the weights of the model be adjusted dynamically during train. The decay factor of 0.95 for ten epochs 
every ten epochs is used to stabilize convergence and a learning rate of 0.001 is used. The model is run for 100 
epochs, so as to learn meaningful traffic representations, without overfitting. This ensures memory efficiency 
while maintaining training efficiency by setting the batch size to 256.

In order to let the model generalize well, the training dataset is partitioned into three subsets: training (70%), 
validation (15%), and testing (15%). The model is then trained on the training set without explicit labels to 
expose it to a variety of encrypted traffic flows, including normal and anomalous but not labeled. It enables 
the self-supervised learning framework to learn meaningful relationship between traffic behaviors. Fine tuning 
of hyperparameters such as the temperature parameter in contrastive loss, the anomaly score threshold and 
the weighting factors for different loss components is performed using the validation set. Finally, the model is 
evaluated on the testing set, which is reserved for evaluating the model’s ability to detect zero day attacks as well 
as novel anomalies unseen during training.

To evaluate the encrypted traffic anomalies, the datasets used in training are CIC-Darknet2020, ISCX VPN-
nonVPN and UNSW-NB15, where each has specific characteristics needed for training. CIC-Darknet2020 
offers a combination of encrypted and non-encrypted real world traffic such as flows from Botnet, phishing and 
DDoS attacks, which is suitable for learning flow based representations. The model generalizes across different 
encryption protocols by using ISCX VPN-nonVPN which contains VPN and non-VPN encrypted traffic. 
UNSW-NB15 provides a rich mix of normal and malicious traffic patterns such as connection state analysis and 
statistical summary of network behavior, with a comprehensive feature set. Preprocessing stage includes filtering 
the data with duplicates, incomplete flow entries, corrupted packets. All numerical features are scaled uniformly 
through the use of normalization techniques to prevent large variation in feature magnitude from affecting the 
training process.

ET-SSL is trained and once trained it transitions from training to real time anomaly detection, where 
incoming encrypted traffic is passed through the trained encoder network. It maps each traffic flow to a high 
dimensional embedding space and convert the each traffic flow into a feature vector. Then, the model provides 
the anomaly score, based on the distance of the embedded feature representation from the learned normal traffic 
cluster. Malicious traffic is flagged if it has an anomaly score higher than a predefined threshold; ordinary traffic 
forms in tightly clustered groups. It keeps less than 15 to 25 ms real time latency to support the high speed 
network security applications. Also, to maintain the scalability to a changing network behavior over time, the 
centroid positions of normal traffic clusters are periodically updated.

ET-SSL integrates the ability to learn contrastively, score anomalies adaptively, and accurately detect and 
analyze real time traffic to provide an incredibly effective anomaly detection system for encrypted network 
environments. The model does not need labeled data, which is beneficial in detecting previously unknown 
threats as well as allowing computational efficiency. Its ability to recursively refine these learned representations 
gives it robustness as a solution in the real world applications in cybersecurity.

 

Algorithm 1.   ET-SSL: Training and Inference Workflow

Results and Discussion
We describe and discuss the experimental results obtained using the proposed ET-SSL model on the different 
datasets in this section. The evaluation measures used are detection rate, precision, recall, F1 measure, false 
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positive rate (FPR) and throughput. We also demonstrate how the model may be used to find zero day attacks 
and how the model can scale the use in large scale real time systems.

Evaluation Metrics
The proposed ET-SSL model is evaluated by a set of indicators which are used to assess detection accuracy, 
speed and scalability of the model. As these metrics can assess the extent to which models are able to detect 
the anomalies in the encrypted network traffic in terms of the real time application prospects and resource 
utilization, it is important to highlight the importance of these metrics.

Precision (P) It is the proportion of correctly identified anomalies (true positives) out of all predicted 
anomalies:

	
P = (TP)

(TP) + (FP)

Recall (R) The percentage of true positives out of all actual positive cases:

	
R = (TP)

(TP) + (FN)

F1-Score (F1) It gives a balanced measure provided by the harmonic mean of precision and recall:

	
F 1 = 2 · P · R

P + R

Accuracy (Acc) The proportion of correctly classified traffic flows (both normal and anomalous):

	
Acc = TP + (TN)

Total Samples

False Positive Rate (FPR) How much of normal traffic flows are incorrectly classified as anomalies:

	
FPR = FP

FP + TN

•	 Throughput The rate at which traffic flows are processed by the model (measured in flows/second or Mbps).
•	 Energy efficiency The energy consumed per anomaly detection, evaluated in Joules per detection (J/detection).

The performance of ET-SSL was evaluated on three benchmark datasets: ISCX VPN-nonVPN and UNSW-NB15 
datasets, CIC-Darknet2020. Table 4 presents the findings.

The evaluation of the proposed ET-SSL has high accuracy and F1-score in all datasets, and hence the method is 
suitable for detecting anomalies in encrypted traffic. This allows the low FPRs to bring out the fact that the model 
can avoid false alarms. The model has a high throughput and can be used in real time traffic analysis, processing 
more than 1000 traffic flows per second. Figure 4 shows the performance of ET-SSL on the benchmark datasets.

To test the model’s ability to detect zero day attacks new zero-day attack patterns were added to the datasets. 
Table 5 shows the results for detection of zero day attacks.

The results of the model show high capability of detecting zero day attacks with high TPR and F1 score in all 
datasets. It also shows that the low detection latency of about 15 ms–17 ms can be used for real time anomaly 
detection in dynamic environment. Figure  5 shows the zero day attack detection performance of proposed 
model.

We generate different traffic loads and evaluate the throughput, CPU usage and memory usage to determine 
the scalability of ET-SSL. Table 6 below presents the findings.

The scalability results show that ET-SSL does not degrade the system’s throughput, and scales well as the 
traffic increases. The CPU and memory usage do not exceed the appropriate level, which proves the possibility 
of the model’s use in environments with limited resources. Figure 6 shows the scalability and resource utilization 
of proposed model.

The proposed ET-SSL model was compared with baseline models that include supervised and unsupervised 
learning methods for anomaly detection. The results are summarized in the Table 7 below.

Dataset Accuracy (%) Precision (%) Recall (%) F1-score (%) FPR (%) Throughput (flows/s)

CIC-Darknet2020 96.8 95.5 94.3 94.9 1.2 1500

ISCX VPN-nonVPN 94.3 92.1 93.7 92.9 2.4 1350

UNSW-NB15 95.1 93.9 94.8 94.3 1.7 1450

Table 4.  Performance metrics of ET-SSL on benchmark datasets.
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Traffic load (flows/s) Throughput (flows/s) CPU usage (%) Memory usage (MB)

500 500 12 150

1000 1000 18 210

1500 1450 25 280

2000 1900 35 350

Table 6.  Scalability and resource utilization of ET-SSL.

 

Fig. 5.  Zero-day attack detection performance of ET-SSL.

 

Metric CIC-Darknet2020 ISCX VPN-nonVPN UNSW-NB15

True positive rate (%) 92.7 91.5 93.3

False positive rate (%) 1.8 2.3 2.0

F1-score (%) 92.4 91.2 93.0

Detection latency (ms) 15 17 16

Table 5.  Zero-day attack detection performance of ET-SSL.

 

Fig. 4.  Performance metrics of ET-SSL on benchmark datasets.
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The results presented clearly show that ET-SSL outperforms the baseline models. The fact that both accuracy 
and F1-scores increased, speaks volume about this form of self-supervised learning especially when dealing with 
encrypted network traffic and identifying zero-day anomalies. Figure 7 shows the performance comparison of 
proposed model with baseline models.

The experimental results also prove that the proposed ET-SSL model can accurately detect anomalies in 
encrypted network traffic. Key findings include:

•	 The experimental results show that the proposed ET-SSL has high detection accuracy and low false positive 
rates on different datasets.

Fig. 7.  Comparison of ET-SSL with baseline models.

 

Model Accuracy (%) Precision (%) Recall (%) F1-score (%)

Supervised (Random Forest) 88.3 85.7 84.5 85.1

Unsupervised (K-Means) 82.9 80.4 79.1 79.7

Deep Autoencoder 90.5 88.3 87.2 87.7

ET-SSL (proposed model) 96.8 95.5 94.3 94.9

Table 7.  Comparison of ET-SSL with baseline models.

 

Fig. 6.  Scalability and resource utilization of ET-SSL.
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•	 The model is particularly good at identifying zero day attacks with low latency and high true positive rates.
•	 Scale up tests suggest that the model consumes resources optimally, and therefore can be deployed in real 

time.
•	 The comparative analysis reveals that proposed ET-SSL yields higher accuracy and robustness than the tradi-

tional supervised and unsupervised models.

In a real-time deployment case, the model was tested for the identification of anomalous encrypted network 
traffic. The experimental setup was to analyze encrypted traffic, and the performance is presented in Table 8.

The Fig. 8 shows the real time anomaly detection performance of proposed model. In addition, the energy 
performance of various model architectures was compared in order to determine their feasibility for real-time 
applications. Table 9 presents the energy efficiency in several types of models.

Figure 9 shows the energy consumption comparison across different model architectures. The practicality 
of the model in other environments like cloud and edge devices was evaluated by response time and network 
overhead. The results of the real-time deployment validation experiment are shown in Table 10.

Figure  10 model response time and network overhead in different deployment environments. shows 
the Subsequently, we analyze the model in terms of traffic load and resource consumption. The experiment 
quantifies the consumption of CPU and memory and also the performance in frames per second. The findings 
are presented in the following Table 11.

Figure 11 shows performance and resource utilization under changing traffic loads. In order to evaluate the 
effectiveness of the proposed ET-SSL, we have examined the model’s performance against adversarial traffic 
obfuscation. The results are presented in the Table 12 in terms of true positive and false positive rates for different 
evasion techniques.

Model architecture Energy consumption (J/detection) Detection accuracy (%)

Full-Precision Model 0.85 90

Quantized Model 0.65 88

Optimized Model (Low-Power) 0.50 85

Table 9.  Energy Consumption for real-time operations.

 

Fig. 8.  Real-time anomaly detection in encrypted network traffic.

 

Metric Value Units

Latency 25 ms

Throughput 10 Gbps

Detection accuracy 95 %

Table 8.  Real-time anomaly detection in encrypted network traffic.
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Fig. 10.  Real-time deployment validation: model response time and network overhead in different deployment 
environments.

 

Deployment environment Response time (ms) Network overhead (MB/s)

AWS lambda 45 5.2

Azure functions 42 4.8

Edge device (Raspberry Pi) 120 10.5

Table 10.  Real-time deployment validation metrics.

 

Fig. 9.  Energy efficiency for real-time operations: comparison of energy consumption across different model 
architectures.
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Figure 12 shows the model’s detection accuracy under different evasion methods. We also tested the model’s 
capacity to learn the new patterns of network traffic as they emerge in the future. Table 13 below shows the 
performance improvement after adaptation through incremental and periodic retraining.

Figure 13 shows the adaptive learning for evolving traffic patterns. Finally, the proposed model was tested for 
its capacity to identify zero-day attacks in encrypted network traffic. The findings, such as true positive and false 
positive ratios of the different kinds of attacks, are summarized in Table 14.

Figure  14 shows the proposed model’s detection performance on unknown attack patterns. The privacy 
preservation of the system was also confirmed by checking whether the encrypted traffic was decrypted or not. 
All of this was done while ensuring that all privacy requirements were met to the letter. The results of the privacy 
preservation validation experiment are presented in Table 15.

Figure 15 shows the privacy preservation validation results of proposed model. Furthermore, the ability of 
the system to display traffic and anomalies in a network in real-time was tested. The experiment measured the 
traffic, identified changes, and observed the rate of traffic visualization update as shows in Fig. 16. The results of 
the real-time traffic visualization experiment are given in Table 16.

Discussion
The experimental outcomes unequivocally prove the efficiency and advantage of the developed ET-SSL model for 
detecting anomalies in encrypted network traffic. Subsequent experiments conducted on a range of benchmark 
datasets indicate that ET-SSL not only improves the performance of existing anomaly detection models but 
also achieves substantial improvements in terms of accuracy, scalability, real-time performance, and privacy 
protection.

As for the experiments we have conducted, the most striking result is that the detection accuracy and the 
model’s ability to work in various network settings are very high. As shown in Table 5, the proposed ET-SSL 

Evasion method True positive rate (%) False positive rate (%)

Spoofed headers 95 3

Randomized patterns 92 5

Normal traffic 100 0

Table 12.  Robustness against evasion techniques.

 

Fig. 11.  Scalability and resource utilization: performance and resource utilization under varying traffic loads.

 

Traffic volume (Mbps) CPU Usage (%) Memory usage (MB) Performance (FPS)

50 45 300 35

100 60 450 30

150 75 600 25

200 85 750 20

250 95 900 15

Table 11.  Scalability and resource utilization.
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Fig. 13.  Adaptive learning for evolving traffic patterns: performance improvement after adaptation to new 
traffic patterns.

 

Adaptation method F1-score before adaptation F1-score after adaptation

No adaptation 85 –

Incremental retraining 88 92

Periodic retraining 87 90

Table 13.  Adaptive learning for evolving traffic patterns.

 

Fig. 12.  Robustness against evasion techniques: model’s detection accuracy under different evasion methods.
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model obtained 96.8% on the CIC-Darknet2020 dataset, 94.3% on the ISCX VPN-nonVPN dataset, and 95.1% 
on the UNSW-NB15 dataset, which are significantly higher than those of many traditional models. Such high 
accuracy values represent the model’s capacity in detecting anomalies while working within encrypted traffic. 
Most importantly, the F1-scores of all datasets were above 94% which also supports the high accuracy of the 
model with regard to precision and recall. For instance, the F1-score achieved on the CIC-Darknet2020 dataset 
was 94.9%, which proved a good balance between actual anomaly detection and the number of false positives.

One of the last important benefits of the ET-SSL model is its relatively low false positive rate (FPR), which 
is important to minimize the number of false alarms in real world applications. As shown in the same table, the 
model had FPRs up to 1.2%, indicating that there were few false alarms. This is especially important in the high 
traffic areas because a large number of false positives would overload the system and reduce the effectiveness of 
the detection system. In addition, the model was capable of achieving high throughput, capable of handling up 
to 1500 traffic flows per second, which was suitable for real-time anomaly detection in large traffic networks.

Our model was very efficient at detecting the results of the zero-day attack. The performance results of zero 
day attacks with a true positive rate greater than 92% of all types of attacks including spoofed IP addresses, 
malicious payloads and unknown protocols are shown in the following Table 6. It was able to detect these 
previously unseen threats with an F1 score of over 92% and with a detection latency of 15–17  ms, showing 
that the model is well suited to real time threat detection. This performance is a step forward in increasing the 
protection of network systems from new threats that are difficult to detect using conventional signature based 
methods.

The second challenge was scalability and resource utilization, both of which are some of the problems that 
modern networks pose. We showed that ET-SSL can operate at different traffic loads and can provide high 
performance in our scalability tests. Table 7 also shows that the model can process 1900 flows per second under 
high load of 2000 flows per second while using moderate CPU and memory. In particular, CPU utilization went 
from 12% at 500 flows per second to 35% at 2000 flows per second, while memory used was 150 MB and 350 MB 

Privacy metric Value

Percentage of metadata features 100%

Adherence to GDPR Yes

Adherence to HIPAA Yes

Table 15.  Privacy Preservation validation.

 

Fig. 14.  Zero-day attack detection: model’s detection performance on unknown attack patterns.

 

Attack type True positive rate (%) False positive rate (%)

Spoofed IP address 93 4

Malicious payload 90 6

Unknown protocol 92 5

Table 14.  Zero-Day Attack Detection Performance.
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respectively. The results indicate that ET-SSL can be scaled and used in settings with fewer resources, and can 
achieve real time anomaly detection at a reasonably low computational cost.

Furthermore, the proposed ET-SSL performed better than basic models including supervised random forest 
classifiers and unsupervised K-means clustering (Table 8). For example, in the supervised random forest model, 
the accuracy was 88.3% and F1-score was 85.1%; in ET-SSL, the accuracy was 96.8% and F1-score was 94.9%. 
This shows that the self-supervised learning approach used in ET SSL is more effective at finding complex 
patterns in encrypted traffic than traditional machine learning methods.

Metric Value Units

Traffic volume 1.5 Gbps

Anomalies detected 120 Counts

Visualization update frequency 0.5 Seconds

Table 16.  Real-time traffic visualization metrics.

 

Fig. 16.  Real-time traffic visualization: live traffic monitoring and anomaly detection patterns.

 

Fig. 15.  Privacy preservation validation: privacy metrics showing compliance with privacy standards.
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In addition to performance improvements, ET-SSL still maintains a high privacy level. In testing, traffic was 
encrypted and the system did not decrypt it to satisfy the privacy standards such as GDPR and HIPAA. The 
model does not require any data other than the metadata and the traffic flow patterns, which makes it impossible 
to compromise on the sensitive data throughout the entire detection process. From the Table 16, the model 
achieved 100% on all the privacy metrics which is important especially when data privacy is an issue in areas 
such as health and finances.

Lastly, the adaptive learning feature of ET-SSL was tested and confirmed by experiments on how the tool can 
learn new traffic patterns and recognize new anomalies. From Table 14, it can be seen that with the increase in 
the number of network traffic changes, ET-SSL can still maintain a high detection accuracy through incremental 
and periodical retraining. This feature makes ET-SSL suitable especially for long term use in areas with changing 
traffic patterns so that the model will remain efficient in its task.

Thus, the ET-SSL model demonstrates the advantage in terms of accuracy, efficiency, privacy, and scalability. 
The results demonstrate that it can be applied to real-world scenarios where encrypted network traffic and real-
time anomaly detection are critical. Because of its ability to detect both known and unknown threats and because 
it is capable of processing huge traffic in areas that experience high traffic, ET-SSL is poised to be a major player 
in the protection of today’s complex networks.

Conclusion
In this work, we presented a new method for anomaly detection on encrypted network traffic, Encrypted Traffic 
Anomaly Detection using Self Supervised Contrastive Learning (ET-SSL). Without decrypting the data, the 
model learns features of the traffic and identifies anomalies with a self-supervised contrastive learning. The 
experiments results show that the proposed model has achieved detection rate of 95% latency of 25 ms and 
throughput of 10 Gbps, which is suitable for real time implementation in high speed networks. We also studied the 
model’s robustness to zero day and evasion (TPR = 90%, FPR = 5%). We also evaluated the energy consumption 
of the system, which is 0.5 Joules per detection, enough for deployment on the low power edge devices such as 
Raspberry Pi or NVIDIA Jetson Nano. The model discussed in this paper achieves high detection accuracy and 
energy efficiency, but can be improved by incorporating adaptive learning mechanisms to adapt to dynamic 
traffic patterns. Overall, the authors find the ET-SSL framework to be beneficial in several ways, including 
privacy, and in future work the authors will work on further reducing the latency of the proposed model and 
exploring how the model can be incorporated into current network security frameworks. The drawbacks of this 
study are that it is based on simulated traffic and requires further experiments on encrypted traffic. Yet the results 
are encouraging, and it appears that self-supervised learning models can be used for safe and real time detection 
of anomalies in encrypted network traffic.

Data availability
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