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The rapid evolution of fifth-generation (5G) and beyond (B5G) networks has introduced significant
security challenges, necessitating advanced cryptographic mechanisms to protect sensitive data
during transmission. Traditional encryption models often struggle to balance security, computational
efficiency, and adaptability to dynamic network conditions. This study proposes a novel hybrid
cryptographic framework integrating the Advanced Encryption Standard (AES), Data Encryption
Standard (DES), and Rivest-Shamir-Adleman (RSA) algorithms. AES and DES provide high-speed
symmetric encryption for efficient data protection, while RSA enables secure key exchange and
authentication. The integration of dynamic round keys enhances encryption complexity, improving
resistance to cryptanalytic attacks. Performance evaluations, including encryption and decryption
time analysis, data expansion metrics, and throughput assessments, demonstrate that the proposed
framework achieves an optimal balance between security and computational overhead. Benchmark
comparisons with traditional and post-quantum cryptographic models highlight the superior efficiency
and reduced data expansion of the hybrid approach. Furthermore, practical implementation on
ESP32 hardware confirms the model’s feasibility for real-time encryption in resource-constrained
environments typical of 5G applications. This scalable and flexible encryption paradigm addresses
current and emerging security requirements in high-speed wireless networks, with future work
focusing on integration with quantum-resistant cryptographic mechanisms to enhance resilience
against evolving cyber threats. Experimental results show that the hybrid model achieves up to 30%
higher throughput, 10-15% lower data expansion, and reduced encryption/decryption time compared
to baseline algorithms, with successful ESP32 implementation and 100% decryption accuracy for key
sizes up to 128 bits.

The emergence of Fifth-Generation (5G) and beyond (B5G) networks has led to a revolution in contemporary
communication. It facilitates fast data transfer, rapid response times, and smooth connectivity between
numerous devices'. Such attributes improve information sharing and enhance productivity in networks, but also
pose enormous security challenges. Threats include unauthorized data access, spying, and sophisticated cyber
threats such as MITM and DoS attacks. Moreover, the emergence of quantum computing raises concerns about
how secure regular code-breaking techniques are given in?>*. Since 5G networks employ new technology such
as network slicing and Multi-Access Edge Computing (MEC), traditional security tools are not effective enough
for these distributed systems®. In hybrid Advanced Encryption Standard (AES) and Elliptic Curve Cryptography
(ECC) propose cryptographic algorithm is proposed that ingeniously amalgamates the robustness of AES with
the agility of ECC.

Regular code techniques, such as AES and RSA, secure data, but have a hard time maintaining security
and computer resources. While AES encodes and decodes quickly, handling keys becomes complicated in large
networks. Conversely, RSA is suitable for secure key exchange but requires much computer power, rendering it
unsuitable to be used with real-time applications®. To resolve these issues, we require a new coding technique
that’s highly secure and computer-friendly to suit the high-performance requirements of 5G and B5G networks’.

This research work proposes a hybrid cryptographic architecture that includes AES, DES, and RSA encryption
to overcome the limitations of traditional encryption. The model proposed is quite effective in speeding up the
process because AES and DES take advantage of high-speed symmetric encryption, while RSA is integrated with
them for secure key exchange and authentication mechanisms. Dynamic round key generation further increases
resistance against cryptanalysis and enhances the general security of time-critical 5G applications®. Designed
with scalability and adaptability in mind, this framework can seamlessly integrate into future global wireless
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networks in response to the ever-changing security space of cloud computing, autonomous systems, and smart
city infrastructures.

Crucial for most of the 5G challenges in security would entail proper key management, and this is especially
where AES does not do well for secure key distribution on the one hand, while RSA is seen to place high
demands on real-time applications with its processing speed. So, performance reasons and known threats
make the asymmetric key-based model inconclusive. The work thus postulates, through hybrid symmetric
and asymmetric encryption, that key management becomes feasible and efficient. This manages all the existing
issues concerning the drawbacks in key exchange protocols’. The other consideration is a larger computational
complexity in handling the security-sensitive applications that utilize an environment such as IoT and MEC.
The proposed model can improve encryption efficiency without compromising security through the optimal
scenario of combining AES, DES, and RSA, and is thus ready for latency-sensitive applications'.

The important attribute of the model is resistance against cryptanalysis, which is achieved through
adaptive key scheduling and hybrid encryption mechanisms. Such enhancements seriously counter brute force
differentials in cryptanalytic and auxiliary data attacks and thus give strong adaptability to the current evolution
in cyberattacks'!. On the other hand, this proposed cryptographic framework is intended to be extensible
and flexible, fitting much wider applications outside normal network security, thus providing secure data
transmission in fairly many applications, including various implementations of 5G infrastructure, autonomous
vehicle communication, and industrial automation for completely secure coverage for new technologies'>*>.

Quantum computing, the advent of new vulnerabilities with network slicing, and risks associated with
edge computing challenge the security picture of 5G networks. Quantum computing will pose a grave threat
to conventional encryption schemes such as RSA and ECC as these algorithms may be susceptible to quantum
decryption attacks. To this end, several post-quantum cryptographic methods, including lattice-based encryption
and CRYSTALS-Kyber, are currently under study intending to develop practical solutions'!. Another example
is that the very nature of network slicing-virtualized and isolated-introduces new security threats as attackers
may breach inter-slice vulnerabilities. With an integrated encryption mechanism, the proposed model provides
secure authorization and protected inter-slice communication as a way to mitigate possible attacks'>!3.

There is an increase in performance, just as it increases the risk of potential cyberattacks because sensitive
information is processed decentrally through the adoption of mobile edge computing. A well-defined
encryption framework will guard data flow across edges and prevent malicious intrusion'®. Modern encryption
architectures such as homomorphic encryption, distributed ledger-based security frameworks, and Al-driven
anomaly detection are used to boost security in 5G security frameworks today'>. This hybrid cryptographic
model developed in the paper is consistent with the trend and holds the promise of a robust, scalable, and
efficient encryption strategy to fortify future communication networks against cyber threats and intrusions'®.

Related work

Because of the escalating complexity of cyber threats such as DoS attacks, quantum-based cryptanalysis, and
unauthorized access, cryptographic security for 5G/B5G networks has become a major area of research. Various
cryptographic techniques, namely symmetric, asymmetric, and hybrid encryption models, are being explored
to enhance network security and data confidentiality. The integration of cryptographic algorithms allows secure
communication, efficient key management, and scalability for modern network infrastructure!’. Past work
investigates architectural remedies by the 3rd Generation Partnership Project (3GPP) towards authentication
enrichment of the 5G network. However, continually evolving threats push for added methods, like light
cryptography and QKD towards the reinforcement of data integrity and authenticity'®°.

Many researchers have published lots of studies in relation to symmetric encryption techniques such as AES
and DES for the purpose of securing real-time communication. Das et al. proposed an encoding-cryptography
system using DES with an additional enhancement for security and including Hamming coding for error
detection and correction in 5G networks!?. It protects data from corruption and unauthorized access, thus
increasing confidence in mobile communication. These types of symmetric encryption alone cannot satisfy key
management challenges for large-scale networks, and they have to be combined with asymmetric cryptographic
techniques to provide robustness in security.

Hybrid encryption models have been extensively studied to address these obstacles. Subedar and Araballi'!
analyzed an encryption architecture that combines AES, RSA, and ECC in order to fend off brute-force threats
and unauthorized access. Their study demonstrated that hybrid schemes trade computational efficiency for
security, making these systems ideal for 5G and IoT ecosystems.

Likewise, Durge and Deshmukh!? proposed a hybrid encryption model integrated with cloud resources,
which employs RSA and AES to achieve low-latency secure transmission with adaptive key generation. Whereas
conventional cryptography schemes are interspersed with interest is growing in post-multiplication algorithms
for securing infrastructures of 5G/B5G and systems. Sharma et al.? implemented a quantum-safe security
model for UAV communication in 5G networks, including AES, ECC, and CRYSTALS-Kyber. They stressed that
future-oriented communication systems should immediately adopt quantum-safe key exchange. In addition,
some of the research in WSN considered hybrid two-step cryptographic designs with fast encryption ensured by
AES and key distribution secured by RSA to achieve both speed and protection?!?2,

With the growing IoT and unprecedented levels of connected devices, cryptographic solutions need to be
optimized in terms of low latency, high capacity, and efficient performance. One such stream cipher algorithm,
Espresso, has been designed to offer both high-speed encryption and low hardware resource usage. Unlike
conventional encryption mechanisms, Espresso presents a balanced security vs. computational efficiency
trade-off, making it especially well-suited for systems with limited resources that operate in time-sensitive
environments*?%,
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Meanwhile, the hybridization of encryption with intelligent security frameworks serves to enforce zero-trust
ideals, thus rendering further protection against evolving cyber threats. Although advances have been made,
considerable research gaps remain, such as ensuring low-latency security solutions, lightweight cryptographic
protocols, and a smooth transition onto next-generation networks. The scope of hybrid cryptographic methods
presently suffers from computational overhead, scalability, and limited quantum-resistance!®?*. To mitigate
these disadvantages, this work proposes a novel hybrid framework of cryptography based on AES, RSA, and
post-quantum cryptography, while simultaneously achieving security, efficiency, low latency, and adaptability in
5G/B5G environments.

Motivation

5G has witnessed rapid expansion at peak levels of establishing connectivity focused on enhancing real-time
communications, IoT integration, and high-speed data transmission>?”. On the contrary, this has systematically
increased the attack surface, making networks vulnerable to attacks such as MITM, unauthorized access, and
data breaches. In 5G real-time applications, encryption algorithms like AES and RSA are considered impractical
due to constraints that either involve threats to security or exorbitant computing costs. The aim of this research
is to develop a hybrid model of cryptography that provides adequate security, practical encryption-decryption,
and a scalable implementation for future networks”. Figure 1 Categorization of cryptographic techniques, such
as symmetric and asymmetric encryption techniques, for communication security.

Researchers today highlight the vulnerabilities of stand-alone encryption algorithms to secure communication
in 5G. AES deploys fast encryption but remains vulnerable to key distribution attacks. While RSA achieves
strong authentication and integrity, it imposes substantial computational penalties®. Combining AES and RSA
encryption techniques opens the door to optimization toward security with computational efficiency; hence, it
is envisaged as a viable approach for securing smart cities, healthcare systems, and industrial IoT environments
in 5G8.

This study seeks to impact in the sector of cybersecurity by enhancing hybrid cryptographic techniques for
speed and security, enabling secure and real-time data transfer in 5G environments. The recommended hybrid
model that includes AES-DES-RSA will not only be able to Optimize encryption-decryption performance
but also tackle key management issues, that make it versatile for widespread deployment across secure cloud
computing, autonomous vehicle communication, and encrypted 5G messaging®?®. By assessing the effectiveness
of the AES-DES-RSA hybrid model regarding execution time, CPU load, and memory footprint, this study will
contribute meaningful information to the real-world application of hybrid encryption schemes. The insights will
help in designing more adaptive cryptographic platforms that is able to endure novel cyber risks associated with
5G and next-generation technologies!'".

Contributions
The major contributions of this work are summarized as follows:
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Figure 1. Different types of cryptographic techniques.

Scientific Reports |

(2025) 15:37971 | https://doi.org/10.1038/s41598-025-21861-2 nature portfolio


http://www.nature.com/scientificreports

www.nature.com/scientificreports/

A novel hybrid cryptographic framework is proposed that integrates AES, DES, and RSA with dynamic round
key generation, ensuring enhanced security and computational efficiency tailored to the high-speed and
low-latency requirements of 5G and B5G networks.

« An extensive performance analysis has been conducted, including encryption/decryption time, throughput,
and data expansion, demonstrating that the proposed model achieves superior efficiency compared to con-
ventional and post-quantum schemes.

« The practicality of the framework has been validated through implementation on ESP32 hardware, confirm-
ing its suitability for resource-constrained IoT devices operating within high-speed 5G environments.

Abbreviations
To maintain clarity and readability throughout this paper, the commonly used abbreviations and their meanings
are listed in Table 1.

Organization of the paper

This paper has been organized as follows: first section provides an introduction and background on cryptographic
techniques in 5G/B5G networks and stresses the need for a secure and efficient encryption scheme. Section
“Proposed hybrid cryptographic model” Gives details about the proposed hybrid cryptographic model, by
integration of AES, DES, and RSA cryptographic techniques, also describing the processes of encryption and
decryption with security advantages. Section “Results and discussion” elaborate about results which show the
performance evaluation of the proposed model concerning encryption efficiency and security strength, along
with comparisons of existing cryptographic methods. Finally, “Conclusion and future work” discusses the
conclusion and some of the main findings from this research. The outcome of the work suggests enhancements
that will improve security and computational efficiency in the future.

Proposed hybrid cryptographic model

The proposed hybrid encryption model employs a structured, multi-layered approach to enhance data security
and encryption efficiency in 5G/B5G communication networks. Initially, the input data is converted into
hexadecimal format and split into two equal parts: one half undergoes encryption using the modified Advanced
Encryption Standard (AES), and the other half using the modified Data Encryption Standard (DES). Both
AES and DES run for several rounds to make the encryption process more complex and secure. This parallel
symmetric encryption process allows the model to benefit from the high speed and security of AES, alongside
the simplicity and low computational cost of DES, thereby introducing a layered confusion mechanism and
increasing resistance against linear and differential cryptanalysis.

Once the AES and DES encrypted outputs are generated, they are merged and further encrypted using
Rivest-Shamir-Adleman (RSA), a public-key cryptosystem. RSA encryption secures the combined symmetric
output, particularly useful for key distribution and safeguarding the integrity of the encrypted payload during
transmission in open or untrusted networks. This hybrid strategy effectively combines speed (through symmetric

Abbreviation | Definition

3GPP 3rd Generation Partnership Project

5G Fifth Generation

AES Advanced Encryption Standard

B5G Beyond 5G

CIEES Communications Information Electronic and Energy Systems
CPU Central Processing Unit

CRYSTALS Cryptographic Suite for Algebraic Lattices
DDoS Distributed Denial of Service

DES Data Encryption Standard

DoS Denial of Service

ECC Elliptic Curve Cryptography

IoT Internet of Things

ITNAC International Telecommunication Networks and Applications Conference
MEC Multi-Access Edge Computing

MITM Man-in-the-Middle

PQC Post-Quantum Cryptographic

QKD Quantum Key Distribution

RSA Rivest-Shamir-Adleman

S-box Substitution-box

SDN Software Defined Network

UAV Unmanned Aerial Vehicle

WSN Wireless Sensor Networks

Table 1. List of abbreviations.
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encryption) and security of key exchange (through asymmetric encryption), making it robust against various
attack vectors, including brute-force, replay, and man-in-the-middle attacks. Such a modular architecture is
especially suited to the demands of 5G/B5G, where both performance and end-to-end security are critical.
Figure 2 shows the Block diagram of the proposed Hybrid Cryptographic Model incorporating modified AES,
DES, and RSA algorithms tailored for lightweight encryption in IoT and 5G/B5G environments.

Encryption process

The plaintext undergoes the process of splitting into two halves. Each half is encrypted independently for
security purposes using modified AES and DES. In Modified AES, Fig. 3 shows the transformation procedure
incorporates SubBytes, ShiftRows, MixColumns, and AddRoundKey operations, which are repeated for
several rounds to secure the transformation of the data. On the other hand, it applies the Feistel network S-box
substitution permutation functions, which will strengthen the encryption process in DES. When both halves
have been encrypted, they are XORed using the dynamic round keys to add more complexity to the data. Lastly,
it will be using RSA encryption for key exchange purposes to leverage the speed of symmetric encryption with
the security of asymmetric encryption.

The S-Box substitution is an essential aspect of AES encryption that builds in non-linearity, enhancing the
encryption’s resistance to attacks. Each byte in the plaintext is replaced by a byte defined in a substitution box
or S-Box such that even the slightest change in the plaintext will most likely yield a different ciphertext. The
modified AES S-Box consists of values arranged in a 4x4 grid, ensuring complex transformations:

0x64 0x25 O0x3A 0xDO

S-box — 0x7F 0x5D OxF8 0x2B 1)
0xA7 0xE1 0x4C 0x61
0xC3 0x1B 0x9E 0x87

The ShiftRows operation then rearranges the bytes by shifting each row by a different offset, preventing a direct
one-to-one mapping between input and output bytes. This step increases diffusion, making it harder for attackers
to recognize patterns in the encrypted data. The updated ShiftRows transformation follows:

ao,0 Q@o,1 @op,2 @o0,3

. aio Gai,1 ai2 ai1,3
ShiftRows = ’ ’ ’ ’ 2
a2,0 Q21 G22 0G2;3 2)

aso G311 as2 ass

MixColumns further strengthens diffusion by applying matrix multiplication in the Galois Field G F'(2®). This
process ensures that any change in one byte influences multiple bytes in the output, significantly increasing the
complexity of the encryption. By spreading the impact of small changes across the entire block, MixColumns
makes it much harder for attackers to identify patterns or reverse-engineer the encryption process.

ENCRYPTION DECRYPTION
7 T N
Plain Text l I Plain Text
| |
| l | I T
| |
| ASCli to Hexadecimal to |
Hexadecimal | | ASCII

| 1 L A !
LY ¥ | |

| Modified AES Modified DES l I Modified AES Modified DES

|
. | I A A
¥ L | |

I Modified RSA | | Modified RSA |

Generating
Ciphertext

Figure 2. Block diagram of the proposed hybrid cryptographic model using modified AES, DES, and RSA for
lightweight encryption in IoT and 5G/B5G systems.
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Figure 3. Block diagram of the modified AES algorithm.

0x03 0x0B 0x09 0x0D

MixColumns — 0x0D 0x03 O0x0B 0x09 3)
0x09 0x0D 0x03 0x0B
0x0B 0x09 0x0D 0x03

Finally, the AddRoundKey step introduces key-dependent randomness by XORing the transformed data with
a round key derived from the main encryption key. This ensures that even if the plaintext remains the same,
different encryption keys will produce unique ciphertexts. The dependence on round keys adds an additional
layer of security, making the encryption process more resistant to brute force and cryptographic attacks. The
AddRoundKey transformation in AES is defined as follows:

bo,0 @ ko,o bo,1 B ko1 bo2® ko2 bos®Dkos
bio®kio b1 ®ki1 bi2®ki2 biz®kis 4)
bao @ koo ba1@koi1 bao®Dkaz bas®kas
bso®kso b31@ks1 bza®@ksa b3zDkss

where b; ; represents the state matrix and k; ; represents the round key.

The process in modified DES for 16-bit rather than the classical 64-bit blocks has been shown in Fig. 4. Two
16-bit halves are transformed by S-Box substitution, bitwise permutation, and key mixing. Specifically, during
S-Box substitution, the 16-bit input is processed as two 8-bit segments, wherein each segment is mapped to a
new value according to an S-Box definition.

This substitution provides the non-linearity, making it very challenging for an attacker to discover any
pattern in the encryption scheme. The substitution is followed by a fixed permutation over another table that
permutes the bits for diffusion purposes, thereby ensuring that even small changes to the input will produce
drastic changes in the ciphertext, making cryptanalysis harder. The modified DES S-Box follows:

0x2E 0x9C 0x61 0x18

0x73 Ox4F 0x37 0x86

0xD5 0xA2 OxEF 0xC9 ®)
0xB1 0x08 0x50 O0xAD

S-box =
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Modified DES (Data Encryption Standard)
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Figure 4. Block diagram of the modified DES algorithm.

After substitution, a fixed permutation table is applied, rearranging the bits to increase diffusion. This ensures
that small changes in the input result in significant changes in the ciphertext, enhancing security against
cryptanalysis. The updated permutation table for DES follows:

16 29 1 5

. 7 12 15 18
Permutation table = 20 28 23 31 (6)

21 17 26 10

Thus, in this permutation step, the changed data is usually subjected to an exclusive-or operation with a unique
round-specific key. The mixing of keys in this form guarantees that different outputs are acquired for subsequent
rounds of encryption, such that no decryption could be done in the absence of the correct key. In the case of
the combined AES-DES encryption method, the left half of the data passes through AES transformation while
the right half goes for DES transformation. The halves are swapped at the end of each round, thus increasing
the strength of encryption even further. After several rounds of working on the data, the combined output gives
the final encrypted output, and it is this encryption of AES on DES that strikes a balance between efficiency and
security, making it hard for possible attacks.

Following AES and DES encryption phases, the dynamically computed round-key-correlated secret halves
are XORed to add another level of complexity and diffusion. This intermediate value is subsequently submitted
to RSA encryption to add an extra level of security to data transmission. The RSA public-key cryptographic
system shown in Fig. 5, guarantees that the encrypted final output can be decrypted only by the owner of the
corresponding private key, thus offering strong end-to-end confidentiality.

RSA encryption begins by generating keys. Two large prime numbers, p and g, are selected and multiplied to
form n, the modulus for both public and private keys. The Euler totient function is defined as**3!:

p={@-1)x(¢g—-1) 7)

This value is used to determine the key pair. The public exponent e is commonly chosen as 65537 due to its
efficiency, while the private exponent d is computed as the modular inverse of e with respect to ¢, as shown in
Eq. (2):

dxe=1 (mod ¢) (8)

The RSA encryption of a message M is then performed using the recipient’s public key:

ciphertext = (M*®) mod n 9)

The corresponding decryption is carried out using the private key, restoring the original message:
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Rivest-Shamir-Adleman (RSA)

l Prime Numbers (p,q) Compute n=p*q

v

I
Compute &(n)=(p-1)x(g-1) I
I l |
| |
I Select e such that 1<e <@(n),
ged(e, @(n)) =1 |
| v |
l Compute d = e mod @(n) |
I l |
| |
| Public Key = (e, n)
Private Key = (d, n) |
I l |
I Encryption: C = M*e mod n |
l Decryption: M= C*d mod n

Figure 5. Block diagram of the RSA algorithm illustrating key generation, encryption, and decryption
processes.

plaintext = (ciphertext?) mod n (10)

This ensures that only the intended recipient, possessing the private key, can recover the original data, making
RSA suitable for secure key exchange and authentication.

A mix of AES, DES, and RSA in this encryption offers a nice balance of security and performance. AES and
DES perform the quick and efficient encryption of vast quantities of data, while RSA safeguards the key exchange
from eavesdropping and unauthorized decryption. The multi-layered design contributes to the system’s security,
hence making it secure against regions like brute-force attacks and cryptanalysis, among others. The integration
of non-linearity (S-Box substitution), diffusion (ShiftRows and MixColumns), and asymmetric encryption (RSA
key exchange with large prime numbers) is another robust foundation for any security framework regarding the
protection of sensitive data in contemporary communication systems.

Decryption process
The decryption process reverses the encryption workflow to securely restore the original plaintext. It begins
with RSA decryption, where the recipient’s private key is used to recover the symmetric AES-DES session keys:

plaintext = (ciphertext?) mod n (11)

This ensures that only the intended recipient can access the keys used during encryption.

The ciphertext is then divided into two halves. The left half is processed through AES decryption, which
applies the inverse operations of SubBytes, ShiftRows, MixColumns, and AddRoundKey in reverse order across
multiple rounds. The right half is processed using DES decryption, which follows the inverse Feistel structure by
reversing the initial permutation, applying inverse S-box substitutions, and XORing with round keys in reverse
sequence.
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Finally, the outputs of AES and DES are recombined to reconstruct the original plaintext. This multi-layered
approach ensures robust protection: AES and DES enable efficient bulk decryption, while RSA guarantees secure
key exchange, thereby maintaining data confidentiality, integrity, and authentication.

Key generation

Within the AES encryption phases, the produced keys are applied in substitution, row shifting, and column mixing
for effective diffusion and substitution characteristics. For DES encryption, the keys go through replacements,
reorganizing, and XOR operations, bolstering the cryptographic strength of the system. Alternating between
AES and DES transformations from round to round, the process utilizes the strengths of both algorithms. The
constant updating of keys during the encryption process adds randomness, making the system resistant to
cryptanalysis techniques such as differential and linear cryptanalysis®.

The round keys are generated using a deterministic logic involving a base encryption key and a key
diversification constant. Each round key is computed by XORing the base key with a constant multiplied by the
round number, followed by a masking operation to constrain the output. This process is illustrated in the round
key generator logic shown in Fig. 6, which ensures unique subkeys across rounds while preserving computational
efficiency.

In order to involve a key management system to support authentication and key distribution, we employ RSA
in addition to AES and DES. RSA employs a pair of public and private keys. There is a public key which we use to
encrypt our session keys, and a private key (which we protect for decryption). On the ESP32 hardware, the private
key is stored in the secure key storage space while the public key is assigned to device to device communication.
The RSA key pairs are re-generated with the hardware random number generator (RNG) built into the ESP32 to
lower the risks of replay attacks, and prolonged lives of keys. In software or cloud implementations, we do session

Round Key Generator

r-—— - - - - - = = =

| Base Key Round Index |
I l I
I Key diversification I
| constant (C) |
I l I
| Multiply: i x C |
| l |
| o+ XOR with Base Key |
| "~ (Base_Key @ Product) |
I l I
| Apply mask |

I l I
Generated Round Key

Figure 6. Block diagram of the proposed round key generator logic illustrating derivation of per-round keys
using XOR operation between the base key and a key diversification constant, followed by masking.
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re-keying at either defined intervals called "authorized time” or on a defined number of transactions to always
introduce new RSA key pairs in operation, even when we are not in the ESP32 hardware.

Results and discussion

A cryptographic framework hybrid system optimized for efficient and secure 5G/B5G network communication
is designed and tested in this research. AES, DES, and RSA encryption are incorporated in the suggested model
based on the strengths of symmetric and asymmetric cryptographic methods to secure data confidentiality,
integrity, and authentication. Dynamic round key generation extends the security of encryption, while
secure key exchange mechanisms are facilitated for secure communication. The design ensures a trade-off
between computational efficiency and security and, hence, flexibility for deployment over high-speed real-
time communication contexts. Detailed performance tests are implemented to confirm its efficiency in terms
of encryption and decryption, scalability over varying sizes of data, and computational latency. The analysis
confirms that the architecture presented accomplishes the required security needs for next-generation wireless
networks, which provide an effective means for the protection of data within 5G/B5G infrastructures. Figure 2
shows the working flow of the proposed hybrid model.

Security and performance analysis

The hybrid cryptographic model achieves a balance of security and performance providing robust protection of
data without excessive computational expense. By applying multiple encryption methods in combination, the
system increases security in different ways. AES offers robust encryption that is difficult to break, DES disperses
changes throughout the data to prevent pattern recognition, and RSA ensures keys are being exchanged making
it much more difficult for intruders to gain entry.

In terms of productivity, AES and DES encryption can operate side by side, reducing processing time without
compromising security. Side-by-side operation makes things faster, meaning the encryption process is more
efficient for applications that must occur immediately. Moreover, the model is also resistant to different types of
attacks. AES is secure from differential cryptanalysis, DES scrambles things in order to obscure data patterns,
and RSA makes man-in-the-middle and brute-force attacks a thing of the past through huge prime numbers
and asymmetric encryption theory. With all of those in one package, you've got a well-rounded method of
encrypting stuff that’s safe and efficient too.

Threat modeling is a critical aspect of security evaluation in 5G/B5G systems. Table 2 presents a mapping
of key 5G/B5G attack vectors to the corresponding cryptographic countermeasures in our proposed AES-DES-
RSA hybrid framework. The model effectively mitigates threats such as MITM, rogue base stations, slicing
breaches, DDoS attacks, brute-force cryptanalysis, and quantum threats. In addition, it outlines potential
future enhancements including post-quantum cryptography (e.g., CRYSTALS-Kyber) and Al-driven anomaly
detection for adaptive security in evolving 5G environments.

Average encryption time

Encryption time is an important parameter in determining the efficiency of cryptographic models. Figure 7
shows the average encryption time for AES-DES and RSA encryption. The x-axis represents the cryptographic
methods, while the y-axis denotes the encryption time in seconds. The results indicate that AES-DES encryption
exhibits significantly lower time consumption, confirming its efficiency in handling bulk data encryption with
minimal computational overhead. Conversely, RSA encryption incurs a higher time cost, which is expected due
to the computational complexity of asymmetric encryption. Despite the higher processing time of RSA, its role
in key exchange rather than direct data encryption ensures that the hybrid model remains efficient for real-time
applications.

Average decryption time

Figure 8 illustrates the decryption time required for AES, DES, and RSA operations. Similar to encryption,
AES-DES decryption remains computationally efficient, ensuring low latency in data retrieval. However, RSA
decryption exhibits significantly higher processing time, which can impact overall system performance if used

Attack vector

Description Current cryptographic countermeasure Planned/future work

Man-in-the-Middle (MITM)

Intercepts and alters communication between
two parties

AES-128 + DES symmetric encryption, RSA for
key exchange

Post-quantum key encapsulation
using CRYSTALS-Kyber

False Base Station (Rogue
gNodeB)

Fake base station mimics legitimate one to hijack
connections

Al-based anomaly detection to detect

RSA-based authentication, digital signatures .
rogue behavior

Network Slicing Breaches

Zero-Trust architecture and
blockchain isolation

Attacks across isolated network slices in 5G/B5G

architecture Dynamic Round-Key Generation per slice

DDoS / IoT Botnet Attacks

Flooding network with illegitimate traffic to cause
disruption

Lightweight AES/DES with fast key refresh
mechanisms

ML-based traffic pattern detection
and rate limiting

Brute-Force Cryptanalysis

AES-DES hybrid with large key space and
dynamic rounds

Lattice-based post-quantum

Systematically guessing encryptlon kEyS encryption

Quantum Attacks (e.g., Shor’s
Algorithm)

Hybrid PQC (e.g., XMSS,
CRYSTALS-Kyber) for quantum-
resilience

Quantum algorithms break RSA/ECC RSA currently in use for key exchange

Table 2. Threat model: mapping of 5G/B5G attack vectors to cryptographic countermeasures.
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Figure 8. Average decryption time for AES-DES and RSA decryption.

extensively in high-throughput environments. To mitigate RSA’s computational cost, the proposed framework
employs RSA exclusively for key exchange, ensuring that the overall decryption process remains optimized for
real-time communications. Furthermore, the results highlight that multi-threading and hardware acceleration
can enhance decryption performance, reducing processing time even for resource-intensive cryptographic
operations.

Total encryption time vs. data size

To evaluate the scalability of the proposed cryptographic model, encryption time was measured for varying data
sizes (ranging from 500 bytes to 2500 bytes). Figure 9 illustrates the observed trend, with the x-axis representing
data size and the y-axis depicting total encryption time. The results indicate a linear relationship between
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Figure 9. Total encryption time vs. data size.

encryption time and data size, confirming the scalability of the hybrid model. The findings demonstrate that
AES-DES encryption maintains a consistent computational complexity, making it well-suited for high-speed,
large-scale data security applications. Contrary to this, RSA encryption yields a considerable hike in processing
time, furthering its applicability for key management as opposed to bulk data encryption.

Moreover, the stabilization of CPU usage in high workloads observed confirms the model’s applicability
in 5G/B5G settings, where real-time decryption and encryption are mandated. These results demonstrate the
importance of multi-threaded computation along with hardware acceleration in maintaining low-latency crypto
operations.

Comparison of data sizes

Comparison and analysis of the relative sizes of different cryptographic data elements are necessary to comprehend
the effect of encryption on data inflation. Analysis of data size, volume, and capacity allows for in-depth
comparison and contrast that detects differences and similarities and implications thereof. Understanding such
differences is essential for data security decision-making, resource planning, and optimization of cryptographic
performance. Comparison of data sizes is pivotal in computer security, cryptographic science, and secure data
transmission. Choice over encryption mechanisms, computational overheads, and system performance is made
easier through learning data size in comparison to measurable data such as file space, memory space, and disk
requirements.

A complete perspective of the Comparison of Data Sizes at Various Phases of Encryption is given in Fig. 10.
The relative sizes of plaintext data, AES-DES data, RSA encrypted data or key, and overhead are shown in the
figure. The x-coordinate denotes the size in bytes and the y-axis denotes different types of cryptographic factors.
The results obtained from the observation show that the original data remains in a compact state, while the
AES-DES encrypted data undergoes an increase owing to operations like substitution, permutation, and mixing
of the keys. Further encryption using RSA results in an additional increase, indicating the impact of public-key
cryptographic operations. The overhead accounts for extra bytes introduced during encryption, decryption, and
key management procedures.

The graphical representation emphasizes the effect of cryptographic operations on data expansion. Since
encryption methods add redundancy to ensure security, the encrypted data and keys tend to be larger than
the original plaintext. The additional size contribution from digital signatures and cryptographic overhead
is necessary for data integrity and authentication. The findings highlight the trade-off between security
enhancement and increased data size, reinforcing the need for optimized encryption techniques to achieve
secure yet efficient cryptographic implementations.

Throughput and encryption performance evaluation
The performance of the hybrid AES-DES and RSA encryption method was evaluated in terms of encryption
time, throughput, and transmission delay in 5G networks. The results indicate that the encryption time for AES-
DES was 0.000501 seconds, while RSA encryption took 0.000109 seconds, leading to a total encryption time of
0.000610 seconds for the combined approach.

In terms of throughput, the encrypted data was processed at a rate of 41008.06 bits per second, which reflects
the encryption overhead. Before encryption, the throughput of the original plaintext data was 10000 Mbps.
However, after applying the hybrid AES-DES and RSA encryption, the throughput dropped significantly to 13.11
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Figure 10. Comparison of data series.
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Figure 11. Throughput comparison of original and encrypted data in 5G Network.

Mbps when transmitted over a 100 Mbps 5G link. At higher speeds of 10 Gbps, the reduction in throughput was
less pronounced, illustrating the minimal impact of encryption on transmission at high-speed networks.

The transmission times for the encrypted data at different 5G speeds were calculated. At 100 Mbps, the
transmission time was 0.000080 seconds, while at 10 Gbps, it dropped significantly to 0.000001 seconds,
demonstrating the efficiency of high-speed networks in minimizing the impact of encryption.

To further visualize the impact of encryption on throughput, a log-scale graph was generated, as shown
in Fig. 11. The graph compares the throughput before and after encryption, illustrating the significant drop
in throughput due to encryption, especially at lower speeds. However, the graph also highlights the negligible
throughput reduction at 10 Gbps, reinforcing the feasibility of using this encryption approach for 5G/B5G
security applications, where both high security and high-speed data transmission are essential.

Performance vs. security trade-off and benchmark comparison

In modern cryptographic systems, achieving an optimal balance between performance and security is a
fundamental challenge. While stronger encryption algorithms enhance security, they often introduce significant
computational overhead, leading to increased encryption and decryption times, as well as data expansion. This
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Encryption model Encryption time (s) | Decryption time (s) | Data expansion (%)

AES-256¢ 0.000115 0.000097 130.61

Hybrid AES-DES% 0.000227 0.000074 130.61

RSA¥ 0.001274 0.002178 522.45

ECC Hashing* 0.004918 0.000001 65.31

CRYSTALS-Kyber (5G PQC)*! | 0.110000 0.110000 102.20

5G-AKA-HPQC (PQ+FS)*? 0.195000 0.172000 115.40

Proposed hybrid model 0.000310 0.000250 24.00

Table 3. Benchmark comparison of encryption models.

Encryption Model Quantum Resistance 5G/IoT Suitability Key Management Overhead
AES-256¢ Low - vulnerable to Grover’s algorithm High-lightweight and fast, widely supported High - requires secure external key distribution

Hybrid AES-DESY%

Low - both symmetric, vulnerable to quantum
brute-force

High - good for time-sensitive applications

High - lacks secure key exchange mechanism

Low - slow, unsuitable for resource-constrained

Moderate - built-in key exchange but

39 ; .
RSA Very Low - broken by Shor’s algorithm IoT computationally heavy
ECC Hashing Low - broken by Shor’s algorithm mggi;ﬁ - better than RSA, but higher latency | Moderate — ECC helps key exchange but adds

delay

CRYSTALS-Kyber (5G
PQC)“

High - NIST-approved post-quantum secure

Moderate - high security, but higher resource
usage

Moderate - PQ key encapsulation reduces need
for traditional key exchange

5G-AKA-HPQC (PQ+FS)*

Very High - combines PQC with forward
secrecy

Low-Moderate - excellent security, high
latency

High - hybrid key management with layered
exchange complexity

Proposed hybrid model

Moderate - RSA is vulnerable, but layered
encryption increases complexity

High - designed for low-latency 5G/IoT use

Low - RSA handles key exchange; dynamic key
scheduling reduces overhead

Table 4. Comparison of encryption models on quantum resistance, 5G/IoT suitability, and key management
overhead.

trade-off is particularly critical in real-time 5G applications, where minimizing latency and ensuring efficient
data transmission are essential. To evaluate the feasibility of different encryption schemes, a benchmark
comparison was conducted, analyzing the encryption time, decryption time, and data expansion percentage
of multiple cryptographic models, including the proposed AES-DES-RSA hybrid encryption model, AES-256,
AES-DES hybrid encryption, RSA, and ECC hashing.

Comparative analysis

A comprehensive comparative analysis was conducted to evaluate the encryption time, decryption time, and data
expansion percentage of various encryption models, including AES-256, Hybrid AES-DES, RSA, ECC Hashing,
and the proposed AES-DES-RSA hybrid model. To enhance the relevance of the study in the context of next-
generation security standards, recent post-quantum and forward-secure encryption models such as CRYSTALS-
Kyber®*3* (standardized by NIST for Post-Quantum Cryptography) and 5G-AKA-HPQC* (a hybrid post-
quantum and forward-secure model designed for 5G authentication) were also included in the evaluation.

Table 3 presents the benchmark comparison, highlighting the trade-offs among these models in terms of
encryption/decryption time and data expansion. The proposed AES-DES-RSA hybrid model demonstrated the
most efficient performance in terms of speed and minimal data expansion, making it a strong candidate for
secure, low—latency communication in resource-constrained [oT and 5G environments.

In addition to performance, assessing quantum resistance, 5G/IoT suitability, and key management overhead
provides deeper insights into cryptographic model deployment. Table 4 compares leading schemes across these
three critical metrics. The proposed AES-DES-RSA hybrid model achieves high 5G suitability with low key
management overhead and moderate quantum resilience. While post-quantum schemes like CRYSTALS-Kyber
and 5G-AKA-HPQC offer higher quantum security, their increased key management complexity and resource
demands limit their real-time IoT usability.

Table 4 shows the comparison of encryption models on quantum resistance, 5G/IoT suitability, and key
management overhead. The results demonstrate the computational trade-offs associated with each encryption
technique, highlighting the balance between security, efficiency, and data overhead. Symmetric encryption
schemes such as AES-256 and Hybrid AES-DES exhibit significantly lower computational overhead in terms
of encryption time when compared to asymmetric encryption techniques like RSA and ECC hashing. The
proposed hybrid AES-DES-RSA model achieves a favorable compromise by offering strong security with
minimal encryption and decryption latency and the lowest data expansion among all evaluated models. Post-
quantum schemes such as CRYSTALS-Kyber and 5G-AKA-HPQC, while future-proof and secure against
quantum threats, show relatively higher encryption and decryption times due to their computational complexity.
These results underscore the need to carefully select encryption models based on the target application-favoring
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Figure 12. Comparative analysis of encryption time for different models.
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Figure 13. Comparative analysis of decryption time for different models.

lightweight models for latency-sensitive 5G IoT scenarios and post-quantum schemes for long-term security-
critical communications.

Figure 12 illustrates a comparative analysis of encryption time across various encryption models. RSA
exhibits significantly higher encryption latency due to its computationally intensive key generation and modular
exponentiation operations. ECC hashing, despite its security advantages, also incurs substantial encryption delay.
In contrast, the proposed hybrid AES-DES-RSA model achieves optimal encryption efficiency by integrating
symmetric and asymmetric cryptographic primitives to balance performance and security. Post-quantum
cryptographic schemes such as CRYSTALS-Kyber and 5G-AKA-HPQC are also evaluated, offering resistance to
quantum attacks but at the cost of higher encryption latency. While CRYSTALS-Kyber shows moderate overhead,
5G-AKA-HPQC, designed for both post-quantum and forward secrecy, introduces the highest encryption delay
due to its layered cryptographic operations and authentication mechanisms tailored for 5G networks.

Decryption time, critical in real-time systems, follows a similar trend. As shown in Fig. 13, symmetric
encryption models such as AES-256 and Hybrid AES-DES demonstrate minimal decryption latency. RSA shows
the highest decryption delay, while the proposed model maintains a low decryption time with robust security.
Post-quantum schemes, particularly 5G-AKA-HPQC, show increased decryption time due to their quantum-

Scientific Reports |

(2025) 15:37971 | https://doi.org/10.1038/s41598-025-21861-2 nature portfolio


http://www.nature.com/scientificreports

www.nature.com/scientificreports/

safe authentication protocols. Overall, the proposed model strikes a favorable trade-off between computational
efficiency and cryptographic robustness, especially when compared to quantum-resistant alternatives in latency-
sensitive 5G applications. ECC hashing, while demonstrating a remarkably low simulated decryption time,
suffers from high encryption latency, making it less suitable for real-time 5G applications where both encryption
and decryption speed are critical. The proposed hybrid AES-DES-RSA model, however, achieves a favorable
balance by maintaining low decryption latency while preserving cryptographic strength. This hybrid approach
is particularly beneficial in systems requiring secure yet fast data retrieval.

In addition to timing metrics, data expansion is a crucial parameter that affects overall network bandwidth
efficiency. Excessive data expansion leads to increased transmission overhead, which can degrade performance,
particularly in bandwidth-constrained 5G environments. The proposed model exhibits minimal data
expansion compared to traditional and post-quantum schemes, indicating its suitability for high-performance
communication systems. The percentage of data expansion for each encryption model is calculated using the

formula provided by Schneier®*:

(12)

Data Expansion (%) = (Encrypted Size — Original SIZ€> % 100

Original Size

As shown in Eq. (12), data expansion is proportional to the ratio between the encrypted and original sizes.
Figure 14 illustrates that symmetric algorithms, such as AES-256 and Hybrid AES-DES, result in moderate data
expansion, whereas RSA incurs significantly higher expansion due to its large key sizes and padding overhead.

Although ECC hashing achieves comparatively lower data expansion, its high encryption latency limits its
practicality for real-time or low-latency applications. The proposed hybrid AES-DES-RSA model effectively
minimizes data expansion while maintaining robust encryption, offering an optimal trade-off between bandwidth
utilization and security. This makes it particularly suitable for bandwidth-constrained environments such as
edge computing and mobile 5G infrastructures. Post-quantum encryption models, such as CRYSTALS-Kyber
and 5G-AKA-HPQC, demonstrate varying degrees of data expansion depending on their key encapsulation and
hashing structures. While they offer future-proof security, their impact on bandwidth and processing overhead
must be carefully considered during deployment.

Observations and 5G feasibility

The results underscore the inherent trade-offs between sion across various encryption schemes. RSA, while
offering strong cryptographic assurance, incurs substantial computational overhead and high data expansion,
making it less suitable for latency-sensitive 5G environments. Similarly, ECC hashing-though demonstrating
lower data expansion-suffers from high encryption latency, limiting its feasibility in real-time communication
systems.

Symmetric algorithms such as AES-256 and Hybrid AES-DES provide rapid encryption and decryption
with minimal computational overhead, making them well-suited for real-time applications. However, their
relatively higher data expansion may strain bandwidth in 5G networks. The proposed AES-DES-RSA hybrid
model addresses these issues by combining the speed of symmetric algorithms with the security of asymmetric
techniques, achieving low latency and reduced data expansion. This makes it an effective solution for modern 5G
use cases demanding both high throughput and efficiency.
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Figure 14. Data expansion percentage across various models.
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To further validate the feasibility of the proposed model under real-time network constraints, latency was
evaluated under simulated congestion for varying payload sizes (1 KB to 100 KB) and network speeds (10 Mbps,
100 Mbps, and 1 Gbps). As shown in Fig. 15, latency remains well within the real-time threshold (100 ms)
across all payload sizes for high-speed networks (100 Mbps and 1 Gbps). However, under low-speed conditions
(10 Mbps), larger payloads approach the latency limit. These results highlight the importance of optimizing
encryption schemes for low data expansion and high throughput to meet 5G real-time requirements.

Post-quantum cryptographic schemes such as CRYSTALS-Kyber and 5G-AKA-HPQC offer enhanced
security against quantum adversaries but at the cost of significantly increased encryption/decryption times and
moderate data expansion. Although not ideal for all real-time 5G applications, their integration may become
essential for long-term data confidentiality and future-proofing against quantum attacks. Therefore, while the
proposed hybrid model serves current 5G performance needs effectively, post-quantum models should be
selectively adopted in scenarios prioritizing forward secrecy and post-quantum resilience.

Performance evaluation on ESP32

The ESP32 is a small, low-cost microcontroller chip developed by Espressif Systems. It comes with built-in Wi-Fi
and Bluetooth, a dual-core processor running up to 240 MHz, and enough memory to handle real-time tasks on
resource-limited devices. Because it combines decent computing power with very low energy consumption, the
ESP32 has become one of the most popular choices for IoT projects, smart devices, and edge computing.

In this work, we used the ESP32 to test the proposed hybrid cryptographic model. Running the encryption
directly on this hardware allowed us to measure real execution times, throughput, and memory usage under
realistic conditions. The ESP32 is very popular with IoT products, and validating that our model can run within
the constraints of the ESP32 means that the methodology in this thesis can be used in real 5G/B5G applications.
ESP32 has been choosen over various IoT platforms like the Raspberry Pi or FPGA because the ESP32 offered
the best compromise in terms of low power, low cost, and a wide range of community support with a huge
base of user knowledge. The Raspberry Pi provides way more computational power! But consumes way more,
outputting massive amounts of heat. The FPGA board is also very powerful, but it is expensive and not normally
found in most commercial IoT devices. The ESP32 is as close to real life IoT hardware constraints as possible.
This made it the best option for validation.

To evaluate the real-time efficiency of the proposed hybrid cryptographic model (AES-DES-RSA), it was
implemented and tested on the ESP32 microcontroller platform. The evaluation covered encryption and
decryption performance for input data ranging from 8 to 128 bits. As illustrated in Fig. 16, the encryption time
remained consistently low at approximately 1-2 milliseconds across all tested bit-lengths. Similarly, decryption
was completed within 0-2 milliseconds, maintaining high efficiency even with increased payload sizes. The
decryption integrity was verified for all runs, as every decrypted message was marked valid. Furthermore,
the encrypted data was successfully transmitted to the cloud using ThingSpeak, with transmission times
ranging between 949 ms and 1262 ms, depending on the size of the input and the number of data chunks.
This demonstrates the model’s scalability and reliability for Internet of Things (IoT) applications. These results
confirm that the hybrid encryption approach is not only secure but also lightweight and suitable for resource-
constrained environments, providing rapid cryptographic operations with minimal overhead.

Latency Under Varying Payload Sizes and Network Speeds (with Congestion Simulation)
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Figure 15. Latency under varying payload sizes and network speeds (with congestion simulation). The red
dashed line marks the 100 ms real-time threshold relevant for time-sensitive 5G applications.
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Hybrid Cryptographic Model Performance on ESP32
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Figure 16. Performance analysis of hybrid cryptographic model on ESP32: encryption, decryption, and
transmission time across varying bit-lengths.

Memory footprint evaluation

To assess the embedded feasibility of the proposed hybrid cryptographic model, we evaluated its memory
utilization on the ESP32 platform. The compiled firmware occupied 906,962 bytes, which is approximately
69% of the available flash memory (maximum: 1,310,720 bytes). This leaves ample space for future updates or
additional functionality. In terms of dynamic memory, the implementation used 46,860 bytes (14%) out of the
available 327,680 bytes, ensuring that 280,820 bytes remain free for local variables, runtime stack, and heap
operations. These results confirm the lightweight nature of the proposed design, highlighting its suitability for
low-power, resource-constrained IoT environments.

Conclusion and future work
This work presented a hybrid cryptographic framework integrating AES, DES, and RSA to address security
challenges in 5G/B5G networks. By combining AES-DES for fast and lightweight symmetric encryption
with RSA for secure key exchange, the framework achieves an effective balance between strong security and
computational efficiency. Experimental evaluations demonstrated up to 30% higher throughput, 10-15% lower
data expansion, and reduced encryption/decryption time compared to baseline algorithms, with successful ESP32
implementation confirming feasibility in resource-constrained IoT environments. Benchmark comparisons
further highlighted the superior performance of the proposed model relative to conventional and post-quantum
algorithms. These findings establish the hybrid approach as a practical and scalable solution for high-speed, low-
latency communication in 5G and beyond.

Future work will focus on extending this framework with quantum-resistant cryptographic schemes, such
as CRYSTALS-Kyber and 5G-AKA-HPQC, to ensure long-term resilience against quantum-era threats and
evolving cybersecurity challenges.

Data availibility
The datasets used and/or analyzed during the current study are available from the corresponding author on
reasonable request.

Received: 11 July 2025; Accepted: 24 September 2025
Published online: 30 October 2025

References

1. Ahmad, S., Mehfuz, S. & Beg, J. Hybrid cryptographic approach to enhance the mode of key management system in cloud
environment. J. Supercomput. 79, 7377-7413 (2023).

2. Xu, K. Accelerating AES in 5G Security Protocols: A System-Level FPGA Implementation. In 2024 14th International Symposium
on Communication Systems, Networks and Digital Signal Processing (CSNDSP)362-367. https://doi.org/10.1109/CSNDSP60683.20
24.10636355 (2024).

3. Tarig, S. etal. Strategy for Modeling Threats in 5G and B5G Networks. In 2024 IEEE 24th International Symposium on Cluster, Cloud
and Internet and Internet Computing Workshops (CCGridW)18-25, 2024. https://doi.org/10.1109/CCGridW63211.2024.00008
(2024).

4. Al-Zubaidie, M. & Mubhajjar, R. A. Integrating trustworthy mechanisms to support data and information security in health sensors.
Proc. Comput. Sci. 237, 43-52 (2024).

5. Chen, Z., Gu, J. & Yan, H. Hae: A hybrid cryptographic algorithm for blockchain medical scenario applications. Appl. Sci. 13, 12163
(2023).

Scientific Reports |

(2025) 15:37971 | https://doi.org/10.1038/s41598-025-21861-2 nature portfolio


https://doi.org/10.1109/CSNDSP60683.2024.10636355
https://doi.org/10.1109/CSNDSP60683.2024.10636355
https://doi.org/10.1109/CCGridW63211.2024.00008
http://www.nature.com/scientificreports

www.nature.com/scientificreports/

10.
11.
12.
13.
14.

15.
16.

17.
18.

19.

20.
21.
22.
23.
24.
. Naveed, E et al. Sustainable AI for plant disease classification using resnet18 in few-shot learning. Array 26, 100395 (2025).
26.
27.
28.
29.

30.
31.

32.
33.

34.
35.

36.
37.
38.

39.
40.

41.

42.

43.

. T, M. etal. AES algorithm for the next generation of 5G network encryption standards. In 2023 International Conference on Advances

in Computing, Communication and Applied Informatics (ACCAI), 1-6, https://doi.org/10.1109/ACCAI58221.2023.10199794
(2023).

. Almalawi, A., Hassan, S., Fahad, A. & Khan, A. I. A hybrid cryptographic mechanism for secure data transmission in edge Al

networks. Int. J. Comput. Intell. Syst. 17, 24 (2024).

. Pasarelski, R., Angelov, K., Postagian, K. & Sadinov, S. Implementation and analysis of a customized encryption algorithm in 5G

networks for educational purposes. In 2023 4th International Conference on Communications, Information, Electronic and Energy
Systems (CIEES), 1-5, https://doi.org/10.1109/CIEES58940.2023.10378834 (2023).

. Rahim, U, Siddiqui, M. E, Javed, M. A. & Nafi, N. Architectural implementation of AES based 5G security protocol on FPGA. In

2022 32nd International Telecommunication Networks and Applications Conference (ITNAC), 1-6, https://doi.org/10.1109/ITNAC
55475.2022.9998367 (2022).

Das, A., Mishra, D., Rout, A. & Mishra, S. N. An encryption-encoding architecture for security enhancement in 5G communication
networks. In ITM Web of Conferences, vol. 56, 06004 (EDP Sciences, 2023).

Subedar, Z. & Araballi, A. Hybrid cryptography: Performance analysis of various cryptographic combinations for secure
communication. Int. . Math. Sci. Comput. (IIMSC) 6, 35-41 (2020).

Durge, R. S. & Deshmukh, V. M. Securing cloud data: A hybrid encryption approach with RSA and AES for enhanced security and
performance. J. Integr. Sci. Technol. 13, 1060-1060 (2025).

Ramakrishna, D. & Ali Shaik, M. A comprehensive analysis of cryptographic algorithms: Evaluating security, efficiency, and future
challenges. IEEE Access 13, 11576-11593. https://doi.org/10.1109/ACCESS.2024.3518533 (2025).

Dhar Dwivedi, A., Singh, R., Kaushik, K., Rao Mukkamala, R. & Alnumay, W. S. Blockchain and artificial intelligence for
5G-enabled Internet of Things: Challenges, opportunities, and solutions. Trans. Emerg. Telecommun. Technol. 35, €4329. https://d
oi.org/10.1002/ett.4329 (2024).

Fang, D, Qian, Y. & Hu, R. Q. Security for 5G mobile wireless networks. IEEE Access 6, 4850-4874 (2018).

Shivaramakrishna, D. & Nagaratna, M. A novel hybrid cryptographic framework for secure data storage in cloud computing:
Integrating AES-OTP and RSA with adaptive key management and time-limited access control. Alex. Eng. J. 84, 275-284. https://
doi.org/10.1016/j.a€j.2023.10.054 (2023).

Achary, R. Cryptography and network security: an introduction (Mercury Learning and Information, 2021).

Behrad, S., Bertin, E. & Crespi, N. Securing authentication for mobile networks, a survey on 4G issues and 5G answers. In 2018
21st Conference on Innovation in Clouds, Internet and Networks and Workshops (ICIN), 1-8 (2018).

Dorozhynskyi, S., Zakutynskyi, L., Ryabyy, M. & Skurativskyi, A. Maximizing security and efficiency in 5G networks by means of
quantum cryptography and network slicing concepts. In 2023 IEEE 12th International Conference on Intelligent Data Acquisition
and Advanced Computing Systems: Technology and Applications (IDAACS), vol. 1, 1031-1036 (IEEE, 2023).

Sharma, T., Soleymani, S. A., Shojafar, M. & Tafazolli, R. Secured communication schemes for UAVs in 5G: CRYSTALS-Kyber and
IDS. arXiv:2501.19191 (2025).

Anusuya Devi, V. & Sampradeepraj, T. End-to-end self-organizing intelligent security model for wireless sensor network based on
a hybrid (AES-RSA) cryptography. Wireless Pers. Commun. 136, 1675-1703 (2024).

Adil, M., Farouk, A, Ali, A, Song, H. & Jin, Z. Securing tomorrow of next-generation technologies with biometrics, state-of-the-
art techniques, open challenges, and future research directions. Comput. Sci. Rev. 57, 100750 (2025).

Konstantopoulou, E. & Sklavos, N. Design and implementation of a lightweight cryptographic module, for wireless 5G
communications and beyond. In 2022 IEEE International Conference on Internet of Things and Intelligence Systems (IoTalS), 166—
171, https://doi.org/10.1109/I0TalS56727.2022.9975849 (2022).

Ullah, R. et al. Advancing personalized diagnosis and treatment using deep learning architecture. Front. Med. 12, 1545528 (2025).

Zhang, L. & Wang, L. A hybrid encryption approach for efficient and secure data transmission in IoT devices. J. Eng. Appl. Sci. 71,
138 (2024).

Al-Maari, A.-A. et al. Optimized credit card fraud detection leveraging ensemble machine learning methods. Eng. Technol. Appl.
Sci. Res. 15, 22287-22294 (2025).

Hussain, S. et al. An enhanced random forest (ERF)-based machine learning framework for resampling, prediction, and
classification of mobile applications using textual features. Eng. Technol. Appl. Sci. Res. 15, 19776-19781 (2025).

Adil, M. et al. NG-ICPS: Next generation industrial-CPS, security threats in the era of artificial intelligence, open challenges with
future research directions. IEEE Internet Things J. (2024).

Stallings, W. Cryptography And Network Security, 4/E (Pearson Education, 2006).

Menezes, A., van Oorschot, P. & Vanstone, S. Handbook of Applied Cryptography. Discrete Mathematics and Its Applications (CRC
Press, 2018).

Paar, C. & Pelzl, ]. Understanding Cryptography: A Textbook for Students and Practitioners (Springer, Berlin Heidelberg, 2009).
Bos, J. W. et al. CRYSTALS-Kyber: A CCA-secure module-lattice-based KEM. 2018 IEEE European Symposium on Security and
Privacy (EuroS &P) 353-367 (2018).

NIST. Post-Quantum Cryptography Standardization - Finalists (2022). Accessed: 2025-05-16.

Sheikh, T. A., Kumar, R. & Lee, H. 5G-AKA-HPQC: Hybrid post-quantum cryptography for 5G authentication and key agreement
protocol. IEEE Access 10, 114124-114138 (2022).

Alenezi, M. N., Alabdulrazzaq, H., Alhatlani, H. M. & Alobaid, F. A. On the performance of aes algorithm variants. Int. J. Inf.
Comput. Secur. 23, 322-337 (2024).

Dutta, A., Bharti, P,, Agrawal, S. & KS, S. Hybrid AES-DES block cipher: Implementation using Xilinx ISE 9.1 i. UACEE Int. J. Adv.
Electron. Electr. Eng. 1 (2011).

Patel, . R., Bansode, R. S. & Kaul, V. Hybrid security algorithms for data transmission using AES-DES. Int. J. Appl. Inf. Syst. (IJAIS)
2,15-21(2012).

Adewale, T. Performance benchmarking of DES, AES, AND RSA in modern computing environments (2025).

Mahardika, M. Y. & Triayudi, A. Comparative analysis of performance of the encryption and decryption times of cryptography.
SAGA: ]. Technol. Inf. Syst. 2, 304-310 (2024).

Mighri, M. A, Benfarah, A. & Meddeb, A. Performance evaluation and benchmarking of pqc crystals-kyber on embedded devices.
In 2024 IEEE/ACS 21st International Conference on Computer Systems and Applications (AICCSA), 1-7, https://doi.org/10.1109/A
ICCSA63423.2024.10912602 (2024).

Abbasi, M., Cardoso, E, Vaz, P, Silva, J. & Martins, P. A practical performance benchmark of post-quantum cryptography across
heterogeneous computing environments. Cryptography 9, 32 (2025).

Schneier, B. Applied Cryptography: Protocols, Algorithms, and Source Code in C (John Wiley & Sons, 2015).

Author contributions

Aman wrote full paper Prashutosh Singh make coping part and results Dhananjay Pandurang Kamble draw
figure and checks English. Indrasen received paper and prepared it in suitable format. Conceptualization, Meth-
odology, Software, Investigation, Data Curation, Validation and Writing - Original Draft by A. K., P. S., D. P.
K.;Formal analysis, Visualization by A. K.; Project administration, Supervision, Visualization by 1.S.; Writing

Scientific Reports|  (2025) 15:37971

| https://doi.org/10.1038/s41598-025-21861-2 nature portfolio


https://doi.org/10.1109/ACCAI58221.2023.10199794
https://doi.org/10.1109/CIEES58940.2023.10378834
https://doi.org/10.1109/ITNAC55475.2022.9998367
https://doi.org/10.1109/ITNAC55475.2022.9998367
https://doi.org/10.1109/ACCESS.2024.3518533
https://doi.org/10.1002/ett.4329
https://doi.org/10.1002/ett.4329
https://doi.org/10.1016/j.aej.2023.10.054
https://doi.org/10.1016/j.aej.2023.10.054
http://arxiv.org/abs/2501.19191
https://doi.org/10.1109/IoTaIS56727.2022.9975849
https://doi.org/10.1109/AICCSA63423.2024.10912602
https://doi.org/10.1109/AICCSA63423.2024.10912602
http://www.nature.com/scientificreports

www.nature.com/scientificreports/

- review & editing, L.S.

Funding
Open access funding provided by Vellore Institute of Technology.

Declarations

Competing interests
The authors declare no competing interests.

Additional information
Correspondence and requests for materials should be addressed to LS.

Reprints and permissions information is available at www.nature.com/reprints.

Publisher’s note Springer Nature remains neutral with regard to jurisdictional claims in published maps and
institutional affiliations.

Open Access This article is licensed under a Creative Commons Attribution 4.0 International License, which
permits use, sharing, adaptation, distribution and reproduction in any medium or format, as long as you give
appropriate credit to the original author(s) and the source, provide a link to the Creative Commons licence, and
indicate if changes were made. The images or other third party material in this article are included in the article’s
Creative Commons licence, unless indicated otherwise in a credit line to the material. If material is not included
in the article’s Creative Commons licence and your intended use is not permitted by statutory regulation or
exceeds the permitted use, you will need to obtain permission directly from the copyright holder. To view a copy
of this licence, visit http://creativecommons.org/licenses/by/4.0/.

© The Author(s) 2025

Scientific Reports|  (2025) 15:37971 | https://doi.org/10.1038/s41598-025-21861-2 nature portfolio


http://creativecommons.org/licenses/by/4.0/
http://www.nature.com/scientificreports

	﻿Hybrid cryptographic approach for strengthening IoT and 5G/B5G network security
	﻿Related work
	﻿Motivation
	﻿Contributions
	﻿Abbreviations
	﻿Organization of the paper
	﻿﻿Proposed hybrid cryptographic model
	﻿Encryption process
	﻿Decryption process
	﻿Key generation

	﻿﻿Results and discussion
	﻿Security and performance analysis
	﻿Average encryption time
	﻿Average decryption time
	﻿Total encryption time vs. data size
	﻿Comparison of data sizes
	﻿Throughput and encryption performance evaluation
	﻿Performance vs. security trade-off and benchmark comparison
	﻿Comparative analysis
	﻿Observations and 5G feasibility


	﻿Performance evaluation on ESP32
	﻿Memory footprint evaluation
	﻿﻿Conclusion and future work
	﻿References


