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HMOA-GNN: adaptive adversarial
GraphSAGE with hierarchical
hybrid sampling and metric-
optimized graph construction for
credit card fraud detection
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Accurate credit card fraud detection is vital for protecting financial systems and reducing economic
losses. Graph neural networks (GNNs) have shown strong potential by capturing complex patterns

in transaction networks. However, existing GNN-based approaches exhibit limitations in handling
class imbalance, adapting to non-graph transaction data, and capturing the relative importance

of features. Therefore, we propose HMOA-GNN, a novel framework for credit card fraud detection
designed to handle tabular and highly imbalanced transaction data. First, the density-driven
hierarchical hybrid sampling (DEHS) module balances the dataset by generating synthetic fraudulent
transactions in dense regions and removing noise. Next, the metric-optimized latent space similarity
graph construction (MOLS-GC) module applies metric learning to build graphs that satisfy the
homophily assumption. Finally, the Adversarially trained, feature-adaptive GraphSAGE-based model
(AdaAdvSAGE) enhances feature aggregation through adversarial learning and adaptive feature
selection. Experiments on multiple real-world datasets demonstrate the superior performance of our
framework in credit card fraud detection.
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Credit card fraud, which involves unauthorized use of credit or debit cards including non-consensual
transactions and technologically enabled card cloning!, causes direct financial losses for consumers and adverse
consequences such as credit impairment, legal disputes, and privacy breaches, significantly disrupting daily life
and financial stability. For financial institutions, the impact is equally severe, encompassing economic losses
as well as reputational damage, reduced customer trust, and heightened compliance risks. In response to the
growing frequency of fraud incidents, banks and payment platforms are often required to invest substantial
resources into fraud investigations, customer compensation, and system upgrades, thereby driving up operational
costs2. Therefore, credit card fraud has evolved from an individual-level threat into a systemic risk, making the
development of efficient and accurate detection methods a pressing issue for financial security.

Traditional rule-based credit card fraud detection (CCFD) methods are often vulnerable to evasion,
as fraudsters can imitate legitimate transaction behaviors to bypass detection systems®. To overcome this
limitation, machine learning and deep learning approaches have been employed to uncover latent anomalous
patterns within transaction processes, formulating fraud detection either as a binary classification problem or as
an anomaly detection task™®. However, most existing methods” still analyze transactions in isolation based on
static features, which limits their ability to capture sophisticated and evolving fraud strategies. In response, recent
research has shifted toward modeling dependencies among transactions. Graph-based approaches?, particularly
graph neural networks (GNNs), can capture both local and global interaction patterns, thereby enhancing the
comprehensiveness and generalization of fraud detection systems.

Despite significant advancements in CCFD, several persistent challenges continue to limit the effectiveness
and generalizability of existing approaches. One major issue lies in the extreme class imbalance inherent in
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transaction datasets, where fraudulent transactions represent only a minute fraction of the total data. This
imbalance hinders the model’s ability to distinguish fraudulent behavior accurately®-!!. Sampling methods can
mitigate class imbalance by generating synthetic minority-class transactions or removing a portion of majority-
class transactions. However, many existing methods adopt a single oversampling strategy and tend to overlook
the underlying density and distributional characteristics of the data!>"'%. This may lead to the generation of
noisy or redundant samples near class boundaries. In parallel, undersampling the majority-class may remove
informative samples, undermining the model’s ability to capture the overall data distribution'>"”. Therefore,
it is necessary to design a hybrid sampling strategy that considers the distribution of transaction data, thereby
addressing the challenge of extreme class imbalance in transaction datasets.

In addition, although GNNs have shown remarkable success in modeling graph-structured data'®-%, they
are not directly applicable to conventional tabular (i.e., non-graph-structured) transaction data, which often
lacks explicit graph structures??%. Constructing an informative and task-aligned graph topology from non-
graph-structured transactions is complicated by noise, heterogeneity, and potential violations of the homophily
assumption?’. The homophily assumption states that connected nodes in a graph are likely to share the same label.
Moreover, most existing GNN models, especially those that employ GraphSAGE-style aggregation methods,
adopt static feature selection and weighting mechanisms?*%°, which fail to capture the varying importance of
features across different transaction samples. This limitation reduces the model’s expressiveness in identifying
complex and evolving fraud patterns. Therefore, constructing a transaction graph topology that adheres to the
homophily assumption, uncovering latent behavioral patterns in non-graph-structured transactional data, and
accounting for the varying importance of features across different transaction samples are essential for accurately
identifying sophisticated fraudulent activities in real-world scenarios.

Therefore, in this paper, we propose a multi-strategy enhanced adaptive adversarial GNN framework, named
HMOA-GNN, for CCFD. To mitigate potential transaction data quality degradation resulting from the reliance
on a single sampling strategy, we propose a multi-stage hierarchical hybrid sampling strategy, augmented by a
density-based sample generation mechanism. Here, the majority class refers to legitimate transactions, whereas
the minority class refers to fraudulent transactions. By generating new samples in high-density regions of the
minority class, this method enhances discriminative features of fraudulent samples while minimizing noise,
leading to more accurate decision boundaries. Considering the limitations of traditional GNNs when applied to
non-graph-structured transaction data, we draw inspiration from the homophily assumption®®. Based on this
idea, we design a metric-optimized latent space similarity graph construction method to build a transaction
graph that conforms to the assumption. This graph mapping method effectively uncovers latent behavioral
patterns and complex relationships in non-graph-structured transaction data, thereby extending the applicability
of GNNGs in fraud detection and establishing a well-founded graph-structural foundation for subsequent feature
representation learning.

In addition, to overcome the inadequacy of feature aggregation mechanisms in existing GNN methods,
particularly their inability to capture the relative importance of features across different transaction samples, we
present an adversarially trained, feature-adaptive GraphSAGE-based model. This model employs an adversarial
learning strategy to adaptively estimate the contribution of each transaction feature to the classification outcome
and dynamically adjusts their weights, thereby enhancing feature utilization during the aggregation process. By
integrating the structural information from a graph constructed under the homophily assumption, the model
effectively captures complex dependencies among transaction features while introducing inter-layer residual
connections to mitigate over-smoothing, thereby enhancing its capability to fraud detection.

The contributions of this work are as follows:

1. We propose HMOA-GNN, a novel framework for CCFD designed to address tabular and highly imbalanced
transaction data. Specifically, it includes a Density-driven Hierarchical Hybrid Sampling (DEHS) module, a
Metric-Optimized Latent Space Similarity Graph Construction (MOLS-GC) module, and an Adversarially
trained, Feature- Adaptive GraphSAGE-based model (AdaAdvSAGE).

2. We propose the DEHS module, which employs a hybrid sampling strategy to hierarchically identify central
and boundary samples, generate synthetic minority samples guided by local density distributions, and elim-
inate noisy or redundant data. This approach aims to construct a more balanced and informative training
dataset, thereby alleviating the effects of extreme class imbalance.

3. In order to construct a transaction graph topology that aligns with the homophily assumption, we present
the MOLS-GC method, which employs metric learning to refine transaction embeddings and constructs
similarity graphs in the latent space, thus promoting the clustering of transactions belonging to the same
class and enhancing the model’s structural representation.

4. Aiming to overcome the limitations of GraphSAGE in feature-level discrimination and overall robustness,
we propose AdaAdvSAGE, which integrates adversarial training with an adaptive feature selection module
and introduces inter-layer residual connections to alleviate over-smoothing in deep layers. This architecture
produces more discriminative and robust node representations, thereby enhancing performance in fraud
detection tasks.

The remainder of this paper is organized as follows. Section 2 introduces the research background and related
work. Section 3 presents the preliminary knowledge. Section 4 describes the proposed method. Section 5
introduces the experimental design and results. Section 6 summarizes the paper.

Related works
We summarize the related work in two main areas: (1) strategies for addressing class imbalance in datasets; (2)
the application of GNNs in CCFD.
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Sampling methods for class imbalance

Class imbalance in transaction datasets remains a prevalent and challenging issue in CCFD tasks. Numerous
sampling strategies have been proposed to effectively mitigate the issue of class imbalance, with undersampling
methods aiming to reduce the majority class while preserving data distribution. Kumar et al.!> employed an
entropy and neighborhood-based approach to eliminate low-entropy majority samples from overlapping
regions, reducing redundancy. Sun et al.! introduced a kernel-based method to remove majority samples from
high-density minority areas, mitigating information loss. Zhu et al.?® employed clustering to identify and discard
noisy samples based on hyperspheres around cluster centers.

Oversampling techniques increase minority samples by generating synthetic samples. Chawla et a
developed SMOTE, which interpolates between minority samples to balance the data. Ni et al.”” refined this
with a spiral oversampling strategy to reduce overlap. Li et al.?® proposed a subspace-based method to maintain
original distribution and prevent decision boundary shifts. Maldonado et al.'* introduced FW-SMOTE, using
weighted Minkowski distance to address high-dimensional data.

Hybrid sampling methods combines undersampling and oversampling to leverage their strengths. Lin et al.?’
studied the sequence of applying each and its impact on imbalance. Guo et al.*® proposed a hybrid of Tomek
links, BIRCH clustering, and B-SMOTE to improve intra-class and inter-class balance. Alamri and Ykhlef*!
presented a dynamic hybrid method integrating Bagging, which adapts sampling ratios and targets hard-to-
classify samples to enhance robustness.

However, existing hybrid sampling methods often suffer from limited adaptability, relying on fixed strategies
that may not generalize well across datasets with varying class overlap or noise. They also risk discarding useful
information or generating suboptimal samples due to insufficient consideration of data structure.

1.12

Graph neural network for credit card fraud detection

GNNs have achieved significant progress in financial fraud detection®2. Inspired by Convolutional Neural
Networks (CNNs), GNNs extend convolution operations to non-Euclidean graph-structured data by recursively
aggregating features from neighbor nodes to update target node representations, enabling modeling of entities
such as accounts and transactions®*. Among them, GraphSAGE® introduces an inductive message-passing
mechanism in the spatial domain, enabling efficient representation learning for previously unseen nodes by
sampling and aggregating their local neighbors. However, it treats the features of all neighbor nodes uniformly
during aggregation, which constrains its capacity to capture complex dependencies among transaction features
arising from diverse behavioral patterns. Li et al.>* proposed MG-HRL, a multi-view graph-based hierarchical
representation learning method that models transaction networks as heterogeneous information networks with
six meta-paths to mine correlations among users and employs heterogeneous hypergraph representation learning
to capture high-order representations of transaction subgraphs, achieving superior performance in detecting
organized money laundering groups. Yang et al.>* proposed a multiview fusion neural network (FMvPCI) that
integrates multiview graph convolutional encoding with fuzzy clustering to unify protein embeddings and
cluster memberships, thereby enhancing the accuracy of protein complex identification. Su et al.*® proposed
an interpretable and generalizable transformer-based graph representation learning framework that integrates
multi-omics data with both homogeneous and heterogeneous biological network topologies to achieve accurate
cancer gene prediction across pan-cancer and cancer-specific scenarios. Yang et al.>” proposed a variational
Bayesian learning-based link-driven attributed graph clustering method (LCAAG), which infers node cluster
labels from link-level modeling and achieves superior accuracy and scalability. Liu et al.*® proposed PSAGNN, a
novel model that employs phased optimization, biased perturbation, and weighted penalties to exploit interbank
preferences and scale-free network properties, effectively countering feature and structural poisoning attacks for
superior interbank credit rating prediction.

Despite their effectiveness in many tasks, GNNs face challenges in CCFD due to the incompatibility between
tabular transaction data and the input format required by GNNG, as such data lacks inherent graph structure.
Qiao et al.* provided a systematic review of major methods for graph construction and learning, ranging from
general machine learning approaches to specific applications. However, their discussion on emerging deep
learning-based GNN techniques remains insufficient. Carneiro and Zhao*® analyzed four graph construction
methods based on K-nearest neighbors (KNN) and e-neighborhood (eNN) criteria. However, these graph
construction approach relies on Euclidean distance in the original high-dimensional space, where such a metric
becomes ineffective at distinguishing sample proximity. Consequently, the resulting graph topology often fails
to capture the intrinsic relationships within the data, thereby hindering the construction of a transaction graph
consistent with the homophily assumption.

Therefore, existing GNN-based approaches for CCFD still face limitations in capturing the complex
dependencies among transaction features induced by diverse behavioral patterns. Moreover, these methods often
overlook the challenges posed by high-dimensional, non-graph-structured transaction data, where traditional
distance metrics become ineffective and the underlying intricate relational patterns remain insufficiently
explored and modeled.

Preliminary
This section introduces definitions related to transaction data, graph structures, message passing and aggregation,
followed by an introduction to task aims.

Tabular transaction data
We utilize a dataset consisting of a single transaction record of cardholder. Each record represents a distinct
transaction event, rather than a monetary transfer between two peer entities.

Formally, each transaction is represented as a tuple:
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(features, features, ..., features) (1)

where each feature; corresponds to an attribute such as:

o Amount: the monetary value of the purchase,

o Timestamp: the time at which the transaction occurred,

« (Optional): additional fields such as merchant category code, transaction location, device type, or card pres-
ence indicators.

Tabular transaction dataset is structured as a collection of such records, with no inherent graph or network
structure. This data representation allows for the extraction of both static features (e.g., transaction amount,
merchant category) and behavioral patterns (e.g., spending frequency, time-of-day preferences). It serves as the
foundation for downstream fraud detection tasks.

Graph-structured transaction data

We construct a graph-structured transaction dataset G = (V, E), where each node v; € V is associated with a
feature vector v;, and the initial node embedding is defined as h? = v;. The embedding of node v; at the k-th
layer is denoted by hf. To enforce the homophily assumption, an undirected edge is established between two
nodes if their corresponding transactions exhibit high similarity. It is important to note that each transaction in
the original dataset is represented as a node, which is referred to as a transaction node, in the graph-structured
dataset.

Message passing and aggregation
We adopt the message-passing framework from GNNG to learn representations over transaction graphs.

Letv; € V denote the i-th node in the graph. At each layer k, the node v; embedding h¥ is updated through
a two-step process: message aggregation from neighbor nodes and embedding update. The general form of the
message-passing update is

hE = o (WF - Agg® ({hi™" : u € Sy (v)} U {1 7'})) @

where A7 (v;) denotes the set of kxn nearest neighbors of node v;, Agg” () is a differentiable, permutation-
invariant function (e.g., mean, LSTM, or pooling), W* is a trainable weight matrix at layer k, o is a non-linear
activation function, such as ReLU.

Aims
CCEFED aims to identify whether a given transaction is fraudulent. This task is inherently a binary classification
problem, where the goal is to learn a classifier

f:R"—{0,1} 3)

where x € R™ represents the feature vector of a single transaction, y € {0, 1} denotes the corresponding label,
with y =1 indicating a fraudulent transaction and y=0 indicating a legitimate transaction, and f(x) denotes
the model’s prediction of the likelihood that the transaction is fraudulent.

Methods
System model
The architecture of our proposed HMOA-GNN framework, which is illustrated in Fig. 1, comprises four steps:

Step (a): Transaction dataset balancing. To address the inherent class imbalance in transaction datasets,
we propose a Density-driven Hierarchical Hybrid Sampling strategy comprising two processing channels:
an undersampling channel and an oversampling channel. The undersampling channel initially reduces the
proportion of majority-class samples, and the resulting subset is employed to estimate the underlying density
distributions of transaction samples. Guided by these density estimates, the oversampling channel synthesizes
minority-class samples and applies a noise filtering process to ensure representativeness and diversity. This dual-
channel hybrid sampling procedure yields a balanced transaction dataset, effectively mitigating bias introduced
by skewed class distributions.

Step (b): Transaction graph construction. We develop a Metric-optimized Latent Space Similarity Graph
Construction method based on a metric learning model implemented with an autoencoder architecture. The
training objective integrates reconstruction loss and triplet loss to embed the balanced, tabular transaction data
into a compact low-dimensional latent space. Subsequently, a KNN-based graph construction strategy is applied
to the resulting pairwise distance matrix to generate edge connections between transaction records. This process
transforms tabular transaction data into graph-structured representations that conform to the homophily
assumption, thereby enabling downstream graph-based learning, while simultaneously mitigating the issue of
distance metric degradation in high-dimensional spaces.

Step (c): Transaction node representation learning. We propose AdaAdvSAGE, an adversarially trained and
feature-adaptive GraphSAGE-based model designed for transaction node representation learning. In this
model, the adaptive feature selection module assigns weights to features based on their discriminative relevance
across diverse transaction nodes, resulting in weighted representations that preserve critical behavioral signals
and support more effective modeling of fraudulent transaction patterns. To enhance the expressive power of
graph representations, we design an adversarial training strategy that perturbs the weighted features in the
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Fig. 1. Framework of HMOA-GNN.

direction of the loss gradient with respect to the weighted features to generate adversarial samples. These are
then used alongside the original data during training, promoting the robustness of the model. To alleviate over-
smoothing in deeper GNN layers, inter-layer residual connections are incorporated, facilitating the preservation
of informative signals across layers. As a result, the model yields high-quality node embeddings that effectively
capture aggregated multi-hop neighborhood information.

Step (d): Fraud detection. The learned node embedding representations are fed into a multi-layer perceptron
(MLP) classifier, which is trained to infer the probability that a given transaction is fraudulent. This final
classification stage operationalizes the preceding representation learning into actionable fraud detection
decisions, facilitating timely and accurate identification of illicit activities.

Density-driven hierarchical hybrid sampling

As we all know, credit card transaction data is highly imbalanced. Conventional sampling methods often fail
to differentiate informative from noisy samples and neglect the density structure of minority classes, leading
to information loss or the generation of overlapping samples in sparse regions. These issues degrade data
representativeness and increase the risk of overfitting.

To address these issues, we propose a Density-driven Hierarchical Hybrid Sampling (DEHS) method, whose
overall method is shown in Fig. 2. As illustrated, the method comprises three components: center selection
and boundary refinement, density-driven selective sampling, and noisy sample filtering, which are organized
into two distinct sampling channels. In the undersampling channel, we implement a center-selection and
boundary-refinement strategy to reduce majority-class transaction samples through outlier filtering, clustering-
based undersampling, and majority-class pruning, thereby preserving representative structural patterns.
Subsequently, the resulting subset is used to estimate the density distribution of minority-class transaction
samples. Concurrently, in the oversampling channel, these density estimates guide the selective synthesis of
additional minority-class samples in high-density regions, with the synthesized fraudulent samples regulated by
a noise filtering mechanism to minimize overlap while enhancing representativeness and diversity. This multi-
stage, dual-channel hybrid sampling method ultimately yields a well-balanced transaction dataset, effectively
mitigating the bias and performance degradation caused by severe class imbalance.

Center selection and boundary refinement strategy

To mitigate the adverse effects of noise and redundancy in the transaction dataset, which can obscure class
boundaries and degrade model performance, we adopt a multi-stage sample processing strategy. This strategy
comprises outlier filtering, clustering-based undersampling, and majority-class pruning, aiming to preserve
representative structures while improving the quality and balance of the training data.

Outlier filtering: First, we introduce a majority-class purification module based on isolation forest. Isolation
forest detects outliers effectively, reducing noise and improving training data quality. The specific process is as
follows:

The credit card transaction dataset D is divided by transaction type into legitimate transactions set Do and
fraudulent transactions set D. Let the i-th legitimate transaction in Do be z.°%, z1°® € Dy. For each transaction,

the anomaly score s3°° is computed individually using the formula as follows:
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Fig. 2. Process of DEHS method.

B(=(=1%))
sic=s (xicg, no) =2 o) (4)
where n is the number of legitimate transactions in Dyg. s (;t]ieg, no) is the anomaly score of xlfg in Dy, ranging
from (0, 1]. The function (;L‘ieg ) calculates the path lengths of x;° across all isolation trees. £ [k (aclieg )]
corresponds to the average of K (xieg). The term c(ng) is a normalization constant, defined as the expected path
length of a point in a fully balanced binary tree of size g, calculated as follows:

c(no) = 2H (no — 1) — <2(”°_1)>

no

(5)

1 1 1
H(no_l)—l‘I‘g‘I‘g‘I‘""I‘nOil

where H(ng — 1) denotes the (ng — 1)-th harmonic number, i.e., the sum of the reciprocals of the first np — 1
positive integers.

In the context of the Isolation Forest, it represents the expected path length of an unsuccessful search in a
binary search tree. For large no, H(no — 1) can be approximated by

H(no—1)=In(no — 1)+~ (6)

where +y is the Euler-Mascheroni constant, which equals 0.5772 (approximately).

Then, based on the anomaly score s7°¢ computed using Eq. (4), the anomaly-score threshold « is set to the
k-th highest score among legitimate transactions, thereby identifying those k transactions with scores exceeding
o as outliers.

Subsequently, based on the predefined anomaly-score threshold ¢, transactions in Do whose anomaly scores
exceed a are identified as outliers and removed. This process yields the refined legitimate transaction dataset

DS, which can be expressed as
D(())F = {xieg € Dyls (:Uieg,no) < a} (7)

Clustering-based undersampling: To facilitate the selection of representative samples, we take as input
the dataset DT = {z1,22,... ,Jznoop}, obtained from the preceding outlier filtering stage. Each x; € R

represents the d-dimensional feature vector of the i-th majority-class transaction. This dataset then serves as the
basis for the subsequent clustering step.
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We subsequently employ a K-means clustering—driven grouping stage on D' to identify and cluster similar
majority-class transactions. The algorithm partitions the input samples into k clusters {C1,Ca,...,Ck} by
iteratively minimizing the within-cluster Euclidean distance _¢:

ng)F k
S = gl — il (®)

i=1 j=1

where r;; € {0,1} is the cluster-assignment indicator, such that r;; = 1 if and only if 2; € Cj, and p; € R?
denotes the centroid of cluster C}.
After convergence, the representative sample x; in each cluster is defined as:

x; Zargmnélélj |z — psll, 7=1,2,...,k. )

i

Then, the set of all selected representatives forms the cluster-based representative set

Dclu = {x;ﬂB;»vxZ} (10)

This clustering-based undersampling strategy removes most redundant samples while maintaining structural
diversity and representativeness, thereby contributing to a more balanced dataset for subsequent processing.

Majority-class pruning: Next, to further eliminate redundant transaction samples, we propose a one-sided
selection (OSS) strategy to streamline majority-class samples. It is capable of retaining majority-class samples
that are close to the minority class, thereby preserving the decision boundary while reducing noise introduced
by redundant majority samples. The OSS strategy is executed according to the following procedure:

(1) Train initial KNN classifier: A KNN classifier is trained using all transactions and predicts sample labels
based on Euclidean distance. For each sample g;, KNN classifier finds the k closest samples in the training set
and determines its class by majority vote.

(2) Select informative majority samples: For every majority-class sample a:ieg € Dq1u, check whether it is
misclassified as a minority sample by the KNN classifier. If a majority sample is misclassified as a minority, it is
likely close to minority samples and considered critical for classification. These misclassified samples are labeled
as boundary majority transaction samples set Spa, which is defined as

Spa = {z}® € Dy | KNN(z1°%) = fraudulent} (11)

where KNN(z.°¢) denotes the class label assigned to the legitimate transaction sample 2°® by a KNN classifier,
which assigns the label corresponding to the most frequent class among the k closest samples in the feature
space. In this context, fraudulent denotes the minority class label in the dataset.

(3) Remove redundant majority samples: Majority-class samples not misclassified by KNN classifier (e.g.,
x € Dciy\Sha) are typically located far from the decision boundary and are considered redundant. Such
redundant samples can be removed from the dataset to perform undersampling. Thus, the resulting majority
transaction samples set Dy, q; is

Dmaj = D \ {xieg € Deiu
= de

KNN(z.°8) # fraudulent} (12)

Density-driven selective sampling

In highly imbalanced credit card transaction datasets, the minority-class transactions in the set D; are both
scarce and unevenly distributed. Existing oversampling methods!*!* often fail to effectively exploit samples
located near the decision boundary between the majority and minority classes, and their performance is further
degraded by the high degree of overlap between synthetic minority samples and majority-class samples.

To overcome these limitations, we propose a density-driven selective sampling method. This method builds
upon the sample density computed within D, which quantifies the concentration of neighboring samples
having the same class label in the feature space. A higher density value indicates that a sample is surrounded by
many same-class neighbors, whereas a lower density reflects a sparser local distribution. Leveraging this density
information, our method selects minority-class samples from high-density regions within D; with a higher
probability as base points for generating new synthetic fraudulent transaction samples.

Formally, for a sample x; € D1, its sample density p; is defined as:

k 1
pi= Zj:l dist(z;, z;) (13)

where k denotes the number of neighbor points considered in the sample density calculation. The function
dist(x;, z;) denotes the Euclidean distance between two transaction samples x; and z;, and is defined as
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dist(z;, z;) =

where d indicates the dimensionality of the feature vectors, and x; x and z; denote the k-th dimensional
coordinates of ; and x;, respectively. In the specific context of this calculation, x; refers to the target fraudulent
transaction under analysis, and x; refers to its j-th nearest fraudulent neighbor in the dataset D, with x; # x;.

Additionally, we define the density weight as a normalized measure that determines the probability of
selecting a given minority-class sample for the generation of new synthetic samples. The density weight of the
i-th sample ; is defined as follows:

W = —
T N 15
SN e (15)

where N1 denotes the number of minority-class samples in Dmaj and p; is the density value of the i-th sample.
A higher density value yields a larger density weight, thereby increasing the likelihood that the corresponding
sample will be selected during the new sample generation process.

To effectively steer the oversampling process toward denser regions within the minority class, a density-based
weighting mechanism is incorporated into the sample selection strategy. Specifically, each sample z; from the
minority class is selected according to a probability distribution &(x; ), which is proportional to its normalized
density weight ;. The corresponding synthetic fraudulent sample /5., is subsequently generated as follows:

(3
gZ Ti) = ——
R S "
a:ifgw =z; +rand(0,1) - (z; — ), i~ P(z;) (17)

where zZ, denotes a newly synthetic fraudulent transaction sample, 2; — x; geometrically refers to the line
segment between x; and z; in the original dataset. New samples are randomly distributed along this segment,
with higher-density minority-class samples having a greater chance of being selected as x;.

The density-based selective sampling method generates new transaction samples by preferentially selecting
minority-class transaction samples located in high-density regions. This sampling strategy reduces the
redundancy typically introduced by conventional oversampling approaches.

Noisy sample filtering

After generating new synthetic fraudulent transaction samples, we apply a noise filtering mechanism to ensure
that these synthetic samples contribute effectively to the subsequent learning of fraudulent patterns without
introducing additional noise. In this context, noise refers to synthetic samples that deviate significantly from the
distribution of genuine fraudulent data and that may degrade the performance of the classifier if incorporated

into training. The neighborhood 4% (mffﬁw), comprising the k nearest transactions of the synthetic sample xird

based on the Euclidean distance in Eq. (14), is defined as:
J’/IC(CCSSW) :{l'l,IIJQ,---,IZ'k} (18)

where 4, denotes a synthetic fraudulent sample, 4% (:Efffw) is the set of its k nearest transactions, and x is

the k-th nearest transaction sample.

To quantify the proportion of fraudulent transactions within the neighborhood .47 (2, ), we introduce the
indicator function Isq4(+), which returns 1 if a transaction is fraudulent (class = 1) and 0 otherwise. The formal
definition of this indicator function is as follows:

1, if x; is a fraudulent transaction,
Iga(w:) = { 0, otherwise. (19)

Based on this definition, the number of fraudulent transactions among the k nearest neighbors of =8, is given
by

k
Nrd = Z Tera () (20)
i=1

where z; denotes the i-th nearest transaction sample.

If a synthetic sample 7%, is surrounded by many minority-class points, it is considered valid and retained;
otherwise, it is treated as noise and discarded. To formalize this criterion, we specify a neighbor-count threshold
Onbrs that quantifies the minimum number of minority neighbors required for retention. The filtering rule is
given by
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Dinin = { Din U {l{.redw s if ngg Z enbrm (21)
min otherwise.
where Dy initially comprises the original minority-class transaction dataset D1.

The oversampling and filtering procedure is iteratively applied until Dmin is balanced with respect to the
majority class, containing an adequate number of synthetic fraudulent transaction samples for subsequent
model training.

Therefore, by employing our proposed density-driven hierarchical hybrid sampling method, we obtain the
balanced dataset Zpa1, which is formally defined as follows:

Dbal = Dmaj U Dmin (22)

where the reduced majority-class dataset Diaj and the filtered synthetic minority-class dataset Dmin are merged
to obtain a more balanced and representative dataset Dya.1, which is employed for subsequent model training
and evaluation.

The pseudo-code of the DEHS is presented in Algorithm 1. Asillustrated in Algorithm 1, in the undersampling
channel, the anomaly score of each transaction sample in set Dy is first computed. Subsequently, the center
selection and boundary refinement strategy comprising outlier filtering, clustering-based undersampling, and
majority-class pruning is applied to eliminate redundant majority-class samples, yielding a representative set
of legitimate transactions Dp,aj. In the oversampling channel, the sample density of each transaction in set Dy
is computed, and corresponding density weights are calculated. Based on these weights, a sufficient number of
synthetic minority-class samples are generated via a density-driven selective sampling strategy. After removing
noisy samples, the refined synthetic set is combined with D; to form the fraudulent transaction sample set
Dmin. Finally, Doy and Dimin are merged to construct a balanced credit card transaction dataset Dyar.

Input: Imbalanced credit card transaction dataset D = Dy U D, where Dy denotes legitimate transactions and D; denotes

—_
—_

R e A A T ol e

fraudulent transactions.
Qutput: Balanced credit card transaction dataset Dyy;.
Undersampling channel:
for each legitimate transaction sample x; € Dy do
Calculate anomaly score s3°° using equation (4);
end for
Perform outlier filtering on Dy using equation (7) to obtain DOF;
Perform clustering-based undersampling on DgF using equation (8) to obtain D.yy;
Perform majority-class pruning on D, using equation (11) to obtain Dyy,;
Oversampling channel:
for each fraud transaction sample x; € D; do
Calculate sample density p; using equation (13);
Calculate density weight w; using equation (15);
end for

13: while insufficient number of fraudulent transaction samples obtained do

frd

Generate new sample x,,, using equation (17);
Collect the sampled fraudulent transaction set Dy ;
16: end while

17: Obtain the balanced credit card transaction dataset Dy, using equation (22);

18: return Dy,.

Algorithm 1. DEHS.

Metric-optimized latent space similarity graph construction

GNNs have emerged as a powerful paradigm for modeling complex relational structures, exhibiting remarkable
capability across a variety of relational learning tasks. Their strength lies in leveraging the graph topology to
capture high-order dependencies and propagate information across connected nodes. However, in CCFD,
the available transaction records are typically organized as independent tabular entries without an explicit
graph structure. The lack of inherent inter-transaction connectivity presents a substantial challenge to the
direct application of GNNs, rendering the uncovering of latent behavioral patterns and intricate relational
dependencies considerably more difficult. Moreover, the high dimensionality of transaction features leads to
the degradation of distance metrics in high-dimensional spaces, hindering effective representation learning and
making it difficult to construct graph structures that conform to the homophily assumption.
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Metric-optimized Latent Space Similarity Graph Construction
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Fig. 3. Process of MOLS-GC method.

To address the above challenges, we propose a Metric-Optimized Latent Space Similarity Graph
Construction (MOLS-GC) method. As illustrated in Fig. 3, we first train an autoencoder and adopt its encoder
as a parameterized latent mapping function fg, which projects the original transaction features into a latent
space where intra-class distances are minimized and inter-class separations are maximized, thereby yielding
semantically coherent neighborhood structures in which fraudulent and legitimate transactions are distinctly
segregated. In this optimized space, we compute the pairwise distances among the embedded transaction samples
to obtain a distance matrix, upon which a KNN-based graph construction strategy is applied to connect samples
exhibiting high mutual similarity. This process yields a transaction graph structure that promotes structural
homogeneity and inherently conforms to the homophily assumption.

Latent space optimization via metric learning

To effectively prepare the data for graph construction, it is necessary to address metric degradation and the curse
of dimensionality by performing embedding optimization, thereby shaping a latent space in which similarity
relationships are both semantically meaningful and structurally coherent. To this end, we adopt a metric
learning approach, which enables the model to explicitly learn a task-specific similarity structure by embedding
transaction samples from the same class in close proximity while pushing apart those from different classes. This
enhances class separability and produces embedding neighborhoods that are well suited for subsequent graph
construction, particularly under the homophily assumption commonly leveraged in GNNs.

We define a parameterized latent mapping function f,: R —R™, m < d, which maps an input transaction
feature vector z; € R? to a latent representation v; = f,(z;) € R™. In this study, fs(-) is implemented as the
encoder component of an autoencoder architecture, with the corresponding decoder gy () responsible for
reconstructing the input in the original feature space. The reconstructed version of ;, denoted as Z;, is obtained
as follows:

& = gy (fo(xi)) (23)

To promote both information preservation and discriminative capability in the learned representations, we adopt
a composite training objective that integrates reconstruction loss and triplet loss. This joint optimization strategy
enables the model to learn embeddings that are not only semantically meaningful but also exhibit enhanced class
separability, leading to the construction of more informative neighborhood structures that support effective
graph learning tailored to downstream tasks. We now detail the formulation and role of each component in our
method.

o Reconstruction Loss: The reconstruction loss .Z;ec measures the fidelity of the reconstruction relative to the
original input, ensuring that the latent representations preserve the intrinsic structural properties of the trans-
action data. Formally, it is defined as the mean squared error (MSE)
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1 n )
Lrec = — i — &
=1 Z_; le: — 413 (24)

where z; € Dya1 denotes the i-th input sample from the balanced dataset, Z; is its reconstruction, and # is the
total number of samples in the dataset. Minimizing Z;ec constrains fy to preserve essential information while
compressing the data into the latent space.

o Triplet Loss: The triplet loss .Z;,i imposes a metric structure on the embedding space by minimizing the dis-
tance between samples of the same class while maximizing the distance from those of different classes. For
each batch, one sample is selected as the anchor va, samples from the same class are treated as positives vy, and
samples from different classes are treated as negatives vy,. The loss is given by:

Zri = max (0, disteos(Va, vp) — disteos(Va, vn) + 9) (25)

where distcos (-, -) denotes the cosine distance metric as defined in Eq. (30), and § > 0 is the margin. This
formulation enforces that the distance between v, and vy, is at least 6 smaller than the distance between v, and
Vn, thereby reducing intra-class variance and enhancing inter-class separation.
The final objective function combines the reconstruction and triplet losses in a weighted sum:

< = Arecﬁec + )\triﬁri (26)

where Arec, Atri > 0 are hyperparameters controlling the contribution of each loss term. This joint optimization
ensures that f learns a structurally coherent and discriminative latent representation space, which facilitates the
subsequent construction of transaction graphs that satisfy the homophily assumption.

By applying the trained encoder fy to all samples in Dya1, we obtain the complete set of optimized low-
dimensional transaction embeddings:

V:{Vi

where v; denotes the m-dimensional vector representation of the i-th transaction in the metric-optimized latent
space.

We then define the node set V' = {v1, v2, . .., v, } such that there exists a bijective correspondence between
V and the node embedding set V = {vi,va,...,vo} C R™. Each embedding v; € V serves as the attribute
representation of the corresponding node v; € V. The formal definition is given as follows:

V= {’Ui

KNN-based graph construction

In GNNs, the homophily assumption refers to the principle that similar nodes are more likely to be connected.
This assumption is pivotal for the effective application of GNNs in CCFD. To construct a graph structure that
complies with this assumption, it is essential to ensure that the edges in the graph accurately reflect semantic
similarity among nodes in the embedding space. The KNN method offers a natural and efficient solution, as it
locally selects the most representative neighbors based on similarity in the latent space, thereby reinforcing the
homophilic structure of the graph.

Upon completion of the autoencoder training phase, the encoder generates low-dimensional latent
representations {v; };; for all n samples, where v; € R™ denotes the m-dimensional embedding of the i-th
sample. These embeddings are subsequently utilized for similarity-based neighborhood analysis in the latent
space.

To enforce the homophily property in the constructed graph, we adopt cosine similarity as the primary
similarity measure, defined as

Vi = f¢(xi)7 Ti € Dbal} cR™ (27)

Vi &> Vi, Vi GVCRm} (28)

) N———
SiMeos (Vi, vj) = m (29)
where v; - v; denotes the inner product between v; and v;, and || - ||2 represents the Euclidean norm. For

computational convenience, cosine similarity is transformed into a distance metric, which is formally defined as

disteos(vi, vj) = 1 — simeos(vi, vj) (30)

yielding a symmetric distance matrix D = [D;] € R™*", where each entry is given by

Dz‘j :diStcos(Vi,Vj), Vi,j € {1,...771}. (31)

Based on the distance matrix D, the k nearest neighbors of node v;, denoted by A% (vi), are defined as the
set of kxn distinct nodes (excluding v; itself) that have the smallest distances to v;. Formally, this is given by:

Scientific Reports |

(2025) 15:43005 | https://doi.org/10.1038/s41598-025-27010-z nature portfolio


http://www.nature.com/scientificreports

www.nature.com/scientificreports/

Nonen (Vi) = {Uj € V\{v} | j € argsort, (DZ,L)} (32)

where D;, _; denotes the i-th row of the distance matrix D with the i-th entry (the self-distance) excluded, and
argsort, . (-) returns the indices of the knn smallest values.

The undirected edge set E is then defined according to a symmetric connectivity rule: an edge (v;,v;)
is established if and only if v; € Ay (vs) or v; € Ay (vi). This ensures bidirectional neighborhood
consistency and enhances graph connectivity.

Finally, the graph is represented as

G=(V,E),
V ={v1,...,un}, (33)
E= {(%Uj) Vi € Ny (v5) 01 v; € J‘/lcNN(Uz')}

where V denotes the set of node, and each node v; is associated with an encoder-derived embedding v; € R™.
We define the feature matrix V € R™*™ such that the i-th row corresponds to the embedding of node v;.
The pseudo-code of the MOLS-GC is presented in Algorithm 2. As illustrated in Algorithm 2, the proposed
method first defines an autoencoder architecture comprising two components: an encoder and a decoder. The
balanced transaction dataset Dy is employed to train the autoencoder, with the objective function specified in
Eq. (26). During training, the network parameters are iteratively optimized until convergence. Upon completion,
the trained encoder is adopted as the latent mapping function to project the transaction dataset into a low-
dimensional latent space, yielding the embedded dataset V. Subsequently, the pairwise distances among the
embedded transaction samples in the low-dimensional space are computed to derive a distance matrix. On
the basis of this matrix, a KNN-based graph construction procedure is employed, wherein each embedded
transaction sample in V is treated as a graph node. Edges are then established between nodes exhibiting high
mutual similarity, resulting in a graph G = (V, E) whose structural properties inherently conform to the

homophily assumption.

— = = =

Input: Balanced transaction dataset Dy, = {x;}? |, x; € R?; number of samples n; original dimension d; latent dimension
m; autoencoder architecture .7 = ( fo ‘R R™, gy :R" — R4 ); maximum number of iterations 7'; convergence threshold

€; objective function .Z (equation (26)).

Output: Balanced graph-structured credit card transaction dataset G = (V,E).
: Latent space optimization via metric learning:
: Define encoder f; and decoder gy, composing 7;
: Initialize parameters (¢, ) and optimizer;

for 7 =1to T or until | £ — (-] < £ do

Update (¢, w) by minimizing equation (26) on Dy, via backpropagation;
: end for

: Obtain trained parameter(¢*, y*);
: for each x; € Dy, do

Compute the latent representation v; < f+ (x;);

: end for

: Collect the embedding set V < {v; T

: Obtain the node set V using equation (28);

: KNN graph construction:

: Initialize edge set E < 0;

: Calculate distance matrix D using equation (30);
: for eachv; € V do

Obtain A%, (vi) using equation (32);

: end for
: for eachv; € V do

for each v; € Ap (vi) do
ifv, € e/%(NN (Vj) orv; c J%{NN (V,‘) then
E<+ EU {(V,’,Vj)};
end if
end for

: end for
: Construct G = (V, E) using equation (33);
: return G = (V,E).
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Algorithm 2. MOLS-GC.

AdaAdvSAGE

In spectral-based GCNs*!, the entire adjacency matrix and Laplacian matrix need to be stored during training,
which leads to substantial memory overhead. Considering the massive volume of credit card transaction data
in real-world applications, spectral-based GCN algorithms become impractical. In contrast, the spatial-based
GraphSAGE? defines convolution operations directly on the neighborhood space of nodes, thereby enabling
mini-batch training and alleviating memory limitations caused by large-scale training data. However, its static
feature aggregation mechanism fails to adequately capture the relative importance of features across different
transaction instances, reducing the robustness of the model and simultaneously constraining detection
performance.

To address this issue, inspired by the GraphSAGE?’, we propose AdaAdvSAGE, a GraphSAGE-based model
that incorporates an adaptive feature selection module and an adversarial training mechanism, while introducing
inter-layer residual connections to alleviate over-smoothing and gradient vanishing, thereby enabling robust
node representation learning. As illustrated in Fig. 4, the graph-structured transaction data is first processed by
an adaptive feature selection module, wherein a feature selector, implemented as a feedforward neural network,
adaptively adjusts the feature selection weights. This adaptive feature selection mechanism enables the model to
selectively amplify discriminative features while attenuating noisy or redundant information, thereby enhancing
its capacity to detect subtle and context-specific patterns indicative of fraudulent behavior.

Subsequently, after neighbor sampling, during the message-passing and aggregation phases, each node
receives information from its neighbor nodes and integrates these neighbor features with its own representation
through an aggregation function to update the node embedding. Meanwhile, we incorporate an adversarial
training mechanism that constructs adversarial perturbations in the latent space by following the gradient of the
classification loss with respect to the node features. These perturbations are used to generate adversarial samples,
guiding the model to learn more robust representations in directions where it is most vulnerable.

Furthermore, to mitigate the problem of over-smoothing in deep graph aggregation layers, we implement
inter-layer residual connections between consecutive aggregation layers, wherein the output of the current layer
is combined in a weighted manner with the embedding from the preceding layer, ensuring effective information
propagation and preservation of discriminative features throughout the network.

Overall, the proposed AdaAdvSAGE constitutes a unified GNN model tailored specifically for CCFD on
transaction graphs that conform to the homophily assumption. It ensures both discriminative power and
robustness while maintaining stable information flow across network depths. In the following sections, we
provide a detailed analysis of each component in sequence.

Latent-space adversarial perturbation generation

Message passing and -
. J Calculate the gradient of the
Adag)etllevceﬁfg:ture aggregation loss with respect to the
weighted features
+e A%gregated
information
]
=
2 Predict Results
=
Graph-structured credit o
card transaction data e ?
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= ( embedding representation
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Figure 4. Process of AdaAdvSAGE.
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Adaptive feature selection

In real-world CCFD, fraudulent transactions often resemble legitimate ones, particularly near decision
boundaries, challenging graph-based models. Conventional GNNs fail to fully capture the relative importance
of features in different transaction samples, diluting the discriminative signal and amplifying noise.

To address this limitation, we propose an adaptive feature selection module, which dynamically evaluates
and assigns importance to each feature dimension based on the node’s local context. This allows the model to
adaptively emphasize discriminative features while effectively filtering out task-irrelevant noise.

We consider a graph G = (V, E), where V and E denote the node and edge sets, respectively. For a given
node v; € V, its feature vector is denoted by v; € R™, where m is the dimensionality of the latent space. To
enable adaptive feature selection, we introduce a learnable selector that computes feature-wise importance
weights w; € [0, 1]™ based on v;, using a two-layer feedforward neural network. Specifically, the computation
of w; is defined by:

w; = a(Wa (W1 v; +b1) + b2) (34)

where Wi € R"*™ and Wa € R™*" are the learnable weight matrices of the two linear transformations,
b1 € R" and by € R™ are the bias terms, § () denotes a non-linear activation function (LeakyReLU in our
implementation), and o (-) is an element-wise sigmoid function constraining the output to [0, 1].

The final feature representation ¥; is computed by performing an element-wise product between the original
feature vector v; and the corresponding learned weights w;, as follows:

Vi =v; O w; (35)

where ® means multiplying two vectors element by element (each position multiplied separately). In this way,
V; is obtained as the weighted version of the feature vector of node v;.

By adaptively highlighting informative, task-relevant dimensions of v; while suppressing noisy or redundant
ones before neighborhood aggregation, the proposed adaptive feature selection module enhances the model’s
ability to capture subtle fraudulent patterns in local graph structures and improves the effectiveness of subsequent
graph convolutions.

Latent-space adversarial perturbation generation

Considering the presence of subtle and deceptive variations in transaction features, we adopt an adversarial
training strategy to improve the robustness of proposed AdaAdvSAGE model. In CCFD, fraudulent transactions
often closely resemble legitimate ones, making it difficult for the model to distinguish between them, especially
near decision boundaries. Although GNNs are effective at capturing relational structures, they are vulnerable to
small perturbations in latent node features. By generating adversarial samples through latent-space perturbations
guided by the gradient of the classification loss, the model is encouraged to learn more discriminative and robust
representations. The following describes how such adversarial perturbations are constructed and incorporated
into the training process.

For a target node v; € V' with weighted feature vector ¥; € R™ (as obtained in Eq. (35)), we define the
training loss -#BcE using the binary cross-entropy (BCE) function, which is suitable for binary classification
tasks. Given the ground truth label y € 0, 1 and the predicted probability § € [0, 1], the BCE loss is formulated
as

Lce = — [ylog(y) + (1 —y) log(1 — 9)] (36)

To construct adversarial perturbations, we compute the gradient of .ZBcE with respect to the weighted feature
vector, denoted as V¥; ZBce € R™. These gradients guide the injection of adversarial perturbations into node
features, thereby enhancing the model’s resilience to malicious or noisy variations in the latent space.

The adversarial perturbation is generated following the fast gradient sign method (FGSM):

1: = € - sign(Vs, LBer) (37)

where € > 0 is a hyperparameter controlling the perturbation magnitude, and sign(-) is applied element-wise.
The perturbed feature vector is then given by

P =3, + i (38)
During training, both ¥; and ¥24" are fed into the subsequent message-passing and aggregation layers. This
adversarial training strategy compels the model to learn under the most loss-sensitive conditions, thereby

improving its resilience to adversarial perturbations and enhancing its capacity to detect anomalous or fraudulent
patterns.

Inter-layer residual connections

Considering that GraphSAGE tends to suffer from over-smoothing in deep aggregation layers, we draw
inspiration from ResNet*? and introduce inter-layer residual connections between successive aggregation layers
to mitigate the risk of losing discriminative information during multi-layer message propagation.
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Let v; € V denote the i-th node in the graph, whose initial representation is defined as h0 = 7;, where
z; € {¥:, ¥29V} denotes either the weighted input feature or its adversarial counterpart, as specified in Egs. (35)
and (38), respectively.

Ateachlayer k =1, ..., K, AdaAdvSAGE updates node representations by aggregating messages from each
node and its neighbors using the standard GraphSAGE operator (Eq. 2), identical to GraphSAGE. Leth; € R%

denote the pre-residual output of the k-th message aggregation layer, where dj is the dimensionality of the
node representations at layer k. This output is computed from the previous-layer representation and the local
neighborhood of node ;. It can be represented as:

hy = o (W*- Age® ({h57" :u € My (00)} U {(ET'Y)) (39)

where 4y (v;) denotes the set of neighbors of node v;, Agg”(-) denotes the mean aggregation function, W*
is a trainable weight matrix at layer k, and o represents the ReLU activation function.

The post-residual representation is then obtained via a convex combination of the aggregated output and the
residual connection:

hf = (1—~)h; + b (40)

where v € [0,1] controls the strength of the residual connection. The parameter ~y is treated as a tunable
hyperparameter selected via validation.

When the input and output dimensions differ, i.e., dx # dr—1, a linear projection is applied to align the
dimensions before residual fusion:

hY = (1—~)h; +yP®ERE PH) ¢ Rrxdko (41)

This residual connection preserves discriminative information from lower layers and stabilizes gradient flow,
thereby alleviating over-smoothing while maintaining effective cross-layer information propagation.

Adbversarial training and inference
The proposed AdaAdvSAGE, a GraphSAGE-based GNN, integrates adaptive feature selection, adversarial
perturbations, neighborhood aggregation, and inter-layer residual connections into a unified architecture. This
design yields robust node representations and captures relational patterns in transaction graphs. To further
illustrate how these components interact within the model, we provide a step-by-step description of its workflow.
We next detail the forward pass, training objective, and inference.
For each node v; € V, we first obtain its weighted transaction feature vector ¥; using Eq. (35). The

corresponding adversarial version ¥24V is generated according to Eq. (38). Both representations are passed
through a K-layer GNN composed of message aggregation and inter-layer residual connections, as described in
Egs. (40) and (41).

We process the data through the described GNN and obtain the final representation of each node, which
subsequently serves as the basis for the classification task. Let hX denote the final hidden representation of
node v; at the K-th layer. For classification, we apply two fully connected layers: the first one transforms the
representation into a hidden space with a non-linear activation, while the second applies a sigmoid activation to
produce the final predicted probability. Formally, the predicted probability for node v; is computed as follows:

9i =0 (W3¢ (Wihi +b1) +b2) (42)

where §J; denotes the predicted probability that node v; belongs to the fraudulent transaction class, W1 € RY *dx
and b; € R? are the weights and bias of the first layer, ¢(-) denotes a non-linear activation function such as
ReLU, W2 € R? and b> € R are the parameters of the second (output) layer, and o (-) is the s1gm01d function
that maps the output to [0, 1], the variable d denotes the dimension of the node representation hi* at the K-th
GNN layer, while d’ refers to the dimensionality of the intermediate hidden space used for class1ﬁcation. Note
that dx is typically determined by the GNN architecture, whereas d’ is a tunable hyperparameter.

To enhance robustness, we adopt an adversarial training strategy, in which small perturbations are applied
to each sample along the gradient direction of the loss function with respect to the input, thereby generating
adversarial samples. The model is then optimized by minimizing the joint loss over clean and adversarial samples.
This strategy improves the stability of the model against input perturbations while preserving accuracy on clean
data, encouraging the reliance on more task-relevant and robust features. Specifically, we train the model on
both clean and adversarial samples using the average BCE loss:

Liotal = 2|V| Z fBCE(yz,yz)+ofBCE( ,yz)] (43)

v; €V

where ; and 974" denote the predicted probability based on clean and adversarial inputs respectively, and
yi € {0, 1} is the true label.

After training, during inference, we discard the adversarial branch and compute the node representation on
the clean input. Specifically, we first obtain hi, the final hidden representation of node v; at the K-th layer. We
then use the same classifier as in Eq. (42) to compute the predicted probability for fraud detection:
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Pred; = U(WQT ¢(W1 h¥ + b1) + bz) (44)

The output Pred; € [0, 1] quantifies the probability that transaction v; is fraudulent. To obtain the final
classification result, a decision threshold 7 is applied: if Pred; > 7, the transaction is classified as fraudulent;
otherwise, it is classified as legitimate. In practice, 7 can be set to 0.5. This completes the fraud detection pipeline
from adaptive feature selection to robust prediction.

The training and inference procedure for the AdaAdvSAGE model is summarized in Algorithm 3. The model
comprises an adaptive feature-selection module, a GraphSAGE backbone with mean-pooling aggregation and
inter-layer residual connections, an adversarial training mechanism, and a two-layer classifier. During each
forward pass, the feature-selection module assigns feature-wise weights to each node to produce weighted node
representations, which are then fed into a K-layer GraphSAGE to capture multi-hop neighborhood information.
To improve robustness during training, adversarial samples are generated by perturbing the weighted features
in the direction of the loss gradient; both clean and adversarial inputs are used jointly to optimize the network.
Inter-layer residual connections between successive aggregation layers mitigate over-smoothing and help
preserve discriminative signals across depths. Finally, a two-layer neural classifier operates on the resulting
embeddings to output fraud-probability predictions.

Input: Balanced graph structure credit card transaction dataset G = (V,E) with node features {v; € R} l‘jl; label set

e {0, 1.

Qutput: Prediction results of fraud probability of credit card transactions Pred.

. end for

: Adaptive feature selection:

. for each node v; € V do

Compute feature selection weights w; using equation (34);
Compute weighted feature vector V; using equation (35);

. Collect weighted feature sets V < {V,'}l‘.‘jl;
: Adversarial perturbation generation:

: for each node v; € V do

Initialize 4 + ¥;;

10: Compute prediction y; via forward propagation of the GNN using equation (42) (see Algorithm 3, line 16-24);

—_
—_

Compute gradient Vi, ZBcE;

12: Generate perturbation 7); using equation (37);
13: Generate adversarial input V?d" using equation (38);
14: end for

15: Collect weighted feature sets V34V ¢ {v,?dV}ﬂ;
16: GNN Forward propagation with inter-layer residual connections:
17: for each input variant z; € {¥;, ¥4} do

18:  Initialize A¥ < z;

19: for k=1to K do

20: Compute the pre-residual aggregated representation ftf‘ using equation (39);
21: Compute the post-residual representation hik using equation (40);

22: end for

23: Compute predicted probability y; using equation (42);

24: end for

25: Loss calculation and optimization:

26: Compute total 10oss Zoa using equation (43);

27: Update all parameters via backpropagation on Za;

28: Credit card fraud detection:

29: for each node v; € V do

30: Perform adaptive feature selection on v; using equation (35) to obtain V;;

31 Perform forward propagation using clean input only to get final embedding 4K
32: Compute predicted probability Pred; using equation (44);

33: end for
34: return Pred.

Algorithm 3. AdaAdvSAGE.
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Experiment

In this section, we evaluate the performance of the proposed HMOA-GNN framework using three widely
recognized benchmark datasets in the domain of CCFD: the European Cardholders Transaction dataset®, the
IEEE-CIS Fraud Detection dataset**, and the Simulated Credit Card Transactions dataset*.

In this section, we first describe the experimental setup, including the hardware and software environments,
as well as the procedures adopted in our experiments. Subsequently, ablation studies are conducted on the three
core modules of the proposed HMOA-GNN framework (DEHS, MOLS-GC, and AdaAdvSAGE) to evaluate their
respective contributions to the overall performance. Then, to examine the effectiveness of the proposed DEHS
method in mitigating class imbalance, we compare it against four representative data balancing techniques:
random undersampling, Synthetic Minority Oversampling Technique (SMOTE)'2, Histogram SMOTE
(H-SMOTE)*6, and K-means-based undersampling?. The performance of the HMOA-GNN framework, when
combined with each of these sampling strategies, is then evaluated on the fraud detection task.

Afterward, to further verify the effectiveness of the proposed HMOA-GNN framework in CCFD tasks, we
conducted a comparative analysis with several representative models in this domain. The experimental results
demonstrate that our method achieves superior overall performance compared with the existing approaches for
CCEFD.

Datasets

1. European Cardholders Transaction dataset: This Kaggle dataset** comprises 284,807 credit card transactions
from european cardholders over two days in September 2013, of which only 492 (0.17%) are fraudulent. The
severe class imbalance biases models toward legitimate transactions, reducing fraud detection accuracy. The
dataset contains no missing values, obviating the need for imputation or feature filtering.

2. IEEE-CIS Fraud Detection dataset: Provided by Vesta*!, this dataset includes real e-commerce transactions
from September-December 2017. It consists of a transaction table (590,540 entries, 41 features) and an iden-
tity table (394 features), yielding 435 features after merging.

3. Simulated Credit Card Transactions dataset: This dataset’> comprises credit card transactions simulated be-
tween January 1, 2019, and December 31, 2020, including both legitimate and fraudulent activities. It covers
1,000 customers making transactions with 800 merchants. The dataset was generated using the Sparkov Data
Generation tool created by Brandon Harris, and all simulation files were merged and converted into a stand-
ardized format.

Performance evaluation metrics

In the field of fraud detection, several evaluation metrics are commonly adopted to address the challenges posed

by imbalanced datasets. In this study, we primarily employ Recall, F1-score, and AUC as performance metrics.
The AUC (Area Under the ROC Curve) is computed by plotting the trade-off between the True Positive Rate

(TPR) and False Positive Rate (FPR) under varying classification thresholds. TPR and FPR are defined as follows:

TP
TPR= ——— 45
R TP+ FN (45)
FP
PPR= TN (16)

where TP denotes true positives, FN false negatives, FP false positives, and TN true negatives.Accuracy measures
the proportion of correctly classified samples in the total dataset

accuracy = ITP+1N (47)

TP+TN+ FP+ FN

Precision quantifies the percentage of predicted fraudulent transactions that are indeed fraudulent

TP

—_— 4
TP+ FP (48)

precision =

Recall is defined as the proportion of actual fraudulent transactions that are correctly identified by the model.
In general, the cost of failing to detect fraudulent transactions is higher than the cost of incorrectly classifying
legitimate transactions as fraudulent. Therefore, in fraud detection scenarios, a higher recall is often preferred
over precision. The mathematical definition of recall is given as follows:

T
recall = sensitivity = -5 (49)
The F1-score is the harmonic mean of Precision and Recall

Fl— 2 x precision * recall

— 50
precision + recall (50)

where F1-score balances both the Precision and Recall, making it a robust evaluation metric that helps avoid
extreme bias toward one metric over the other.
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Experimental setup

Experimental environment

All experiments were conducted on a high-performance computing workstation to ensure reproducibility and
reliability of the results. The software environment consisted of Python 3.9.13 as the primary programming
language, with deep learning models implemented using PyTorch 2.1.1 and accelerated by CUDA 12.1. The
hardware configuration included an Intel Core 19-14900HX processor, a single NVIDIA GeForce RTX 4060
graphics processing unit with 8 GB of memory, and a total of 64 GB of system RAM, providing sufficient
computational resources to support efficient training and evaluation of the proposed models.

Preprocessing

We propose the DEHS method to generate synthetic fraudulent transaction samples. The legitimate and
fraudulent transactions in the dataset are separated, after which a center selection and boundary refinement
strategy is applied to eliminate noise and redundant data from the legitimate transactions. The number of
synthetic samples to be generated, along with the density of each minority-class sample, is then computed to
obtain the corresponding density weight for each sample. Guided by the density weights, minority-class sample
points are strategically selected for synthetic sample generation. Each synthetic sample is created along the line
segment connecting the selected sample and its nearest neighbor. Subsequently, the density of each generated
sample is evaluated to determine whether it constitutes noise. Noisy samples are discarded, whereas valid
samples are retained. This selection-generation cycle is repeated until the desired number of synthetic samples
is produced, yielding a balanced dataset.

Data graphization

We employ the MOLS-GC method to convert the non-graph-structured credit card transaction data into graph
data. Using the portion of the balanced dataset processed by the DEHS method, we train an autoencoder to
obtain a latent mapper. The credit card transaction data employed for training and detection are then passed
through the latent mapper to obtain their latent representations in the new latent space. Each transactions
similarity to others in the latent space is computed, and edges are established to its nearest neighbors via the
KNN algorithm, forming graph-structured data suitable for GNN input.

Training AdaAdvSAGE model

The graph-structured credit card transaction data are first balanced by the DEHS method. They are then
transformed into graph format through the MOLS-GC process, which produces latent-space representations of
the transaction nodes. After these steps, the data are fed into the proposed AdaAdvSAGE model.

During training, each transaction node undergoes adaptive feature selection. In this step, feature-wise
weights are learned to highlight discriminative dimensions while suppressing noisy or redundant information.
Next, adversarial perturbations are generated in the latent space by following the gradient of the classification
loss with respect to node features. Both clean and adversarial samples are used together to optimize the model.
This strategy improves the robustness of the learned representations. Node embeddings are further updated
through GraphSAGE-based neighborhood aggregation with inter-layer residual connections. These connections
mitigate over-smoothing and help preserve discriminative signals across layers. Through this process, we obtain
the well-trained AdaAdvSAGE model for CCFD.

Method Hyperparameters and values

Isolation Forest contamination: 0.005

Isolation Forest random state: 42
DEHS

Number of neighbors k = 5

Noise filtering neighbor threshold 01,5 = 3

Encoder hidden layers: [64, 32, 16, 8]
Decoder hidden layers: [8, 16, 32, 64]

Activation function: LeakyReLU

Dropout rate: 0.2

MOLS-GC Triplet loss margin: 1.0

Relative weights of loss terms: Arec = A¢ri = 0.5

Same-label samples per triplet: 3

Different-label samples per triplet: 3

k = 32 (for k-NN graph construction)

Adversarial perturbation strength e = 0.01

Residual connection weight v = 0.5

AdaAdvSAGE | Feature selector hidden dimension dv,1 = 64

Number of SAGE layers: 2

Sage layer dropout: 0.5

Table 1. Hyperparameter settings of the HMOA-GNN framework.
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Fraud detection

After training, the graph-structured credit card transaction data are fed into the trained AdaAdvSAGE model.
Each transaction node is first processed by the adaptive feature selection module, and its representation is
subsequently propagated through the aggregation layers with residual connections, where the node embeddings
are progressively refined. Finally, a two-layer classifier, implemented as a standard multi-layer perceptron, maps
the embeddings to fraud probability scores. Transactions are then classified as fraudulent or legitimate according
to a decision threshold. This inference procedure ensures clarity, reproducibility, and fairness in comparison.

Hyperparameter setting
During the experimental process, we tuned the hyperparameters and evaluated the resulting models until the
optimal set of hyperparameters was identified. The best values of the hyperparameters are presented in Table 1.

Practical considerations and potential deployment

In terms of practical deployment within financial transaction platforms, the HMOA-GNN framework can be
encapsulated as a scalable microservice, interfacing with existing business systems through RESTful APIs or
gRPC. Prior to entering the detection model, transaction data undergoes preprocessing and graph construction
within a distributed data pipeline (e.g., message queues and stream processing frameworks), ensuring stable
integration with large-scale and high-velocity transaction streams. Leveraging the inductive learning capability
and scalability of the AdaAdvSAGE model, the processed transaction data can be directed to the deployed
model for either real-time or batch detection. In real-time mode, the model generates representations by jointly
considering transaction features and the neighborhood information within the transaction graph, thereby
enabling rapid risk assessment. In batch mode, the framework supports periodic large-scale analyses, which
complement real-time detection by providing comprehensive risk monitoring. Furthermore, the system design
allows integration with existing rule-based engines or risk-control platforms through modular connectors,
enabling hybrid decision support. The architecture also supports horizontal scalability, ensuring robustness
against peak transaction volumes and adaptability to the heterogeneous technical infrastructures of different
financial institutions.

Ablation experiment
In our ablation studies, we define the baseline as a simplified variant of the HMOA-GNN framework in which all
proposed optimization modules, including DEHS, MOLS-GC, and AdaAdvSAGE, are excluded.

Specifically, the baseline does not employ any mechanism to address the inherent class imbalance in the
credit card transaction datasets. For graph construction, it adopts a random neighbor connection strategy, where
each transaction record is linked to a set of randomly selected counterparts and treated as neighbors. On this
graph, the baseline retains only the fundamental GraphSAGE-style message passing and aggregation operations,
without incorporating any of the proposed enhancements. This design yields a minimal yet consistent setting,
thereby ensuring that observed performance gains can be attributed solely to the integration of DEHS, MOLS-
GC, or AdaAdvSAGE modules.

By contrasting the baseline with the module-augmented variants, we are able to quantify the distinct
contributions of each component to the overall performance improvement.

Ablation experiment of DEHS module

To validate the effectiveness of the DEHS module, we sampled subsets from each of the three datasets using
a fixed random seed (set to 42) to ensure reproducibility. We first examined the performance gains achieved
by incorporating the DEHS module into baseline methods, thereby assessing its standalone contribution.
Furthermore, we evaluated the overall performance of the HMOA-GNN framework both with and without the
DEHS module, in order to quantify its impact on the framework as a whole.

Evaluation Metrics
Dataset | Algorithm Accuracy | Precision | Recall Fl-score | AUC
Baseline 0.9745 0.0000 0.0000 0.0000 0.5000
Baseline w/ DEHS 0.9745(-) | 0.0000(-) | 0.0000(-) | 0.0000(-) | 0.5000(-)
Furopean HMOA-GNN 0.9965 0.9400 0.9216 0.9307 0.9975
HMOA-GNN w/o DEHS | 0.9920()) | 1.0000(1) | 0.6863() | 0.8140({.) | 0.9323({.)
Baseline 0.9815 0.8718 0.5152 0.6476 0.9099
Baseline w/ DEHS 0.9470({) | 0.3684({) | 0.8485(1) | 0.5138({) | 0.9582(*1)
[EBE-CIS HMOA-GNN 0.9805 0.6627 0.8333 0.7383 0.9445
HMOA-GNN w/o DEHS | 0.9825(1) | 0.8298(1) | 0.5909({) | 0.6903(].) | 0.8995({)
Baseline 0.9685 0.0000 0.0000 0.0000 0.9386
Baseline w/ DEHS 0.9545()) | 0.3474(1) | 0.5323(1) | 0.4204(1) | 0.9095(])
Simulated
HMOA-GNN 0.9815 0.7049 0.6935 0.6992 0.9177
HMOA-GNN w/o DEHS | 0.9765({) | 0.8261(1) | 0.3065().) | 0.4471({) | 0.8557({)

Table 2. Ablation results of DEHS module.
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Table 2 presents the ablation results on three benchmark datasets. Overall, the DEHS module demonstrates
significant advantages in handling scenarios with extreme class imbalance, particularly on the IEEE-CIS and
Simulated datasets. For the Baseline model, the minority class is almost entirely unrecognized without DEHS
(e.g., both Recall and F1-score are 0 on the European and Simulated datasets). After incorporating DEHS, Recall
improves to 0.8485 on IEEE-CIS and 0.5323 on Simulated, while F1-score increases from 0 to 0.5138 and 0.4204,
respectively. These results indicate that DEHS effectively alleviates the detrimental impact of severe imbalance
on detection performance, even though it may slightly reduce accuracy and precision under the Baseline model.
Furthermore, within the HMOA-GNN framework, removing DEHS leads to a substantial decline in Recall and
Fl-score (e.g., Recall drops from 0.8333 to 0.6061 on IEEE-CIS, and from 0.6935 to 0.3065 on Simulated),
further confirming the importance of DEHS in constructing a more balanced and informative training set.

In contrast, on the European dataset, the results of Baseline and Baseline w/ DEHS remain identical, with
AUC consistently fixed at 0.5 and all minority-class metrics equal to 0. This phenomenon can be attributed to
the extremely sparse and indistinct distribution of minority classes in this dataset. Under such circumstances,
merely generating additional minority samples through DEHS is insufficient for building an effective decision
boundary when relying solely on a simple baseline model. Nevertheless, when combined with the HMOA-GNN
framework, the contribution of DEHS becomes evident: Recall increases from 0.6863 to 0.9216, and F1-score
rises from 0.8140 to 0.9307, despite a slight decrease in precision (from 1.0000 to 0.9400). This demonstrates that
the quality enhancement of samples provided by DEHS can be fully exploited under a framework equipped with
structural modeling and adaptive feature learning capabilities.

In summary, the DEHS module proves to be a pivotal component in alleviating class imbalance and
substantially enhancing the model’s capability to detect minority classes, with its efficacy consistently validated
across multiple benchmark datasets. The absence of improvement on the European dataset under the baseline
model further underscores that data balancing in isolation is inadequate for addressing the challenges of minority
class detection. Instead, its full potential can only be realized when integrated with structural modeling strategies
that enable more discriminative representation learning.

Ablation experiment of MOLS-GC module

To validate the effectiveness of the MOLS-GC module, we sampled subsets from three datasets using a fixed
random seed (set to 42) to ensure reproducibility. We then examined the performance improvements of baseline
methods after integrating the MOLS-GC module and further assessed the standalone effectiveness of the module
itself. In addition, we compared the overall performance of the HMOA-GNN framework with and without the
incorporation of the MOLS-GC module, thereby evaluating its impact on the framework as a whole.

As summarized in Table 3, on the European dataset, the improvement brought by MOLS-GC is particularly
significant. While the Baseline model exhibits trivial detection capability (AUC = 0.5000) due to its inability
to capture fraudulent behavior under severe class imbalance, the inclusion of MOLS-GC dramatically elevates
the AUC to 0.9136, even though the remaining metrics remain unchanged. This remarkable gain indicates that
MOLS-GC enables the model to learn meaningful latent relational structures, even in the absence of strong
label-driven supervision. The substantial increase in AUC suggests that the similarity graph constructed in the
optimized latent space better captures potential homophilic and semantic relationships among transactions,
thereby aligning with the homophily assumption fundamental to graph learning. Furthermore, when MOLS-
GC is incorporated into the complete HMOA-GNN framework, the AUC further improves to 0.9975, whereas
its removal causes a drastic drop to 0.5000. Such a pronounced contrast underscores the indispensable role
of MOLS-GC in maintaining structural coherence and ensuring representational integrity throughout the
framework.

In summary, the integration of MOLS-GC also leads to improvements in recall and Fl-score under the
Baseline w/ MOLS-GC configuration, demonstrating that latent-space graph construction enables the model
to capture a broader range of fraudulent transactions. Although slight decreases are observed in precision and

Evaluation Metrics
Dataset | Algorithm Accuracy | Precision | Recall Fl-score | AUC
Baseline 0.9745 0.0000 0.0000 0.0000 0.5000
Baseline w/ MOLS-GC 0.9745(=) | 0.0000(=) | 0.0000(-) | 0.0000(-) | M913T)
European
HMOA-GNN 0.9965 0.9400 0.9216 0.9307 0.9975
HMOA-GNN w/o MOLS-GC | 0.0255({) | 0.0255({) | 1.0000(1) | 0.0497({) | Q5000())
Baseline 0.9815 0.8718 0.5152 0.6476 0.9099
Baseline w/ MOLS-GC 0.9820(1) | 0.8409({) | 0.5606(1) | 0.6727(1) | 08543()
IEEE-CIS
HMOA-GNN 0.9805 0.6627 0.8333 0.7383 0.9445
HMOA-GNN w/o MOLS-GC | 0.9745({) | 0.5641({) | 1.0000(1) | 0.7213({) | 0%971¢1)
Baseline 0.9685 0.0000 0.0000 0.0000 0.9386
Baseline w/ MOLS-GC 0.9690(1) | 0.0000(—) | 0.0000(-) | 0.0000(-) | 08831(})
Simulated
HMOA-GNN 0.9815 0.7049 0.6935 0.6992 0.9177
HMOA-GNN w/o MOLS-GC | 0.9795({,) | 0.7143(T) | 0.5645(]) | 0.6306({) | 0924(1)

Table 3. Ablation results of MOLS-GC module.
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AUCG, this trade-off indicates the formation of a more balanced decision boundary that emphasizes detection
sensitivity, which is particularly advantageous in practical financial risk detection scenarios. Within the complete
framework, HMOA-GNN equipped with MOLS-GC achieves an optimal balance between recall (0.8333) and
AUC (0.9445), confirming that MOLS-GC enhances model generalization and adaptability across heterogeneous
transaction distributions.

In the Simulated dataset, MOLS-GC slightly improves accuracy while maintaining comparable AUC levels.
This consistency indicates that MOLS-GC remains stable even when latent structures are less distinctive,
demonstrating both robustness and low sensitivity to distributional variations. When combined with the full
HMOA-GNN architecture, MOLS-GC further enhances the F1-score and overall discriminability.

Overall, across all datasets, the integration of MOLS-GC enhances the structural homogeneity of the
graph, leading to more coherent latent representations and better-organized topologies. These improvements
collectively strengthen the model’s capacity to cluster homogeneous samples and discriminate anomalous
transactions, thereby underscoring the pivotal role of MOLS-GC in achieving structurally optimized and
semantically consistent graph representations for effective fraud detection.

Building upon these observations, we further investigate how MOLS-GC drives such structural improvements.
In the context of tabular credit card transaction data, where no inherent graph structure exists, we propose
MOLS-GC to construct more meaningful adjacency relations that enhance homophily. To quantify the degree
of homophily in the generated graphs, we employ the Label Agreement Rate as the primary evaluation metric,
which measures the consistency of node labels within k-hop neighborhoods from 1-hop to 4-hop. In these
homophily-enhanced graph structures, higher-order neighborhoods more effectively preserve label consistency,
thereby providing richer and more reliable structural signals that can be leveraged by AdaAdvSAGE for robust
representation learning 3.

As illustrated in Fig. 5, our experimental findings substantiate this observation: as k increases, the graphs
constructed by MOLS-GC achieve higher Label Agreement Rates compared with those generated by random
edge connections. This demonstrates that our method induces stronger homophily patterns in higher-order
structures, offering a more solid foundation for downstream graph neural network learning.

Ablation experiment of AdaAdvSAGE module

To verify the effectiveness of the AdaAdvSAGE module, we sampled subsets from three benchmark datasets.
A fixed random seed (set to 42) was applied during the sampling process to ensure reproducibility. We first
examined the performance improvements of baseline methods after incorporating the AdaAdvSAGE module,
and further compared the overall performance of the HMOA-GNN framework with and without this module,
thereby evaluating both its standalone effectiveness and its contribution to the framework across the three
datasets.

As summarized in Table 4, on the European dataset, both baseline models fail to identify any fraudulent
transactions because of the extreme class imbalance, resulting in zero values for both Recall and F1-score.
When AdaAdvSAGE is integrated into the complete HMOA-GNN framework, the model attains near-perfect
detection capability, achieving an F1-score of 0.9307 and an AUC of 0.9975. In contrast, excluding AdaAdvSAGE
yields a marginally higher Precision of 1.0000 but leads to lower Recall and AUC scores of 0.8824 and 0.9507,
respectively. This outcome indicates that AdaAdvSAGE effectively maintains a balanced trade-off between
precision and recall by enhancing feature robustness and alleviating overfitting tendencies toward the majority
class.

For the IEEE-CIS dataset, the integration of the proposed AdaAdvSAGE module results in a clear and
consistent performance improvement across all evaluation metrics. Compared with the baseline, the Baseline
w/ AdaAdvSAGE variant achieves notable gains in Accuracy (+0.85%), Precision (+5.0%), Recall (+24.2%),
Fl1-score (+0.19), and AUC (+0.0481). These substantial improvements indicate that the synergistic effect of
adversarial training and adaptive feature selection effectively enhances the model’s generalization capability and
feature-level discriminability when dealing with complex, high-dimensional transactional data. In contrast,
removing AdaAdvSAGE from the complete HMOA-GNN framework causes a dramatic deterioration in
performance, underscoring the indispensable role of AdaAdvSAGE in stabilizing the learning process and
mitigating overfitting under severe class imbalance conditions.

For the Simulated dataset, the incorporation of AdaAdvSAGE significantly enhances the detection capability
of the baseline model, increasing the F1-score from 0.0000 to 0.6372. Within the HMOA-GNN framework,
AdaAdvSAGE contributes to a more balanced relationship between precision and recall, with the former
reaching 0.7049 compared to 0.7500 without the module, and the latter improving from 0.6774 to 0.6935.
This balance indicates that the module stabilizes performance across different evaluation dimensions. A slight
reduction in AUC, from 0.9177 to 0.8931, is observed after integration, which can be attributed to the adversarial
perturbation mechanism. This mechanism deliberately introduces controlled noise during training to enhance
model generalization rather than directly optimizing for AUC performance.

In summary, these ablation results substantiate that AdaAdvSAGE serves as a pivotal component in the
HMOA-GNN framework, enhancing its discriminative power, resilience, and robustness. Through adversarial
regularization and adaptive feature selection, AdaAdvSAGE enables the model to effectively resist noise and
imbalance while maintaining strong feature expressiveness. Although minor metric fluctuations are observed
in certain datasets, they reflect a deliberate trade-off between overfitting suppression and global generalization,
which ultimately contributes to more reliable fraud detection performance in real-world transactional
environments.

In addition to the quantitative evaluation presented above, we further conducted a qualitative analysis to
visually examine the influence of the adaptive feature selection mechanism within the AdaAdvSAGE module.
While the numerical results in Table 4 demonstrate its strong impact on enhancing the model’s stability and
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Figure 5. Enhancement of k-hop homophily before and after MOLS-GC across three datasets.

generalization ability, the underlying effect on feature representation can be more intuitively understood
through visualization. To this end, we employed t-SNE and UMAP to project the learned feature embeddings of
transactions before and after applying adaptive feature selection. These visual comparisons aim to reveal how the
proposed mechanism reshapes the latent space structure, enhances inter-class separability, and suppresses noise
or redundant dimensions that obscure fraudulent behavior patterns.

Figures 6 and 7 depict the distribution of transactions in the latent space before and after applying the
proposed adaptive feature selection method, visualized using t-SNE and UMAP. The results are presented on
three benchmark datasets: (a) European Cardholders Transaction dataset, (b) IEEE-CIS Fraud Detection dataset:,
and (c) Simulated Credit Card Transactions dataset. Prior to feature selection, the data points corresponding
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Evaluation Metrics

Dataset | Algorithm Accuracy | Precision | Recall Fl-score | AUC
Baseline 0.9745 0.0000 0.0000 0.0000 0.5000
Baseline w/ AdaAdvSAGE 0.9745(-) | 0.0000(=) | 0.0000(-) | 0.0000(-) |0.5000(-)

Furopean | A-GNN 09965 | 09400 | 09216 09307 | 09975
HMOA-GNN w/o AdaAdvSAGE | 0.9965(-) | 1.0000(1) | 0.8824(]) | 0.9278({) | 0.9507({)
Baseline 0.9815 0.8718 0.5152 0.6476 0.9099
Baseline w/ AdaAdvSAGE 0.9900(T) | 0.9259(1) | 0.7576(1) | 0.8333(1) | 0.9580(1)

IEBE-CIS HMOA-GNN 0.9805 0.6627 0.8333 0.7383 0.9445
HMOA-GNN w/o AdaAdvSAGE | 0.1450({,) | 0.0361({) | 1.0000(T) | 0.0696(]) | 0.5452({)
Baseline 0.9685 0.0000 0.0000 0.0000 0.9386

) Baseline w/ AdaAdvSAGE 0.9795(1) | 0.7059(71) | 0.5806(1) | 0.6372(1) | 0.9032(])

Simulated HMOA-GNN 0.9815 0.7049 0.6935 0.6992 0.9177
HMOA-GNN w/o AdaAdvSAGE | 0.9830(T) | 0.7500(1) | 0.6774()) | 0.7119(1) | 0.8931({)

Table 4. Ablation results of AdaAdvSAGE module.

to fraudulent (red) and legitimate (green) transactions exhibit considerable overlap, rendering the two classes
difficult to distinguish. After applying adaptive feature selection, the visualizations obtained through t-SNE
and UMAP reveal markedly improved separation, with fraudulent transactions forming more compact and
clearly distinguishable clusters. The consistent improvements observed across different visualization techniques
and datasets demonstrate that the proposed method effectively identifies feature relevance and enhances the
discriminative capacity of the latent representation, thereby substantiating its contribution to fraud detection.

Comparative experiment
Baseline methods

« DAE *: This study proposes a denoising autoencoder neural network (DAE) that integrates oversampling
with noise reduction, leveraging misclassification costs to enhance minority class classification accuracy in
imbalanced datasets.

o DevNet *%: This study introduces a neural deviation learning framework for anomaly detection that directly
optimizes anomaly scores using a few labeled anomalies and prior probability, achieving data-efficient train-
ing and superior anomaly scoring.

« GA-RF*!: This study proposes a machine learning-based CCFD framework that utilizes a genetic algorithm
for feature selection, integrated with an ensemble of diverse classifiers including Decision Tree, Random
Forest, Logistic Regression, Artificial Neural Network, and Naive Bayes. By combining evolutionary feature
optimization with multi-model learning, the framework enhances the robustness and adaptability of fraud
detection across varying data characteristics.

« SOBT?”: This study proposes a CCFD model that integrates a fraud feature-boosting mechanism with a spiral
oversampling balancing technique (SOBT), employing a compound grouping elimination strategy to reduce
feature redundancy and a multifactor synchronous embedding mechanism to enhance feature decision-mak-
ing, enhances the model’s capacity to represent and discriminate fraudulent patterns in imbalanced transac-
tion data.

« GTAN®%: This study proposes a gated temporal attention network (GTAN) for CCFD, constructing a temporal
transaction graph and leveraging a Gated Temporal Attention Network for representation learning and risk
propagation, enhances the model’s ability to capture complex patterns of fraudulent behavior under limited
supervision.

« TFD%: This study proposes a Transformer-based CCFD (TFD) model that applies data balancing and feature
refinement, leveraging self-attention to capture long-range dependencies in tabular transactions, achieving
superior detection performance over XGBoost and TabNet.

Comparative experiment of European Cardholders Transaction dataset

To investigate the impact of different sampling strategies on fraud detection performance, we sampled a subset of
the European Cardholders Transaction dataset, ensuring that the original class imbalance ratio was preserved. A
fixed random seed (set to 42) was used to guarantee reproducibility. Five sampling methods were then employed
to address the class imbalance problem: DEHS, random undersampling, SMOTE, H-SMOTE and K-means-
based undersampling. After sampling, we first applied our MOLS-GC method to construct graph structures
that conform to the homophily assumption. These constructed graphs were then used as input to train the
AdaAdvSAGE model on each processed dataset, thereby evaluating the impact of different sampling strategies
on the overall framework performance. The experimental results are summarized in Table 5.

Table 5 presents the experimental results of applying different sampling algorithms to the European Cardholders
Transaction dataset. Since fraud detection datasets are typically imbalanced, accuracy alone is insufficient to
measure the actual effectiveness of the algorithm. Therefore, we added metrics such as recall, F1-score, and AUC,
which are more suitable for imbalanced test data. The results demonstrate that after processing the training data
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Fig. 6. Transaction distribution before and after Adaptive Feature Selection with t-SNE visualization.

using the DEHS method, the model achieved the best performance in terms of accuracy, precision, F1-score,
and AUC, while maintaining competitive recall. Compared with random undersampling and K-means-based
undersampling methods, DEHS yielded substantial improvements across all metrics. Compared with SMOTE
and H-SMOTE, DEHS exhibited notably higher precision and F1-score, while achieving a recall comparable
to SMOTE and only slightly lower than H-SMOTE. Although H-SMOTE reached the highest recall, it suffered
from a noticeable drop in precision, indicating a higher false positive rate. In contrast, the model trained on
data processed with K-means-based undersampling performed poorly on nearly all metrics, particularly with
extremely low accuracy, precision, and F1-score, suggesting that the model classified an excessive number of
transactions as fraudulent, thereby generating a very high false positive rate.

As mentioned in the previous section, F1-score considers both false positive and false negative rates, achieving
a balance between the two. Therefore, using Fl-score as an evaluation metric can avoid extreme situations.
Figure 8 shows the F1-scores for different sampling methods in the European Cardholders Transaction dataset.
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Fig. 7. Transaction distribution before and after Adaptive Feature Selection with UMAP visualization.

Metrics | DEHS(Ours) | Random undersampling | SMOTE | H-SMOTE | K-means-based undersampling
Accuracy | 0.9965 0.9870 0.9950 0.9950 0.1810
Precision | 0.9400 0.6866 0.8868 0.8596 0.0274
Recall 0.9216 0.9020 0.9216 0.9608 0.9020
Fl1-score |0.9307 0.7797 0.9038 0.9074 0.0532
AUC 0.9975 0.9557 0.9777 0.9891 0.5014

Table 5. Performance comparison of DEHS and other sampling methods on European Cardholders

Transaction dataset. Bold values indicate the best performance.
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Fig. 8. Fl1-scores for different sampling methods on European Cardholders Transaction dataset.

Ref Algorithm Accuracy | Precision | Recall | F1-score | AUC

Zou et al.* DAE 0.8285 0.1075 0.7843 | 0.1891 | 0.8808
Pangetal®® | DevNet 0.9710 0.4706 0.8431 | 0.6010 | 0.9014
Ileberi et al>! | GA-RF 0.9995 0.9369 0.7647 | 0.8421 | 0.9544
Ni et al.” SOBT 0.9995 0.9153 0.8095 | 0.8592 | 0.9081
Xiangetal? | GTAN 0.9655 0.6427 0.6290 | 0.6355 | 0.8169
Changetal®® | TFD 0.9883 0.7033 0.8889 |0.7853 | 0.9452
Ours HMOA-GNN | 0.9965 0.9400 0.9216 | 0.9307 | 0.9975

Table 6. Performance comparison of HMOA-GNN and existing CCFD methods on European Cardholders
Transaction dataset. Bold values indicate the best performance.

From the figure, it is clearly evident that, based on the F1-score, our DEHS method significantly outperforms
random undersampling and K-means-based undersampling methods, and is slightly better than the SMOTE
and H-SMOTE sampling methods for the European Cardholders Transaction dataset.

As shown in Table 6, our proposed HMOA-GNN achieves a recall of 0.9216, which significantly outperforms
all compared baselines. The most competitive baseline in terms of recall is TFD%, achieving a score of 0.8889,
followed by DevNet>® with a recall of 0.8431. Compared to TFD, HMOA-GNN achieves an absolute improvement
of 0.0327 and a relative increase of approximately 3.7% in recall. Compared to DevNet, the absolute gain is
0.0785, corresponding to a relative improvement of 9.3%. This notable enhancement indicates that HMOA-
GNN is more effective in identifying fraudulent transactions, especially under imbalanced data conditions
where recall is critical. In addition to recall, HMOA-GNN also achieves the highest F1-score (0.9307) and AUC
(0.9975), further demonstrating its superiority in balancing precision and recall.

Comparative experiment of IEEE-CIS Fraud Detection dataset

To evaluate the effectiveness of various sampling strategies in CCFD, we sampled a subset of the IEEE-CIS
Fraud Detection dataset and applied standard preprocessing, ensuring that the original class imbalance ratio was
preserved. A fixed random seed (set to 42) was used to guarantee reproducibility. We then applied five sampling
techniques individually, namely DEHS, random undersampling, SMOTE, H-SMOTE and K-means-based
undersampling, to address the class imbalance issue. After sampling, we first applied our MOLS-GC method to
construct graph structures that conform to the homophily assumption. These constructed graphs were then used
as input to train the AdaAdvSAGE model on each processed dataset, thereby evaluating the impact of different
sampling strategies on the overall framework performance. The experimental results are summarized in Table 7.
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Metrics | DEHS(Ours) | Random undersampling | SMOTE | H-SMOTE | K-means-based undersampling
Accuracy | 0.9805 0.8900 0.9645 0.9675 0.9065
Precision | 0.6627 0.2270 0.4793 0.5043 0.2590
Recall 0.8333 0.9697 0.8788 0.8939 0.9848
Fl1-score |0.7383 0.3678 0.6203 0.6448 0.4101
AUC 0.9445 0.9528 0.9645 | 0.9285 0.9529

Table 7. Performance comparison of DEHS and other sampling methods on IEEE-CIS Fraud Detection
dataset. Bold values indicate the best performance.
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Fig. 9. Fl-scores for different sampling methods on IEEE-CIS Fraud Detection dataset.

Table 7 lists the experimental results of applying different sampling algorithms to the IEEE-CIS Fraud
Detection dataset. The results show that after processing the training data with the DEHS method, it outperforms
existing methods such as random undersampling, SMOTE, H-SMOTE and K-means-based undersampling
under various evaluation metrics. In most metrics, the model trained on data processed with the DEHS method
performed better than the models trained using random undersampling and K-means-based undersampling
methods. Although the models trained on data processed with random undersampling and K-means-based
undersampling methods had recall rates of 0.9697 and 0.9848, higher than that of DEHS, their scores in other
metrics like precision and F1-score were lower. In particular, their precision scores were only 0.2270 and 0.2590,
indicating a very high false positive rate. The model trained on data processed with the SMOTE method had a
slightly higher AUC than the DEHS method, but its precision and F1-score still did not reach the level of DEHS.
The model trained on data processed with the H-SMOTE method showed improvements over SMOTE across
multiple metrics; however, its lower AUC indicates that these gains in local performance came at the expense of
slightly reduced global discriminative ability.

It is important to emphasize that accuracy and recall alone are insufficient to fully reflect the detection
capability of a model on imbalanced datasets. The excellent performance of the DEHS method in important
metrics such as precision, F1-score, and AUC demonstrates its advantage in balancing false positives and false
negatives, proving its superiority in fraud detection tasks.

Figure 9 shows the F1-scores under different sampling methods in the IEEE-CIS Fraud Detection dataset.
It is evident from the figure that, based on the F1-score, our DEHS method significantly outperforms random
undersampling and K-means-based undersampling methods in the IEEE-CIS Fraud Detection dataset, and
achieves better model performance than the SMOTE and H-SMOTE sampling methods.

As shown in Table 8, our proposed HMOA-GNN achieves a recall of 0.8333, which significantly outperforms
all compared baselines. The most competitive baseline in terms of recall is TFD %3, achieving a score of 0.8300,
followed by GTAN °2 with a recall of 0.7172. Compared to TFD, HMOA-GNN achieves an absolute improvement
0f0.0033 and a relative increase of approximately 0.4% in recall. Compared to GTAN, the absolute gain is 0.1161,
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Ref Algorithm Accuracy | Precision | Recall | F1-score | AUC

Zou et al.* DAE 0.9030 0.2091 0.6970 | 0.3217 0.8957
Pang et al.>* DevNet 0.7398 0.0471 0.5976 | 0.0873 0.6739
Ileberi etal>! | GA-RF 0.9872 0.9863 0.5620 | 0.7160 0.9613
Ni et al.?’” SOBT 0.9787 0.8819 0.4442 | 0.5908 0.7223
Xiang etal®> | GTAN 0.9700 0.7019 0.7172 | 0.7092 0.8762
Changetal.>®* | TFD 0.9027 0.2318 0.8300 | 0.3624 0.9409
Ours HMOA-GNN | 0.9805 0.6627 0.8333 | 0.7383 0.9445

Table 8. Performance comparison of HMOA-GNN and existing CCFD methods on IEEE-CIS Fraud
Detection dataset. Bold values indicate the best performance.

Metrics | DEHS(Ours) | Random undersampling | SMOTE | H-SMOTE | K based undersampling
Accuracy | 0.9815 0.8520 0.9695 0.9665 0.8715
Precision | 0.7049 0.1638 0.5052 0.4752 0.1761
Recall 0.6935 0.9194 0.7903 0.7742 0.8548
Fl-score |0.6992 0.2780 0.6164 0.5890 0.2920
AUC 0.9177 0.8758 0.9045 0.8845 0.8648

Table 9. Performance comparison of DEHS and other sampling methods on Simulated Credit Card
Transactions dataset. Bold values indicate the best performance.

corresponding to a relative improvement of 16.2%. Furthermore, HMOA-GNN attains the highest F1-score
(0.7383) among all evaluated methods, highlighting its superior capability in minimizing false negatives while
preserving a well-balanced trade-off between precision and recall. This characteristic is particularly desirable
in real-world CCFD applications, where both sensitivity and specificity are critical. Additionally, its AUC of
0.9445 is competitive with top-performing models, further demonstrating the effectiveness and robustness of
our approach.

Comparative experiment of Simulated Credit Card Transactions dataset

To investigate the impact of different sampling strategies on fraud detection performance, we extracted a subset
of the Simulated Credit Card Transactions dataset while preserving the original class imbalance ratio. A fixed
random seed (set to 42) was used to ensure reproducibility. Five sampling methods were employed to address
the class imbalance problem, namely DEHS, random undersampling, SMOTE, H-SMOTE, and K-means-based
undersampling. After sampling, our MOLS-GC method was applied to construct graph structures consistent
with the homophily assumption. These constructed graphs were subsequently used as inputs to train the
AdaAdvSAGE model on each processed dataset, thereby enabling an evaluation of how different sampling
strategies influence the overall framework performance. A summary of the experimental results is provided in
Table 9.

As shown in Table 9, DEHS achieves the highest accuracy (0.9815), precision (0.7049), F1-score (0.6992),
and AUC (0.9177), while its recall (0.6935) is lower than that of the other sampling strategies. Random
undersampling produces the highest recall (0.9194), but with substantially reduced precision (0.1638). SMOTE
and H-SMOTE yield relatively higher recall values (0.7903 and 0.7742, respectively), although the generation
of synthetic samples around class boundaries likely introduces noise that decreases precision. K-means-based
undersampling achieves a recall of 0.8548, yet precision remains low (0.1761), which may be attributed to the
cluster-based reduction of majority samples that biases the classifier toward minority predictions. In contrast, the
results of DEHS indicate that its sampling process retains more informative structural patterns while introducing
less noise compared to SMOTE and its variants, which is beneficial for constructing graphs under the homophily
assumption and for enabling the AdaAdvSAGE model to learn more discriminative representations.

Although H-SMOTE was originally designed to overcome the limitations of SMOTE by addressing intra-
class imbalance and small disjuncts through histogram-based binning, its performance on the Simulated Credit
Card Transactions dataset is observed to be inferior to that of SMOTE. This may be attributed to its reliance on
histogram binning, which can generate synthetic samples that are not fully consistent with the underlying data
distribution, as well as its lack of a noise filtering mechanism. Moreover, the amplification of small disjuncts
may introduce additional noise in fraud detection tasks, thereby reducing overall effectiveness compared to the
simpler interpolation strategy of SMOTE.

Figure 10 shows the F1-scores under different sampling methods in the Simulated Credit Card Transactions
dataset. The results indicate that our proposed DEHS method yields substantially better performance than
random undersampling and K-means-based undersampling, and exhibits a distinct advantage over the SMOTE
and H-SMOTE sampling methods.

As presented in Table 10, our proposed HMOA-GNN achieves the highest F1-score (0.6992) on the Simulated
Credit Card Transactions dataset, surpassing all compared baselines. In terms of accuracy, HMOA-GNN
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Fig. 10. F1-scores for different sampling methods on Simulated Credit Card Transactions dataset.

Ref Algorithm Accuracy | Precision | Recall | F1-score | AUC

Zou et al.? DAE 0.8790 0.1809 0.8226 | 0.2965 0.9293
Pang et al.** DevNet 0.8116 0.1339 0.9274 | 0.2340 0.9210
Ileberi et al®! | GA-RF 0.9815 0.7551 0.5968 | 0.6667 0.9504
Ni et al.? SOBT 0.9800 0.9348 0.4300 | 0.5890 0.9760
Xiang etal®> | GTAN 0.8838 0.6581 0.4063 | 0.5535 0.8379
Changetal®® | TFD 0.9807 0.8889 0.4800 | 0.6234 | 0.9672
Ours HMOA-GNN | 0.9815 0.7049 0.6935 | 0.6992 0.9177

Table 10. Performance comparison of HMOA-GNN and existing CCFD methods on Simulated Credit Card
Transactions dataset. Bold values indicate the best performance.

and GA-RF both achieve the best result (0.9815), slightly outperforming TFD (0.9807), which demonstrates
the stability of HMOA-GNN in overall predictive correctness. Regarding recall, DevNet reports the highest
value (0.9274), albeit at the cost of extremely low precision (0.1339), resulting in a poor F1-score (0.2340). By
contrast, HMOA-GNN achieves a recall of 0.6935, which, although lower than DevNet, strikes a more favorable
balance between sensitivity and specificity. More notably, compared with GA-RF (0.5968), HMOA-GNN
attains an absolute gain of 0.0967, corresponding to a relative improvement of 16.2%, underscoring its superior
coverage of fraudulent transactions.In terms of F1-score, HMOA-GNN achieves the best performance (0.6992),
outperforming GA-RF (0.6667) with an absolute increase of 0.0325 (4.9% relative) and TFD (0.6234) with an
absolute gain of 0.0758 (12.2% relative). This highlights its strong capability to capture fraudulent cases while
mitigating false alarms. For precision, SOBT achieves the highest score (0.9348), followed by TFD (0.8889),
whereas HMOA-GNN (0.7049) maintains a more balanced trade-off with higher recall and F1-score. For AUC,
SOBT and TFD remain competitive with scores of 0.9760 and 0.9672, respectively, while HMOA-GNN achieves
0.9177, still demonstrating robust discriminative ability.

Taken together, the experiments across the European Cardholders Transaction, IEEE-CIS Fraud Detection,
and Simulated Credit Card Transactions datasets consistently demonstrate that the primary strength of HMOA-
GNN lies in its well-balanced overall performance. In particular, its superior Fl-score highlights the model’s
ability to simultaneously control false positives and false negatives, thereby ensuring robust detection in highly
imbalanced real-world scenarios. While certain baselines, such as DevNet, achieve higher recall at the cost of
markedly reduced precision, and others, such as SOBT or GA-RE, emphasize precision while sacrificing recall
or generalization, HMOA-GNN maintains a stable trade-off across accuracy, precision, recall, F1-score, and
AUC. This stability stems from the synergistic design of its three core components: the DEHS module, which
effectively balances imbalanced data by generating informative minority samples while filtering noise; the
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MOLS-GC module, which constructs homophily-consistent graphs tailored to the transaction domain; and
the AdaAdvSAGE model, which integrates adversarial training with adaptive feature aggregation to enhance
representation learning. The superiority of HMOA-GNN across multiple datasets and evaluation metrics
underscores its robustness, adaptability, and practical reliability compared with models that excel only in
isolated metrics but lack holistic effectiveness. These results confirm that HMOA-GNN offers a comprehensive
and generalizable solution for real-world CCFD.

Conclusion

We propose HMOA-GNN, a multi-strategy enhanced adaptive adversarial GNN framework with hierarchical
hybrid sampling and metric optimization for CCFD. It improves data quality via center selection and boundary
refinement, and addresses class imbalance through density-aware sampling and noise filtering. A metric
learning-based latent mapper and KNN-driven graph construction ensure homophily in transaction graphs.
Additionally, AdaAdvSAGE adaptively emphasizes informative features during GNN message passing and
aggregation. Extensive experiments validate that HMOA-GNN achieves superior performance and robust
generalization across diverse metrics and scenarios.

In future work, we aim to further optimize the computational efficiency of the proposed method to enhance
its applicability in streaming and real-time transaction scenarios. Meanwhile, we will improve the interpretability
of fraud detection outcomes to promote transparency and trustworthiness. Moreover, we plan to investigate
heterogeneous and temporal graph modeling to better capture complex entity relationships and the dynamic
nature of fraud patterns in credit card transactions.

Data availability
The datasets generated during and/or analysed during the current study are available from the corresponding
author on reasonable request.
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