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The integration of distributed generation (DG) in microgrids has brought the challenge of islanding 
detection, where a portion of the grid operates independently due to disconnection from the main 
utility. Traditional islanding detection methods often struggle to balance detection speed, reliability, 
and non-detection zones (NDZ). This paper presents a novel modified passive islanding detection 
strategy based on a mathematical morphological filter (MMF) with a sliding window method-based 
median filter (SWMBMF), designed to address these challenges in microgrid systems. The measured 
noisy voltage signal at point of common coupling (PCC)/DGs-terminal is initially estimated via 
SWMBMF by continuously monitoring the signals with minimal latency. Then, the MMF is utilized to 
process the estimated voltage to compute the voltage residuals index (VRI). Moreover, the VRI are 
compared with pre-specified threshold setting to detect islanding conditions, VRI also effectively 
distinguishes between normal and islanding conditions. Comprehensive MATLAB/Simulink 2023b 
simulations demonstrate the robustness of the proposed strategy under various islanding scenarios 
and grid disturbances, proving its effectiveness in ensuring the stability and reliability of microgrid 
operations. The proposed method demonstrates an impressive accuracy of 99%, successfully 
identifying islanding events within 5 ms. This rapid detection enhances grid reliability and minimizes 
risks associated with delayed islanding detection. The proposed scheme has negligible non detection 
zone (NDZ).
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Motivation and incitement
The increasing integration of DG systems, such as solar photovoltaics and wind turbines, into grid-tied 
distribution networks, presents several operational challenges, with islanding detection being one of the most 
critical1. Islanding occurs when a portion of the grid continues to be powered by local DG sources even after 
disconnection from the main utility grid2. Failure to detect islanding promptly can result in equipment damage, 
safety hazards, and operational instability3. Various islanding detection techniques have been developed to 
address this, including passive, active, and hybrid methods.

Literature review
Passive techniques monitor system parameters such as voltage, frequency, and harmonic distortion at the PCC to 
detect islanding conditions4. They are simple and non-intrusive but often suffer from a large NDZ, making them 
less reliable for detecting islanding in certain scenarios5. Some passive schemes were reported in the literature. 
Authors in6 proposed the modified passive islanding detection scheme using the One-dimensional recursive 
Median filter algorithm to effectively detect islanding and non-islanding incidents in a grid-tied distributed 
generation network. The proposed passive islanding detection scheme7, was based on the phase angle of positive 
sequence voltage, which effectively discriminated islanding from non-islanding events within 0.10 s. Second 
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Generation Wavelet Transform and Maximum Overlap Discrete Wavelet Transform were utilized to propose 
passive islanding detection8, which detected all types of islanding, even with zero power mismatch. The authors 
proposed a voltage control method for passive islanding detection3 using reactive power and an artificial neural 
network, detecting islanding events rapidly and accurately in medium voltage multi-microgrid systems. The 
proposed passive islanding detection algorithm9, based on analyzing DC-link voltage in photovoltaic inverters, 
effectively detected islanding on low and medium voltage scales. RMS voltage and frequency indices processed 
through peak and valley analysis in the proposed scheme10, demonstrated superior accuracy and faster detection 
in simulations and real-time hardware tests across various modes.

Active techniques, on the other hand, intentionally perturb the system by injecting small disturbances, such 
as frequency or reactive power shifts, to force changes in the grid’s operating condition. While these methods 
improve detection accuracy by reducing the NDZ, they can negatively affect power quality and increase system 
complexity11. Some active methods were also reported in previous literature. The established islanding detection 
method12, utilizing voltage-to-current ratio constancy in response to step changes in active power reference, 
effectively differentiated between grid faults requiring low voltage ride-through and actual islanding. Authors 
in13 Utilized d-axis current injection and a novel hybrid analyzing technique accurately and rapidly to distinguish 
between islanding and non-islanding events in microgrids. A predefined pattern of periodic step changes in 
active power was utilized in14, achieved zero NDZ by maintaining a constant ratio of d-axis voltage to d-axis 
current, with successful simulation and experimental validation for both single and multiple inverters. Negative-
sequence current injection was utilized in15 For successful detection of islanding conditions in microgrids. The 
authors in16, the proposed Negative Sequence Current Injection-based protection scheme accurately detected 
high impedance faults in islanded microgrids without requiring communication, as demonstrated through 
systematic simulation-based validation under various fault types and conditions.

Hybrid techniques combine elements of both passive and active methods to strike a balance between accuracy 
and system impact, offering a compromise between non-intrusiveness and reliability17. Some hybrid methods 
were also proposed in prior literature. The hybrid islanding detection method was proposed for grid-connected 
microgrids with multiple inverter-based distributed generators that effectively combined passive and active 
techniques, utilizing reactive power disturbance and adaptive disturbance slope adjustments18. Another hybrid 
islanding detection technique was proposed in19, utilizing Lissajous pattern analysis and battery energy storage 
system control, achieved enhanced reliability and sensitivity and effectively addressed uncertainties in various 
real-time scenarios using the Typhoon-HIL tool. The hybrid islanding scheme was proposed in20, utilizing a 
smart classifier to select active techniques as needed, demonstrated accuracy, robustness, and rapid detection 
without degrading power quality. The hybrid islanding detection strategy was proposed in21, combining Sandia 
Frequency Shift and Rate of Change of Frequency Relay with Maximum Likelihood estimation, demonstrated a 
response time nearly three times faster than the Phase-Locked-Loop method and improved detection sensitivity 
and accuracy in simulations. The two-staged islanding detection technique was proposed in22, combining 
Lissajous pattern analysis, and a battery unit-based inverter, achieved fast and accurate detection by addressing 
power quality issues and enhancing reliability, as demonstrated through real-time experiments with Typhoon-
HIL tools.

Limitations of existing work
Authors in prior research tried to address islanding but existing islanding detection methods have still some 
limitations as follows.

	1.	� Many existing islanding detection methods suffer from high computational latency, which can delay the de-
tection process and reduce the effectiveness of the protection scheme, particularly in real-time applications.

	2.	� Some existing schemes are very exorbitant due to the utilization of high-cost devices like phasor measure-
ment units (PMUs).

	3.	� Few schemes have very large NDZ and are less accurate. Moreover, some schemes are very slow in detecting 
the islanding events.

	4.	� Some existing scheme fails to work under the noisy measurement conditions in dynamic non-linear micro-
grid environment.

Contributions and paper organizations
In our proposed method, we have designed a modified passive detection scheme that leverages advanced signal 
processing techniques, specifically a combination of the MMF and a SWMBMF. This modification allows for 
rapid and precise islanding detection without the drawbacks of active perturbations, making it a significant 
improvement over traditional passive technique, and hybrid schemes. These are some prominent contributions 
of the proposed method.

	1.	� The proposed modified passive islanding detection scheme has very low computational complexity as com-
pared to some existing machine learning and some signal processing-based schemes.

	2.	� The proposed scheme is a very low-cost solution for islanding detection problem because it does not require 
any high-cost device like PMUs for parameter acquisition.

	3.	� The main contribution of the proposed work is the novel hybrid utilization of MMF with a SWMBMF in 
time and frequency domain for islanding detection to achieve multiple benefits in term of high accuracy, 
low computation and rapid detection. We considered a total of 100 test cases, ensuring a diverse range of 
scenarios that reflect real-world operating conditions. The results demonstrated that our method achieves a 
detection accuracy of 99%, along with 5 ms detection time.
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	4.	� Robust islanding detection index which is capable of detecting islanding events and differentiating it from 
non-islanding events with reduced NDZ.

	5.	� The proposed scheme deals with noisy measurement conditions.

The structure of the remaining paper is as follows: Sect. 2 presents the mathematical model of the proposed 
modified passive islanding detection method. Section  3 outlines the stepwise methodology employed in the 
proposed method. The simulation results and discussions are depicted in Sect. 4. In Sect. 5, a comprehensive 
comparative assessment of the proposed method against existing benchmarks is provided. Finally, Sect.  6 
encapsulates the paper’s conclusions.

Mathematical modeling of the proposed method
The mathematical and theoretical background of the proposed scheme is explained in this section which 
comprises as follows. Dynamic and non-linear microgrid characteristics of microgrids, state-space modeling, 
MMF and SWMBMF background theory and modeling, voltage residuals index calculations, and threshold 
level setting.

Dynamic and non-linear microgrid characteristics
Microgrids exhibit dynamic and non-linear characteristics due to their reliance on distributed energy resources 
(DERs) such as solar photovoltaics, wind turbines, and battery storage systems23. These resources introduce 
variability and uncertainty into the microgrid, as their output depends on factors like weather conditions, 
load fluctuations, and energy storage levels. The dynamic nature of microgrids is further complicated by the 
frequent switching between grid-connected and islanded modes of operation, resulting in constantly changing 
power flows, voltage profiles, and frequency stability. Non-linear behaviors arise from the interaction of power 
electronic interfaces used in DERs, which can introduce harmonics, voltage distortion, and other non-linear 
effects into the system24,25. Additionally, the control systems of microgrids, including voltage regulators, inverters, 
and frequency controllers, often exhibit non-linear responses to changes in grid conditions, complicating 
the prediction and control of system behavior. These dynamic and non-linear characteristics pose significant 
challenges for maintaining grid stability, requiring advanced control and protection strategies to ensure reliable 
operation. The measured voltage is equated as follows.

	 vn = V sinω0� (1)

where vn depicts the measured voltage at the nth sample. This signal contained some measured and arbitrary 
noise which affects the protection relay setting. The MMF and SWMBMF-based scheme required a discrete 
signal to proceed with state estimation. Therefore, the trigonometric derivative of Eqs. (1) is taken and the new 
transformed equation in one dimension is as follows.

	
vn =

N∑
n=1

vnsin (wtn + ∅n) + εn� (2)

where  εn depicts the random noise.

State-space modelling
The measured discrete voltage signal proceeds for the further state estimation process. However, for the 
considered dynamic & non-linear microgrid, the state-space & discrete version is.

	 vn = F (vn) + wn� (3)

And

	 zn = h (in) + bn� (4)

This state-space & discrete version is utilized to compute the VRI from the voltage signal required in Eqs. (1) to 
(2) The voltage state vector is equated as.

	

vn =




vncos (wn + ∅n)
vncos (wn + ∅n)

.

.
vkcos (kgwn + ∅n)
vkcos (kgwn + ∅n)

vAC

vAC ∝ AC




� (5)

The magnitude of the voltage signature is vk  and the dimension of the matrix is k × 1, while the state transition 
matrix is.
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vn =




vncos (wn) −vncos (wn) 0 . 0 0 0 0
vncos (wn) vncos (wn) 0 . 0 0 0 0

0 0 . . . . . . 0 0 0 0
0 0 . . . . . . 0 0 0 0
0 0 0 0 vncos (wn) vncos (wn) 0 0
0 0 . 0 vncos (wn) vncos (wn) 0 0
0 0 0 0 0 0 1 0
0 0 0 0 0 0 0 −nδt




� (6)

The matrix of measurement is denoted as

	 H = [ 1 0 1 0 . . . . . . 1 −nδt ]� (7)

SWMBMF and MMF background theory and modelling
The SWMBMF is a statistical signal processing tool commonly used for noise reduction and outlier removal. 
Unlike linear filters, which average signal values, the SWMBMF selects the median value within a sliding 
window, making it robust against impulse noise and signal disturbances. The filter works by moving a fixed-
size window across the input signal, calculating the median for each windowed segment, and producing an 
output that preserves important signal features while mitigating noise24. The SWMBMF is particularly useful 
for preserving edges and sudden changes in the signal, such as the ones encountered during islanding events in 
grid-tied systems. Its non-linear nature allows for effective separation of the islanding-induced signal deviations 
from regular grid noise. By using residuals computed through the SWMBMF, the detection of islanding can 
be achieved with high accuracy, as the filter isolates significant deviations in grid parameters. This robustness 
and ability to handle non-Gaussian noise make SWMBMF an ideal choice for real-time protection schemes 
in dynamic environments like microgrids6. Figure 1 depicts the estimated and measured voltage signals. The 
estimated voltage signal provided by SWMBMF is as follows.

	 V̂e = Vn + ∅� (8)

Ve is the estimated voltage from the corresponding faulty bus. while Vn is the magnitude of the estimated voltage. 
However, ∅ depicts the random error or white Gaussian noise. Then, the estimated voltage is provided to MMF 
for VRI computation. Figure 1 depicts the steps of the SWMBMF algorithm.

MMF is a non-linear signal processing technique rooted in set theory and widely used for analyzing 
geometrical structures within signals. Originally developed for image processing, MMF has found applications 
in various fields, including power systems, due to its ability to extract relevant features while suppressing noise23. 
The core operations in MMF are dilation and erosion, which modify the shape of the signal by expanding or 
contracting its structure, respectively. When combined, these operations lead to opening and closing filters, which 
smooth signals and highlight important transitions without distorting the fundamental shape of the waveform. 
In the context of microgrid islanding detection, MMF can be applied to filter voltage or current waveforms to 
detect abrupt changes, such as those caused by islanding events, while eliminating high-frequency noise or 

Fig. 1.  Steps of SWMBMF algorithm.
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transient disturbances26. MMF’s capability to handle non-linearities and local variations makes it particularly 
effective for analyzing dynamic signals in complex power networks. The SE for the electrical signal is as follows.

	
Υdil = max

0≤n−m≤n
{f (n − m) + g (m)}� (9)

	
Υero = min

0≤n+m≤n
{f (n + m) + g(m)}� (10)

Here Υdil and Υero represent dilated and eroded signals respectively. Furthermore, f is a signal to be dilated or 
eroded, whereas g is SE.

	 Υopen = (fogn)� (11)

	 Υopen = (f.gn)� (12)

Opening and closing operations of “f ” by “g” denoted by “fog” and “f·g” respectively. Figure 2a depicts the dilated 
and eroded signals of MMF, whereas Fig. 2b highlights the Steps of MMF algorithm.

VRI calculation
In VRI calculation, the MMF is applied to the voltage signal to eliminate spikes and outliers, ensuring a smooth 
and reliable signal for further analysis. The VRI is then computed by comparing the filtered voltage signal with a 

Fig. 2.  (a) Original, Dilated, and eroded signal of MMF algorithm. (b). Steps of MMF algorithm.
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reference value, typically the nominal or rated voltage. The difference between the actual and reference voltages 
indicates the degree of voltage regulation required. By leveraging MMF, the VRI calculation becomes more 
resilient to transient events, noise, and harmonic distortion, leading to more precise voltage control, which is 
critical in systems with distributed energy resources or variable loads. This method provides a robust tool for 
real-time monitoring and control, enhancing the stability and efficiency of power distribution networks. The 
computed VRI is as follows:

	 V RI = V̂e − vn� (13)

Proposed islanding detection strategy
The proposed islanding detection scheme is depicted in Fig. 3. The first step in our proposed islanding detection 
methodology involves the continuous monitoring of voltage signals from DG systems within the microgrid. 
Voltage measurements are taken at the PCC to capture the dynamic behavior of the grid. These signals often 
contain noise due to the inherent variability of renewable energy sources, grid disturbances, and electrical 
equipment. To ensure real-time monitoring with minimal latency, the sliding window method is applied. This 
method estimates the true voltage by continuously analyzing small, overlapping sections (windows) of the 
voltage signal. The sliding window helps to smooth out random fluctuations while preserving critical changes 
in the signal that may indicate an islanding event. This process ensures that even minor disturbances or rapid 
transitions in the grid can be captured and evaluated.

After the initial monitoring, the measured voltage signals are further processed using a SWMBMF. The 
purpose of the SWMBMF is to reduce noise and filter out transient disturbances that could lead to false 
detections. By moving a fixed-size window across the voltage data, the median value within each window is 
computed and used to represent the true signal for that segment. This technique is highly effective in mitigating 
the effects of outliers and impulse noise, which are common in microgrid environments. Importantly, the 
SWMBMF preserves critical signal features, such as sudden changes caused by island, ensuring that the essential 
characteristics of the voltage signal remain intact for further analysis.

Once the voltage signal has been preprocessed, the next step is to apply the MMF to compute the VRI. MMF is 
a non-linear filtering technique that is particularly well-suited for identifying changes in the structure of a signal. 
In this step, we leverage MMF’s ability to isolate key signal transitions, such as those resulting from islanding 
events. By performing morphological operations like dilation and erosion, the MMF extracts the underlying 

Fig. 3.  Flow chart of the proposed islanding detection scheme.
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geometrical features of the voltage signal. This process results in a set of residuals that represent the deviation of 
the observed voltage from its expected value under normal grid conditions. The computed VRI serves as a key 
indicator for distinguishing between normal operating conditions and islanding scenarios.

The VRI computed through MMF is then compared against a predefined threshold to detect islanding 
events. If the VRI exceeds the threshold, it indicates that a significant deviation has occurred, suggesting that 
the microgrid has been islanded. The choice of the threshold is crucial; it must be set high enough to avoid 
false positives from minor disturbances but low enough to ensure that islanding is detected promptly. In our 
methodology, we fine-tuned the threshold based on simulations and real-world data to achieve a high level 
of accuracy. The system is capable of identifying islanding events within 5  ms, significantly enhancing grid 
reliability by allowing for rapid disconnection or corrective actions when necessary.

Testing and validation of the proposed scheme
Standard microgrid test beds
IEEE-13 bus microgrid test bed
The IEEE-13 bus microgrid test bed is widely used in power system research for validating various protection 
schemes, including islanding detection mechanisms. This testbed represents a portion of a typical distribution 
network, integrating various DERs such as 1-photovoltaic-based DG and 1-wind turbines-based DG. The 
IEEE-13 bus microgrid provides a suitable environment for testing advanced detection algorithms under real-
world operational scenarios, such as varying load conditions, DER outputs, and balanced/unbalanced load and 
generation conditions6. The single line diagram of IEEE test system is depicted in Fig. 4a. There are three islands 
simulated in the proposed scheme. The data of the proposed system is taken from ref.

UL-1741 microgrid test bed
The UL-1741 standard is widely used for testing the anti-islanding performance of inverters in grid-tied 
microgrids. A microgrid test bed based on this standard provides a controlled environment for evaluating the 
NDZ in islanding detection schemes. In the proposed scheme, the UL-1741 test bed allows for precise simulation 
of islanding conditions, where the performance of various detection algorithms can be rigorously tested. By 
analyzing the NDZ, researchers can quantify the scheme’s ability to accurately detect islanding events under 
diverse load and generation scenarios. The smaller the NDZ, the more effective the scheme, ensuring enhanced 
protection for the microgrid during unintentional islanding situations6. The single line diagram of UL-1741 test 
system is depicted in Fig. 4b while the current control circuitry of UL-1741 is depicted in Fig. 4c.

Results and discussions
We validated the proposed scheme using comprehensive simulations in MATLAB/Simulink 2023b. Various 
islanding and non-islanding scenarios were simulated to test the robustness and reliability of the method 
on standard IEEE and UL-1741 test beds. These simulations included conditions such as islanding and non-
islanding. The results demonstrated that our method achieved an accuracy of 99%, effectively detecting islanding 
events with minimal false detections. By processing the voltage signal in real time and distinguishing between 
normal and islanding conditions, the proposed strategy offers a reliable and computationally efficient solution for 
microgrid protection. The success of the simulations underscores the practical applicability of the methodology 
for real-world microgrids, ensuring stable and reliable operations. Different case studies are presented here to 
validate the efficacy of the proposed method. The SWMBMF combined with the mathematical morphological 
filter inherently provides robustness against harmonic distortion, as it focuses on residuals and avoids directly 
relying on the signal’s harmonic content.

Islanding cases
Wind-based DG islanding detection
Several such cases were conducted to evaluate the proposed islanding detection method under unbalanced load 
and generation conditions in a wind-based DG system. Using MATLAB/Simulink 2023b, a grid-tied microgrid 
with wind-based DG was simulated, where intentional imbalances were introduced between load demand 
and generation output. These conditions are challenging due to the fluctuating nature of wind energy and the 
mismatch between generation and consumption, which could potentially mask islanding events. Several such 
cases were simulated but due to lack of space one is depicted here. An islanding event at island − 2 is generated 
at 0.25 milli seconds by disengaging wind-based DG through switching circuit breaker R-45. As illustrated in 
Fig. 5 the VRI in this case is more than the predefined threshold value during the occurrence of an islanding 
event. This indicates the successful operation of the proposed scheme during the islanding event in wind-based 
DGs and under unbalanced load and generation conditions.

PV-based DG islanding detection
Several such cases were conducted to assess the performance of the proposed islanding detection method in a 
PV-based DG system under balanced load and generation conditions. Using MATLAB/Simulink 2023b, a grid-
connected PV-based microgrid was simulated with equal load demand and generation output, representing an 
ideal operating scenario in the IEEE test bed. The balanced condition poses a challenge for many traditional 
islanding detection methods, as the absence of significant voltage or frequency deviations can lead to a large 
NDZ. Several such cases were simulated but due to lack of space one is depicted here. An islanding event at 
island − 3 is generated at 0.3 milli seconds by disengaging PV-based DG through switching circuit breaker R-31. 
As illustrated in Fig. 6 the VRI in this case is more than the predefined threshold value during the occurrence of 
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an islanding event. This indicates the successful operation of the proposed scheme during the islanding event in 
wind-based DGs and under balanced load and generation conditions.

Non-islanding cases
Capacitor switching case
Capacitor switching is a common grid event that can introduce transient disturbances, often leading to false 
detections in traditional islanding detection methods. Using MATLAB/Simulink 2023b, we simulated Several 

Fig. 4.  (a) Single line diagram of IEEE test bed. (b) UL-1741 test bed. (c) Control circuitry of UL-1741.
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Fig. 6.  (a) SWMBMF- estimated voltage signature. (b) MMF computed VRI in the Island-03 case.

 

Fig. 5.  (a) SWMBMF- estimated voltage signature. (b) MMF computed VRI in Island-02 case.
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non-islanding events where a capacitor bank was switched in and out of the system to test the sensitivity of 
the proposed scheme. To evaluate the robustness of the proposed islanding detection method in non-islanding 
scenarios, several case study simulations were performed under capacitor switching conditions in a grid-tied 
microgrid. A non-islanding event is generated at 0.2 milli seconds by switching the capacitor bank. As illustrated 
in Fig. 7 the VRI in this case is less than the predefined threshold value during the occurrence of a non-islanding 
event. This confirms the accurate detection and differentiation of the proposed scheme’s operation during the 
non-islanding condition.

Heavy load switching case
Several non-islanding case studies were conducted to assess the performance of the proposed islanding 
detection method under heavy-load switching conditions in a grid-tied microgrid. Heavy-load switching can 
cause significant voltage fluctuations and transient disturbances, which often lead to false islanding detections 
in traditional methods. Using MATLAB/Simulink 2023b, a simulation was carried out where a large load was 
suddenly connected and disconnected from the microgrid to create a challenging non-islanding scenario. A 
non-islanding event is generated at 0.4 milli seconds by switching heavy load. As illustrated in Fig. 8 the VRI 
in this case is less than the predefined threshold value during the occurrence of a non-islanding event. This 
confirms the accurate detection and differentiation of the proposed scheme’s operation during the non-islanding 
condition.

Motor switching case
Several non-islanding case study simulations were performed to evaluate the proposed islanding detection 
method under motor switching conditions in a grid-tied microgrid. Motor switching events, which can cause 
sudden changes in current and voltage due to inrush currents, pose a challenge for traditional islanding detection 
methods by creating transient disturbances that can lead to false positives. Using MATLAB/Simulink 2023b, we 
simulated the connection and disconnection of an induction motor to test the sensitivity and robustness of the 
proposed scheme. A non-islanding event is generated at 0.35 milli seconds by switching the inductive motor. As 
illustrated in Fig. 9 the VRI in this case is less than the predefined threshold value during the occurrence of a 
non-islanding event. This confirms the accurate detection and differentiation of the proposed scheme’s operation 
during the non-islanding condition.

Comparative analysis
The NDZ is a critical parameter in evaluating the effectiveness of islanding detection schemes, as it represents 
the range of operating conditions under which an islanding event may not be detected. Therefore, the proposed 
scheme was compared with their existing benchmark methods, enlisted in Table 1, named as 1st method19, 2nd 

Fig. 7.  (a) SWMBMF- estimated voltage signature. (b) MMF computed VRI in the capacitor switching case.

 

Scientific Reports |         (2025) 15:6231 10| https://doi.org/10.1038/s41598-025-89014-z

www.nature.com/scientificreports/

http://www.nature.com/scientificreports


Fig. 9.  (a) SWMBMF-estimated voltage signature. (b) MMF computed VRI in inductive motor switching case.

 

Fig. 8.  (a) SWMBMF-estimated voltage signature. (b) MMF computed VRI in heavy load switching case.
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method27, 3rd method6, 4th method7, 5th method28, 6th method29, 7th method30, and 8th method31 in terms of 
accuracy, time of action, noise consideration, and computational complexity as depicted in Fig. 10.

Computational complexity analysis
The computational complexity analysis evaluates the execution time of the proposed MMF and SWMBMF 
methods across varying input signal sizes as illustrated in Fig. 11a. Synthetic random signals of different lengths 
are processed, and the time taken for execution is measured using MATLAB’s `tic` and `toc` functions. For 
MMF, morphological operations such as erosion and dilation are used as part of the filtering process, while for 
SWMBMF, a sliding window-based moving median filter is applied. The analysis demonstrates how the execution 

Fig. 10.  (a) Accuracy comparison, (b) Computational burden comparison, (c) Noise consideration 
comparison, and (d) Time of action comparison.

 

Comparison Parameters

Compared benchmark Methods

Proposed 
schemeµ-PMUs-based method28

Random forest-based 
method29 6G -based method 30

Cyber-attack protection-based 
method31

Time of action 20 ms 49 s 52 ms 15 ms 5 ms

Noise consideration Yes Yes Yes yes yes

Cost comparison High cost due to PMUs devices High cost due to PMUs 
devices

High cost due to PMUs 
devices High cost due to PMUs devices Low cost

Cyber secured Yes Yes Yes Yes Not

Table 1.  Comparitive analysis of proposed scheme with some other schemes.
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time changes with increasing signal length, with results plotted to compare the computational performance 
of both methods. The findings highlight the low computational complexity of the proposed approaches, as 
indicated by their modest increase in execution time even for large input sizes. This validates the efficiency and 
scalability of MMF and SWMBMF, making them suitable for real-time applications.

NDZ analysis
The NDZ comparison with the existing method is very important to evaluate the performance of any method32. 
The comparison of power mismatch after NDZ analysis is illustrated in Fig. 11b. The NDZ analysis and testing 
of the proposed islanding detection scheme were conducted using the UL-1741 test bed, a standard framework 
for evaluating anti-islanding techniques as illustrated in Fig. 12. The NDZ represents the range of operating 
conditions, such as power mismatches and load variations, where the detection scheme might fail to identify 
an unintentional islanding event. To ensure comprehensive evaluation, the test cases included scenarios with 
varying power mismatches (0–5%) and load variations, simulating realistic grid conditions. The proposed 
scheme demonstrated an exceptionally low NDZ, reliably detecting islanding events across all tested scenarios. 
This performance can be attributed to the robustness of the MMF and SWMBMF-based signal processing 
methods, which effectively distinguish islanding conditions from normal grid disturbances. The results confirm 
the capability of the scheme to maintain high accuracy, even under challenging conditions, while adhering to the 
requirements of UL-1741 standards. This highlights the suitability of the proposed approach for deployment in 
modern distributed energy systems with high reliability.

Conclusions
In conclusion, the proposed modified passive islanding detection strategy, utilizing an MMF with an SWMBMF, 
offers a highly effective solution to the challenges posed by islanding detection in microgrids. The strategy 
successfully addresses key issues related to detection speed, reliability, and NDZ, providing rapid identification 
of islanding events in less than 5 ms with an impressive accuracy of 99.8%. Simulations conducted in MATLAB/
Simulink 2023b confirm the robustness of the method under various islanding scenarios and grid disturbances. 
This approach significantly enhances the stability and reliability of microgrid operations, minimizing risks 
associated with delayed detection and ensuring efficient system performance.

As a future work we incorporate Low Voltage Ride-Through (LVRT) and High Voltage Ride-Through 
(HVRT) capabilities into the proposed islanding detection scheme for wind-based distributed generation (DG) 
sources. A harmonic filtering stage could be integrated to further enhance the method’s performance under high 
harmonic distortion.

Data availability
All data generated or analyzed during this study are included in this published article.
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Fig. 12.  NDZ analysis on UL-1741 test results on different load variations.

 

Fig. 11.  (a) Computational complexity analysis of the proposed algorithms. (b) NDZ analysis.
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