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An integrated CSPPC and BILSTM
framework for malicious URL
detection
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Qi Peng

With the rapid development of the internet, phishing attacks have become more diverse, making
phishing website detection a key focus in cybersecurity. While machine learning and deep learning
have led to various phishing URL detection methods, many remain incomplete, limiting accuracy. This
paper proposes CSPPC-BiLSTM, a malicious URL detection model based on BiLSTM (Bidirectional Long
Short-Term Memory, BiLSTM). The model processes URL character sequences through an embedding
layer and captures contextual information via BiLSTM. By integrating CBAM (Convolutional Block
Attention Module, CBAM), it applies channel and spatial attention to highlight key features and
transforms URL sequence features into a spatial matrix. The SPP (Spatial Pyramid Pooling, SPP)
module enables multi-scale pooling. Finally, a fully connected layer fuses features, and dropout
regularization enhances robustness. Compared to CharBiLSTM, CSPPC-BiLSTM significantly improves
detection accuracy. Evaluated on two datasets, Grambedding (balanced) and Mendeley AK Singh 2020
phish (imbalanced)—and compared with six baselines, it demonstrates strong generalization and
accuracy. Ablation experiments confirm the critical role of CBAM and SPP in boosting performance.
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Malicious URLs are one of the primary mechanisms for committing cybercrimes in the form of deceptive web
links. These URLSs are created to disseminate spam, phishing schemes, malware, ransomware, spyware, and
more. Users may inadvertently download malware by clicking infected links, adversely affecting their systems,
or may be tricked into providing confidential information to fraudulent websites, leading to significant losses'.

According to recent reports, phishing attacks remain a major threat. The 2023 Internet Crime Report by
the IC3 (Internet Crime Complaint Center, IC3) of the U.S. Federal Bureau of Investigation revealed 298,878
reported phishing-related complaints in 2023, with BEC (Bsiness Email Compromise, BEC) and phishing
collectively causing losses of up to $2.9 trillion. The 2024 Phishing Report by Zscaler ThreatLabz also highlights
a nearly 60% year-on-year increase in phishing attacks globally in 2023 compared to 2022. Among these,
recruitment scams, vishing (voice phishing), and malicious URL-based attacks have surged significantly. As the
cyber landscape evolves, attackers continue to refine and innovate their techniques. Thus, there is an urgent need
for more efficient and accurate adaptive technologies to detect malicious URLs effectively.

In terms of classification methods, Vanhoenshoven F. and Népoles G2. applied various machine learning
algorithms such as Support Vector Machines, Logistic Regression, and Random Forests to detect malicious
phishing URLSs and statistically compared their performances. However, machine learning methods often rely
heavily on feature engineering and fail to capture the semantic relationships between characters within URLs.
Given the continuous evolution of attack tools and the increasing sophistication of attackers, the effectiveness
of traditional machine learning approaches in identifying malicious phishing URLs has become increasingly
limited.

In the field of malicious URL detection, numerous studies leveraging machine learning and deep learning
have achieved significant progress. For instance, Wei Wei, Ke Q. and colleagues® proposed an anti-phishing
system based on CNN (Convolutional Neural Networks, CNN), demonstrating the strong performance of
CNNs in detecting malicious phishing URLs. Another study I ntroduced URLdeepDetect, a semantic vector-
based detection model that combines LSTM (Long Short-Term Memory, LSTM) networks with k-means
clustering to perform supervised and unsupervised classification of malicious URLs. Wang H., Yu L., and
colleagues® proposed a detection approach based on the CBIR algorithm, extracting “texture fingerprint” features
representing binary file content similarity and integrating them with URL word vector, host information, and
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URL structural features to improve detection accuracy. Other notable works include URLNet®, which pioneered
the combination of dual-path CNNs with semantic feature understanding, utilizing a Text-CNN approach for
malicious URL detection. A deep learning-based detection system called CyberLen’ was developed to address
sample complexity and diversity issues through heterogeneous feature fusion, improving model robustness.
The DA-BiGRU model® combined Bidirectional GRU and attention mechanisms for malicious URL detection,
employing Word2Vec to train URL word vectors and introducing regularization in the input layer to reduce
overfitting. Nanda M. and colleagues’ proposed a hybrid model combining character-level and word-level
embeddings, attention mechanisms, BiLSTM, and CNN. Another high-performance model, PMANet!’, utilized
PLM (Pre-trained Language Models, PLM) and advanced Transformer networks for malicious URL detection.
Similarly, Mahdaouy A. E. and colleagues!! introduced DomURLs_BERT, a pre-trained model on a large-scale
multilingual corpus containing URLs, domain names, and domain generation algorithm datasets, specifically
designed for malicious domain and URL classification.

Ehsan Nowroozi'? adopted Random Forest, Gradient Boosting, XGBoost, and AdaBoost classifiers, training
and testing across diverse datasets to detect, predict, and classify malicious ad URLs. Erzhou Zhu'® developed
a lightweight phishing detection model, CCBLA, based on CNN, BiLSTM, and attention mechanisms,
demonstrating its effectiveness and efficiency through experiments. Finally, Yun-Da Tsai'* highlighted the issue
of data bias in machine learning models for malicious URL detection, which can significantly impact model
performance. The Jeeva S C team!> performed correlation rule mining on URL features to detect them. Lee’
OV et al. used optimization and machine learning to detect malicious URLs and evaluate their effectiveness'.
AlEroud and Karabatis!” propose a method to generate URL-based phishing examples using GANs (Generative
Adversarial Neural Networks, GANSs) to bypass existing URL-based phishing detection methods. Karajgar'8
solves the problem of comparing the effectiveness of different machine learning models in identifying malicious
URLSs by evaluating multiple machine learning models on a dataset of more than 700,000 URLs. Ozcan'® proposed
a hybrid deep learning model to detect phishing URLs, which solved the problem of phishing detection accuracy.
Remya? proposed an effective method to detect phishing URLSs using residual pipes, which solved the problem
that dynamic URLs were difficult to identify by traditional blacklists and improved the accuracy of phishing
threat detection. Islam?! solves the problem of using machine learning to detect malicious URLs to keep users
online. Mia?? analyzed two public phishing URL datasets and used Interpretable Artificial Intelligence to explore
the trustworthiness of phishing URL detection features across different datasets, which solved the problem of
whether phishing URL detection features are common across datasets. Kaushik?® proposed a deep learning-
based phishing attack detection method to solve the problem of detecting phishing attacks in the field of network
security. Su** proposed a BERT-based method to identify malicious URLs, demonstrating the effectiveness of
the method in detecting malicious URLs through experiments on three different public datasets. Geyik® solved
the problem of using URL detection to detect phishing websites by testing the public dataset CatchPhish 3
using different classification techniques on WEKA. Taofeek?® proposed a new machine learning-based phishing
detection method, which solves the problem that traditional detection methods are difficult to keep up with the
evolution of attackers’ techniques and fail to protect users.

Using interpretable machine learning techniques, the study proposed an adversarial training strategy
to mitigate bias in deep learning models, enhancing the generalization capabilities of CNN and RNN-based
detection models, as validated by experimental results.

To further enhance the accuracy and efficiency of phishing malicious URL detection, this paper proposes a
novel detection technique based on the CSPPC-BiLSTM model.

The main contributions of this study are summarized as follows:

(1) The CSPPC-BiLSTM model integrates BiLSTM, CBAM and SPP technology to convert URLs, which are
essentially character sequence data, into multi-dimensional spatial representation for feature extraction.
On the one hand, this method makes fusion innovation based on traditional feature extraction methods.
On the other hand, it solves the problem of low efficiency of LSTM in processing long sequences and signif-
icantly improves the detection accuracy of malicious URLs.

(2) Even in scenarios with highly imbalanced positive and negative sample distributions, the CSPPC-BiLSTM
model maintains high accuracy in detecting malicious URLs, demonstrating strong robustness.

Related work

Bidirectional long short-term memory

In 1997, Mike Schuster and Kuldip K. Paliwal?’ first introduced the concept of Bidirectional Recurrent Neural
Networks (BRNN). In the same year, Hochreiter and Schmidhuber?® proposed the Long Short-Term Memory
(LSTM) model to address the vanishing gradient problem in traditional Recurrent Neural Networks (RNNs),
which makes it difficult to capture long-term dependencies.

Related work BiLSTM is a specialized type of RNN that combines the principles of BRNN and LSTM. BiLSTM
can process sequential data while preserving long-term dependencies. Unlike traditional RNNs, BiLSTM
considers both past and future information simultaneously, enabling it to capture contextual relationships in
sequential data more effectively. In essence, BILSTM consists of two independent LSTM networks: one processes
the sequence in the forward direction, and the other processes it in reverse. The structure of BILSTM is illustrated
in Fig. 1.

Forget gate

Figure 2 highlights the structure of the forget gate in LSTM, shown within the red box. The forget gate determines
which information to discard from the cell state. It takes the previous output h,_, and the current input x,, applies
a non-linearo (Sigmoid) activation, and outputs a vector f, with values ranging between 0 and 1. This vector is
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Fig. 1. Structure of BiLSTM.
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Fig. 2. Forget gate structure.

then multiplied with the cell state to selectively forget certain information. The calculation for the forget gate is
shown in Eq. (1).

ft:O'(Wf N [ht—hxt} + bf) (1)

Input gate
Figure 3 highlights the structure of the input gate in LSTM, shown within the red box. The input gate determines
how much new information will be stored in the memory cell at the current time step. It generates values
between 0 and 1 based on the current input and the previous hidden state, controlling which information should
be added to the memory.

The input gate consists of two parts: the first determines what content to update, as shown in Eq. (2), and the
second generates a candidate memory vector, as shown in Eq. (3), which represents new potential information:

I: The output of the input gate is a vector. The value of each element is between 0 and 1.

W,: The weight matrix of the input gate, which maps the hidden state of the previous moment and the current
input to the output space of the input gate.

b, Enter the offset term of the gate to adjust the output value of the input gate.

Ct: The candidate memory content is a vector. Represents the underlying information of the current moment,
i.e., the memory content that is ready to be updated.
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Fig. 4. Output gate structure.

W A weighted matrix of candidate memory content, which is used to map the hidden state of the previous
moment and the current input to the space of the candidate memory.

be: A bias term for the content of a candidate memory, which is used to adjust the value of the candidate
memory.

It = o(w; - [he—1, x¢] + bi) @

C; = tanh(we - [hi—1, z¢] + be) (3)

Output gate

The output gate of BiLSTM is a key mechanism that controls the output of the LSTM unit, as shown within the
red box in Fig. 4. In LSTM, the output gate determines which information will be output at the current time step.
The calculation of the output gate is shown in Egs. (4) and (5).

In Eq. (4), O, represents the activation value of the output gate; W_ and b_ are the weight matrix and bias term
of the output gate, respectively; h,_; is the hidden state from the previous time step; x, is the current input. The
output gate controls the value between 0 and 1 using the sigmoid activation function.

In Eq. (5), the output gate activation value O, is combined with the current memory state c, to generate the
final hidden state h,.

Ot = a(Wo - [ht—1, 4] + bo) (4)
hz = Ot * tanh(ct) (5)

Convolutional block attention module
The attention mechanism significantly enhances the performance of deep neural networks by selectively focusing
on important features. CBAM is a lightweight attention mechanism that combines Channel Attention and Spatial
Attention to capture more comprehensive contextual feature information. It refines the features adaptively by
multiplying the attention map with the input feature map®. The structure of CBAM is illustrated in Fig. 5.

The input to CBAM is a convolutional feature mapF' € RC*”*W where C, H and W represent the number
of channels, height, and width, respectively. After passing through the Channel Attention module and the Spatial
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Fig. 6. Channel attention module structure.

Attention module, the weighted feature map F, is obtained, as shown in Eq. (6). Here, M_ (Fc) denotes the channel
attention weight, M_(Fc) represents the spatial attention weight, and ®denotes element-wise multiplication.

F' = M,(F.)O M.(F)®F (6)

Channel attention module

The channel attention mechanism splits a WxHxC feature into WxH smaller 1 x 1xC feature maps. Each small

feature map undergoes both MaxPool and AvgPool operations, followed by a shared-weight operation. The

resulting outputs are then summed to produce a 1x 1xC channel attention map, which is multiplied with the

input feature map (WxHxC) to obtain the transformed feature map, also of size WxHxC, as shown in Fig. 6.
The channel attention module assigns weights to each channel to identify the important channels in the

feature map. The specific computation steps are as follows:

1. Perform global average poohng and global max pooling on the input feature map F, resulting in two global
descriptor vectors Fyye € RSandFmax € RS, respectively:

H W
c 1 ..
Favg:H_WZZF(Zajvc) (7)
i=1 j=1
Frcnax = II}%XF(Z)‘% C) (8)

2. As these two vectors through a shared fully connected network (consisting of two fully connected layers):

M(F) =o(W1-Re LUWy - Fauvg) + W1 - Re LU(Wp - Fmax)) 9)

W, and W, are the weight matrices, and o is the Softmax activation function.
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3. The computed channel attention weights M _(F) are applied to each channel of the original feature map:

F.=M.(F)-F (10)

Spatial attention mechanisms
The spatial attention mechanism splits the input WxHxC feature map into Cseparate WxHx1 feature maps.
Each of these is processed through MaxPool and AvgPool. The resulting pooled feature maps are then summed
to obtain a WxHx2 feature map. This feature map undergoes a convolution operation to produce a WxHx1
feature map, which is then multiplied with the original input feature map to obtain the transformed feature map
WxHxC, as shown in Fig. 7.

The spatial attention module further identifies the importance of each spatial location in the feature map. The
specific computation steps are as follows:

1. Perform global average pooling and global max pooling on the feature map Fc (after the channel attention
module) along the channel dimension, resulting in two single-channel feature maps, and Fijax:

C
s . 1 .
Favg(%]) = GZFC(%%C) (11)
c=1
FIsIlaX(ivj) :mca’XFC(ivjvc) (12)

2. Concatenate the two feature maps along the channel dimension and pass them through a 7 x 7 convolutional
layer:
3. The computed spatial attention weights Ms(Fc) are applied to each spatial location of Fc:

MS(FC) = O'(CO”U7><7([F;vg7FI‘?na,XD) (13)

F' = M,(F.)® F. (14)

Spatial pyramid pooling
Spatial Pyramid Pooling (SPP) is a feature pooling method that performs multi-scale partitioned pooling on a
feature map to generate fixed-length feature vectors. It then extends pixel-level features into specifically designed
global pyramid-pooling features. By combining local and global cues®, the final prediction becomes more
reliable. SPP is independent of the input image size, enabling it to handle inputs of arbitrary dimensions while
preserving spatial information at different scales. The structure of SPP is illustrated in Fig. 8.

The core idea of SPP is to partition the feature map into multiple pooling windows and perform pooling
operations, generating a fixed-dimensional representation. The detailed process is as follows:

1. Feature Map Partitioning: For the I-th level of the pyramid partitioning on the feature map F, the window size
is defined as:

= NEA) (15)

w = (|
Where n; is the number of grids at the 1-th level of partitioning, and H and W are the height and width of the
feature map, respectively.

2. Pooling Operation: The feature values within each partitioned window are aggregated using a pooling oper-
ation to produce a scalar. Assuming the window position is (I, j), its pooled value is calculated as:

viy = pool(F(z,y)|z € [i-w', (i + 1) - w),y € [j-wi’, (j + 1) - w}")) (16)
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Fig. 7. Spatial attention module structure.
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Fig. 8. Spatial pyramid pooling structure.
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Where w]*andw;® represent the height and width of the window, respectively, and pool denotes the pooling
function.

3. Flatten and concatenate the pooling results from all levels to form the final fixed-length representation:

fspp = [vh; 0% . 50" (17)

Where, v' is the pooling result at the 1-th level, with dimensions 77

Methodology

Data preprocessing

A URL is a standardized format for finding web resources and consists of components such as protocol, host,
port, path, query parameters, and fragment identifiers. These components are built sequentially to form the
complete resource address. Figure 9 illustrates the structure of the URL. We propose a preprocessing method
for the input, where the protocol fields http and https are removed, and tokens [CLS] and [SEP] are added to the
beginning and end of the domain name, respectively. This helps the CSPPC-BiLSTM model better capture the
sequential information between each character in the URL after being processed through the CharEmbedding
layer. The format of the pretreatment is shown in Fig. 10.

Model structure
A URL inherently has a highly sequential structure, with complex interdependencies between its characters.
CSPPC-BiLSTM is an ideal model for capturing and processing such intricate sequential relationships. First,
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Fig. 10. URL after preprocessing.

O —= 1ST™ um/\ =
O L °
900 o \—"['/— ° -
@ (000 O o S sl |; v
';.L._.l... ® i,__tsw LST™ .-A- -:.. —o:’
990 o | = e ™M s u
J \_l_’_/ H feature 1
Char g o | matnx
O—tsm sl @ | | J

Fig. 11. Structure of the CSPPC-BiLSTM model.

the URL is passed through a character embedding layer to capture morphological features at the character
level. Then, the BILSTM extracts sequential features from the URL. To enhance feature representation, CBAM’s
Channel Attention Module (CAM) and Spatial Attention Module (SAM) transform these character-level
sequential features into spatial sequence features, constructing a spatial feature matrix that represents the URL.
Next, the SPP module applies multi-scale pooling and concatenation across different pooling window sizes in the
spatial dimension. Finally, a FC layer, combined with dropout, maps the processed features into the classification
space, enabling the detection and classification of malicious URLs. The structure of the CSPPC-BiLSTM model
is shown in Fig. 11, with the detailed computational process as follows:

1. The input sequence x € R”*" is passed through the CharEmbedding layer, transforming it into a low-di-

mensional vector representation Xe:
Xe = CharEmbedding(x) (18)
B represents the batch size, and L represents the sequence length.
2. The sequence embedded by CharEmbedding is processed through BiLSTM for feature extraction:

B, (hn,cn) = BiLSTM (z.) (19)

h represents the output of the BiLSTM, capturing the features at each time step t in the sequence;hnand ¢,
denote the final hidden state and cell state, respectively, which store the global information.

3. CBAM performs weighted aggregation of the time-step features extracted by BiLSTM and transforms the
extracted features into a spatial feature matrix:

A = Softmax(hW,) (20)
L
Spatial feature matrix = Z ay - h, (21)
t=1
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Here, W, represents the learnable attention weight matrix, A denotes the importance scores of the features at
each time step, with Softmax as the activation function. The attention weights are «, and the context features
arehg.

4. The spatial feature matrix output by CBAM is processed through the Spatial Pyramid Pooling (SPP) module
for multi-scale pooling and concatenation in the spatial dimension:

h., = Spatial feature matriz.unsqueeze(2).unsqueeze(3) (22)

f» = Concat(Spatial Pyramid Pooling(h.,,p:)) (23)

k., is the four-dimensional tensor obtained by expanding h, and p; represents multiple scales.

5. Finally, f, is passed into the fully connected layer fc, combined with dropout, to generate the final classifica-
tion result:

y = Liner[Dropout(fp)] (24)

Experimental results and analysis

In this chapter, we introduce the datasets used to evaluate the performance of the CSPPC-BiLSTM model, the
deep learning models selected for comparison, the experimental setup, the environment, and the evaluation
metrics. Finally, we analyze the experimental results.

Datasets

To assess the performance of the proposed model, we utilized two datasets: the balanced Grambedding datase
(https://web.cs.hacettepe.edu.tr/~selman/grambeddings-dataset/) and the imbalanced Mendeley AK Singh
dataset® (https://data.mendeley.com/datasets/gdx3pkwp47/2). In both datasets, benign URLs are labeled as
“legit” and malicious URLs are labeled as “malicious” The balanced Grambedding dataset contains a total of
960,083 samples, with 480,088 legit URLs and 479,995 malicious URLs. On the other hand, the imbalanced
Mendeley AK Singh dataset comprises 1,530,708 samples, including 1,495,542 legit URLs and 35,166 malicious
URLSs. The frequency distribution of URLs in both datasets is illustrated in Fig. 12 using bar charts.

t31

Comparison methods
We compared the CSPPC-BiLSTM model with six advanced character-level deep learning models, including:

CharBiGRU: This model uses a character-level BiGRU (Bidirectional Gated Recurrent Unit, BIGRU) network,
with a dropout layer and a FC layer following the BiGRU layer.

CharBiLSTM: A model based on character-level BILSTM network.

CharGRU: A character-level GRU (Gated Recurrent Unit, GRU) network.

CharLSTM: A character-level LSTM (Long Short-Term Memory, LSTM) network.

CharCNN: A character-level CNN that uses convolutional kernels of sizes 3, 4, and 5, followed by a dropout
layer and a fully connected layer.

CharCNNBIiLSTM: This model combines a character-level CNN with a BiLSTM network. Features are
extracted from the embedding layer using the CNN, and then passed to the BiLSTM for further processing.
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Fig. 12. Bar Chart of URL Frequence.
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Experimental setup and results

We used the PyTorch framework (version cuda = 12.4) with Python 3.8 for all experiments. These were conducted
on a server equipped with a 12th Gen Intel(R) Core (TM) i7-12700KF CPU and an NVIDIA GeForce RTX 4070
GPU.

Comparative experiments and results

For all models, the number of epochs, batch size, and learning rate were set to 20, 256, and 0.001, respectively.
Since the experiment involves balanced data sets and unbalanced data sets, we also quoted 12 evaluation
indicators to comprehensively evaluate the performance of CSPPC-BiLSTM in facing balanced data and
unbalanced data from multiple perspectives. The following is a detailed introduction and significance of each
evaluation indicator. The experimental results are shown in Table 1. The ROC curves and confusion matrices of
the experimental results in the balanced data set Grambedding Dataset are shown in Figs. 13 and 14. The ROC
curves and confusion matrices of the experimental results in the unbalanced data set Mendeley Phish Dataset
are shown in Figs. 15 and 16.

Accuracy: Accuracy = TELTH

TP+TN+FP+FN
samples to the total number of samples. Reflects overall prediction accuracy, but may be inaccurate when classes
are imbalanced.

Precision: Precision =

Accuracy represents the proportion of correctly predicted

_TP
TPFP

predicted as positive. Reflects the reliability of the model in predicting positive classes. High accuracy means
fewer false positives.

Recall: Recall = T;Jr% Recall represents the proportion of actual positive samples correctly predicted as

positive. Reflecting the model’s ability to capture positive classes, high recall means fewer false negatives.

Fl1Score: F'1 Score = 2 . [Lrecision-Recall The T gcore is the harmonic mean of precision and recall,
Precision+Re calL

providing a comprehensive evaluation of model performance. Reflects a balance between precision and recall
and is suitable for class imbalance situations.
Micro F1 Score (F1_mic): F'1_micro =

Precision represents the proportion of true positives among the samples

2.7P
2TP+FPFN
overall performance, suitable for class-balanced datasets.

n

Weighted F1 Score (F1_wted): F'1_wted = ) % - F'1; Suitable for scenarios involving class imbalance. It

Used to assess data with class imbalance. Reflects

i=1
reflects that it can better reflect the model performance when the class is imbalanced.

False Discovery Rate (FDR): FDR = TPI‘;% Represents the proportion of false positives among the

samples predicted as positive. Reflecting the proportion of false positives, a low FDR means the model is more
reliable in predicting positive classes.

False Negative Rate (FNR): FNR = % Represents the proportion of actual positive samples

misclassified as negative. Reflecting the proportion of false negatives, low FNR means that the model has a strong
ability to capture positive classes.

False Positive Rate (FPR): F'PR = % Represents the proportion of actual negative samples

misclassified as positive. Reflecting the proportion of false positives, low FPR means that the model has a strong
ability to identify negative classes.

Dataset Name Accuracy | Precision | Recall | F1Score | F1_micro | F1_wted | FDR | FNR | FPR DE NPV | SPC
CharBiGRU 97.67 97.67 97.67 |97.67 | 97.70 97.70 2294 | 2295 | 2295 | 9546 |97.70 | 97.70
CharBiLSTM 97.54 97.55 9754 | 9754 | 97.53 97.53 2461 | 2468 | 2468 | 95.12 | 97.53 | 97.53
CharGRU 97.52 97.52 97.52 | 97.52 | 97.53 97.52 2460 | 2461 | 2461 |95.13 | 97.53 | 97.53
g:‘t‘;‘i’fdding CharLSTM 97.57 97.58 9757 |97.57 | 97.57 97.57 2407 | 2421 | 2421 | 9520 |97.59 |97.57
CharCNN 96.64 96.65 96.64 | 9664 | 97.14 97.14 | 2.846 | 2.854 | 2.854 | 9436 | 97.15 | 97.14
CharCNNBILSTM | 96.78 96.79 96.78 | 9678 | 96.83 96.83 3.157 | 3.166 | 3.166 | 93.76 | 96.84 | 96.83
CSPPC-BiLSTM | 99.66 99.66 99.66 |99.66 | 99.81 99.81 | 0.185 | 0.185 | 0.185 | 99.62 |99.81 | 99.81
CharBiGRU 98.86 98.78 98.86 |98.74 | 98.88 98.76 | 5257 | 21.936 | 21.936 | 56.18 | 94.74 | 78.06
CharBilLSTM 98.88 98.80 98.88 |98.75 | 98.88 98.75 | 4.980 |22.130 | 22.130 | 55.79 | 95.01 | 77.86
CharGRU 98.85 98.75 98.85 |98.73 | 98.85 98.74 | 7.067 | 21.240 | 21.240 | 57.60 | 92.93 | 78.75
gﬁ‘;‘;‘feky CharLSTM 98.82 98.73 98.82 |98.69 | 98.83 98.70 6.426 | 22432 | 22432 | 5521 | 93.57 | 77.56
CharCNN 98.78 98.67 98.78 | 98.63 | 98.85 98.70 4916 |23.078 | 23.078 | 53.89 | 95.08 | 76.92
CharCNNBILSTM | 98.75 98.68 98.75 | 98.75 | 98.80 98.64 | 5.100 |24.228 | 24228 | 51.59 | 94.89 | 75.77
CSPPC-BiLSTM | 98.89 98.82 98.89 |98.75 | 98.90 98.77 | 4.705 | 21.971 | 21.971 | 56.10 | 95.29 | 78.02

Table 1. Presents the results of malicious URL detection. Metrics with the best performance are highlighted in
bold, and all performance metrics are expressed as percentages.
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Fig. 13. ROC Curve of models on the Grambedding dataset.

Diagnostic Efficiency (DE): DE = % Represents the overall accuracy rate of the model

in classifying positive and negative samples. Reflecting the overall error rate, high DE means that the overall
performance of the model is better.

Negative Predictive Value (NPV): NPV = % Represents the proportion of true negatives among the

samples predicted as negative. Reflecting the reliability of the model in predicting negative classes, high NPV
means fewer false positives.
Specificity (SPC): Speci ficity = FPZ% Represents the proportion of actual negative samples correctly

predicted as negative. Reflecting the model’s ability to identify negative classes, high SPC means fewer false
positives.

Figures 13 and 14 illustrate the ROC curve and confusion matrix of the CSPPC-BiLSTM model compared
to other models on the Grambedding Dataset. Similarly, Figs. 15 and 16 present the ROC curve and confusion
matrix of the CSPPC-BiLSTM model compared to other models on the Mendeley Phish dataset.

The results indicate that CSPPC-BiLSTM, integrating CBAM and SPP, successfully transforms character
sequence features into spatial sequence features, demonstrating effectiveness in malicious URL detection. The
estimated experimental values are presented in Table 1, while Figs. 13, 14 and 15, and 16 provide a more intuitive
visualization of the results.
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Fig. 14. Confusion matrix of models on the Grambedding dataset.

On the balanced Grambedding dataset, CSPPC-BiLSTM showed strong and stable performance. Compared
with six commonly used character-level neural models, it achieved a 2-3% improvement on the four most
commonly used evaluation metrics. It is worth noting that FDR and FNR reached 0.185, indicating that the
model has strong capture and recognition capabilities for positive samples. FPR and FPC reached 0.185 and
99.81 respectively, indicating that the model has excellent detection capabilities for negative samples. Other
evaluation metrics also reflect the relatively excellent performance of CSPPC-BiLSTM. As can be seen from
Fig. 14, for malicious URL detection by CSPPC-BiLSTM, the proportion of false detections is significantly
reduced compared with other models (the white part of the confusion matrix).

For the unbalanced Mendeley AK Singh dataset, Table 1; Figs. 15 and 16 show that CSPPC-BiLSTM
outperforms other character-level neural network models in most evaluation indicators, except that its
performance is slightly lower than CharBiGRU in FNR, FPR, DE, and SPC. As can be seen from Fig. 16, when
faced with data imbalance, CSPPC-BiLSTM is more likely to misjudge originally malicious URLs as legitimate
URLs compared to CharGRU, and more likely to misjudge originally legitimate URLs as malicious URLs
compared to CharCNNBiLSTM. CSPPC-BiLSTM has a certain misjudgment rate when the data is unbalanced.
Despite this, compared with other character RNNs and CNN-based models, CSPPC-BiLSTM still shows quite
good performance, and the detection effect of malicious URLs has been significantly improved.

It can be concluded that CSPPC-BIiLSTM has good malicious URL detection accuracy when faced with
balanced data. When faced with unbalanced data, CSPPC-BiLSTM still performs well, but is slightly insufficient
in some indicators. This is also the focus of my future research.

Ablation experiments and results

In order to show the combination of CBAM and SPP more comprehensively, it is a bridge connecting character-
level sequence features and spatial sequence features, which is of great significance to CSPPC-BiLSTM. We
conducted ablation experiments using CSPPC-BiLSTM and CC-BiLSTM (removing SPP), CSPP-BiLSTM
(removing CBAM) models to prove the significance of combining CBAM with SPP. The results of the ablation
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Fig. 15. ROC curve of models on the Mendeley phish dataset.

experiment are shown in Table 2; Figs. 17, 18, 19 and 20. The evaluation indicators used for experimental result
analysis are consistent with the 4.3.1 Comparative Experiment Chapter. Figures 17 and 18 correspond to the
balanced data set Grambedding Dataset, and Figs. 19 and 20 correspond to the unbalanced data set Mendeley
Phish.

As can be seen from Table 2; Figs. 17, 18, 19 and 20, when faced with balanced data, CSPPC-BiLSTM
has a significantly lower number of misjudged URLs than CC-BiLSTM and CSPP-BiLSTM. CSPPC-BiLSTM
misjudged 551 data items, while CC-BiLSTM and CSPP-BiLSTM misjudged 3457 and 3932 data items,
respectively. The results prove the effectiveness of combining CBAM and SPP in processing balanced data. Even
in the face of unbalanced data, CSPPC-BiLSTM is still better than the other two models in some aspects. The
number of URL misjudgments has been decreasing relative to CC-BiLSTM and CSPP-BiLSTM. Compared with
CC-BiLSTM, CSPP-BIiLSTM seems to be more inclined to misjudge originally malicious URLs as legitimate
URLs. This shows that using SPP alone without CBAM will directly affect the performance of the model in some
aspects, because SPP directly processes the features extracted by BILSTM without an intermediate mechanism to
convert character-level sequence features into spatial sequence representations. On the other hand, although the
channel attention mechanism using only CBAM can effectively capture character-level sequence features and the
spatial attention mechanism can convert character sequence features into spatial sequence features, it lacks SPP
for further spatial pooling operations, which will lead to a decrease in the performance of the model. However,
integrating SPP on top of CBAM can serve as a bridge to further refine the spatial sequence features extracted by
CBAM spatial attention. This study innovatively integrates CBAM and SPP, so that CSPPC-BiLSTM enhances
the ability to learn key malicious URL features in the spatial domain, ultimately improving detection accuracy.

Conclusions

In this work, we introduce the CSPPC-BiLSTM model, designed to capture the sequential characteristics of
malicious URLs on the web. The model first employs a character embedding layer to convert discrete inputs into
continuous representations, followed by a BILSTM to extract inter-character dependencies within URLs. CSPPC-
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Fig. 16. Confusion matrix of models on the Mendeley Phish dataset.

Dataset Name Accuracy | Precision | Recall | F1Score | F1_micro | F1_wted | FDR | FNR | FPR DE NPV | SPC
CSPP-BiLSTM | 97.54 97.55 9754 |97.54 | 97.53 97.53 2461 | 2468 | 2.468 | 95.12 | 97.53 | 97.53
g;?;‘sffddmg CC-BiLSTM 97.84 97.84 97.84 | 9791 | 9791 97.91 2079 | 2.083 | 2.083 |95.87 |97.92 | 97.91
CSPPC-BIiLSTM | 99.66 99.66 99.66 |99.66 | 99.81 99.81 | 0.185 | 0.185 | 0.185 | 99.62 |99.81 | 99.81
CSPP-BiLSTM | 98.81 98.71 98.81 |98.70 | 98.84 98.72 7.329 |21.474 | 21.474 | 57.13 | 92.67 | 78.52
g/l[figfeley CC-BiLSTM 98.82 98.72 98.82 | 9870 | 98.84 98.72 6.834 |21.714 | 21.714 | 56.65 | 93.16 | 78.28
CSPPC-BIiLSTM | 98.89 98.82 98.89 |98.75 |98.90 98.77 | 4.705 | 21.971 | 21.971 | 56.10 | 95.29 | 78.02

Table 2. Results of ablation experiment malicious URL detection. Metrics with the best performance are
highlighted in bold, and all performance metrics are expressed as percentages.

BiLSTM integrates two powerful modules, CBAM and SPP. Its key innovation lies in leveraging CBAM’s channel
and spatial attention mechanisms to refine the sequential features extracted by BiLSTM, which are then further
aggregated through spatial pooling with SPP. Finally, classification is performed via a fully connected layer.
Through comparative and ablation experiments on both balanced and imbalanced datasets, CSPPC-BiLSTM
demonstrates superior accuracy and robustness compared to conventional malicious URL detection models,
highlighting the effectiveness of combining CBAM and SPP. This study represents an integrated innovation at
the feature extraction level, significantly enhancing phishing URL detection capabilities. It effectively addresses
key challenges in feature extraction, attention modeling, and spatial representation learning, thereby improving
both detection accuracy and robustness.
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Fig. 17. Ablation experiment ROC curve on the Grambedding dataset.

In future work, we aim to further improve the model’s detection efficiency and accuracy when dealing with
imbalanced data. We plan to explore more advanced attention mechanisms and further optimize the feature
extraction module to maintain high detection performance in the face of obstacles such as data imbalance.
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Fig. 18. Ablation experiment confusion matrix on the Grambedding dataset.

CCBALST™ Confumon Matrix
s

vy
med<tes

Scientific Reports | (2025) 15:6659 | https://doi.org/10.1038/s41598-025-91148-z nature portfolio


http://www.nature.com/scientificreports

www.nature.com/scientificreports/

CSPPC-BILSTM ROC

= Class O (area = 0.94)
w Class 1 (area = 0.94)

CSPP.BILSTM ROC

02

04

06 08 10

False Positive Rate

> — Chass O (area = 0.93)
e Class 1 (ared = 0.93)

02 04 06 os
False Positrve Rate

CC-BILSTM ROC

. w— Class O (area = 0.93)
e Class 1 (area = 0.93)
02 04 Y o8 10
false Positrve Rate

Fig. 19. Ablation experiment ROC curve on the Mendeley Phish dataset.
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Fig. 20. Ablation experiment confusion matrix on the Mendeley Phish dataset.

Data availability

To assess the performance of the proposed model, we utilized two datasets: the balanced Grambedding datase

t31

(https://web.cs.hacettepe.edu.tr/~selman/grambeddings-dataset/) and the imbalanced Mendeley AK Singh dat
aset®? (https://data.mendeley.com/datasets/gdx3pkwp47/2). In both datasets, benign URLs are labeled as “legit”
and malicious URLs are labeled as “malicious” The balanced Grambedding dataset contains a total of 960,083
samples, with 480,088 legit URLs and 479,995 malicious URLs. On the other hand, the imbalanced Mendeley
AK Singh dataset comprises 1,530,708 samples, including 1,495,542 legit URLs and 35,166 malicious URLs.
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