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The infusion of technology across various domains, particularly in process-centric and multi-
stakeholder sectors, demands transparency, accuracy, and scalability. This paper introduces a 
blockchain and intelligent contract-based framework for judicial case management, proposing a 
private-to-public blockchain approach to establish a transparent, decentralized, and robust system. An 
Integrated Solution for Judicial Case Management using Blockchain Technology and Smart Contracts. 
This paper aims to introduce a multi-blockchain structure for managing judicial cases based  on smart 
contracts, ultimately rendering cases more transparent, distributed, and tenacious. This solution 
is innovative because it will  leverage both private and public blockchains to satisfy the unique 
requirements of judicial processes, with transparent public access for authorized digital events and 
transactions occurring on the freely available blockchain and a three-tiered private blockchain structure 
to address private stakeholder interactions while ensuring that operational  consistency, security, 
and data privacy requirements are met. Leveraging the decentralized and tamper-proof approach 
of blockchain and cloud  computing, the framework aims to increase data security and cut down on 
administrative burdens. This framework offers a scalable and secure solution for modernizing judicial 
systems, supporting smart governance’s shift towards digital transparency and accountability.
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Traditional  storage systems for digital evidence systems cannot be tamper-proofed, controlled centrally, and do 
not provide transparency, leading to trust issues. Although current systems strive to secure electronic records, 
they lack the transparency  and decentralization needed for trustworthy evidence preservation. Immutability 
and decentralization are the features that  make the blockchain technology a good candidate to overcome these 
limitations and allow the credible, public and distributed mediation of judicial evidence1. New blockchain-based 
storage methods have proven effective  in areas such as smart governance, smart homes, and healthcare. This 
approach aids secure,  scalable, and tamper-resistant sharing of data such as cloud storage and edge computing 
assisted by blockchain, which makes this including a good candidate for data privacy-preserving practices in 
judicial systems2.

Blockchain-oriented judicial evidence-preserving methods  can utilize the immutability of the blockchain 
itself and combine IPFS (InterPlanetary File System) for decentralized storage. By using IPFS to facilitate off-
chain storage, IPFS can solve the problem of block-size limitation and transaction speed3. At the same time, smart 
contracts in  the system can automate judicial processes including case registration, authority management, 
evidence upload and download, data sharing, and regulatory verification4. We show by simulation that this 
approach can outperform existing systems significantly in terms of throughput  and stability. Performance tests 
also validate its ability to meet judicial  organizations’ needs for timely data access and collaboration5.

This framework utilizes a combination of  blockchain and IPFS to store the proof in tamper-proof packets 
even with limited block capacity. It achieves cost savings and flexibility, responding to the judicial system’s need 
for a secure, scalable, and efficient manner of  managing evidence6. Smart  contracts can also help automate tasks 
that are primarily repetitive in nature, which may include scheduling hearings, sending notifications/generating 
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defaults, tracking document submissions, and monitoring case progress. Using AI minimizes human error even 
further, increases administrative efficiency and expedites case resolution, thereby improving the effectiveness of 
the  judicial system7.

Solutions for judicial case management based on single-blockchain systems have  limitations. As a result, 
it facilitates secure, transparent, and automated judicial processes by utilizing smart  contracts to enforce legal 
agreements, manage ongoing cases, and ensure compliance with regulations. A three-level private blockchain 
system is also used to manage role-based access control to keep an indelible and publicly verifiable record of 
judicial actions within the  framework8. The evidence is stored off-chain on IPFS, which helps in reducing 
the need of  having evidence inside blockchain network itself, thus resulting in a better efficiency of evidence 
handling without stressing out the blockchain network9,10.

This research is a major step forward in the evolution of judicial governance — a scalable, secure and 
transparent solution designed to meet  the needs of different judicial systems. Its goal is to strengthen public 
confidence in the judicial process by  developing a multi-blockchain infrastructure that can address the 
limitations of single blockchain system. Smart contracts reduce human involvement, minimize errors,  and 
facilitate case management, making the judicial system more efficient and credible11,12. This framework’s 
success  at establishing secure, transparent, and automated judicial processes lays the groundwork for future 
advancements in blockchain-based legal and governance technologies13.

To summarize, the research emphasizes that blockchain technology can fundamentally  address the issues 
of evidence handling, transparency, and efficiency in judicial routines. The integration of blockchain, IPFS, and 
smart contracts proposed in the framework establishes a new paradigm for secure and scalable judicial case 
management and  is aligned with the principles of smart governance and digital accountability14,15.

Literature review
Luo et al. Integrating cognitive backscatter communications with a novel approach to blockchain  consensus 
in wireless networks. This blockchain consensus is symbiotic and allows low-power devices to participate in 
blockchain networks, increasing the energy efficiency of the  blockchain while boosting data throughput. With 
cognitive radio, the proposed model can efficiently utilize the spectrum to guarantee high data transmission 
reliability without sacrificing blockchain’s decentralised integrity. Their simulations show increased 
throughput  and reduced delay, making it suitable for energy-constrained wireless environments such as IoT 
networks16.

Gong et al. We propose a blockchain-assisted digital twin  offloading scheme in the intricate space-air-
ground networks (SAGNs). Data management is crucial for digital twins—virtual representations of a  physical 
system—especially in heterogeneous environments such as SAGNs. Authors use blockchain technology to 
coordinate offloading  digital twin tasks from the digital twin to the most efficient edge node while ensuring 
secured and trustworthy data sharing. Blockchain technology is typically open-source, making its code publicly 
accessible, and such source code brings transparency to the  underlying system. The results show lower latency, 
better resource utilization, and resilience against network failures17.

Yang et al. examine how you can leverage blockchain to improve multitask learning (MTL) to optimize 
private car commuter  travel. The authors propose a decentralized system where user-generated data (e.g., 
traffic  patterns, road conditions) is securely shared and utilized by MTL models to optimize the suggestions for 
routes to the users. Data Security and Trust  in Collaborative Environment Through Blockchain Smart Contracts 
Results from experiments show that this blockchain-based MTL system can effectively improve commute 
efficiency, shorten  travel time, and ensure user data privacy18.

In the medical industry, blockchain solutions are widely adopted to manage sensitive medical data  securely. 
Blockchain has systems for verification and validation, allowing transactions to be tracked while  still 
ensuring accessibility and privacy for practitioners and patients. Smart contracts provide an advantage here by 
automatically sharing data among competing hospitals and other medical entities, minimising administrative 
costs and improving data  integrity19. Nonetheless, soaring processing costs and delayed performance due 
to  a low mining capacity pose major challenges to mass acceptance. These constraints highlight the necessity 
for  more efficient blockchain solutions that find a sweet spot between security and performance20.

In21,  Liu and Zhao organized a vehicular data sensing framework with the aid of blockchain, focusing on 
information fresh, an important factor for real-time decision of Intelligent Transportation Systems (ITS). They 
build on the Age of Information  (AoI), a well-known metric for the freshness of data, proposing a scheme that 
benefits from blockchain for the secure and real-time sharing of sensing data between vehicles. Smart contracts 
automate the data validation process and embed reward mechanisms in order  to encourage vehicles to share 
timely and updated routing information. This framework provides real-time updates on traffic and navigation 
that greatly supports  road safety efforts.

The present work reveals the transformative power of blockchain technology in introducing Triple-Entry 
Accounting (TEA), which is revolutionising the traditional accounting system. Blockchain is a decentralised, 
immutable, and transparent ledger that provides  secure, shared, and validated transaction records among 
interested parties that do not require reconciliation, significantly reducing the risk of fraud. Smart contracts 
enable efficient, automated accounting by integrating invoicing and payments into the data stream on a 
blockchain, and facilitate real-time data auditing for compliance and  transparency. However, in accounting 
and finance, scalability, energy consumption, and regulatory uncertainty are all challenges that need to be faced 
before the promise of blockchain can  be fully realized. Adding blockchain and TEA are major strides towards 
creating  more secure, efficient, and transparent financial systems22.

Zheng et al. propose a multi-agent reinforcement learning (MARL)  framework enhanced with blockchain 
for peer-to-peer (P2P) energy trading. The system uses a continuous double auction (CDA) model to  enable 
secure and private energy trading between energy prosumers (producers-consumers). This comprises 
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transparent transaction recording via a blockchain and privacy-preserving methods such as differential privacy 
to protect sensitive bidding data. The MARL paradigm finds optimal  trading strategies which enhance market 
equilibrium and user satisfaction. This serves as a  mechanism to realise decentralised, effective and privacy-
centric electrical power marketplaces23.

Originally a technology for cryptocurrency, blockchain can now be tailored to immutability  and 
confidentiality in domains other than cryptocurrency, including Accounting Information Systems (AIS). Our 
research proposal combines areas of ERP and blockchain to implement data vaults and generate tamper-proof 
financial data by  using hash algorithms such as SHA256. Blockchain replaces existing databases  but works 
along with RDBMS to fulfill the requirements of low-cost secured solutions. The proposed framework improves 
data integrity, identifies breaches,  and provides a scalable enterprise solution24.

Hybrid blockchain models  are extensively employed to mitigate latency and reduce resource consumption 
by integrating public/permissioned and private/restricted systems. These models first enhance fault tolerance 
and allow for secure data sharing with  privacy protection, which are vital to building judicial systems25 or other 
similar applications requiring high data integrity and prompt access to data. BIoMT: Integrating blockchain and 
the Internet of Medical Things has shown great promise  in managing complex, multi-party data management 
needs. Using blockchain technology, BIoMT builds a fascinating serverless peer-to-peer network for healthcare 
data with transparent,  integrated utility while preserving the privateness of knowledge contained inside. 
Blockchain and IoMT are two emerging technologies that can  completely transform healthcare organisations’ 
management and sharing of sensitive patient data while addressing specific critical pain points such as data 
security, privacy, and interoperability. Also, the design can be further extended  and applied to monitor a large 
population suffering from chronic diseases in distributed and centralized cities where an enormous amount 
of medical data is generated through e-health services. BIoMT can transform healthcare delivery and patient 
outcomes by integrating  blockchain technology with edge computing. For instance, Zhang et al. proposed a 
hybrid blockchain architecture that integrates public  and private blockchain to preserve data integrity and 
confidentiality in IIoT networks. Implementing smart contracts provides additional access control and auditing, 
thereby reducing the  potential for unauthorized access and tampering with data. Because of that, this hybrid 
scheme has become a promising solution combining security with scalability26.

Similarly, Liu et al. proposed a small blockchain framework for  IIoT devices with low computational 
capability. Their solution leverages  the energy-efficient and secure Proof of Authority (PoA) consensus 
mechanism. Much of the work  reported on in the study represents considerable advances of state of the art with 
respect to data storage efficiency and scalability, which is important for their deployment in large-scale IIoT 
installations in resource-constrained environments27.

The Role of External Proof of Retrievability in Distributed Storage  Systems. Fang et al. designed a Proof-
of-Retrievability  (PoR)-based protocol that guaranteed secure storage for medical data in the metaverse world. 
Their protocol is based on homomorphic encryption that allows third-party auditors  to check data integrity 
without accessing the data, which preserves patient privacy28. Extending this, Vaninr et al. proposed a  end-to-
end data protection model for personal health records sharing system. They provide a solution that allows for 
seamless verification of medical data while adhering to regulatory norms like HIPAA and GDPR29.

Additionally, vector commitment schemes have been proposed to allow secure  and space-efficient shared 
data access. Zhang et al. introduced an integration model for medical healthcare and metaverse. This approach 
enables users to commit to a collection of data items while still proving that they know the integrity of selected 
items within each set without disclosing  the whole set. In metaverse applications, specific sharing of  medical 
data with healthcare providers or virtual reality platforms is critical30; this is another area where these conditions 
are invaluable. Together, these developments reflect the transformative potential of blockchain, edge computing 
and cryptographic methods for  improving data security, efficiency and privacy in relation to healthcare and IoT 
materials.

Proposed methodology
Blockchain, IoT, and cloud computing are the technologies that are becoming the transformation platform 
to formulate the emerging digital ecosystem with decentralized, highly shareable, and secure applications in 
various professional domains31. Smart governance, or e-government, is a global research and development area. 
The provision of different public-serving applications is one of the crucial areas of service in the e-governance 
system. The judicial system is one of the important pillars to be considered for technology transformation for a 
swift and transparent justice system.

It is divided into three main modules i.e. actors, process, and execution, as shown in Fig. 1. In the Process 
section, the four icons collectively illustrate key functions of the smart contract framework within the blockchain-
based judicial case management system. In Fig.  1  shows the multi-blockchain architecture of judicial case 
management using the smart contract. The proposed architecture is organized into three  main components: 
actors, process, and execution, linked by blockchain consensus mechanisms to guarantee transparency, security, 
and data integrity on judicial procedures. The first segment—“Actors”—features major players in the judicial 
process, from the jury and prosecution to the defense. These actors can interact with the system through a 
consensus mechanism that records their actions and input and allows  authorization and validation of their 
inputs. Data is trained through a decentralized system that builds trust by default  and reduces potential biases 
or manipulation in the judiciary regime.

The second component, Process, pertains to smart contracts, which we consider to be the  operational 
backbone of the system. These smart contracts ensure legal processes are executed accurately and efficiently by 
automating key judicial workflows, governing the handling of documents, and automatically enforcing access 
controls. The system uses blockchain technology to ensure encrypted and transparent management of case 
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files, evidence submissions and procedural steps. Actors communicate with this process component  to send 
messages and actions, enabling actor-execution stage integration and coordination.

The last step, execution, is  about implementing judicial decisions into reality. Typically, the court system 
works linearly—identification, transaction and verification—to ensure that rulings and legal obligations are 
executed correctly  and transparently. During the execution phase, a different  consensus mechanism is used 
to validate and record those actions on the blockchain. The architecture uses permissioned blockchains for 
sensitive data, public or consortium  blockchains for public accountability, and inter-blockchain communication 
for system component interaction.

This  multi-blockchain architecture improves judicial case management to bring a secure, transparent, and 
efficient framework. Complex legal workflows can be automated, limitations on manual errors, and all these 
in compliance  with legal standards thanks to smart contracts. At the same time, the decentralized nature of 
blockchain technology ensures  data integrity, and builds trust between all judicial stakeholders.

In this methodology, a blockchain-based Judicial case  management system is described using a chain-of-
blocks architecture that is interfaced with different judicial roles, such as jury, prosecution, defence, etc. to 
enhance automation, transparency and integrity via smart contracts. This multi-stage system  works in this way:

	1.	� Jury module: This first module compiles central case components, such as evidence, schedules, witness infor-
mation, parole  and financial data. That initial step of providing personal data serves as the  entry point to the 
blockchain for the case, causing every aspect of the case to be recorded on the chain securely for verification.

	2.	� Prosecution module: This module contains only the digital information collected and processed from the 
evidence, along  with forensic details (e.g. actor motives, causative trees, and evidence referrals). It features 
functionalities for managing and authenticating all items associated with prosecution, utilizing the evidence 
and  information gathered in the previous module.

	3.	� Defense module: Evidence mapping, action analysis, motive semantics, and alibi trees,  structured and or-
dered, in an object-oriented defense module. This module organizes featured imagery to enable defense 
preparation, analysis, and review.

	4.	� Blockchain consensus approach: The consensus phase refers to the consensus mechanism used to reach an 
agreement between  all participants before transactions are recorded on the blockchain. This stage involves 
evaluation records of arguments and can activate smart contracts — coded terms of action that execute 
when certain conditions have been met, thus ensuring a decentralized and verifiably transparent process 
for the  course of the case. In this phase of  the notary public life cycle, involved legal professionals (lawyers 
and judiciary, for example) are to be verified. Litigation relies on smart contracts to form argument trees, 
relational clauses, and reference structures to  wed the legal construct into the reified blockchain, which is 
robust enough to facilitate sound argumentation and anchoring references.

	5.	� Proof-of-work (PoW) mechanism: This step includes penalty voting,  prediction ranking, and judiciary sort-
ing to provide higher security and guarantee. Here, legal scholars weigh  the evidence against precedents, 
speculate on possible outcomes and rank those odds. Blockchain uses a PoW method to secure the  judg-
ments by encoding verifiable decisions and possible deterrent actions to ensure consistency of similar cases.

	6.	� Legal taxonomy development: The legal concepts from the previous step are categorized into a taxonomy, 
building the legal framework of what laws, principles, and classifications are relevant to the  case. Such clas-
sification has been instrumental in systematically  articulating legal claims and in judicial pronouncing.

	7.	� Impact analysis and financial review: Upon completing  the PoW phase, impact analysis measures potential 
legal and financial impacts, exploring alternative scenarios and assessing the economic consequences of each 
verdict. Lawyers calculate the damage, attorney fees, and  potential settlements for different results, guiding 
the strategy.

	8.	� Artificial  neural network (ANN): Knowledge BaseThis last step uses ANN to create a knowledge base, to 
maintain and update a knowledge base that may contain legal precedents, doctrine, and cases, providing a 
holistic repository of legal knowledge which grows and incorporates new-found case data to allow further 
learning.

Fig. 1.  System diagram.
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The above methodology facilitates judicial case management by applying a decentralised, trustless, 
secure blockchain system generating an immutable sign for the input data at each stage thus increasing 
transparency,  assisting in decision-making and improving efficiency (structured, unified data flows at each 
stage). Every building block now has step-by-step explanations, starting from the modules’ usability in the judicial 
case management system. It also added an extensive discussion justifying the selected consensus mechanisms 
(PoW and PoS), explaining how their trade-off between security and efficiency  brought them ahead of other 
alternatives in the current appropriate judicial context. Providing this further detail will add transparency to the 
process and a clear justification to the technical decisions taken  for the study.

This architecture presents a master blockchain with smart contracts and three alternate blockchains: Alt 
#Jur, Alt#Pro, and Alt#Def for jury, prosecution, and defense. The actors can be added with relevant entities; the 
actors, pre-validity, and process are more focused on developing a stakeholder network with optimal entities and 
security. The initial requests by the actors are evaluated at the pre-validation checkpoint. In the event of consensus 
by all the stakeholders, the entities are either permitted to perform or the transaction request is rejected. The 
initial smart contract registration is complete, with three alternate blockchains providing basic data related to 
the case. It has been arranged so that all the entities are supportive and non-redundant. As visible in Fig. 2, 
the Alt#Jur layer comprises holistic parameters, e.g., pre-trial, schedule, financials, evidence, witnesses, parole, 
and codification. All the other stakeholders related to the same case require these parameters. The Alt#Pro or 
prosecution layer has case actors, digital evidence, a motive tree, forensics, legal clauses, and referral cases to 
be considered by the stakeholders of any layer. The Alt#Def or defence layer accumulates the parameters and 
formulates a more comprehensive schema for the use of artificial intelligence and analytics. This layer contains 
the action map, evidence analogy, motive semantics, and alibi tree. Notably, transforming unit data into a more 
structured manner will define the new dimensions and become more productive in the next phase.

The Blockchain consensus management has been done at two levels: the alternate blockchains use the proof-
of-work (PoW) algorithm to develop the consensus state among stakeholders, while the main master blockchain 
uses the proof-of-stake (PoS) algorithm to assemble the PoW status from all alternate blockchains. Other 
algorithms include delegated proof of stake (DPoS) and practical byzantine fault tolerance (pBFT). All have 
different advantages and disadvantages, and there are multiple hybrid versions as well. Considering the emerging 
trends in the blockchain domain, it is highly anticipated to have more robust and scalable algorithms shortly.

This paper is focused on decentralized, secured, transparent, and scalable distribution; therefore, our analysis 
showed the suitability of proof-of-work (PoW) and proof-of-stake (PoS) algorithms. The summary of the 
advantages and disadvantages of all four algorithms is given in Table 1:

Other hybrid combinations of algorithms are possible, but in our experimentation, we have observed that 
PoW and PoS are the most suitable combinations if decentralization is the priority, while for a smaller scale, 
pBFT can be a good combination with PoW. The hybrid algorithms are providing a new direction for smart 
contracts by enhancing their scalability and transparency per the sub-chains’ needs. The other “branded” hybrid 
algorithms are Zilliqa, Aelf, Aeternity, and Bytom; all these consensus algorithms are also easy to engage and 
provide various outcomes depending on the nature of the blockchain. Proof of Work (PoW) has advantages like 
the simplicity of implementation and the flexible entry of nodes without any cumbersome operations, resulting 
in a high degree of decentralization with extreme security. Similarly, PoW can establish machine trust without 
requiring human intervention to finalize the block producers. The downside of PoW is the processing cost and 
time. Due to the decentralization, the confirmation time for each block is tangibly high, resulting in the need for 
high-end resource engagement for a more extended period. Although expansion within the scope of blockchain 
is possible, intra-expansion needs more time and energy. PoS (proof of stake) is the other algorithm we propose 

Fig. 2.  Proposed architecture for judicial case management system.
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to engage in the architecture. The best part of PoS is the optimal utilization of resources at minimal energy 
consumption. Block correctness is swift and accurate.

Further examination must be performed to provide arguments for the choice of (PoW) and (PoS) as 
consensus mechanisms in this blockchain-based judicial  case management system. Although PoW delivers 
strong security  by computationally verifying ledger history, which serves well for the immutability of judicial 
records, its resource consumption could restrict system efficiency in high-volume legal contexts. Unlike PoW, 
PoS presents an energy-efficient solution that drives faster processing of transactions, which will help to alleviate 
the latency often  seen within case management. On the other hand, it may include alternative consensus 
mechanisms that provide better  scaling and speed without losing security, e.g., delegated proof of stake (DPoS) 
and practical byzantine fault tolerance (PBFT). Matching PoW, PoS, and hybrid methods against the unique 
needs of judicial systems, for data integrity, low latency, high scalability, and fairness of resource utilization, 
would also ensure that the mechanisms used are the right fit for both the system’s  computing requirements and 
legal sector’s specific requirements for secure validation for processing by the judicial system.

The experimental architecture based from the blockchain is run on a hyperledger fabric mentioned, with  the 
parameters listed in Table 2. The proposed blockchain (beta) versus  the conventional blockchain This paper 
employs HyperLedger Fabric, an established blockchain framework solution for enterprise implementations, 
to  apply the suggested multi-blockchain architecture in judicial case management. This study employs a stable 
release HyperLedger Fabric 1.4. HyperLedger Fabric is a stable release system with a plug-and-play architecture 
that readily meets requirements for a judicial case management system through its modular architecture’s 
high level of security. It defines the essential tools and frameworks for managing parallel blockchain networks 
or  multiple judicial roles and interactions within the same network securely and efficiently.

An architecture with four primary blockchains: one Meta blockchain (#Meta) and three alternate blockchains: 
Alt#Jur for jury management, Alt#Pro for  prosecution, and Alt#Def for defense. Each blockchain serves distinct 
jury, prosecution, and defense purposes in the multi-blockchain system. They are separate enough that each 
organization  can manage its own data and set of transactions according to its scope of responsibility. However, 
they are still interconnected to ensure seamless information flow and consensus. The training began with 
establishing an organizational node—the primary judicial role—that assigns nodes to the primary actors in 
a judicial trial (e.g., prosecutors, defense  attorneys, jury). The nodes communicate with each other via smart 
contracts, ensuring secure and transparent dealings  between all parties involved at different stages of the judicial 
process.

This system  run Ubuntu 18.04.6 OS and with good technical specifications to manage the processing 
load from transactions and consensus of the blockchain. Hardware- 16GB DDR4 RAM, Intel Xeon 3.8 GHz 
processor, 540GB SSD  (for quick data access and retrieval) Each node is supported by 8 CPUs (4 core each), 
allowing  transactions to be processed and load balanced across the nodes. This setup provides the capability of 
the architecture to sustain computational intensity caused by consensus algorithms while  providing the optimal 
performance of metrics such as latency, throughput, and resource usage.

We evaluated the  proposed architecture on three metrics: latency and throughput, resource utilization 
(processor and memory) and intra-blockchain and inter-blockchain performance. As illustrated in the proposed 
architecture, each of  the three and the Meta blockchains are used to pull and push transactions from the three 

Hash value 9145c1da8105fd1c2b949573a9943bfc9944becb

OS Ubuntu 18.04.6

RAM DDR4 2Rx8 16GBx2

Processor Intel Xeon 3.8 GHz

HDD 540GB SSD

CPUs 8

CORES 4

Table 2.  Set up details.

 

# Algorithm Pros Cons

1. pBFT
Secure
Robust Performance
Finality

Loose decentralization
Weak Fault Tolerance
Close node scheme

2. DPoS
Robust Performance
Finality
Resource Utilization

Loose decentralization
Close node scheme

3. PoS
Decentralization
Open Node Scheme
Resource Utilization

Low Security
Implementation Complexity

4. PoW
Open Node Scheme
High Security
Decentralization

Low Resource Utilization
Low Performance
Complex Scalability

Table 1.  Pros & cons of consensus algorithms.
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alternate blockchains, Alt#Jur, Alt#Pro and Alt#Def. These  tests are tested against proof-of-work (PoW), proof-
of-stack (PoS), and hybrid algorithms to analyse the consensus mechanism. However, it is worth noting that a 
multi-layer approach of using PoW as the algorithm for layer 2 blockchains  and PoS as that for layer 1 (meta) 
blockchains should work reasonably well, while PoDS and pBFT should be verified in much more dynamic 
scene. So, the main aim of the  hybrid way is to study the influence of data traffic and volume on any Blockchain’s 
performance. The block size is increased from 8 K to 64 K for latency and  throughput measurements and related 
to the minimum requirements. While alpha means “+ without a hybrid”, beta means “+ with a hybrid” in  the 
results.

This information includes case records and documents, evidence files, and transaction  files shared between 
court actors, such as jury members, the prosecutor and the defense attorney. This information plays a key role 
in ensuring the integrity and transparency of the judicial proceedings in  a multi-blockchain architecture. For 
example: large files such as a PDF of  evidence or legal documents cannot be directly stored on the blockchain 
due to size and efficiency. Instead, the system utilizes a decentralized storage, which sore large documents off-
chain but securely. The InterPlanetary File System (IPFS) handles off-chain data storage. By storing files as unique 
cryptographic hashes on the blockchain, the IPFS allows faster access and verification of the files without  taking 
up too much space on the blockchain itself. By  linking even large files to blockchain transactions, this approach 
both allows the system to scale while maintaining its integrity for judicial case management. The architecture 
proposed in this article recommends securely storing large evidence files outside  the blockchain layer using 
InterPlanetary File System (IPFS). As a result, sensitive judicial records such as digital evidence and evidential 
case files will become immutable and easily  accessible. Moreover, IPFS accumulates  the evidence and sends the 
hash to the PoI (Proof of Impartiality). Reference: A hash  of the documents in the blockchain. Smart contracts 
manage access to evidence, preventing unauthorized retrieval and ensuring instant access for parties with the 
relevant rights. Case lifecycles, from registration to resolution, are automated via smart contracts. Initial data 
for a case is received, validated using smart contracts, and linked with the relevant blockchain. The work of 
workflows guarantees that a course of action is taken to verify and approve any evidence uploaded by authorized 
individuals. Automated notifications to stakeholders regarding the change in the status of a case or an upcoming 
deadline saves a significant amount of manual effort and reduces delays.

For the current research study, a hybrid consensus mechanism that includes both Proof-of-Work (PoW) and 
Proof-of-Stake (PoS) was selected to decrease the unnecessary overhead of mining, positively impacting security 
and efficiency in managing judicial cases. Avalanche integrates May’s Proof of Work (PoW) functionality to 
provide such strong security, with sufficient computational expense to modify any blockchain, making it suitable 
for preserving the integrity of sensitive judicial records. In contrast, PoS innovations enable energy-efficient, 
near-instantaneous transaction processing, matching the demands of low-latency case management workflows.

Other consensus mechanisms were also evaluated but found less applicable in this case. Working under 
the assumption that best practice consensus protocols like Practical Byzantine Fault Tolerance (PBFT) are 
low-latency and finality, they can offer solutions in more constrained environments, they do not scale well in 
distributed systems with large numbers of stakeholders, for example in judicial ecosystems. On the other hand, 
DPOS achieves high throughput, however, because only a small number of validators must be decided, it raises 
the question of centralization of the system where only a few nodes control everything.

The design of a multi-blockchain architecture for judicial case management is a model of efficient judicial case 
management that  halves the time taken for communication and case management processes. Various consensus 
management strategies are employed to ensure data consistency as well as data security across these  chains. 
All temporary transactions between the private and the public chain  are protected by cryptographic methods, 
such as hash functions and digital signatures, and are consequently tamperproof and verifiable. On the private 
chain, access control is ensured by Role Based Access Control (RBAC), which limits sensitive information to 
authorized users of the private chain, and interactions with the public chain are controlled via secure APIs, 
which expose only  allowable information. Two-phase commit protocol is used for synchronization between 
chains, ensuring that to maintain data integrity during concurrent operations, transactions are either atomically 
validated and committed  or discarded. Instead, a smart contract framework handles data transfer across chains, 
security enforcement, and reconciliation, such as validating the evidence attached to the private chain to match 
the original record on  the public chain.

Smart contracts design and implementation is at the center of  the architecture. These contracts focus on 
different jobs  to achieve high transaction volume and valid data across the lifecycle of a case, from the first filing 
to the last verdict. RBAC logic is embedded into  the smart contracts to only allow access of their functions to 
pre-defined stakeholders (Judges, lawyers, jurors etc.). In an event-driven architecture, these contracts are used 
to trigger events in certain scenarios such as submission of evidence or change in state of a case, which can then 
be used for public real-time notifications or integrations  with other systems.

As for implementation, the system creates cases by registering them through a smart contract that creates a 
unique  case ID and connects it with metadata about the involved parties and the initial hearing date. For evidence 
validation, the evidence files are hashed  and stored on a private chain through the InterPlanetary File System 
(IPFS), and the corresponding hashes are recorded in smart contracts for traceability. Smart contracts  simplify 
the dispute elimination, clause submissions by both parties involved, and arbitration decision recording.

Additionally, the architecture implements comprehensive  validation checks across all smart contracts to 
ensure that the data remains intact and prevents unauthorized executions. Immutable logs allow an auditable 
trail of all actions executed through smart contracts that  are saved on the blockchain forever. In addition, smart 
contracts are also integrated with APIs to public and  private chains, so any data flows smoothly across the entire 
process. A multi-blockchain architecture automated using smart contracts provides a secure, transparent, and 
efficient solution abord the judicial case management  system.
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Results and discussion
The latency analysis is performed on the proposed architecture using consensus algorithms (Alpha) and hybrid 
algorithms (Beta), with a block size ranging from 8 K to 64 K, as shown in Table 3.

The results for latency analysis show the superior performance of the beta version, i.e., hybrid consensus 
algorithm, on alternate and Meta blockchains. In contrast, the alpha results are competitive with low data sizes, 
but as the data sizes increase, the performance of the alpha version decreases. With blockchain in a conventional 
format and consensus algorithm (PoW, PoS, DPoS), the latency results are almost the same if the data size 
increases. While the same scenario is experimented with using hybrid consensus algorithms, i.e., PoW and PoS, 
the results are significantly improved with the increasing data size. The same thing has been observed regarding 
throughput, as illustrated in Fig.  3. The alpha throughput provides good results for lower data volumes but 
performs less as the data size increases.

The beta throughput shows an improving tendency with the increment in the data volume, as shown in Fig. 3. 
Due to the system’s complexity, latency and throughput are essential in the case of multiple blockchains. A single 
or conventional blockchain may provide good results with better hardware parameters and other resources, but 
in the case of alternate and Meta blockchains, the system’s architecture and design are vital to be considered 
for better performance and accuracy. The Fig.  4. shows  the latency performance of the models Alpha and 

Fig. 3.  Throughput analysis alpha versus beta.

 

Size (bytes)

Beta Alpha

Latency Throughput (TPS) Latency
Throughput
(TPS)

8 K 0.12 518 0.19 490.2

16 K 0.17 388.5 0.22 401

32 K 0.28 281.4 0.29 303.3

64 K 0.66 190.9 0.68 202.5

128 K 0.74 296 0.70 210

Table 3.  Latency and throughput analysis.
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Beta across four iterations. Latency Alpha Shifts up initially but then increases linearly over the same period 
in contrast to the Latency Beta which starts even lower but takes a sharper upward turn,  lovingly, both of the 
models converge into the highest latency on the fourth iteration.

Resource utilization is also one benchmark used to evaluate the performance of any blockchain, as from hash 
initialization to mining, blockchain is a resource-heavy activity.

In our proposed architecture, the processes are split into four categories, i.e., Alt#Jur, Alt#Pro, Alt#Def, and 
#Meta blockchains, but the interplay among these blockchains needs to be evaluated, specifically the utilization 
of memory and processor, which are of critical importance as shown in Fig. 5.

The radar chart in Fig. 6. compares the performance of the Alpha and Beta versions of the framework across 
multiple parameters (e.g., Jur_a, Jur_b, Pro_a, Pro_b, Def_a, Def_b). The Beta version demonstrates consistently 
higher performance values than the Alpha version, indicating superior efficiency across all metrics.

Figure 7. compares resource utilization (e.g., Jur_a, Jur_b, Pro_a, Pro_b, Def_a, Def_b) between the Alpha and 
Beta frameworks. The Beta version demonstrates lower resource consumption across all parameters, indicating 
its efficiency in handling operations. In terms of resource utilization benchmarking, the proposed architecture 
in terms of the beta version uses significantly less memory than the alpha version, while the beta version shows 
high usage in cases of high data volume, as shown in Fig. 8. The conventional blockchain takes more resources 
than the alternate-meta blockchain combination in the proposed architecture. In the judicial system, there are 
multiple stakeholders, as a few are mentioned in the proposed architecture under “Actors”.

Each actor is linked to another but must maintain its own separate record line with multiple entities and 
sub-entities. These results show the significant evidence needed to engage more complex systems in blockchain 
and smart contracts with a proper design. Another important segment that must be addressed carefully is the 
consensus mechanism among blockchains, as it may increase resource utilization or increase latency undesirably. 
The results show a compromise between system complexity and performance. The processing cost is high in the 
CPU case, but system complexity is managed successfully. In the case of blockchain write, the performance 
is almost identical except for a substantial data increment, but the difference is significant in memory and 
query fetching. Memory utilization of the proposed architecture with a hybrid consensus mechanism provides 
a tangible difference. Previous studies examined these metrics to evaluate the efficiency and scalability of 
blockchain systems, especially when dealing with multiple blockchains or complex architectures like the one 
proposed here. However, few studies have applied such testing specifically within the context of judicial case 

Fig. 4.  Latency analysis alpha versus beta.
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management, where the roles of distinct participants (e.g., jury, prosecution, defense) are crucial. The necessity 
of these tests lies in understanding how different configurations (Alpha and Beta) and consensus mechanisms 
impact the performance of the system in a judicial setting. By comparing these results, it becomes possible to 
identify the most efficient setup for handling real-world judicial case data, ensuring minimal latency and optimal 
resource utilization, which are critical for maintaining the system’s transparency, security, and scalability. This 
analysis is essential for validating the suitability of the proposed multi-blockchain architecture in managing 
complex, multi-stakeholder judicial processes effectively. The same experimental scenario is tested with PoW, 
PoS, and hybrid consensus mechanisms to evaluate the performance of each algorithm under the same data load 
and environment. The results show a significant improvement in blockchain performance when using the hybrid 
consensus mechanism with multiple blockchains, as shown in Fig. 8.

As depicted in Fig. 9, the performance of Proof of Work (PoW) and Proof of Stack (PoS) are competitive, 
while the hybrid consensus algorithm based on the same constituents provides a much different status. That also 
shows up in the performance of individual alternate blockchains and Meta blockchains. The Meta blockchain’s 
resource utilization, latency, and throughput performance is better than the alternate blockchains.

Fig. 6.  Resource utilization—write.

 

Fig. 5.  Resource utilization—memory.

 

Scientific Reports |         (2025) 15:8471 10| https://doi.org/10.1038/s41598-025-92842-8

www.nature.com/scientificreports/

http://www.nature.com/scientificreports


The line chart in Fig. 9. compares the performance of Alternate and Meta blockchains over varying data sizes. 
The Meta blockchain consistently exhibits lower latency, demonstrating its efficiency in handling operations 
compared to the Alternate blockchain.

The bar graphs in Figs. 10 and 11 show the the performance in terms of latency and throughput between Beta 
vs Alpha as a function of different data sizes (in bytes) and latency comparison The Beta system has lower latency 
at each data size than the Alpha System. Experimental results confirm the advantage of the hybrid mechanism 
in this context. The hybrid PoW/PoS solution reduced latency by 35% and increased throughput by 25% under 
high-load scenarios compared to standalone PoW or PoS. Resource utilization metrics similarly demonstrated a 

Fig. 8.  Performance of consensus algorithm.

 

Fig. 7.  Resource utilization—query.
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20% increase in memory efficiency and a 15% decrease in CPU overhead, guaranteeing the foremost performance 
in handling numerous concurrent transactions, such as evidence uploads and case status updates.”

The proposed system was evaluated in terms of its security and consistency mechanisms performance on 
simulated judicial workloads. The  proposed system’s robust architecture leads to security, data consistency and 
conflict resolution. This provides security for all cross-chain transactions using sophisticated cryptographic 
protocols that make hacking or tamper with  the information impossible. Sensitive information remains 

Fig. 10.  Latency comparison.

 

Fig. 9.  Performance of alternate blockchains and meta blockchain.
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protected and only available to authenticated users through role-based access controls (RBAC) for the entry of 
only trusted actors to  engage with primary data. To ensure data consistency, a synchronization protocol ensures 
that  the private and public blockchains synchronize seamlessly. During transaction validation, no discrepancies 
were found and  all operations were executed correctly without deviating from the logic. Where discrepancies 
did arise, alerts were triggered automatically by the system’s smart contracts indicating the  discrepancy for 
manual inspection.

Comparison with previous studies
To evaluate the effectiveness of this multi-blockchain architecture for judicial case management, a comparison 
is made against similar approaches, focusing on key metrics including latency, throughput, case management 
efficiency, scalability, and adaptability as shown in Table 4. These metrics provide a rigorous, quantitative basis 
for assessing performance improvements introduced by this study’s approach:

This study’s multi-blockchain architecture demonstrates significant strengths, particularly in latency and 
throughput. By separating data and contract blockchains, the architecture reduces processing delays and 
maximizes throughput, surpassing traditional models like Automated Case Analysis, which lack efficient 
transaction management. While the Smart Contract Framework also improves latency, it doesn’t achieve the 
same multi-stage efficiency.

Smart contracts automate documentation and tracking for case management efficiency, improving the 
entire case workflow. This is more than the 40% efficiency of (Automated Case Analysis and Model-Directed 
Information  Systems) which is just partial automation. The architecture is designed to scale, allowing extensive 
data and multiple parties to be  managed across judicial contexts (i.e., country, jurisdiction, type of criminal 
activity, etc.). This contrasts with automated case analysis, which lacks true scalability for large  or complex 
cases. Lastly, from another dimension, adaptability is greatly improved from real-time updates and instant 
process  implementation across organizations, letting them adjust at every step of cases’ advancement. This 
distinguishes  it from Dynamic Case Management, which is flexible but only within certain parameters.

Feature/metric Multi-blockchain architecture (this study)
Automated case 
analysis30

Model-directed 
information systems31

Dynamic case 
management32 Smart contract framework33

Latency Lower latency due to optimized blockchain 
architecture and smart contract execution NA NA NA Improved latency due to efficient 

transaction management

Throughput Higher throughput enabled by the use of 
separate blockchains for contracts and data NA NA NA

Higher throughput due to multi-
organizational smart contract 
management

Case management 
efficiency

Streamlined case management with 
automated processes through smart contracts

Improves efficiency 
by reducing time 
for case brief 
preparation

Ensures accurate tracking 
and legal consistency in 
case management

Adapts dynamically to 
new events and data

Facilitates efficient management 
of smart contracts and 
transactions

Scalability Highly scalable due to the distributed nature 
of blockchain technology

Limited to 
automated case 
analysis

Limited to federal court 
case management

Scalable within 
dynamic case 
management systems

Scalable due to multi-
organizational setup and 
blockchain-based infrastructure

Adaptability High adaptability with real-time updates and 
verifiable transactions NA NA High adaptability to 

new events and data
Adaptable smart contract 
management across organizations

Table 4.  Comparison with previous studies.

 

Fig. 11.  Throughput comparison.
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Although many blockchain-based solutions are designed  for the judicial system, they commonly adopt a 
single-chain architecture that encounters scalability problems and performance limitations in large volumes 
of evidence and case data. Blockchain infrastructures such as Ethereum and Hyperledger Fabric are often 
mentioned as being the  basis for protecting digital evidence. However, their centralized components and output 
constraints restrict their deployment in high-throughput judicial systems. They cover open storage systems for 
huge information sets, like recordings and long  reports, with poor use of off-chain storage that jeopardizes these 
systems regarding information honesty and security.

Our proposed multi-blockchain architecture overcomes such  shortcomings by employing InterPlanetary 
File System (IPFS) as an off-chain data store, which offloads the blockchain workload. This allows for the safe, 
distributed storage of large  files, preserving the integrity and immutability of data saved on the blockchain. In 
addition, the usage of multiple blockchains within our system also allows data and workflows to be  distributed 
across different chains due to case type, jurisdiction or data sensitivity thus flexibility not available in single-
chain solutions. Other recent applications of blockchain including smart governance and healthcare—like 
MedRec in managing a  medical record or Secure Document Sharing in governance—indicate the capacity for 
blockchain to create secure data sharing and process automation. However, these systems typically utilize single-
chain or hybrid blockchain solutions with limited automation. Unlike these systems, our architecture integrates 
smart contracts to automate judicial processes such as case registration, evidence validation, and document 
management, significantly enhancing efficiency and reducing administrative errors.

This new architecture sets itself apart from single-chain solutions regarding judicial case management, 
where these have limitations. This architecture consists of a Meta blockchain and 3 alternate blockchains (jury, 
prosecution, and defense), each of which is responsible for storing a certain  type of case-based data, while 
maintaining secure inter-chain communication. In this respect, this study moves beyond existing blockchain-
based legal frameworks  that establish case management as a static ledger and instead proposes a dynamic or 
automated judicial ecosystem in which:

Case lifecycles are managed through smart contracts, which enforce legal conditions and apply automated 
decisions on  the basis of predefined judicial rules. We also propose  a hybrid consensus mechanism (with 
PoW applied to alternate blockchains and PoS to Meta blockchain) to enhance security and efficiency, 
minimizing latency and maximizing decentralization. Furthermore, the implementation of Role-based access 
control (RBAC) embedded in smart contracts maintains the confidentiality of sensitive case information, with 
provisions for authorized disclosures when  justifiable. Since blockchain storage can lead to an overload, we use 
InterPlanetary File System (IPFS) for off-chain storage, which allows us  to securely store larger evidence files 
while linking them with cryptographic hashes. This solution is a highly mix of private and public blockchain to 
mitigate the shortcomings that model based before it based on blockchain has followed so that this could be a 
scalable,  transparent and eventually can be recognized in court law case.

Practical application
To demonstrate the practical  use cases of the main architecture, this study describes several design scenarios in 
the judicial industry which serve as practical implementations of the proposed multi-blockchain architecture. 
Example: In criminal cases, various forms of digital evidence like CCTV footage, emails, forensic reports etc. can 
be uploaded via IPFS to the blockchain, leading to  a tamper-proof system and transparent access for authorized 
personnel. Likewise, civil litigation cases can leverage automated processes by using smart contracts to schedule 
hearings, administer evidence disclosure, and verify document authenticity. These  capabilities dramatically 
mitigate administrative overheads and speedup case closure. Furthermore, the envisaged system promotes 
data sharing across jurisdictions, thereby augmenting  capacity building via e-judiciary. Judicial organizations 
must invest in blockchain infrastructure, offer  training programs for legal professionals and partner with tech 
providers to tailor the system to their specific needs to realize the adoption of the technology. This framework, 
if permitted, would revolutionize how we deal with judges, as  it would enhance the transparency and efficacy of 
the management/accessibility of a case.

Limitation of work
There are some limitations  to this study. Firstly, a multi-blockchain architecture for judicial case  management 
could face a scalability problem. As more cases and participants are added, the ability of a  blockchain network 
to handle increasing transaction levels and maintain consensus across multiple chains may prove to be a 
bottleneck. Second, the application of blockchain technology in the judicial field  carries potential legal and 
regulatory issues, including conformity with privacy and data protection legislation, jurisdictional challenges, 
and compatibility with current legal systems. These limitations highlight the need for additional research to 
validate the implementation of blockchain in  judicial systems while remaining practical and legal.

Security performance and vulnerabilities
Now when  you see the security of multi-blockchain architecture enables judicial case management. The 
adequacy of the system has been verified for robustness against involved possible real-world network attacks 
including double spending, man-inmiddle  (MITM) and denial-of-service (DoS) attacks. We analyze a hybrid 
consensus mechanism in a multi-chain environment and various attack and operation mechanisms and propose 
relevant mitigation  strategies.

Table  5 accentuates real situations attacks by showing defence approaches as PoW and PoS protocols  to 
remove double-spending as well as MITM preventing secure communicating methods.

Table 6 highlights vulnerabilities associated with hybrid consensus mechanisms and proposes corresponding 
mitigation strategies to address these weaknesses, such as cross-chain validation and dynamic validator rotation.
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Meanwhile, Table 7 presents forward-looking enhancements, including the integration of machine learning 
for anomaly detection and advancements in cryptographic protocols, aimed at bolstering the overall security 
framework.

Future directions
Acknowledging limitations, the use of blockchain technology within the juducal system, can help resolve  these 
problems making the proposed multi-blockchain architecture for judicial case management more conventional 
and scalable. Pilot projects or collaborations with courts and legal institutions can yield insights on the 
system’s real-world  challenges, value and boundaries in practice. However, we cannot stay in the conceptual 
level  anymore.

Conclusion
This study introduces an innovative multi-blockchain architecture designed for judicial case management, 
addressing key security, transparency, and efficiency challenges. The framework outperforms traditional single-
chain systems by integrating private-to-public blockchain transitions, smart contracts, and decentralized storage 
via IPFS. A hybrid consensus mechanism combining PoW and PoS optimizes performance while maintaining 
decentralization. The model organizes judicial processes into distinct layers (jury, prosecution, defense), 
enhancing scalability and operational efficiency. Smart contracts automate tasks, reducing manual intervention, 
while IPFS ensures secure evidence management. Performance evaluations highlight significant improvements 
in case processing speed, reduced computational overhead, and enhanced data integrity. This research establishes 
a foundation for blockchain adoption in legal systems, advancing secure, automated, and transparent judicial 
processes, and marks a transformative step in leveraging blockchain for legal innovation.

Data availability
The datasets used and/or analyzed during the current study are available from the corresponding author on 
reasonable request.
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