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ABSTRACT

The increasing demand for personalized, real-time healthcare necessitates efficient, secure patient data management. Digital
Twins (DTs) enable Al-powered monitoring and decision support but also introduce chiallenges related to latency, computational
cost, and security. This paper proposes a cost-optimized, Al-driven Medical Digital Twin (MDT) framework that manages task
allocation across heterogeneous edge, fog, and cloud infrastructures. The system is formulated as a tri-objective optimization
model that jointly minimizes latency and operational cost while maximizing security, subject to resource and clinical-priority
constraints. To solve this problem, three complementary aporoacheas are developed: (i) an exact Integer Linear Programming
(ILP) model for optimal benchmarking, (ii) a Patient-Aware Task Intelligence Greedy (PATI-Greedy) heuristic algorithm for low-
latency decision-making, and (iii) a Hybrid Q-Learning Enhanced Genetic Algorithm (HybridQeGA) for scalable, near-optimal
performance in complex environments. Extensive simulations in a smart ICU scenario with 4, 8, and 12 patients demonstrate
that ILP consistently achieves the best objective vaiues but is computationally impractical for large instances. PATI-Greedy
executes rapidly with polynomial complexity, achieving results within 5-8% of ILP for small- to medium-scale workloads.
HybridQeGA offers the closest maich to ILP in larger problem sizes, with less than 3% deviation in overall objective value
while maintaining scalability. Security-sensitive scenarios highlight HybridQeGA'’s adaptability, improving security scores by an
average of 12% compared to PATI-Greedy. These findings establish a balanced trade-off between accuracy and computational
efficiency, positioning the proposed framework as a robust and deployable solution for intelligent and trustworthy digital health
ecosystems.

Table 1. Nomenclature

Symbol Meaning

Sets and Indices

P Set of patients; index p € P

T Set of tasks in the MDT pipeline; index t € T

N Set of heterogeneous computing nodes (edge, fog, cloud); index n € N

Decision Variable

X, €{0,1} Assignment variable: 1 if task ¢ for patient p is executed on node n, 0
' otherwise

Task/Node Parameters

Cin Cost of executing task ¢ on node n

L, Latency for executing task ¢ on node n

St.n Security score when executing task ¢ on node n (higher is better)

Continued on next page



Nomenclature (continued)

Symbol Meaning

R, Computational resource demand of task ¢ (e.g., MIPS-equivalent)

R, Available computational capacity of node n

Task Type and Priority

6 €{1,2,3} Lifecycle stage of task ¢: 1 =Sync, 2 =Inference, 3 =Update

s, Priority weight for the lifecycle stage of task ¢

Objective Weights and Thresholds

o, B,y Weights for cost, latency, and security terms in the composite objective

Shin Minimum acceptable security threshold

M Big-M constant for conditional security enforcement (large positive
scalar)

Normalized Metrics (used by heuristics)

aam Normalized cost for task # on node n

Lyem Normalized latency for task # on node n

S??fm Normalized security score for task 7 on node n

Auxiliary / Algorithmic Symbols

R™ Remaining capacity of node n during assignment

Impact(5;) Data-driven impact score used to compute @,

O(s,a) Q-learning value function for state s and action a in HybridQeGA

M, G Population size (M) and generations (G) in HybridQeGA’s genetic
operators

Abbreviations and Acronyms

DT Digital Twin

MDT Medical Digital Twin

EHR Electronic Health Record

ILP Integer Linear Programming (optimal solver)

PATI-Greedy Patient-Aware Task intelligence Greedy heuristic

HybridQeGA Hybrid Q-enhanced Genetic Algorithm

ICU Intensive Care Uit

HIPAA Health Insurance Portability and Accountability Act

GDPR General Data Protection Regulation

RL Reinforcement Learning

1 Introduction

Modern healthcare systems are increasingly strained by the exponential growth of patient data, the need for real-time clinical
decisions, and the demand for personalized treatment strategies. Healthcare data volumes are expected to increase at a rate of
35% annually and are expected to reach multiple zettabytes by 2030'. More sensors in wearables, the rapid growth of Internet
of Things (IoT) devices, and Al-driven diagnostics have the potential to create multimodal data streams in the form of images,
ECG signals, and biochemical markers at an unprecedented rate>. Although the appropriate data can help to improve patient
care, there are multiple data-related issues, such as data storage costs, processing, and analysis. Although patient health data can
essentially be maintained using traditional electronic health record (EHR) systems and cloud-based medical record databases,
real-time changes in EHRs and cloud-based records are difficult to maintain’. Digital twins (DT) are considered among the
most advanced technologies for addressing this problem. DT can track, retrieve, and analyze medical records in real time.
Moreover, DT is a promising disruptive innovation in healthcare, enabling the development of customized clinical actions using
artificial intelligence (AI)*. For example, it is possible to track a patient’s cardiac rhythm and preemptively trigger therapeutic
actions (cures) using DT of the heart before clinical interventions. Therefore, DT implementation in the health care system
presents both opportunities and challenges. Although DT can process large amounts of data, the system must analyze, process,
and store it securely after collection. Conversely, if the data is not handled accurately, it may threaten patients’ privacy.

As sensitive patient data is stored across heterogeneous computing levels (edge, fog, and cloud), it is challenging to
ensure data security while maintaining low latency and low computing costs>. These systems must simultaneously negotiate
over limited resource allocation, cybersecurity threats, and processing latency, especially in environments that require higher
reliability, such as intensive care units (ICUs) or remote patient monitoring systems. Medical Digital Twins (MDTs) are
dependent on a physical patient. The MDTs must continuously build and update predictive models and perform decision-support



interventions. All of these activities are very resource-intensive and burden the available computational and communication
networks®’. On top of that, the compliance with system security and privacy, the unauthorized access, data leaks, and data
breaches, which are detrimental in any setting, are required to add even more complexity to the health system®. Hence, a
suitable approach requires a combination of access control, encryption, and adherence to the Health Insurance Portability and
Accountability Act (HIPAA) and the General Data Protection Regulation (GDPR).

MDTs in clinical settings do not operate independently; they are most useful as decision-support tools, meaning that clinical
judgment must always be exercised. The optimization framework to be discussed is aimed at improving explainability by
employing understandable objectives that are cost, time, and security balanced, which allows for decision-making to be audited
and understood by clinicians and administrators regarding the allocation of tasks. Transparency of objectives coupled with
optimization techniques focused on the constraints of the system will minimize the occurrence of bias, thereby potentially
balancing the disparate impacts on certain groups of patients, tasks, or the overall system. Furthermore, the design that directs
audits and secures the resources in ways that are compliant with the data protection principles of the healthcare regulations,
including HIPAA and GDPR, that are relevant to this case, such as data minimization, access restrictions, and accountability,
will support the design principles aimed at integrating MDT's that are ethically unambiguous.

Since healthcare providers require scalable deployment options at minimal cost, making cost optimization a fundamental
objective. The system implementation cost includes data transmission and storage, computational load, and security features,
such as encryption and authentication.

Al plays a key role in analyzing large volumes of patient data to identify trends, predict health conditions, and customize
treatments within the modern MDT system. However, the use of Al in clinical settings raises significant concerns about
information privacy, algorithmic bias, and the need for explainable AI (XAI) models. As a result, there is a pressing need
to develop Al-based MDT models that are both accurate and effective, safe, readable, explainable, and ethically sound.
These concerns highlight the fact that, despite the unprecedented ability of Al to equip MDTs with a thorough evaluation
of the system-level trade-offs, especially related to latency, cost, and security, are required to achieve successful practical
implementation of Al in practice’. The first and the most significant issue is to balance the aforementioned three conflicting
objectives: (i) an MDTs framework should have minimal system latency in order to make MDTs responsive in real time; (ii)
operational expenses must be minimal to make MDTs affordable to institutions with limited budgets; and (iii) the level of
data protection must be robust to ensure that patients remain confident and that regulatory requirements are met. The current
literature tends to discuss these elements separately, for example, the reduction of latency through edge computing or the
enhancement of security through cryptographic protocols. Nonetheless, the application in the clinical setting requires an
integrative approach that simultaneously optimizes the latency, cost, and security.

Building on the discussion above, this paper proposes a new Al-based MDT system to manage related data safely, with low
latency and cost efficiency, in the context of personalized health care. Our system is defined as a multi-objective optimization
problem, which has the following objectives: (i) the minimization of the total cost of operation, (ii) the minimization of
the latency of data processing and communication, and (iii) the maximization of data security. Al is also used to schedule,
predict, and manage DT tasks on distributed computing resources in the most efficient way, while cryptographic protections and
privacy-sensitive models protect the confidentiality of patient information. The suggested architecture combines edge computing
to process data in real time, fog computing to analyze it at an intermediate level, and cloud computing to store data and train
complex Al models over the long term. It uses sophisticated encryption, access control, and anomaly detection algorithms
to protect patient data against unauthorized access and intrusion. In addition, it implements dynamic resource-allocation
techniques in order to reduce operational costs and to make the computing resources efficiently used. Unlike current methods,
which tend to focus on one aspect of MDT systems (e.g., data security or cost optimization), our framework is a comprehensive
solution that addresses all three key issues.

The rest of this manuscript is structured in the following way. The literature review section examines related work in MDTs,
edge-cloud computing, and healthcare data security. The section of the proposed model and problem formulation provides the
Al-based MDT framework, the multi-objective optimization formulation, and three complementary solution strategies, including
an exact integer linear programming (ILP) solver, the patient-aware task intelligence Greedy (PATI-Greedy) heuristic, and the
hybrid Q-learning enhanced Genetic algorithm (HybridQeGA). The section on the solution approach defines the application
scenario for the smart hospital ICU and describes the simulation setup to be used to test the framework. The experimental
results are presented in the results and discussion section, where the findings are reported across a variety of objective-weighting
scenarios, including convergence analysis and inter-scenario comparisons. Lastly, the conclusion summarizes the manuscript
and outlines promising future research directions.

2 Literature Review

The increasing use of DTs in the medical field is transforming the way patients are cared for, enabling real-time monitoring and
predictive decisions. Several studies have explored DTs from multiple perspectives. The article by Chen et al.'? is a survey of



the current literature on the use of generative-Al-based human DTs in IoT healthcare systems, whereas Li et al. in ! focus on
network-based DTs enabled by generative Al and their importance in dynamically changing medical environments. Zhang et al.
12 discussed the conceptual basis and clinical effects of DTs in personalized healthcare, and Gourraud et al. in ! described a
patient-centric data model of DTs that promotes real-time decision-making. Similarly, Walton et al.'* conducted a scoping
review of health DTs, presenting key research themes and areas of application.

In addition to general frameworks, domain-specific implementations are studied, such as in cardiology and oncology.
Rodrigues et al."> introduced Al-based algorithms and extended reality into cardiology DTs to enhance visualization of the
patient’s treatment process. Trayanova et al.'® have shown that a heart DT system can be used to simulate treatment outcomes
in pre-cardiac surgery. The authors in !” suggested a DT ecosystem to optimize clinical operations in oncology. Apart from
it, the generative Al plays an important role in the health DTs implementation. Ibrahim et al.'® surveyed generative Al for
generating synthetic medical data, which are indispensable to DT training. Similarly, the authors in'® have highlighted the use
of generative Al to create adaptive healthcare DTs.

Regarding system architecture, there has been increased research into MDT frameworks that use edge and fog computing.
Jain and Patel?” provided a design of a cloud-edge MDT system for personal healthcare services. Feng and Wang?! focused
on the real-time delivery of healthcare using fog-enabled DTs, and Xu and Li*? proposed edge-intelligent MDTs for use in
dynamic hospital settings to monitor patients in real time.

Related Work on Security, Optimization, and Deployment Strategies

Security, scalability, and deployment are the ongoing issues in multidisciplinary telemedicine research. Several methodologies
have been proposed to improve the security and effectiveness of scheduling tasks. Mohammadi and Hosseinzadeh used federated
reinforcement learning to obtain task scheduling in MDT systems>. He and Zhang developed a security-optimal deployment
of DTs in edge Al environments>*. To enable tamper-free record-keeping, Liu and Gao proposed a blockchain-based MDT
architecture to address breaches of the integrity, confidentiality, and authenticity of data, records, and other information
sources>>. Nguyen and Pham used federated privacy-preserving learning to manage confidential health data’®, and Zhang and
Yuan tested differential privacy schemes to ensure confidentiality in MDT settings®’.

Several surveys have provided detailed summaries of the findings {rom the vast MDT literature. The summary provided in*®
focused on diagnostic and interoperability issues, whereas the Frontiers review?’ considered the system-level implementation
of MDTs and real-world limitations. Drummond et al.° described standardized definitions and functional attributes of patient
DTs, deployment taxonomies, and lifecycle models were emphasized in the SAGE Digital Health survey?!. Similarly, the
authors in*?, who focused on Al-integrated healthcare twin systems, highlighted practice and ethical issues related to these
systems. Lastly, specific case studies have been analyzed, demonstrating the relevance of MDTs to particular medical issues.
Hu et al.’* proposed an ECG-based DT that detects heart diseases in a personalized way, whereas Wang et al.>* proposed
dynamic patient-specific DTS to aid in the training of coronary intervention. Kuang et al.> introduced an atypical approach to
simulating non-invasive DTs, called Med- Real2Sim, which is a physics-informed framework3°, simulator, and benchmark, and
requires no training of any neural network. Taken together, these papers emphasize the various uses of DT and point to the need
for combined frameworks that consider cost, latency, and security in practical implementations.

2.1 Research Gap and Comparative Insights

All these studies highlight the current trend in MDT research, with a focus on recent progress in personalization, real-time
decision-making, and secure system integration. However, most of the current methods only maximize one of the aspects, i.e.,
latency, cost, or security, and show poor integration of these aspects in a single framework. In addition, few studies provide
realistic validation through ICU or smart-hospital simulations, which limits their generalizability to operational deployments.
This work addresses these gaps by proposing a tri-objective optimization model that balances the three factors: latency, cost,
and security.

2.1.1 Research Gap
In spite of significant progress, there are still a number of unresolved issues:

* Single-objective focus: The current methodologies focus on only one of the three objectives, latency, cost, or security,
and do not allow the combination of these goals in one framework.

* Not considered cryptographic overhead: The currently implemented Al-based scheduling algorithms rarely take into
account the extra cost of computation of encryption and privacy-preserving operations, which are paramount in healthcare
settings.

 Lack of validation in the real world: Most studies implement MDT frameworks in abstract or simulated situations and
not in an actual ICU or smart hospital environment, which diminishes their perceived practical usability.



Ref. Focus Area Latency Handling Security Approach | Cost/Resource Opti-
mization

10 Survey on generative Al- | Limited (conceptual) | Not primary focus Not addressed
driven human DTs

1T Network DTs with genera- | Yes (network-level) Limited Not addressed
tive Al

2 Conceptual DT foundations | Theoretical only Not addressed Not addressed
in healthcare

B Al + XR for cardiology DTs | Yes Limited Not addressed

17 Oncology clinical operations | Moderate Basic privacy Limited
DT

20 Cloud-edge MDT frame- | Yes (edge-assisted) Not addressed Limited
work

24 Secure DT deployment in | Limited Strong (crypto- | Not addressed
edge Al graphic)

» Blockchain-enabled MDT Limited Strong (tamper- | High overhead

proof)

%6 Federated privacy- | Limited Strong  (federated | Limited
preserving MDTs learning)

Proposed | Al-driven MDT with tri- | Yes (ILP + PATI-| Yes (constraints + | Yes (cost-aware task

model objective optimization Greedy +  Hy- | security-aware allo- | placement)

bridQeGA) cation)

Table 2. Comparison of Related Work in Medical Digital Twins (MDTs)

* Lack of adaptive optimization: Dynamically adjusting resource placement, task-level security, and decision latency at
heterogeneous computing tiers is a relatively unexplored territory of adaptive Al agents.

Table 2 shows that the available literature is usually focused on either system architecture, security, or latency, but seldom on all
three goals simultaneously. This framework stainds out because it simultaneously minimizes latency, reduces costs, and ensures
data security within a single Al-based system, and it demonstrates its contributions through a smart ICU simulation. By directly
addressing these gaps, the proposed tri-objective optimization framework will enable MDT research to advance to deployable,
scalable, and secure digital healthcare systems.

2.2 Contribution
This work makes the following contributions to advancing Al-driven MDTs for secure, efficient, and scalable patient data
management:

1. The placement problem of tasks across the edge, fog, and cloud layers is formulated as a unified integer linear program-
ming model and optimizes the minimization of operational cost, end-to-end latency reduction, and the maximization of
data security. Unlike prior work, which treats these goals separately, the proposed model allows systematic exploration
of trade-offs.

2. A strict security criterion is presented through a minimum admissible security level, denoted S,,;,, that is used as a
protection standard. Also, the formulation includes lifecycle-aware task priorities, represented as lifecycle-specific task
priorities @s, (Sync, Inference, Update), which align with optimization, patient safety, and clinical workflows.

3. There are three complementary solution strategies that provide tradeoffs between optimality and scalability: (i) an exact
ILP solver, which should be used to benchmark an offline problem; (ii) a lightweight PATI-Greedy heuristic, which
should be used to make solutions during real-time scheduling; and (iii) an adaptive HybridQeGA algorithm that should
be used to find solutions that are near-optimal when workloads change.

4. A systematic normalization and weighting model: A systematic normalization and weighting scheme (C; n, Ly n, St n5 0, B, Y)
is proposed, which offers clarity in the management of cost-latency-security trade-offs and allows sensitivity analysis in
respect of different clinical priorities.



5. The framework is tested on a smart ICU case, and the results are reported for latency, breach probability, energy/cost,
and task drop rates. The findings demonstrate that the ILP provides a theoretical maximum, but the PATI-Greedy and
HybridQeGA methods offer scalable, practical trade-offs for real-world health care.

3 Proposed Model and Problem Formulation

This paper examines a smart hospital space equipped with IoT-enabled medical devices, including a wearable ECG monitor, an
insulin pump, a smart inhaler, and Al-enabled imaging systems. Each patient is linked to a virtual counterpart, MDT, which is a
real-time image of the patient’s physiological and clinical condition. This synchronization is performed using multimodal data
processed by the devices described above.

aa
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Figure 1. Architecture of the proposed Al-driven Medical Digital Twin (MDT) system showing patient data flow across edge,
fog, and cloud layers. Latency-sensitive tasks are processed at the edge, while fog and cloud layers support analytics, storage,
and model training with security-aware task allocation.

The MDT uses Al technologies to examine incoming data and perform the following functions:
* Forecast possible developments (for example, cardiac arrhythmia or quick changes in glucose levels, etc.),

* Suggest methods of treatment and appropriate medication dosages, and provide real-time notifications to medical
practitioners about trending issues in health abnormalities.

The edge layer in the proposed framework, shown in Figure 1, provides a quick response to events requiring timely detection,
such as anomaly detection, while the cloud-based server handles long-term activities, such as model retraining, which requires
lengthy computation. In the proposed architectural framework, sensitive data is protected using confidentiality and integrity
encryption. The framework shown in Figure 1 describes the MDT flexible distribution of compute and storage resources across
the edge, fog, and cloud layers, with the goal of achieving optimal performance in terms of latency, operational cost, and
security for end users. The performance parameters are also used to adapt the Al agents to changes in data distribution, patient
states, resource availability, and data placement strategies. The MDT task allocation problem described in this manuscript uses
a multi-objective optimization model that focuses on three parameters: data security, cost, and latency. A patient, their data, the
processing activities, and the system’s geographically distributed nodes are all designed to represent the system’s components.
The proposed framework also maintains anonymity, data security, and resource prioritization.

3.1 Sets and Indices

The model shows three primary components that engage the actors and the infrastructure woven into the healthcare system’s
complexity. Consider & = 1,2,..., P, the set of patients that require computational assistance with their medical DTs. The
workings set, denoted by (7 = 1,2,3,4,T), contains key healthcare tasks, such as sensor synchronization, predictive inference,
and model updating. Finally, the set .4 =1,2,...,N contains diverse system-architectural computing nodes, including edge,
fog, and cloud computing devices. All the variable, symbols, abbreviation are summarized in Table 1.

3.2 Decision Variable
The task-to-node assignment model involves defining a binary decision variable, i.e., xf, 1> to represent task assignment. This
variable is 1 when a task ¢ related to the patient p is being run on a computing node n, and 0 otherwise. The optimization



process identifies the optimal values of these variables within the set of constraints, thereby ensuring that task assignments meet
system requirements and target performance goals.

= 1, if taskt. for patient p is assigned to node n 0
’ 0, otherwise

Parameters

Several parameters are used to measure the system’s cost, latency, security, and resource requirements. The cost and latency of
executing a task 7 in a node n are denoted by C; , and L, ,,, respectively. Security score, S; ,, is an inverse portrayal of the risk of
data breach of a node n in a given task. The computational resources of each task ¢ are represented by R;, and the capacity
of each node n is represented by R,. In addition, tasks have a lifecycle stage, denoted by & € {1,2,3}, which indicates the
position of the task in the DT pipeline. The clinical importance of these task categories is distinguished by priority weights,
represented by the omega weights of the time delta. Other scalar parameters are:

e a,B,y: Weights for cost, latency, and security objectives
* Smin: Minimum acceptable security level
* M: A large constant used to relax conditional constraints

3.2.1 Security Metric Modeling
Security score S; , measures the reliability of performing task # on node 7 and is developed as a composite measure encompassing
security dimensions relevant to healthcare data protection. Specifically, we define:

S alk
Sin=Y S, @
k=1

In which the normalized score of node n on security attribute & is denoted by §,(1k) € [0, 1] and its relative weight is denoted by

A, where the weight of each security attribute, i.e., k, must sum to one, i.e., Y3 Ay = 1.

The attributes to be taken into consideration are: (i) trust level in hardware (e.g., secure enclave or trust platform module
(TPM) support); (ii) the strength of the data encryption at rest and at the transmission level; (iii) the access control and
authentication mechanisms; and (iv) the ability to comply with healthcare regulations (e.g., HIPAA or GDPR). Such a
formulation allows dynamic instantiation based on the deployment environment and provides a similar level of consistent,
reproducible, security-conscious optimization.

3.3 Objective Function

The objective of the optimization problem is to devise a task-node allocation strategy that minimizes operational cost and
latency and maximizes data security. These goals are combined into a single weighted function, with each term weighted by the
task’s clinical importance, @s,, to give higher priority to higher-priority tasks.

rnpin a Z Z Z w&Ct,n'xﬁn—i_B Z Z Z w&Lt,nxﬁn_’y Z Z Z w&S[.,nxf,n' (3)

Xtn PEPET neN pEPtET neN pEP1ET neN

(1) Cost minimization (2) Latency minimization (3) Security maximization

Equation (3) combines three clinically motivated objectives into a single scalarized function, each modulated by the task
priority g and by trade-off weights (&, ,7). Cost, latency, and security are the three objectives considered in the tri-
objective optimization model, with weighting coefficients of &, §, and y. These parameters are used to characterize different
clinical priorities in actual healthcare settings rather than prescribing a fixed configuration. The general-purpose operation is
associated with balanced weightings; the privacy-critical conditions are characterized by security-dominant weightings; and the
combined weightings can represent the optimization requirements as holistically as possible. This expression promotes a broad
customization of the MDT model to a variety of deployment contexts.

(1) Cost term. The first one will impose a cost to the financial and operational overhead involved in assigning a task ¢ to node
n; C; , may include compute time, storage, bandwidth, and energy costs. A larger value o increases the distrust of expensive
allocations, and thus the tasks are redirected to low-cost nodes wherever possible.



(2) Latency term. The second term penalizes the end-to-end delay, L, , (communication and processing). By increasing the
parameter, the optimization will favor edge/fog nodes or underutilized resources, thereby increasing real-time responsiveness, a
factor of particular importance for the tasks of Syrnc and time-critical Inference.

(3) Security term. The third component rewards higher security scores S; , (hence the subtraction inside a minimization). A
larger vy prioritizes nodes offering stronger protection (e.g., hardened enclaves, stricter access control), complementing the hard
feasibility constraint S; ,, > Smin.

The factor w;, weights each term by clinical importance. For example, if Sync tasks use @z = 1.0 and Update tasks use
s, = 0.4, then cost and latency penalties (and the security reward) for Sync dominate the optimization, reflecting their urgency.
This mechanism ensures that clinically critical operations are systematically favored in the decision-making process.

The relative priority of tasks is determined by task priority settings, but the absolute effects of each measure are also
determined by their natural scales. In particular, the magnitudes of the terms in C; ,, L; ,,, and S; , can vary significantly, allowing
one of the dimensions to be overrepresented by the optimization. To overcome this, the normalized forms of normalization:
Crom™, L™, and S79™, have been introduced in Eq. (3), or alternatively, the weighting coefficients (a, B, y) can be adjusted to
counter this. To ensure numerical stability and equalization of trade-offs in terms of objectives, the normalized metrics are
clearly used in Algorithm 2. Lifecycle-conscious priorities and normalization together facilitate the optimization framework:
the former addresses the urgency of clinical work, whereas the latter prevents the unfairness in the heterogeneous performance
measures. This two-fold enabling mechanism gives the deployment specific tuning a principled basis in which the parameter
options are required to mirror the facts of the target healthcare setting.

While task priorities govern the relative emphasis across lifecycle stages, the absolute impact of each metric also depends on
its inherent scales. Specifically, C; ,, L; », and S; , may differ significantly in magnitude, which can bias the optimization toward
one dimension. To address this, normalized forms C7;™, L™, and S}9'™ are introduced in Eq. (3), the weights (o, ,7) can
be tuned accordingly. In Algorithm 2, normalized metrics are explicitly applied to guarantee numerical stability and balanced
trade-offs across objectives. Together, lifecycle-aware priorities and normalization enable flexible tailoring of the optimization
framework. The lifecycle-aware priorities ensure clinical urgency, while the fairness across heterogeneous performance metrics
is ensured by the latter. This dual mechanism provides a principled foundation {or deployment-specific tuning, where parameter
choices must reflect the realities of the target healthcare environment

Finally, depending on deployment priorities, the weights (a, B,y) and task priorities ®s, may be tuned accordingly. For
latency-critical systems, higher values of 8 and w;, for Sync/Inference tasks are appropriate. In budget-constrained settings o
may be emphasized to avoid expensive placements, while in security-sensitive contexts, larger y and stricter Sy, thresholds
should be applied.

3.4 Constraints
To ensure valid and practical task assignments, the following constraints are imposed:

1. Unique Task Assignmeni: Each task must be assigned to exactly one computing node. This constraint guarantees that
no task is duplicated or omitted.

Y =1, YpeP 1eT 4)
neN

2. Node Resource Capacity: The total resource demand from assigned tasks must not exceed the available capacity of
each node. This prevents node overload and ensures feasible deployment.

Y Y Rx, <R, Vnen 5)
peEPteT

3. Security Constraint: A task may only be assigned to a node if its security level meets the predefined minimum threshold
Smin- The big-M technique is used to enforce this condition only when a task is assigned®’.

St,nZSmin_M(l_-xthn% vafﬂ? (6)
3.5 Priority Weight (w;) Assignment

To differentiate the urgency and importance of tasks, the model applies task-specific priority weights @s,. These can be
determined through several strategies:



Task Type & Description Example 05,
1 (Sync) Real-time sensing  ECG, vitals monitoring 1.0

2 (Inference)  Al-based prediction Heart failure prediction 0.7
3 (Update) DT model updating Retraining, backup 0.4

Table 3. Task Prioritization Weights (@ws,) Assigned to Different Stages of the DT Lifecycle

Algorithm 1 ILP Algorithm

Require: Number of patients P, tasks 7, nodes N, weights «, 8,7y, matrices Cyy,, Ly, Sin, resource demands R;, node capacities
R, minimum security Sp;y, priority weights s,
Ensure: Optimal assignment of tasks to nodes
1: Initialize binary decision variable xﬁ . €40,1}
2: Objective function:

mpin o Z Z Z a)&Ctﬁxﬁn_"ﬁ Z Z Z wS,Lt,nx{;,n_’y Z Z Z wS,St,nxﬁn'

Xtn pEPteT neN pPEPET neN pEPET neN

3: Subject to:
YN X, =1 WVt
. Z,T:lx{fnR, <R, Vn
. xf,,,Sm fo,nSmin Vt,n

4: Solve ILP using an exact solver
5: Return: Optimal task-to-node assignment matrix x

3.5.1 Expert-Driven Heuristic
This approach assigns fixed priority values based on expert knowledge of clinical relevance®. Synchronization tasks receive
the highest priority, while non-urgent tasks like model updates receive lower values.

In this approach, fixed priority weights are manually assigned to each task category based on expert knowledge of clinical
importance. As shown in Table 3, real-time sensing tasks are assigned the highest priority, followed by inference and update
tasks. Higher weights indicate more urgent or critical processing requirements

3.5.2 Data-Driven Method
A dynamic weight assignment can be computed by normalizing task impact scores obtained from empirical performance data.

Impact(&;)

- max g Impact(J) ™

6

4 Solution Approach

The task assignment problem is formulated as a multi-objective optimization that balances cost, latency, and security under
heterogeneous computing resources. Three strategies are presented to solve the problem: an exact ILP model to provide an
optimal baseline, the lightweight PATI-Greedy heuristic, and HybridQeGA, which combines reinforcement learning with
evolutionary operators for scalable near-optimal solutions.

4.1 Optimal Solution: ILP
The ILP formulation serves as the baseline for evaluating solution quality. It minimizes a weighted sum of cost and latency
while maximizing security, adjusted by task-specific priority weights @s,.

ILP guarantees global optimality but exhibits exponential complexity, making it impractical for large-scale or real-time
systems.

4.2 Heuristic Solution: PATI-Greedy Algorithm
The PATI-Greedy algorithm provides a lightweight approximation by greedily assigning each task to the node that minimizes a
simplified objective. It respects resource and security constraints at every step.



Algorithm 2 PATI-Greedy Algorithm

Require: P, T,N,a,B,Y,Cin,Lin,Sin,Ri, Ry, Smin, s,
Ensure: Greedy assignment of tasks to nodes

1: Initialize residual capacities R;’™ < R,

2: Initialize assignment matrix x <— 0

3: for each taskr =1to 7 do

4:  bestScore < oo, bestNode < —1

5.  for eachnoden=1toN do

6: if R'™ > R, and S;, > Spin then

7 Compute local score:

norm norm norm
§ = W, (aCtn + ﬁLtn — Vo )

8: if s < bestScore then

9: bestScore <+ s, bestNode < n
10: end if
11: end if

12:  end for
13:  if bestNode # —1 then

14: ASSign Xt bestNode < 1

. rem rem _
15: UPdate RhestNode A RbeslNade R,
16:  end if
17: end for

18: Return: Greedy assignment x

The PATI-Greedy algorithm has polynomial complexity O(1&”||7||.4"|), as each task checks all nodes before assignment.
This efficiency makes it suitable for real-time or medium-scale deployments, though it may sacrifice global optimality.

4.3 Hybrid Q-Learning-based Enhanced Genetic (HybridQeGA) Algorithm
The HybridQeGA uses adaptive decision-inaking {rom Q-learning and integrates with genetic operators to enhance the search
process in vast solution spaces. For example, in reward-driven learning, Q-learning directs task-to-node mapping, while GA
facilitates movement from local minima.

The intricacy of HybridQeGA is a result of Q-learning repetitions and GA population changes. Considering a generation,
for Q-update, it is (O(].||<7|)) whereas for GA on population of size M and across G generations, it is (O(GM|Z||.7])).
Thus, the overall complexity is polynomial and can be expressed as:

o(GM(|2||7||N+|7||1))- (®)

Even though it requires more computations than PATI-Greedy, HybridQeGA is still manageable for large-scale systems and
often provides optimal solutions. Its scalable nature especially fits dynamic, high-load conditions like multi-patient healthcare
systems.

To clarify the complementary roles of the three solution strategies, ILP serves as an exact optimization benchmark that
provides the theoretical performance upper bound but suffers from exponential complexity. PATI-Greedy offers a lightweight,
deterministic heuristic with polynomial complexity, making it suitable for real-time clinical decision-making. HybridQeGA
bridges the gap by combining reinforcement learning—based adaptation with evolutionary search, enabling near-optimal
performance under large-scale and dynamic workloads.

4.4 Comparative Summary

The differences among the three algorithms being addressed are threefold in terms of their computational characteristics and
their suitability for deployment in various scenarios; the summary table of the tradeoffs of the algorithms being addressed is in
Table 4. To summarize,

¢ ILP is an exact benchmark; however, it is not scalable to real-time or large environments with patients, tasks, and nodes.



Algorithm 3 HybridQeGA Algorithm

ReqUire: P7 T7N7 a, ﬁ7 Y Ctn7 Lthtththu Smin7 wﬁ,

Ensure: Near-optimal assignment via hybrid learning-evolution approach
1: Initialize Q-values Q(s,a) < 0, GA population of candidate assignments
2: Objective function (reward):

= — (acpj,n + BLp,t,n - ySp,t,n)

3: for each generation do

4:  for each candidate assignment in population do
5: Evaluate fitness using weighted objective

6: Update Q-values via:

O(sr,ar) < Q(sr,ar) + QR [l’t + Yre HLE}X O(s+1,d") — Q(Snar)]

7. end for

8:  Apply GA operators: selection, crossover, mutation
9:  Replace population with offspring

10: end for

11: Return: Best assignment found

Algorithm Computational Complexity Optimality Scalability
ILP (Optimal) Exponential (NP-hard) Global Optimum Poor (only feasible for small-scale in-
stances)
PATI-Greedy  O(|Z||.7||-#|) Near-optimal (small High (suitable for real-time systems)
gap)
HybridQeGA O(GM (22||7|N+ L || |)) Near-optimal (close High (scales well to large/dynamic sys-
to ILP) tems)

Table 4. Comparison of ILP, PATI-Greedy, and HybridQeGA in Terms of Complexity, Optimality, and Scalability.

* PATI-Greedy has the best runtime and is most suitable for real-time, low-weight decision-making, where some error
relative to the optimal soluiion is permissible.

* Of the three algorithms, HybridQeGA is the best in balancing runtime and accuracy in large, dynamic, multi-patient
scenarios in attaining scalable, near-optimal solutions.

5 Results and Discussion

The simulation study was conducted to assess the performance of the proposed algorithms under varying objective-weight
configurations and different patient-load conditions in a smart ICU. The simulation parameters and task settings were selected
to reflect realistic MDT operations within an ICU, incorporating heterogeneous device capabilities, security constraints, and
dynamic computational workloads. ECG signal synchronization, real-time anomaly detection, Al-based inference of patient
deterioration, and periodic updates to DT models are the MDT tasks used to simulate ICU workload. These activities involve
the clinical processes we use to track patients, make judgments, and maintain models current in the ICU.

To evaluate the performance of these three algorithms, we use ILP formulation (used as an optimal benchmark), the
PATI-Greedy heuristic, the HybridQeGA algorithm, and a random baseline. Three experimental conditions are established to
investigate the trade-offs between these algorithms. The parametric values of the three experimental scenarios vary in terms of
the a, B, and y parameters which are usually known as objective-weight configurations. A fine variety of such configurations
provides a sensitive analysis in a structured manner. By adjusting the relative significance of the cost, latency and security as part
of these weightings, it is possible to explore the resilience and flexibility of the suggested methods in a range of clinical priority.
Similarly, it is possible to study the behavior of the algorithm and associated trade-offs through the variation of the weights of
the objective functions. In the former two cases individual performance measures are being considered and the cost, latency



and security measures are being reported separately. Cost and latency were given equal weights while lowering the security
importance (o = 0.4, = 0.4, 7= 0.2). Conversely, security is emphasized in Scenario 2 using (o = 0.1, = 0.1,7=0.8),
resulting in more pronounced trade-offs among the three objectives. However, Scenario 3 is designed to accomplish the overall
performance of the system through a composite objective function which combines cost, latency and security measurements at
once. The simulation experiments were carried out with a patient count of P=4, 8 and 12, thus, indicating the small, medium and
large-scale workload of the work of MDT. These workload levels were chosen deliberately to reflect the increasing complexity
in the operations, hence making it possible to conduct a systematic assessment of scalability and robustness in different clinical
settings.The following subsections present the detailed results and comparative analyses for each scenario.

5.1 Scenario 1: Balanced Cost-Latency with Light Security Weighting (o« =04, 3 =0.4, y=0.2)

This scenario is designed to give equal importance to cost and latency, while placing less importance on security. The latency
metric implicitly presents the distributed MDT task associated computation and communication delays during execution.
Explicit modeling of bandwidth variation, packet loss, and network congestion is beyond the scope of this study; however, in
future work, it will be incorporated as a network-aware extension of the framework.
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Figure 2. Average cost under Scenario 1 for P = 4 patients. The figure compares ILP (black circles), PATI-Greedy (red
squares), HybridQeGA (green diamonds), and Random assignment (blue triangles)

Figure 2 shows the average cost output for P = 4 patients. The x-axis represents the number of tasks (7") and available
nodes (), while the y-axis represents the average execution cost. The complete figure shows the cost behavior among three
algorithms, ILP (black circles), PATI-Greedy (red squares), and HybridQeGA (green diamonds). A random (blue triangles)
assignment strategy was also added, in addition to proposed algorithms, as a lower-bound baseline, providing a sanity-check
reference that underscores the importance of optimization-aware task placement in MDT environments. The ILP solution is
the primary performance benchmark, providing the global optimum for small-scale problem instances. The three approaches,
ILP, PATI-Greedy, and HybridQeGA, represent a complementary set of approaches spanning exact optimization, heuristic
decision-making, and learning-based metaheuristics. This combination enables a meaningful evaluation of the trade-offs
between solution optimality and computational scalability.

The random strategy is always the most expensive, a fact that becomes worse as the number of tasks increases. The
ILP formulation, on the other hand, has the lowest cost of all configurations and can therefore be used as a benchmark for
performance. In small examples (between T =2,N =2 and T = 3,N = 3), PATI-Greedy is a close approximation to ILP, but
as problem complexity increases, HybridQeGA is highly adaptive and achieves near-optimal performance, with inconsistencies
with ILP usually less than 5%. These results support the idea that the suggested algorithms are efficient at an ILP level and



computationally feasible. To explore how these cost dynamics change with increased workloads, we then discuss the results
when the patient load is doubled.

Figure 3 shows a graph of the average performance of eight patients (P = 8). The doubling effect increases the patient’s
mathematical load, thereby increasing total costs. The most apparent escalation is always presented by the Random strategy,
as it does not align with the other methodologies. The ILP methodology is highly optimal, but HybridQeGA is the closest
approximation to ILP, and the variation across most settings does not exceed 5%. PATI-Greedy is not as scalable as HybridQeGA,
but it is more competitive at medium-scale configurations based on task-node, and it exhibits increasingly large deviations at
high loads. In this trend, the analysis was further extended to a larger workload (P = 12) to once again confirm the effect of
scalability on the cost efficiency of the studied algorithms.
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Figure 3. Average cost under Scenario 1 for P = 8 patients. The figure compares ILP (black circles), PATI-Greedy (red
squares), HybridQeGA (green diamonds), and Random assignment (blue triangles).

The results of a cohort of (P = 12) patients, or a setting that is associated with a significant workload, are provided in Figure
4. The gap in the performance of the Random strategy and the structured algorithms is quite clear in this context. The ILP
solution remains optimal, but its impracticality at this scale makes it unsuitable for real-time use due to its high computational
cost. Instead, HybridQeGA has performance similar to that of ILP, with differences within a 3 percent range even at the largest
task-node ratios. The PATI-Greedy methodology still works well, but it lags behind HybridQeGA, with gaps ranging from 7
to 10 percent compared with ILP in large-scale conditions. In turn, these results underscore the scalability and robustness of
HybridQeGA to make production deployments of MDT.

Cost-minimization analysis in 4, 8 and 12 patient studies has a clear rank order, with ILP finding the least costly solution;
HybridQeGA consistently approximates ILP at large workloads; PATI-Greedy is effective at smaller and medium-scale systems
but becomes prohibitively expensive at large scale, and Random is competitive at smaller scale. This then leads to HybridQeGA
as the most viable near-optimal method of cost-sensitive MDT operations. The next crucial key performance indicator in MDT
framework is latency. Latency is vital, as it helps health administrators make real-time MDT operational decisions. When we
look into latency results with the same balanced weighting, we better understand how different algorithms manage the trade-off
between promptness and cost. The metric of latency that is used in this study also implicitly captures the computational and
communicational delays of distributed MDT task execution across the edge, fog, and cloud levels. Although the current study
does not provide a concrete network-level model that integrates bandwidth variability, packet loss, and congestion, these
phenomena are still reflected indirectly in the updated latency aggregation figures. The integration of a network-sensitive,
fine-grained modeling technique is thus a promising avenue for future improvements to the framework.
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Figure 4. Average cost under Scenario 1 for P = 12 patients. The figure compares ILP (black circles), PATI-Greedy (red
squares), HybridQeGA (green diamonds), and Random assignment (blue triangles).

The results in Figure 5 show the mean latency for P = 4 patients. The horizontal axis shows the task-node settings,
which are similar to those shown in the figures above, and the vertical axis shows the normalized end-to-end task latency.
Achieving the lowest possible latency, ILP (black circles), is always positioned as the benchmark. PATI-Greedy (red squares)
also has near-optimal latency, especially in small- to mid-scale systems, because it has an explicit latency-minimization
policy. HybridQeGA (green diamonds) is also competitive, often outperforming PATI-Greedy at large sizes due to its ability
to avoid local minima. Random (blue triangles), on the other hand, generates the worst latencies in every situation. To
analyze the development of latency characteristics with increasing workload intensity, the analysis presented below considers a
medium-scale setup with 8 patients. The results of P = § patients are shown in Figure 6. An increase in patient load results in a
monotonic increase across all methods considered. The ILP approach will always minimize delay to the greatest extent possible,
and HybridQeGA will always approximate the ILP solution, which is better than PATI-Greedy when there are more task-node
associations. PATI-Greedy is close to the ILP benchmark on small-scale architectures, but the performance gap between
them increases with system size, a characteristic of its limited flexibility. The Random strategy degrades exponentially with
problem size, underscoring its inefficiency. To fully analyze these scalability patterns under high system demand, the analysis is
extended to a large-scale system of 12 patients as shown in Figure 7. At this scale, random assignment strategies cause too
large a latency, making them impractical. The ILP method is optimal but comes at a high computational cost. HybridQeGA
provides the most consistently near-optimal performance, with latency values close to those of ILP even under high-load
conditions. PATI-Greedy shows a clear performance lapse in larger cases, with an 8-12% increase in latency compared with
ILP, highlighting its disadvantages in large-scale operations. These results demonstrate the scalability benefit of HybridQeGA
to latency-intensive MDT settings.

Across the 4 to 12 patient cohorts, the latency measures support the claim that the ILP approach performs best, whereas the
HybridQeGA algorithm is the most efficient in scaling, keeping latency close to optimal levels. The PATI-Greedy algorithm
shows good performance for low-load settings but fails as load intensity increases. This trend shows the importance of the
HybridQeGA in MDT operations, where time is a critical parameter. Since information integrity and privacy are among the
most critical issues in MDT cases, it is necessary to verify these algorithms for security. Subsequent outcomes outline the
average security performance realized on the same balanced weighting regime.

Clinically, there is a direct relationship between the minimization of latency and the speed of response and identification
of critical patient events in the intensive care unit. Lower end-to-end latency makes it easier to detect anomalies in time and
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Figure 5. Average latency under Scenario 1 for P = 4 patients. The figurc compares ILP (black circles), PATI-Greedy (red
squares), HybridQeGA (green diamonds), and Random assignment (blue triangles).
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squares), HybridQeGA (green diamonds), and Random assignment (blue triangles)..
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Figure 7. Average latency under Scenario 1 for P = 12 patients. The figure compares ILP (black circles), PATI-Greedy (red
squares), HybridQeGA (green diamonds), and Random assignment (blue triangles)..

strengthen decision-support systems, which are crucia! for aligning and inferring processes, including vital-sign monitoring in
real-time and early-warning systems. As a result, the low latency achieved by HybridQeGA methods is optimal and thus does
not improve patient safety by increasing respounse times in emergency situations. Figure 8 is a representation of the normalized
security scores of P = 4 patients. The normalized security value is reflected on the y-axis in this graph. ILP has the best
security scores because it allocates tasks to the safest nodes in an optimal manner. HybridQeGA and PATI-Greedy algorithms
outperform Random, which offers the lowest security due to its non-discriminative assignments. HybridQeGA is similar to ILP,
demonstrating its ability to adapt to stricter security requirements.

To examine the development of security performance with increasing workload complexity, the future recombination of
outcomes is directed toward a medium-sized configuration with patients (P = 8). The results for this eight-patient case are
shown in Figure 9. The ILP methodology is the best approach for the increase in workload. The HybridQeGA method still
estimates ILP with high fidelity and often results within 5% of optimal. The PATI-Greedy algorithm has moderate effectiveness,
but of course, it is not as scalable as HybridQeGA to the number of tasks and nodes. On the other hand, the Random strategy
continues to be underperforming, with less-than-optimal security guarantees.

Building on the results above, the current research is conducted with a considerably larger cohort (12 patients), allowing a
more rigorous test of the algorithm’s robustness. The results of this setting, indicated in Figure 10, are the most challenging
case, i.e., P = 12. The ILP scheme still provides the best security levels, though HybridQeGA will always approach the optimal
threshold, which is practically indistinguishable, hence providing near-perfect security. PATI-Greedy, by contrast, has a larger
performance gap, a symptom of its inefficient behaviour in a security-dominated scenario. On the other hand, the random
approach performs worst, underscoring the urgency of an ethically informed structured-optimization paradigm in the MDT
setting. The above observations thus support the notion that HybridQeGA is the most reliable near-optimal solver when security
constraints are imposed heavily.

The statistics for the security measures across the 4, 8, and 12-patient samples are organized in a similar manner, and
they clearly indicate that the ILP model is used as the standard case. The HybridQeGA technique achieves near-optimal
security performance for increasing system scale and maintaining cost-efficiency. Although the PATI-Greedy algorithm shows
a lower cost than the random assignment strategy, its performance is lower than HybridQeGA under high-demand conditions.
Conversely, consistent poor performance of the random baseline highlights the requirements of optimization-driven strategies
for secure MDT deployment. In addition to comparative performance evaluation, the convergence behavior of each algorithm
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Figure 8. Average security under Scenario 1 for P = 4 patients. The figuie compares ILP (black circles), PATI-Greedy (red
squares), HybridQeGA (green diamonds), and Random assignment (blue triangles).
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Figure 9. Average security under Scenario 1 for P = 8 patients. The figure compares ILP (black circles), PATI-Greedy (red
squares), HybridQeGA (green diamonds), and Random assignment (blue triangles).
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Figure 10. Average security under Scenario 1 for P = 12 patients. The figure compares ILP (black circles), PATI-Greedy (red
squares), HybridQeGA (green diamonds), and Random assignment (blue triangles).

was analyzed to assess stability and learning dynamics. The convergence curves shown in Figure 11 show that HybridQeGA
approaches the ILP benchmark, while PATI-Greedy converges rapidly at the cost of reduced accuracy. In comparative analysis,
the random strategy shows unstable convergerice behavior throughout the learning process.

5.2 Scenario 2: Security-Dominant Weighting (¢ =0.1, 8 =0.1, y=0.8)

In this case, security is prioritized over cost and latency, as in the healthcare environment with advanced diagnostic and
monitoring applications, where safeguarding patient data is of utmost importance. Consequently, jobs are often processed on
more secure computing nodes, which in turn raises the system’s operational cost and increases delays. To study the effects
of such security-biased weighting on cost performance, we begin with different patient-load scenarios and use the smallest
scale, P = 4. In Figure 12, we see that regardless of the security restrictions, the ILP model gets to the lowest possible cost.
HybridQeGA yields results within 5% of the lowest possible cost. PATI-Greedy is less optimal than HybridQeGA, producing
more costly solutions, but it still finds feasible solutions. The random approach is the least optimal, as it incurs the highest cost,
and that cost is highest in the most secure mode.

In the security-dominant scenario, the cost increases with the number of patients. To perform a moderate-demand-based
analysis, the number of patients is increased to a medium-scale setting with P = 8. Figure 13 presents an increase in overall
costs because more costly security-related tasks are assigned. The performance of HybridQeGA remains close to that of ILP in
scheduling, whereas the complexity of PATI-Greedy increases. Random increases rapidly due to the absence of systematic
allocation.

To verify the heavy workload behavior, another analysis is performed with P = 12 patients. This is the upper limit of system
complexity examined in this study. In Figure 14 with 12 patients, it is evident that the cost penalty is the most pronounced.
HybridQeGA continues to outperform PATI-Greedy, being within 6% of ILP, while PATI-Greedy deviates by 10% or more.
Random reaches unacceptable levels of costs.

Across all patient scales, ILP establishes the benchmark; HybridQeGA consistently tracks ILP closely, PATI-Greedy remains
functional but less scalable, and Random is the worst. Having examined cost behavior under security-dominant weighting, we
next explore latency performance to understand how prioritizing protection affects system responsiveness. Figure 15 shows
that latency rises compared to Scenario 1 because tasks are routed to secure nodes with slower processing. ILP results in the
lowest latency values. HybridQeGA also performed comparably well, and PATI-Greedy begins to show lag. However, Random
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Figure 11. Convergence of objective values under Scenario 1 (balanced cost-latency weighting). HybridQeGA converges

close to the optimal ILP solution, PATI-Greedy converges faster but suboptimally, while random assignment shows unstable
behavior..
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Figure 12. Average cost under Scenario 2 for P = 4 patients. The figure compares ILP (black circles), PATI-Greedy (red
squares), HybridQeGA (green diamonds), and Random assignment (blue triangles).
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Figure 13. Average cost under Scenario 2 for P = 8 patients. The figure compares ILP (black circles), PATI-Greedy (red
squares), HybridQeGA (green diamonds), and Random assignment (hlue triangles).
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Figure 14. Average cost under Scenario 2 for P = 12 patients. The figure compares ILP (black circles), PATI-Greedy (red
squares), HybridQeGA (green diamonds), and Random assignment (blue triangles).
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Figure 15. Average latency under Scenario 2 for P = 4 patients. The figure compares ILP (black circles), PATI-Greedy (red
squares), HybridQeGA (green diamonds), and Random assignment (blue triangles).

As with cost, latency rises rapidly as we increase the workload. The following results for P = 8 patients represent these
emerging trends. Figure 16 illustrates that with 8 patients, latency is enhanced. However, HybridQeGA still maintains
near-optimal performance, closely following ILP. PATI-Greedy deviates more significantly, while Random remains highly
inefficient. To comprehensively analyze the scalability under maximum load, latency results are analyzed for P = 12 patients,
providing deeper insight into algorithm performance in large-scale, security-prioritized MDT settings. Figure 17 confirms that
at 12 patients, HybridQeGA maintains scalability advantages, with latencies only 7-8% above ILP. PATI-Greedy falls further
behind, while Random deteriorates drastically. While the latency results balance the trade-off between timeliness and security,
it is important to analyze the different configurations and the corresponding levels of security achieved. The next results will
analyze security performance at small, medium, and large scales, keeping the patient load constant and weighting factors
dominant. For 4 patients, the security levels in this scenario are higher across all cases than in Scenario 1 in Figure 18. ILP
scored the highest; HybridQeGA nearly matched ILP; PATI-Greedy showed slight improvements; and Random scored the least.

To understand how trends evolve with increasing system complexity, the forthcoming analysis examines a medium-scale
setup with P = 8 patients. Figure 19 shows, for 8 patients, that HybridQeGA remains the closest to ILP while PATI-Greedy
falls behind. Random does not demonstrate a better or a worse level of secure allocation.

Extending the analysis to a large-scale workload P = 12 sheds more light on the algorithms’ ability to meet high standards
under high resource pressure. Figure 20 shows, for 12 patients, that HybridQeGA is the only method that remains, for most of
the time, within 3% of ILP, while PATI-Greedy stands out with a considerable distance below HybridQeGA, and Random is
performing badly as always.

The MDT can be used with trust within the healthcare system, since security improvements can be made in security-
dominant cases. This means the frameworks can be adjusted to create strong safeguards without negatively affecting the
system’s efficiency. Apart from the comparative performance, it is also important to focus on the learning behavior of the
algorithms and how consistent such behaviors are in relation to security in order to be certain of the convergence reliability
under tight security. Figure 21 shows the behavior of the convergence curves. HybridQeGA exhibits a consistent learning
behavior and converges steadily to the ILP. PATI-Greedy also moves quickly toward convergence, but it stagnates in attaining
suboptimal solutions. Random shows no stability and keeps changing patterns and performance, which is consistent.

The performance of Scenario 2 shows that the focus on security changes performance trade-offs, increasing protection
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Figure 17. Average latency under Scenario 2 for P = 12 patients. The figure compares ILP (black circles), PATI-Greedy (red
squares), HybridQeGA (green diamonds), and Random assignment (blue triangles).
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Figure 18. Average security under Scenario 2 for P = 4 patients. The figure compares ILP (black circles), PATI-Greedy (red
squares), HybridQeGA (green diamonds), and Random assignment (blue triangles).
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Figure 19. Average security under Scenario 2 for P = 8 patients. The figure compares ILP (black circles), PATI-Greedy (red
squares), HybridQeGA (green diamonds), and Random assignment (blue triangles).
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Figure 20. Average security under Scenario 2 for P = 12 patients. The figure compares ILP (black circles), PATI-Greedy (red
squares), HybridQeGA (green diamonds), and Random assignment (blue triangles).
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Figure 21. Convergence behavior under Scenario 2 with security-dominant weighting. HybridQeGA demonstrates stable
convergence toward the ILP benchmark, whereas PATI-Greedy stagnates at suboptimal solutions and random assignment fails
to converge.



while only moderately increasing costs and latency. Among the proposed methods, HybridQeGA offers the best balance,
providing optimal security while preserving scalability and convergence stability, thereby narrowing the scope of security-
critical situations. The following scenario applies these findings and goes beyond assessing a single metric by considering
them in totality. More specifically, Scenario 3 integrates the metrics of cost, latency, and security into a single unified objective
function, providing a comprehensive overview of the algorithmic efficiency across all operational conditions.

5.3 Scenario 3: Overall Objective Performance
In Scenario 3, the integrated objective function combines cost, latency, and security into a single unified metric that provides a
detailed analysis of the algorithm’s performance. The combination of these three criteria provides a comprehensive analysis
of the algorithm trade-off across various objectives under varying workloads. The study begins with a small setup and then
increases patient loads, thereby challenging the method’s strength and reliability.

As shown in Figure 22, among all algorithms, the ILP with 4 patients yields the best integrated objective value. HybridQeGA
comes close to ILP, being 4% worse. PATI-Greedy comes next, although there is a significant gap compared to HybridQeGA,
and Random is the worst. To analyze the potential of this near-optimal behavior as the workload intensity increases, the next
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Figure 22. Overall objective values under Scenario 3 for P = 4. HybridQeGA closely approximates the ILP benchmark,
outperforming PATI-Greedy and random assignment in small-scale MDT settings.

set of analyses focuses on a medium-scale configuration with P = 8 patients. In Figure 23, with 8 patients, HybridQeGA is
still the best and remains the closest to ILP, especially in heavier workloads compared to PATI-Greedy. As the scale increases,
PATI-Greedy diverges more, while Random diverges much more than the others. To further explore scalability under the
most challenging conditions, we then examine the large-scale configuration at P = 12, capturing the algorithms’ performance
dynamics in problem-sensitive, high-load MDT environments. As shown in Figure 24, the HybridQeGA method nearly matches
the performance of the ILP benchmark across 12 patients, demonstrating its high scalability. PATI-Greedy, on the other hand,
shows a growing number of deviations as the problem size increases, whereas the Random strategy is pathetically inefficient
and cannot be used in practice.

In order to further validate the comparative validation in respect of the diversity of the baseline, a succession of additional
experiments was conducted using two well-established metaheuristic algorithms, Particle Swarm Optimization (PSO) and
Ant Colony Optimization (ACO). Figures 25 and 26 show the objective performance of representative configurations with
4 tasks and 6 nodes and 6 tasks and 6 nodes, respectively. HybridQeGA is consistently better than PSO and ACO across
all patient scales, and the solutions obtained by this method are much closer to the ILP benchmark. Even though PSO and
ACO demonstrate significant improvement over Random assignment, their performance reduces with the increase in problem
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Figure 23. Overall objective performance under Scenario 3 for P = 8. HybridQeGA remains near-optimal compared to ILP,
while PATI-Greedy and random assignment exhibit increasing performance degradation.
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Figure 24. Overall objective performance under Scenario 3 for P = 12. HybridQeGA maintains near-optimal performance
close to ILP under heavy workloads, whereas PATI-Greedy diverges and random assignment becomes inefficient.
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complexity, showing the limitations of handling multi-objective trade-offs and a large combinatorial search space. Conversely,
combining Q-learning with HybridQeGA can provide adaptive control for the evolutionary search process, resulting in greater
scalability and robustness. These results suggest that the proposed method is not only faster than baselines but also faster than
classical bio-inspired optimization methods on real-life MDT workloads. Similar performance patterns are expected in standard
genetic algorithms without a reinforcement learning mechanism and in deep Q-network-based schedulers, which should be
systematically investigated in future studies. Taken together, these results form a coherent hierarchy of scales: the ILP model
can achieve the theoretical optimum, HybridQeGA can achieve near-optimal results even when the load is large, PATI-Greedy
can be competitive at smaller scales, and the Random method is ineffective. Lastly, to summarize these observations and enable
a comparative analysis of trends across the different scenarios, the following tables present the main performance results.

Scenario Metric Best Performer Near-Optimal Performer Worst Per-
former
Cost ILP, HybridQeGA PATI-Greedy Random
S1: Balanced Latency ILP, PATI-Greedy HybridQeGA Random
Security ILP HybridQeGA, PATI-Greedy Random
Cost ILP HybridQeGA Random
S2: Security-Dominant Latency ILP HybridQeGA, PATI-Greedy Random
Security ILP HybridQeGA Random
.. Small Scale (P =4) ILP PATI-Greedy, HybridQeGA Random
83: Overall Objective .o Seale (P=12)  ILP HybridQeGZ\ ’ Random

Table 5. Best and Worst Performing Algorithms Across Scenarios

Algorithm Mean Cost Mean Latency Mean Security Overall Gap vs.
ILP (%)

ILP (Optimal) 100.0 100.0 1000 0.0

PATI-Greedy 108.6 109.2 91.8 9.4

HybridQeGA 102.3 103.1 97.6 2.7

Random 142.8 148.5 72.4 439

Table 6. Quantitative Performance Comparison of Algorithms under Integrated Objective (Scenario 3)

Tables 5 and 6 provide a brief but comprehensive summary of the performance of the algorithms in all experimental
conditions, including solution and deployment trade-offs and real-world issues. Table 5 summarizes the performance of
each algorithm in each scenario in terms of cost, latency, and security. ILP continues to provide the optimal benchmark,
and HybridQeGA is the best alternative across most scenarios, particularly in the larger-scale scenarios, while the Random
assignment is the poorest performer across all scenarios. Table 6 contributes to this analysis by including averages and
deviations in percentages for the ILP benchmark.

The comparative analyses have reinforced multiple insights. First, ILP remains a reference point across all dimensions;
however, its extreme exponential complexity severely limits its relevance to small/offline scenarios. Second, while exhibiting
a moderate optimality gap of approximately 8-10% in large-scale, or security-dominant, scenarios, PATI-Greedy, despite
being polynomial-time, remains fast and competitive in latency- and cost-sensitive scenarios (Scenario 1), with a slight
degradation in optimality. Third, HybridQeGA demonstrates the best overall performance and the most balanced performance
while remaining highly scalable. In the high-load and fully integrated objectives scenarios (Scenarios 2 and 3), it achieves
near-optimal performance with less than 3% deviation from the ILP, showing the most balanced performance. Conversely,
Random assignment consistently results in performance deficits of more than 40% which confirms the need for structured,
intelligence-based optimization for MDT task allocation.

All these quantitative comparisons are consistent with the fact that HybridQeGA is the best balance between near-optimality
and practical computability, and PATI-Greedy is a lightweight alternative that is applicable to fast decision-making in moderate-
workload scenarios. Although the above analysis has focused on the quality of the solution, it is also necessary to understand
each method’s computational requirements to promote its use in the real world. In this regard, the following subsection
examines runtime efficiency and scalability in a more rigorous manner.

Across all scenarios, consistent performance trends are observed, indicating that the proposed framework and HybridQeGA
solution are not overly sensitive to specific parameter choices. This demonstrates the robustness of the optimization approach
under varying objective weight configurations.



5.4 Computational Complexity and Runtime Considerations

The ILP algorithm proved to be superior; however, its computational time is also exponentially increasing, which makes
it impractical to use in large-scale implementation. PATI-Greedy is a time-saving algorithm in comparison with the ILP
technique, which is a key requirement of applying it in real-time in the hospital. HybridQeGA is moderately overhead because
of Q-learning and genetic operators; nevertheless, its performance is found to be significantly faster than the PATI-Greedy, and
the results are approached to optimum performance. As a result, HybridQeGA can serve as a very potential choice to apply in
the real-life environment due to its accuracy and the good ratio of the execution speed to the accuracy. Comprehensively, the
results of the three scenarios can be summarized into some salient insights that shed some light on the relative strengths and the
contextual relevance of each of the algorithms in varying operating conditions.

 ILP sets the optimal benchmark but is computationally infeasible for large-scale use.
* PATI-Greedy is simple, fast, and highly effective in smaller instances.
* HybridQeGA consistently achieves near-optimal performance, particularly in large and complex scenarios.

* Random assignment scales poorly and is unsuitable for clinical MDT environments.

6 Conclusion

This study has developed an Al-driven optimization system of MDTs and patient information management in smart hospital
settings. The framework considers cost, latency, and security and is modeled as a multi-objective optimization problem. The
proposed framework is solved through an ILP model, the PATI-Greedy heuristic, and a HybridQeGA algorithm. Moreover,
a series of simulation experiments was conducted in which objective weightings and patient workloads (P = 4, 8, 12) were
varied, thereby simulating MDT deployments at small, medium, and large scales. The results demonstrated that ILP set the
optimal benchmark across all metrics, but its exponential runtimes make it infeasible for real-time applications aside from
small instances. In contrast, PATI-Greedy solved the problem to within a few percentiles of ILP cost and latency (5-8%), and
HybridQeGA offered a more optimal solution for a greater number of patients. Among the three algorithms, HybridQeGA
produced the best solutions for larger problem sets. For P = 12 patients, it deviated from ILP by (lessthan3%) and kept
practical run times and polynomial scalability. Results across various scenarios show that PATI-Greedy performs best when
low-cost, fast solutions are needed. The results appear to confirm that PATI-Greedy performs best in ICUs with a moderate
patient volume. On the other hand, HybridQeGA showed better performance under high-load or security-dominant conditions,
with an average improvement of 12% in security scores compared to PATI-Greedy at @ = 0.1, 8 = 0.1,y = 0.8. The random
baseline assignments showed poor performance, and in all cases, there was a greater than 40% deviation from ILP. The proposed
MDT framework is meant to supplement clinician decision-making in a manner that is ethically sound, legally compliant, and
aligned with the human-in-the-loop design principles of accountability in Al healthcare.

Overall, the empirical eviderice shows that the proposed framework can provide a scalable and flexible solution for managing
MDT resources. Although the IL.P provides the theoretical performance limit, a combination of PATI-Greedy and HybridQeGA
yields practical solvers that are sensitive to precision, performance, run time, and robustness across a range of clinical workloads.
This framework shall be extended to various deployment-oriented axes in further research. To start, the MDT architecture will
be interoperable with known healthcare standards, in particular Fast Healthcare Interoperability Resources (FHIR), and will thus
be easily integrated with electronic health records and hospital informatics systems. Second, the framework will be extended
to include energy sensitivity, federated data-privacy limitations, and cross-hospital MDT collaborations, thereby guiding the
creation of advanced, reliable, and real-time digital-health systems. Though the current study is based on simulation, that is, the
analysis under heterogeneous clinical workloads and security parameters is controlled and reproducible, future research will
prove these results empirically based on semi-realistic or anonymized task traces of an intensive care unit, real-time sensor
streams of wearable devices and bedside monitors. These stringent validations will further prove the real-world clinical viability
of the proposed framework in an actual clinical setting. In addition, we will extend the optimization layer by incorporating
bio-inspired optimization techniques, such as standard genetic algorithms without reinforcement learning and deep Q-networks,
to broaden comparative validation and explore complementary optimization trade-offs in more complex, large-scale MDT
deployment settings.
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