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ABSTRACT

Face anti-spoofing (FAS) has become a crucial component in securing face recognition systems against presentation attacks,
such as printed photos, replay videos, and 3D masks. While recent advances have improved generalization to unseen spoofing
attempts, many existing methods remain black-box models that provide binary decisions without interpretable reasoning. In
this paper, we investigate explainable face anti-spoofing from a supervision-centiiic perspective, using a vision—language
model (VLM) to analyze how natural language explanations influence mode! behavior. To enable this study under controlled
conditions, we construct an explanation-augmented benchmark by enrictiing four standard FAS datasets—MSU-MFSD, CASIA-
FASD, Replay-Attack, and OULU-NPU—uwith both vanilla and reascning-structured captions generated via the GPT-40 API.
We further adopt a dual-objective training strategy that combines spcof classification loss with explanation generation loss,
allowing us to examine the effect of explanation-based supervision while keeping the backbone architecture fixed. Through
extensive cross-dataset evaluations, we show that reasoning-style captions can enhance detection performance and domain
generalization in many settings, while also introducing inductive biases that may degrade performance when emphasized
cues are misaligned with unseen attack types. These findings suggest that explanations in FAS should be viewed not only as
interpretable outputs, but also as controllable training signals that shape generalization behavior. To support reproducibility,
we publicly release the explanation annotaiions and associated metadata—excluding all face images—via a Hugging Face
repository at https://huggingface.co/datasets/DescriptiveFAS/MCIO_public.

Introduction

Face recognition systems' have become ubiquitous in various applications, from smartphone authentication to secure access
control. However, these systems are vulnerable to presentation attacks or spoofing attempts, where attackers try to deceive
the system using printed photos?, digital screens?, or 3D masks*. Face Anti-Spoofing (FAS) has thus emerged as a critical
security component that determines whether the captured face is from a genuine live person or a spoofing medium’. With the
widespread adoption of face recognition in security-critical domains, developing robust FAS systems has become an imperative
challenge in biometric security research.

While significant progress has been made in FAS research, most existing approaches rely heavily on discriminative methods
that produce binary decisions without providing interpretable reasoning for their determinations. This “black box” nature of
current FAS systems poses challenges in real-world deployments, where understanding the basis of decisions is crucial for
security personnel and system administrators. In practical operating environments, explanations are not merely user-facing
justifications, but serve as analytical tools for diagnosing failure cases, identifying spurious visual cues learned during training,
and understanding why models fail to generalize across domains. As a result, binary predictions alone are often insufficient for
reliable deployment and maintenance of FAS systems under evolving attack scenarios.

Rather than designing a fully interpretable discriminative model, we adopt a vision—language model (VLM) as a means to
impose explicit and controllable supervision during training. The motivation for using a VLM is not explanation generation per
se, but the ability to leverage language as a supervisory signal that constrains which visual cues the model should attend to
when learning spoof-related representations. By expressing spoofing rationales in natural language, the training process can
explicitly guide the model toward semantically meaningful and interpretable decision cues, which is difficult to achieve using


https://huggingface.co/datasets/DescriptiveFAS/MCIO_public.

conventional discriminative objectives alone.

Existing research on explainable face anti-spoofing has largely focused on two directions: post-hoc visualization methods
that highlight salient regions after prediction, and task reformulation approaches that jointly generate predictions and explana-
tions. However, these methods typically treat explanations as outputs of the model, rather than as controllable supervision
signals during training. Consequently, how the structure and content of explanations influence representation learning and
domain generalization in FAS models remains underexplored.

Although post-hoc explainable FAS methods can retrospectively visualize salient regions or features, they provide limited
insight into how different forms of supervision shape model behavior during training. In particular, existing approaches
lack a controlled setting in which the influence of explicitly guided decision rationales can be isolated and systematically
examined under identical architectures and data distributions. In this work, we define the performance gap as the absence
of a controlled framework for analyzing how explicitly guided decision rationales—imposed at training time—affect spoof
detection performance and domain generalization. By treating explanations as supervision signals rather than interpretative
outputs, our approach enables principled comparison between models trained to rely on different types of visual evidence,
which is not achievable with post-hoc explainability alone.

To facilitate a controlled investigation of explanation-based supervision, we introduce a new benchmark that augments
widely-used FAS datasets (MSU-MFSD (M)®, CASIA-FASD (C)’, Idiap Replay-Attack (I)* and OULU-NPU (0)’) with
detailed explanations of spoofing detection reasoning, created using the GPT-40 API. This benchmark enables systematic
analysis of how different explanation formats affect representation learning and generalization, rather than serving solely as a
resource for explanation generation.

We hypothesize that training models with captions that emulate human reasoning patterns will lead to improved performance
in both spoofing detection and reasoning capabilities. Each reasoning-style annotation explicitly describes the visual cues
involved in spoofing detection, intermediate observations, and the causal relationship between observed cues and the final
decision. This approach enables our model to learn both discriminative features foi spoofing detection and structured reasoning
patterns for explaining its decisions.

However, training a model to simultaneously perform spoofing deicction and generate explanations presents unique
challenges. We observed that models trained solely on explanation generation often show decreased performance in the
fundamental binary classification task of spoofing detection. To address this issue, we adopt a dual-objective training strategy
that treats spoofing detection as the primary task and explanation generation as auxiliary supervision. Specifically, we add a
linear classification layer that operates on the vision encoder’s features, allowing us to directly optimize for spoofing detection
accuracy while maintaining the model’s ability to generate meaningful explanations.

In summary, our main contributions are as follows.

* We investigate how treating explanations as explicit supervision signals, rather than post-hoc outputs, affects representa-
tion learning in face anti-spoc{ing models.

* We introduce an explanation-augmented FAS benchmark that enables controlled comparison between different supervision
formats.

* We analyze how reasoning-structured supervision influences cross-domain generalization, highlighting both its benefits
and potential brittleness under unseen attack distributions.

Related Work

The task of face anti-spoofing (FAS) has seen significant advancements with the adoption of deep learning-based methods,
primarily aimed at enhancing generalization performance on unseen datasets or unknown attack types.

Domain generalization through visual representation learning. Early CNN-based approaches focused on extracting
spoof-discriminative features that remain stable across domains. Methods such as!%!! leveraged meta-learning and metric
learning strategies, while subsequent works!>~'* emphasized isolating liveness-related cues or modeling fine-grained local
patterns. More recent studies'>'® revisited optimization dynamics and domain-gap assumptions to improve cross-dataset
robustness. Transformer-based architectures further extended this direction by enhancing representational capacity and
adaptation efficiency.!” introduced adapter-based few-shot transfer for vision transformers. Along this line, S-adapter'® proposes
to generalize vision transformers for face anti-spoofing by introducing statistical tokens into the transformer architecture.
By keeping the backbone fixed and injecting lightweight adapter modules, S-adapter demonstrates that parameter-efficient
adaptation can substantially improve generalization without increasing model capacity. Similarly, DiVT!® and the hybrid
CNN-Transformer framework in?’ improve cross-domain robustness through domain-invariant objectives and cross-stage
feature fusion. These studies collectively suggest that while larger or more expressive transformer backbones can improve
detection accuracy, competitive performance can also be achieved through architectural adaptation and lightweight design
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choices, rather than scaling model size alone. Overall, these methods primarily operate at the level of visual feature learning
and architectural refinement, aiming to improve generalization without altering the nature of supervision.

Expanding modalities and supervision signals. To enhance robustness beyond pure RGB appearance, several works
incorporate complementary modalities. Beyond purely visual cues, Beyond the Pixel World”! demonstrates that integrating
acoustic signals with facial imagery can significantly improve spoof detection performance on mobile devices, highlighting
the value of complementary modalities in real-world scenarios. Similarly, M3FAS?? proposes a multimodal mobile face
anti-spoofing system that combines multiple sensory inputs to achieve robust performance under challenging acquisition
conditions. In parallel, multimodal supervision has also been explored through vision—language alignment. Works such as>>2*
align visual representations with textual descriptions or prompts to facilitate cross-domain adaptation. These approaches
improve robustness by expanding input modalities or leveraging language guidance, but do not explicitly analyze how decision
rationales are shaped during training. In most cases, language serves as auxiliary semantic guidance rather than as an explicit
structural constraint on reasoning processes during learning.

Explainable face anti-spoofing. Explainable FAS (X-FAS) aims to improve interpretability while maintaining detection
performance. Concept-based approaches such as SPED? localize spoof-related evidence but primarily address where cues
appear rather than how they inform decisions. More recent work has emphasized explainability as a means for system-level
analysis rather than mere visualization. Unveiling explainability in face anti-spoofing®® combines hybrid feature extraction with
XAl-guided aggregation to analyze how different feature sources contribute to spoof detection, positioning explainability as a
diagnostic tool for understanding model behavior. Task-reformulation approaches further integrate prediction and explanation.
I-FAS?’ casts FAS as a VQA problem, coupling classification and explanation at inference time. In contrast, FaceShield?®
employs a multimodal large language model to perform explainable face anti-spoofing, generating free-form textual explanations
alongside spoof predictions. While effective in demonstrating the feasibility of MLLM-based explainable FAS, such approaches
primarily focus on explanation generation at inference time.

Beyond the FAS domain, explainability has also been explored as a tool for system analysis and robustness evaluation. For
instance, ADMM-based adversarial false data injection attacks>® and EVADE-" leverage model interpretability to analyze
failure modes and vulnerabilities in safety-critical systems. Although these studies address different application domains, they
share a common perspective that explanations can serve as analytical instruments for understanding and diagnosing model
behavior. In the context of face anti-spoofing, the diversity of physical and digital attack types, as summarized in Digital and
physical face attacks®', further underscores the need for analysis-oriented explainability.

Our work differs from these methods by treating explanations as an explicit and controllable supervision signal during
training, rather than as post-hoc outputs or task-coupled responses. By fixing the backbone architecture and varying only the
explanation format, we enable a controlled analysis of how reasoning-structured supervision influences detection performance
and domain generalization. By reframing explanations as training-time supervisory signals rather than inference-time artifacts,
our approach shifts the focus from interpretability as output to interpretability as a mechanism for shaping representation
learning under domain shifts.

Explainable FAS

Proposed Datasets

To facilitate the development of explainable face anti-spoofing (FAS) models, we created an enriched dataset by utilizing the
most widely used benchmark datasets in the FAS domain: MSU-MFSD (M)°, CASIA-FASD (C)’, Idiap Replay-Attack (I)%,
OULU-NPU (0)°. In this work, we define human-like reasoning in the context of face anti-spoofing as a structured explanatory
process that (i) explicitly references spoof-relevant visual cues, (ii) decomposes the decision into intermediate analytical steps,
and (iii) establishes a causal link between observed evidence and the final live/spoof judgment. These datasets are well-regarded
for their comprehensive coverage of common attack types, specifically print and replay attacks, and include video recordings
of 35 to 55 subjects per dataset, capturing diverse facial appearances and environmental conditions. As the original datasets
consist of video data, we preprocessed the videos to generate image-based datasets, selecting frames under specific criteria. To
construct the image-based dataset, we grouped frames by their original video directories and selected two representative frames
per video: one from the early segment and another from the middle. This strategy ensures that each spoofing or live sample is
represented with diverse temporal cues while minimizing redundancy.

To improve the quality of the generated dataset, we incorporated meta-information, including live/spoof labels and spoofing
attack types (e.g., print, replay), during the data generation process. For each sample, we generated detailed captions that
provide reasoning for the spoofing decision, grounded in both visual and contextual cues. To ensure consistency across
generated explanations, the caption generation process was tightly constrained through fixed system messages, structured
instruction prompts, and a predefined reasoning schema. Specifically, all reasoning-based captions followed an identical
six-stage analytical structure and were generated in a label-aware manner, which significantly reduced variability in reasoning
depth and format across samples. We leveraged the GPT-40 API to generate these reasoning-style captions, as it was one of the
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Prompting GPT-40 to generate vanilla data

messages = [ {"role":"system", "content": """You are a face anti-spoofing analyst specializing in holistic pattern analysis.

Your task is to analyze and explain the characteristics that make the given image appear to be a <live/spoof> image.

You are given a <live / spoof> image, <*’ / its attack type>, and resolution.

However, respond as if you don't know whether the given image is live or spoof. Assume that the conclusion that it's a <live / spoof> image is a result of your analysis.
Also, the resolution of the given image will be referenced but not mentioned directly in the response.

Be as detailed as possible in your response.

Note: Reflections in eyeglasses, if present, are not indicators of spoofing. Do not analyze or reference reflections in your response. Focus on other critical characteristics,
such as texture, lighting consistency, depth map and other features that clearly indicate <‘liveness’ / 'spoofing’>.

<°’ / (Additional Information
* printed photo:
This type of spoofing attack involves taking a photograph of a real person, printing that photo, and then photographing the printed photo again.

* replay:
This type of spoofing attack involves taking a photograph of a real person, displaying that photo on a device's screen, and then photographing the displayed image again.>
]

for sample in fewshot samples:
messages.append({"role": "user*, "content": sample[‘context’]})
messages.append({"role": "assistant", "content": sample[ ‘response’]})
messages.append({"role": "user", "content": Focus on the face in the image and explain the characteristics that indicate the given image represents a <live / spoof> image.

Disregard any reflections in glasses if present, as they are not indicative of spoofing. Do not mention or analyze any aspect of eyeglasses reflections in your response.

Analyze other aspects like texture, lighting, depth and other features that suggest <liveness / spoofing>.
It is imperative to analyze exclusively and rigorously from the perspective of the face within the image. Disregard all other aspects of the image and focus solely on facial
features and characteristics. Exclude information related Background and Resolution.})

Figure 1. The system message and instruction used to generate vanilla-style captions. The prompt is designed to elicit general,
concise descriptions for spoof classification without structured reasotning, forming the baseline in our comparative analysis.

most reliable models available at the time of dataset construction for producing consistent and semantically stable reasoning
outputs at scale. Caption generation was performed under fixed and structured instruction prompts.

To enable the model to generate contextually accurate and unbiased explanations, we designed the process to guide GPT-40
to respond as if independently deducing the details. while still being aware of the provided information. To achieve high-quality
data generation, we employed a two-step process. First, GPT-4-turbo was utilized to create initial drafts of few-shot examples,
outlining structured and coherent responses. These drafts were then manually refined to ensure alignment with the intended
reasoning format and inclusion of nuaiiced visual and contextual insights. The refined few-shot examples were subsequently
used to guide GPT-40 in generating detailed, context-rich captions for the dataset.

We hypothesized that guiding the model to generate explicit reasoning-based captions that mimic human reasoning processes
would enhance its ability to identify and reason about spoofing attempts. To enable comparative analysis of the impact of
reasoning, we generated both a dataset with reasoning components and a vanilla dataset without them.

The prompts used to generate vanilla data are shown in Figure 1, and an example output is illustrated in Figure 2. Additional
caption examples from MSU-MFSD, CASIA-FASD, Replay-Attack, and OULU-NPU are provided in the Supplementary
Information. Due to dataset licensing restrictions, these examples are presented as text-only annotations without releasing the
corresponding facial images.

Similarly, the prompts used to generate reasoning data are shown in Figure 3, and an example output is provided in Figure 4.
Further dataset-specific examples and label structures are included in the Supplementary Information to clarify how reasoning
captions are aligned with spoof labels across different benchmarks.

The reasoning captions were designed following the step-by-step analytical process that humans employ when determining
image authenticity. Specifically, we structured the analysis into six stages: initial observation, artifact detection, feature
analysis, examine lighting and shadows, consider context, and final judgment. This structured formulation serves not only as
an explanation format, but also as an explicit constraint on the model’s learning process, encouraging consistent alignment
between visual evidence and decision rationale across the dataset.

The prompts used to generate reasoning data are shown in Figure 3. It is meticulously designed to elicit reasoning-based
responses, enabling the creation of captions that provide robust justifications for spoofing classifications. In Figure 4, we
present an example of the generated data, illustrating the interpretability and depth of the enriched dataset. Similarly here, due
to issues with the model incorrectly generating descriptions about glasses, we explicitly instructed it to disregard mentions of
glasses in its analysis.
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One of the vanilla concept data used for training

Label

Analyzing the facial features in the provided image, several characteristics
suggest that this is a spoof image, specifically a print attack. Here are the
detailed observations:

1. Texture Uniformity:

- The skin texture appears overly smooth and lacks the natural variations found
in a live face. This uniformity is typical in print attacks, where the printing
process fails to capture the fine details such as pores and subtle skin
imperfections.

2. Color and Tone Discrepancies:

- The color tones of the face seem slightly unnatural, which can occur when a
printed image does not accurately reproduce the natural hues of human skin.
This can result in areas that appear either too dull or overly saturated.

3. Edge Blurring:

- The edges of the facial features, such as the jawline and hairline, appear less
defined and slightly blurred. This lack of sharpness is often due to the
limitations of the printing process, which cannot replicate the crisp edges seen
in a live face.

By conducting a holistic analysis of the
provided facial image, factoring in surface
texture, depth, illumination patterns, and
any other noticeable visual cues, can you
determine if the face is live or spoofed?
Please provide a comprehensive
explanation for your conclusion.

4. Lack of Depth:

- The image lacks the three-dimensional depth that is characteristic of a real
face. In print attacks, the face is represented on a flat surface, which results in a
loss of the natural contours and depth perception

Figure 2. An example of a vanilla caption generated using the prompt in Figure 1. The explanation provides a high-level
justification for the spoofing decision, demonstrating interpretability under minimal guidance.

Ethical Statement

All experiments and methods in this study were carried out in accordance with relevant guidelines and regulations. The use of
publicly available benchmark datasets (MSU-MFSD, CASIA-FASD, Replay-Attack, OULU-NPU, and SiW-Mv2) for research
purposes was conducted following the protocols approved by the respective institutional review boards or licensing committees
of the original data collectors. Furthermore, we confirm that informed consent was obtained from all participants (and/or
their legal guardians) for the collection of their data and for the publication of identifying information/images in an online
open-access publication by the original dataset providers. Specifically, the face images presented in Figures 2, 4, 5, and 6 are
from the CASIA-FASD dataset, for which explicit permission for publication has been granted.

Training Strategy

Figure 5 provides an overview of the proposed explanation-based face anti-spoofing framework. Based on this architecture,
we describe the training strategy in detail, focusing on the dual-objective learning formulation and the parameter-efficient
adaptation of the vision—language backbone.

To enable the model to simultaneously perform spoofing classification and generate explanatory captions, we adopt a
dual-objective learning strategy. We introduce a linear classification head that takes the visual features from the vision encoder
and predicts whether the input face is live or spoofed. The model is trained with two objectives: (1) a cross-entropy loss for
generating natural language explanations, and (2) another cross-entropy loss for binary spoof classification.

These losses are combined using a weighted summation:

zotal:a'%ls'f'ﬁ'%aw (D

The weighting scheme reflects our design principle that spoof detection is the primary task, while explanation generation
serves as auxiliary supervision. Accordingly, we set & = 0.7 and § = 0.3 to prevent the captioning objective from dominating
the optimization, which we observed could degrade classification performance under limited FAS data. Our goal is not to
exhaustively tune these hyperparameters, but to adopt a stable and interpretable balance that enables analysis of explanation-
based supervision effects.
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Prompting GPT-4o0 to generate reasoning data

content": """You are a seasoned forensic expert working in a high-tech AT lab specializing in facial forgery detection.

"o

messages = [ {"role":"system",

You analyze facial images with precision, identifying subtle signs of manipulation and determining whether an image is real or a forgery. Your expertise is essential for
training real-world Al systems used in high-value environments like security and digital authentication.

However, for this task, assume that you are only given a <unspoofed / spoofed> image and that the conclusion that it is a <live / spoof> image is the result of your
analysis.

However, write your inference results as if you don't know whether the given image is live or spoofed.
It is essential to base your analysis on the actual visible facial features in as much detail as possible.

Note: Reflections involving the eyes should not be considered a factor in determining whether an image is real or spoofed. Do not mention or analyze any relevant
aspects in your response. And the resolution of the given image will be referenced but not mentioned directly in the response.

oy

1

for sample in fewshot samples:
messages.append({"role":"user", "content":sample[ ‘context’]})
messages.append({"role":"assistant", "content":sample| ‘response’]})

messages.append({"role":"user", "content": Imagine you're a forensic investigator performing real-time facial image analysis. Find features that indicate a given image

is a <real / spoofed> image. Then follow the steps below to make detailed and reliable inferences as if you didn't know it was a <live / spoof> image:

1. Initial observation

- Start with an overall assessment of the image, looking for irregularities or anomalies in facial features.

2. Artifact detection

- Look for visual artifacts such as blurriness, pixelation, or mismatched edges.

3. Feature analysis

- Examine specific facial features, such as eyes, nose, mouth, and skin texture, for signs of unnatural changes or inconsistencies.
4. Examine lighting and shadows

- Analyze the consistency of lighting, shadows, and reflections across the image to detect inconsistencies that could indicate manipulation.
5. Consider context

- Consider background information or context that may affect the authenticity of the image.

6. Make a final judgment

- Decide whether the image is real or spoofed.

Note: Do not mention the features involved in the reflection and the resolution of the image directly i your response.

(Additional Information)

* printed_photo:

This type of spoofing attack involves taking a photograph of a real person, printing that photo, and then photographing the printed photo again.

* replay:

This type of spoofing attack involves taking a photograph of a real person, displaying that photo on a device's screen, and then photographing the displayed image again.

N

Figure 3. The system message aud instruction used to generate reasoning-based captions. The prompt guides the model to
produce structured, step-by-step reasoning aligned with six analytical stages, enabling detailed and interpretable spoofing
analysis.

In the vanilla+reasoning setting, only half of the training samples retain reasoning-based captions, while the remaining
samples use vanilla captions. This hybrid design is motivated by the observation that enforcing strong reasoning constraints
on all samples can lead to over-reliance on specific explanation patterns, potentially harming generalization to unseen attack
types. By mixing vanilla and reasoning supervision, we treat reasoning captions as a form of regularization rather than hard
constraints, balancing learning stability with interpretability.

We employ LoRA for parameter-efficient adaptation of the large pretrained vision—language backbone. We emphasize that
our objective is not to identify the optimal LoRA configuration for face anti-spoofing. Instead, we adopt widely used LoRA
insertion points (attention projection layers) and moderate rank settings to minimally intervene in the backbone while enabling
task-specific adaptation. This design choice allows us to isolate and analyze the effect of explanation-based supervision without
confounding factors introduced by extensive architectural or capacity changes.

Concretely, LoRA adapters are inserted into the attention projection layers of the transformer blocks, namely q_pro7j,
k_proj, and v_proj, for both the language model and the multimodal fusion/decoder modules. In addition, we train
lightweight output-related modules used in our dual objectives, including 1m_head (caption generation), vision_cls_head
(binary spoof classification), and multi_modal_projector (vision-language feature projection). Thus, the backbone
remains frozen, and the model is partially fine-tuned via LoRA and task heads rather than fully fine-tuned.

This dual-objective setup jointly optimizes classification accuracy and explanation generation while requiring only minimal
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One of the reasoning concept data used for training

Label

### Initial Observation
The image shows a frontal view of a male face. At first glance, the image appears to lack the sharpness and
detail expected in a direct photograph, suggesting potential issues with authenticity.

Inputs

### Artifact Detection

There is noticeable blurriness and a lack of fine detail, particularly around the edges of the face and glasses.
These artifacts are indicative of a secondary capture process, such as photographing a printed image. The
edges appear soft and not well-defined.

### Feature Analysis

- Eyes: The eyes lack the depth and clarity typically seen in live photographs. The area around the glasses
shows distortion, which is unusual for a direct capture.

- Nose and Mouth: These features appear smooth and lack the natural variations in texture and color that are
expected in a high-quality image.

- Skin Texture: The skin appears overly smooth, with an absence of the fine details and texture that are
usually present in a live capture.

### Examine Lighting and Shadows

The lighting is flat and lacks the natural shadows and highlights that would normally define the contours of a
face. This uniform lighting is consistent with a photograph of a flat surface, such as a printed photo, where
depth and dimensionality are lost.

### Consider Context
The context suggests that this image might be a photograph of a printed photograph. The lack of depth, detail,
and natural lighting supports this hypothesis, as these are common characteristics of print attacks.

As a seasoned forensic expert in digital
images, you are tasked with analyzing this
image of a face. You'll need to examine
artifacts, facial features, textures, lighting,
shadows, and more to reason and
determine whether the image is real or
manipulated. Provide an in-depth analysis.

### Final Judgment

Based on the analysis:

- The presence of blurriness and lack of detail, especially around the glasses and facial features.
- The unnatural smoothness of the skin and lack of fine detail.

- The flat lighting and absence of natural shadowing.

- These factors strongly indicate that the image is likely a spoofed image, resulting from a print attack. The
characteristics observed align with those typically seen in images that have been printed and then re-
photographed.

Figure 4. An example of a reasoning-based caption generated using the prompt in Figure 3. The output demonstrates the
model’s capacity to produce comprehensive, stage-wise justifications grounded in spoof-relevant visual cues.

parameter updates for task adaptation.

Experiments

Experimental Settings

Datasets and Protocols

We conduct our experiments using four widely adopted face anti-spoofing datasets: MSU-MFSD (M)®, CASIA-FASD(C)’,
Replay-Attack(I)®, and OULU-NPU(O)°, which include various spoof types and recording environments. To further evaluate
performance on unseen attack types, we additionally use the SiW-Mv23? dataset.

To evaluate the domain generalization performance of our model, we adopt three experimental protocols. First, the MCIO
Leave-One-Out protocol is a widely used setting in face anti-spoofing research, where the model is trained on three datasets
and tested on the remaining one. For example, a model trained on M, C, and I is evaluated on O. This setup reflects realistic
deployment scenarios where the test distribution differs from the training distribution.

Second, we define the MCIO-Subset-to-SiW-Mv?2 protocol, where four separate models are trained on different three-dataset
combinations from MSU-MFSD, CASIA-FASD, Replay-Attack, and OULU-NPU, and all are evaluated on the SiIW-Mv2
dataset®?. Unlike MCIO datasets which mainly consist of print and replay attacks, SiW-Mv2 includes 13 diverse spoof types.
This protocol enables us to assess how well models trained on limited spoof types generalize to a broader range of unseen
attacks.

Finally, the MCIO-Full-to-SiW-Mv?2 protocol involves training a single model on the full MCIO dataset (i.e., M, C, I, O)
and evaluating it on SiW-Mv?2. This setting allows us to examine whether increasing the diversity of training data improves
generalization to unfamiliar spoofing scenarios.

Evaluation Metrics
We evaluate our model using commonly adopted metric in recent face anti-spoofing studies, Half Total Error Rate (HTER).
HTER is defined as the average of the False Acceptance Rate (FAR) and False Rejection Rate (FRR), capturing the trade-off
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As a seasoned forensic expert in digital images, you
are tasked with analyzing this image of a face.

You’ll need to examine artifacts, facial features,
textures, lighting, shadows, and more to reason and
determine whether the image is real or manipulated.
Provide an in-depth analysis.

* Vision Encoder

v
‘ ¢ Multi-Modal Projector ’

Spoof Classification Loss

*# Language Model

»| CEloss | Caption Generation Loss

Liotar = @ * Spoof Classification Loss + [ x Caption Generation Loss

» *& indicates modules that contain LoRA-adapted layers. Within these modules, LoRA is applied
only to attention projection layers, while all remaining parameters are kept frozen.

Figure 5. Architecture of the proposed explanation-based face anti-spoofing framework. The vision encoder extracts visual
representations from the input image, which are fused with textual instructions through a multi-modal projector. The model is
trained using a dual-objective loss that combines binary spoof classification and explanation generation.

between accepting spoof images as genuine and rejecting real images as fake. This metric is particularly suitable for inter-
dataset evaluations, where the model is tested on datasets it has not seen during training, and is used to assess generalization
performance across domains. In addition to HTER, we also report binary classification accuracy.

Since our model outputs textual explanations rather than direct class labels, we additionally utilize GPT-40-mini to infer the
predicted class from each generated response. Specifically, we prompt GPT-40-mini to determine whether the explanation
implies a “live" or “spoof" judgment, and use this as the model’s predicted class. This indirect classification procedure allows
us to compute HTER and accuracy based on textual outputs, enabling fair comparison with prior methods.

In addition, we report confusion matrices for representative cross-dataset settings to provide a more detailed breakdown of
false acceptance and false rejection behaviors beyond aggregate HTER. We note that ROC/AUC analysis typically requires
a continuous decision score (e.g., logits or calibrated probabilities), whereas our evaluation pipeline yields discrete binary
predictions inferred from textual explanations via GPT-40-mini. Therefore, we focus on confusion-matrix-based characterization
and HTER/accuracy, which are well-defined under binary decisions and commonly adopted in cross-dataset FAS evaluation.
The corresponding confusion matrices are provided in the Supplementary Information for completeness and detailed error
analysis.
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Metric Method OCI-M | MOI-C | MOC-I | MIC-O | avg.
Accuracy 1 vanilla 0.87 0.90 0.89 0.69 | 0.84
Y vanilla+reasoning | 0.92 0.94 0.90 0.71 0.87

vanilla 0.11 0.19 0.26 0.20 | 0.19

HTER | vanilla+reasoning | 0.11 0.12 0.22 0.18 0.16

Table 1. Comparison of binary classification accuracy and between vanilla and vanilla+reasoning models across MCIO
leave-one-out protocols. Each protocol trains on three datasets and tests on the remaining one; for example, OCI-M trains on
OULU?, CASIA’, and Idiap®, and tests on MSU®. The best result for each column is shown in bold, and identical values are
indicated with underlines.

Implementation Details

We fine-tune the model using the AdamW optimizer with a learning rate of 1 x 10~* and weight decay of 0.01. Training is
performed with a per-device batch size of 4 and a gradient accumulation step of 4, resulting in an effective batch size of 64, for
a total of 2,500 training steps. To improve training stability and memory efficiency, we apply gradient checkpointing and use
BFloat16 precision. LoRA-based parameter-efficient fine-tuning is applied to selected attention and output modules, with a
LoRA rank of 32.

The training objective is defined as a weighted combination of a spoof classification loss and a captioning loss, with weights
o = 0.7 and B = 0.3. The classification loss %, is implemented as the standard cross-entropy loss over binary live/spoof
labels, while the captioning loss £, corresponds to the standard cross-entropy language modeling loss computed over the
generated explanation tokens.

The choice of loss weighting reflects the nature of face anti-spoofing as a classification-driven task. Accordingly, a larger
relative weight is assigned to the spoof detection objective to prioritize classification stability, while the captioning loss is used
as an auxiliary supervisory signal. In practice, we explored a small set of candidate (o, ) configurations under this principle
and selected o = 0.7 and 8 = 0.3 as a balanced setting.

All experiments are conducted on four NVIDIA RTX A6000 GPUs, each equipped with 48GB of VRAM. For clarity,
GPT-40 was used to generate the caption datasets during benchrark construction, whereas GPT-40-mini was used only at
evaluation time to infer binary live/spoof predictions from the miodel-generated textual explanations.

Comparison to the State-of-the-art Methods

MCIO leave-one-out

To evaluate the domain generalization capability of our model, we adopt the widely-used MCIO leave-one-out protocol, where
the model is trained on three out of four datasets (MSU-MFSD, CASIA-FASD, Replay-Attack, and OULU-NPU) and tested on
the remaining one. This protocol is considered a standard setting for assessing a model’s robustness in cross-dataset scenarios,
which closely resemble real-world deployment conditions.

We compare two training configurations: the vanilla setting and the vanilla+reasoning setting. The vanilla training samples
are constructed as image-text pairs that provide binary classification labels (live/spoof) and short descriptive phrases explaining
the classification at a high level. In contrast, the vanilla+reasoning samples include not only binary judgments but also detailed,
step-by-step reasoning that explicitly refers to spoofing cues observed in the image. Crucially, the number of training samples
remains the same in both settings; half of the captions in the vanilla+reasoning set are replaced with reasoning-augmented
prompts, while the rest remain in vanilla format.

As shown in Table 1, the vanilla+reasoning model consistently outperforms the vanilla baseline across all MCIO test
splits, achieving both higher accuracy and lower HTER. These improvements demonstrate that incorporating explicit reasoning
facilitates more robust decision-making, allowing the model to better generalize to unseen domains without additional data. The
results clearly demonstrate that incorporating reasoning-based data into training improves the model’s ability to detect spoof-
specific visual cues. Furthermore, this approach enhances domain generalization performance across unseen test distributions,
validating the effectiveness of reasoning supervision in both task accuracy and robustness.

To further illustrate the qualitative benefits of reasoning-based supervision, Figure6 shows an example generated by the
model trained on MSU®, OULU?, and Idiap® (MOI) and tested on CASIA” (C). The model systematically analyzes the input
image through six structured stages, identifying spoof-indicative patterns—such as pixelation, blurred facial features, and
lighting inconsistencies—and concludes that the sample is the result of a replay attack. This demonstrates the model’s ability to
provide transparent and forensically aligned justifications even in cross-dataset evaluation settings.

To provide a clearer structural comparison, Figure 7 presents side-by-side examples for both a live and a spoof sample under
the same MCIO leave-one-out setting. For each sample, the input image is displayed at the top, followed by the vanilla-based
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Outputs

### Initial Observation

The image presents a frontal view of a female subject. At first glance, there are noticeable
irregularities in the clarity and definition of the facial features, which may suggest the image has been
captured through a secondary process.

Inputs

### Artifact Detection

The image shows significant blurriness and pixelation, particularly around the edges of the face and
hair. These artifacts are common in images that have been reproduced, such as those captured from a
screen or a printed photo. The overall lack of sharpness is a key indicator of potential manipulation.

### Feature Analysis

- Eyes: The eyes appear indistinct and lack the crisp detail expected in a direct photograph. The glasses
do not show the typical reflections or interactions with the skin.

- Nose and Mouth: These features are not well-defined, with a smoothed appearance that lacks the
natural texture and detail.

- Skin Texture: The skin appears overly smooth and uniform, missing the natural variations and
details that are usually present in a direct capture.

### Examine Lighting and Shadows

The lighting across the face is flat, with minimal shadowing that would typically help define the
facial contours. This flatness can occur when an image is captured from a screen, where the lighting is
evenly distributed and lacks depth.

As a seasoned forensic expert in digital
images, you are tasked with analyzing this
image of a face. You'll need to examine
artifacts, facial features, textures, lighting,
shadows, and more to reason and
determine whether the image is real or
manipulated. Provide an in-depth analysis.

### Consider Context
The background is not clearly visible, which limits contextual analysis. However, the overall
presentation suggests a controlled environment, possibly consistent with a replay attack setup.

### Final Judgment

Given the observed artifacts, lack of detail in facial features, and flat lighting, the image likely
represents a spoofed scenario, i with a replay attack. The characteristics observed suggest
that the image is not a direct capture of a live person but rather a photograph of a displayed image.

Figure 6. A reasoning-based explanation generated by the model trained under the MCIO leave-one-out protocol, specifically
using the MOI (MSU®, OULU?, Idiap®) training set and evaluated on C(CASIA”). The input image (left) is analyzed through
six structured reasoning stages (right)—initial observation, artifact detection, feature analysis, lighting/shadow inspection,
contextual assessment, and final judgment. The explanation highlights spoof-specific cues such as pixelation, uneven lighting,
and lack of skin detail, leading to the conclusion of a replay attack.

output in the middle and the reasoning-based output at the bottom, allowing direct comparison of explanation structure under
identical visual input.

In the live case (Figure 7(a)). the vanilla model produces a descriptive judgment focusing on surface-level properties such as
skin texture and lighting consistency. In contrast, the reasoning model explicitly organizes its assessment into analytical stages,
including artifact detection and feature analysis, and justifies the live decision by emphasizing the absence of spoof-indicative
irregularities. This structured reasoning provides a more explicit justification of authenticity.

In the spoof case (Figure 7(b)), both models identify suspicious characteristics. However, the vanilla output presents them
in a relatively compact descriptive format, whereas the reasoning model decomposes the analysis into sequential stages and
explicitly connects observed artifacts—such as blurriness, texture uniformity, and lighting flatness—to the final judgment of a
print attack. This explicit decomposition clarifies how intermediate evidence contributes to the decision.

These examples suggest that reasoning-based supervision primarily influences the internal organization and evidential
articulation of explanations. Even when the final binary outcome is identical, the reasoning model exhibits more structured
cue-to-judgment mapping, which may contribute to the improved cross-dataset robustness observed in Table 1.

MCIO-Subset-to-SiW-Mv2

To further evaluate the generalization ability of our method to unseen attack types, we conduct experiments by testing on the
SiW-Mv23? dataset, which includes 14 diverse spoofing attack types. In contrast, the MCIO datasets only contain two types of
attacks (print and replay), making this a challenging cross-domain evaluation setting.

For this experiment, we reuse the four models trained in the MCIO leave-one-out protocol (Table 1), each trained on a
different combination of three MCIO datasets. These models are evaluated on SiW-Mv2 without any additional fine-tuning.
This setting allows us to assess how well the models can generalize to attack types that were never seen during training. We
compare our models with two state-of-the-art FAS generalization methods: SA-FAS'> and DiVT-M'?, both of which are
designed specifically for domain generalization in FAS.
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[Reasoning-based Output] - Live

(a ) Live Sample ### Initial Observation

The image shows a male subject with a clear and natural appearance. There are no
immediate irregularities or anomalies in the facial features that suggest manipulation.

o a ### Artifact Detection
[Vanilla-based Output] - Live The image does not display significant blurriness or pixelation. The edges around the

face and glasses are smooth and consistent, indicating no mismatched or jagged edges

Analyzing the holistic features of the face in the image, several characteristics indicate that would suggest digital tampering.

that this is a live image:
### Feature Analysis

- Eyes: The eyes appear natural, with consistent alignment and proportion. There are no
signs of distortion or unnatural modification.

- Nose: The nose is well-defined with natural lighting and shadowing, showing no signs
of digital alteration.

- Mouth: The lips and surrounding area have a consistent texture and coloration,
supporting the authenticity of the image.

- Skin Texture: The skin displays natural texture and imperfections, such as pores and
minor blemishes, which are typical in real images and often absent in manipulated ones.

1. Skin Texture and Detail:
- The image shows detailed skin texture, including natural blemishes and pores. These
features are challenging to replicate in non-live images, suggesting authenticity.

2. Lighting and Shadow Consistency:

- The lighting on the face is consistent with natural light sources, creating realistic
shadows around the nose and under the chin. This consistency in lighting and
shadowing is a strong indicator of a live image.

3. Facial Depth and Contours:

- The contours of the face, such as the cheekbones and jawline, are well-defined,
providing a sense of depth. This three-dimensional appearance is difficult to achieve in
spoofed images.

### Examine Lighting and Shadows

The lighting on the face is consistent, suggesting a single light source. Shadows under
the glasses and around the nose align with the light direction, indicating no conflicting
shadows that would indicate manipulation.

4. Subtle Facial Asymmetries: ### Consider Context
- There are natural asymmetries in the facial features, such as slight differences in the

The background appears to be an indoor setting, possibly an office or classroom, which
eyes and mouth, which are typical of live human faces and add to the image’s realism. g e 9. P i

is consistent with a real-life scenario. There is nothing in the background that suggests
artificial insertion or manipulation.

### Final Judgment

Based on the analysis of facial features, the absence of visual artifacts, and the
consistency in lighting and shadows, the image appears to be a real, unaltered
photograph. There are no indications of digital manipulation or spoofing detected in
this analysis.

[Reasoning-based Output] - Spoof(Print attack)

### Initial Observation
jb! SQOOf Sample The image shows a frontal view of a male face wearing glasses. At first glance, the

image appears to be clear, but there are subtle irregularities that suggest it may not be
a direct capture of = live person.

[Vanilla-based Output] — Spoof(Print attack) ### Artifact Detection

There are noticeable visual artifacts, such as slight blurriness and pixelation around the
Analyzing the facial features in the image, several characteristics suggest that this is a edges of the face and glasses. These artifacts can occur when a photograph is printed
spoof image, specifically indicative of a print attack. Here are the detailed and then re-photographed, leading to a loss of detail and sharpness.

observations:
#i+# Feature Analysis

1. Texture Inconsistencies: - Eyes: The eyes appear slightly unnatural in terms of sharpness and detail. The edges
- The skin texture appears flat and lacks the natural variation and detail found in a are ot as crisp as expected, which can be a result of the printing process.
live face. This can occur when a photo is printed and then re-photographed, lcading to - Nose and Mouth: These features show a lack of fine detail and texture, which is often
a loss of fine details. lost when an image is printed and then captured again. The edges are somewhat soft,
lacking the definition typically seen in high-quality digital images.
2. Lighting and Shadow Anomalies: - Skin Texture: The skin texture appears somewhat uniform and lacks the natural

- The lighting on the face is uniform and lacks the natural shi
that would be present in a three-dimensional object. This uiifol
printed photo where lighting is captured at a single momen

and highlights variations and detail seen in direct captures. This smoothing effect is common in printed
ty is typical of a images due to the limitations of printing technology.

### Examine Lighting and Shadows

3. Color and Tone Uniformity: The lighting on the face is relatively even, with minimal shadowing. This uniformity can
- The color tones across the face are consistent and lack the subtle variations seen in be indicative of a printed photo, where the lighting conditions are not as dynamic as in
real skin. This can be a result of the printing process, which may not capture the full a live capture. The shadows that do exist are not as pronounced, which can occur when
range of skin tones accurately. an image is flattened during the printing process.
4. Depth Perception: ### Consider Context
- The face lacks a realistic sense of depth, which is typical in live human faces. In print The background is not clearly visible, which limits contextual analysis. However, the
attacks, the image is innerently two-dimensional, lacking the depth cues present in a overall presentation and quality suggest a controlled environment, consistent with a
real face. printed photo used in a spoofing scenario.

### Final Judgment
Based on the observed artifacts, the lack of detail in facial features, and the uniform
lighting, it is likely that this image is a result of a print attack. The characteristics
suggest that the image was printed and then re-photographed, leading to the observed
loss of detail and introduction of artifacts. This analysis supports the conclusion that the
image is spoofed.

Figure 7. Qualitative comparison between the vanilla and vanilla+reasoning models under the MCIO leave-one-out protocol.
Each column corresponds to a single input sample, with the input image shown at the top, the vanilla-based output in the
middle, and the reasoning-based output at the bottom. (a) Live sample. The reasoning model performs stage-wise analysis and
explicitly justifies the authenticity of the image by examining the absence of spoof-related artifacts. (b) Spoof sample. The
reasoning model decomposes the decision into structured analytical steps, identifying visual artifacts and linking them to the
final spoof judgment. Compared to the vanilla model, which provides a relatively concise descriptive assessment, the reasoning
model exhibits more explicit cue-to-decision grounding.

Table 2 shows the results when the model is trained on OULU, CASIA, and Idiap (OCI) and tested on SiW-Mv2. Our
vanilla+reasoning model achieves the highest accuracy of 0.82 and lowest HTER of 0.18, outperforming both the vanilla
baseline (Accuracy: 0.76, HTER: 0.25) and the other comparison methods. This result suggests that the added reasoning
supervision enables the model to better generalize to spoof types it has never seen, such as partial covering attacks. By guiding
the model to focus on spoof-related visual evidence during training, reasoning captions compensate for the limited diversity in
attack types, leading to improved robustness in cross-domain settings.

Table 3 presents the evaluation results when the model is trained on MSU, OULU, and Idiap (MOI) and tested on SiW-Mv2.
In this setting, the vanilla model achieves the highest overall detection performance among all configurations, recording an
average accuracy of 0.78 and HTER of 0.21. The vanilla+reasoning model shows slightly lower accuracy of 0.75 but maintains
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Covering (Partial) Makeup 3D Attack (Mask) 2D Attack | Average
Fun. Eye. Mou. Pap. | Ob. Im. Cos. | Imp.(Full) Sil. Tra. Pap. Man. | Rep. Print Avg.
Accuracy T | 0.67 081 094 0.71 | 0.50 0.76 0.52 0.90 0.65 074 090 0.66 | 0.86 0.95 0.76

HTER| | 033 0.19 0.06 0.29 | 0.50 0.24 0.48 0.10 035 026 0.10 034 | 0.14 0.05 0.25
Accuracy 1 | 0.79 091 091 0.83 | 0.65 0.82 0.60 0.91 072 086 095 0.64 | 0.89 0.95 0.82
HTER] | 021 0.09 0.09 017|035 0.18 040 0.09 028 0.14 005 036 | 011 0.05 0.18

Method Metric

Vanilla

Vanilla+Reasoning

SA-FAS!S Accuracy T | - - - - - - - - - - - - - - -
HTER| | 043 050 034 038|035 021 0.36 0.15 033 027 0.04 025 |0.19 0.12 0.28
DIiVI-M!9 Accuracy 1 -

HTER] | 033 036 028 024|046 028 0.35 0.35 019 0.11 006 025|020 0.12 0.24

Table 2. Performance comparison across spoof types for the OCI-to-SiWMv?2 protocol, where the model is trained on OULU?,
CASIA’, and Idiap®, and evaluated on SiW-Mv23? to assess generalization to unseen spoof types. The table reports binary
classification accuracy and HTER across various attack categories. The best result for each column is shown in bold, and
identical values are indicated with underlines.

Covering (Partial) Makeup 3D Attack (Mask) 2D Attack | Average
Fun. Eye. Mou. Pap. | Ob. Im. Cos. | Imp.(Full) Sil. Tra. Pap. Man. | Rep. Print Avg.
Accuracy 1 | 0.68 0.83 093 0.78 | 0.52 0.87 0.57 0.90 062 081 091 0.76 | 0.82 0.95 0.78

HTER| | 032 0.17 0.07 022|048 0.13 043 0.10 038 0.19 009 024 | 0.18 0.05 0.21
Accuracy T | 0.69 0.88 092 0.70 | 0.55 0.84 0.5 0.80 056 0.63 094 055 | 090 095 0.75
HTER| | 031 0.2 0.08 0.30|045 0.16 045 0.20 044 037 0.06 045 | 010 0.05 0.25

Method Metric

Vanilla

Vanilla+Reasoning

SA.FAS!S Accuracy T | - - - - - - - - - - - - - - -
HTER] | 035 036 030 0.9 042 011 033 | 019 033 024 004 028 | 022 015 | 025
DivIM | Aceuraeyf | - - - - [ o : - - - -

HTER ] | 0.29 044 031 021|048 0.15 044 0.18 023 0.18 0.07 028 | 0.19 0.14 0.26

Table 3. Performance comparison across spoof types for the MOI-to-SiWMv2 protocol, where the model is trained on MSU®,
OULU?, and Idiap®, and evaluated on SiW-Mv23? to assess generalization to unseen spoof types. The table reports binary
classification accuracy and HTER across various attack categories. The best result for each column is shown in bold, and
identical values are indicated with underlines.

a competitive HTER of 0.25. This suggests that while the reasoning captions in the training data guided the model to focus on
specific spoofing cues (e.g., print texture), these cues were absent in entirely different attack types like the ‘3D Attack (MASK)’
in SiW-Mv2, potentially leading the model to malke incorrect judgments. Both SA-FAS and DiVT-M record higher HTERs
(0.25 and 0.26, respectively), despite being dedicated domain generalization methods.

We interpret this case as evidence that reasoning-structured supervision can introduce an inductive bias toward a particular
set of spoof cues emphasized in the training distribution. When the target domain contains attack types whose discriminative
evidence differs substantially from those cues, the imposed reasoning pattern may over-prioritize mismatched evidence and
reduce detection accuracy. This result suggests that reasoning supervision is not universally beneficial, but rather acts as a
controllable training signal whose effectiveness depends on the overlap between training cues and test-time attack characteristics.

Table 4 presents the results when the model is trained on MSU, CASIA, and OULU (MOC) and evaluated on SiW-Mv?2.
The vanilla and vanilla+reasoning models demonstrated strong, comparable performance, achieving accuracies of 0.81 and 0.80
with HTERs of 0.19 and 0.20, respectively. Notably, both models substantially surpassed the HTERs of SA-FAS (0.26) and
DiVT-M (0.23). This suggests that our caption-based training enables stronger generalization than existing state-of-the-art
methods, even without explicit reasoning supervision.

Table 5 shows the results when the model is trained on MSU, Idiap, and CASIA (MIC) and tested on SiIW-Mv2. In this
configuration, the vanilla+reasoning model achieves the best overall performance, recording the highest average accuracy
(0.88) and the lowest HTER (0.12) among all compared methods. The improvements are especially consistent across covering,
makeup, and 3D mask attacks, where the model demonstrates robust detection even on attack types unseen during training.
This result confirms that reasoning supervision not only enhances spoof detection but also contributes significantly to domain
generalization across diverse attack types.

These results collectively demonstrate that encouraging the model to generate grounds for its decisions—whether in a
simple or reasoning-based format—can implicitly enhance generalization in cross-domain face anti-spoofing scenarios.

MCIO to SiWw-Mv2

Table 6 presents the results when the model is trained on the full MCIO set—MSU, CASIA, Idiap, and OULU—and evaluated
on SiW-Mv2. While both the vanilla and vanilla+reasoning models attained an identical average accuracy of 0.80, the
vanilla+reasoning model delivered a better HTER of 0.20, compared to the vanilla model’s 0.22. This superior performance
places our vanilla+reasoning model ahead of strong competitors like SA-FAS (HTER: 0.27) and DiVT-M (HTER: 0.21). This
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Covering (Partial) Makeup 3D Attack (Mask) 2D Attack | Average
Fun. Eye. Mou. Pap. | Ob. Im. Cos. | Imp.(Full) Sil. Tra. Pap. Man. | Rep. Print Avg.
Accuracy T | 0.67 079 095 0.74 | 0.52 0.84 0.58 0.95 0.76 0.88 097 0.86 | 0.90 0.95 0.81

HTER| | 033 021 0.05 026|048 0.16 042 0.05 024 0.12 003 0.14 | 0.10 0.05 0.19
Accuracy 1 | 0.69 0.84 095 0.74 | 0.59 0.77 0.59 0.93 074 089 098 0.68 | 091 0.96 0.80
HTER] | 031 016 0.05 026|041 023 041 0.07 026 0.11 0.02 031 | 0.09 0.04 0.20

Method Metric

Vanilla

Vanilla+Reasoning

SA-FAS!S Accuracy T | - - - - - - - - - - - - - - -
HTER| | 046 036 027 037 ]0.26 012 0.31 0.19 037 026 0.06 027 | 022 0.10 0.26
DIiVI-M!9 Accuracy 1 -

HTER] | 038 035 023 023|035 0.17 040 0.17 0.22 0.2 0.07 025 | 0.17 0.13 0.23

Table 4. Performance comparison across spoof types for the MOC-to-SiWMv2 protocol, where the model is trained on MSU®,
OULU?, and CASIA’, and evaluated on SiW-Mv23” to assess generalization to unseen spoof types. The table reports binary
classification accuracy and HTER across various attack categories. The best result for each column is shown in bold, and
identical values are indicated with underlines.

. Covering (Partial) Makeu, 3D Attack (Mask) 2D Attack | Average
Method Metric Fun. Eye. . Mou. Pap. | Ob. Im. ? Cos. | Imp.(Full) Sil. Tra. Pap. Man. | Rep. Print Avg.g

Vanilla Accuracy T | 0.79 086 093 0.76 | 0.59 0.85 0.61 0.94 088 093 095 0.88 | 0.85 093 0.84
HTER| | 021 0.14 0.07 0.24 | 041 0.15 0.39 0.06 0.12 0.07 005 012 | 0.15 0.07 0.16
Vanilla+Reasoning Accuracy 7 | 0.87 093 095 0.85| 0.69 092 0.69 0.94 093 092 097 082 | 091 095 0.88
HTER] | 013 0.07 0.05 0.15| 031 0.08 0.31 0.06 0.07 0.08 0.03 0.18 | 0.09 0.05 0.12

SAFASl | AcwnacyT [ - - - o[- - - - e -
HTER| | 032 038 036 027|049 0.12 030 0.25 030 034 0.18 039 | 0.19 0.13 0.29

DiVLM!® Accuracy T - - - - - - - - - - - - - - -
HTER] | 030 039 0.27 0.25]| 050 020 040 0.23 031 026 025 040 | 021 0.13 0.29

Table 5. Performance comparison across spoof types for the MIC-to-SiWMv?2 protocol, where the model is trained on MSU®,
Idiap®, and CASIA’, and evaluated on SiW-Mv23? to assess generalization 1o unseen spoof types. The table reports binary
classification accuracy and HTER across various attack categories. The best result for each column is shown in bold, and
identical values are indicated with underlines.

finding suggests that encouraging the model to generate explanatory cues is a key factor in enhancing its ability to generalize
and perform stably across diverse, unseen attack types

Ablation Studies

Effect of classification loss

Table 7 presents an ablation study on the effect of the classification loss applied to the vision encoder features. As part
of our training strategy, we attach a binary classifier to the vision encoder output to directly predict live/spoof labels. This
auxiliary classification loss is designed to enhance the model’s discriminative capability by encouraging the vision branch to
capture spoof-relevant features more explicitly. When the classification loss is removed (w/o cls loss), the model achieves an
average accuracy of 0.86 and HTER of 0.20 across the four MCIO leave-one-out splits. In contrast, with the classification
loss enabled (w cls loss), the model records improved results with 0.87 accuracy and a notably lower average HTER of 0.16.
The improvement is particularly consistent in MOI-C and MOC-I splits, where the HTER drops significantly. These results
demonstrate that incorporating classification supervision at the visual feature level improves spoof detection performance.

Limitations and Future Directions

While our approach trains the model to generate not only spoof predictions but also explanatory text, a key limitation of
this work lies in the evaluation of explanation quality. In our experiments, explanations are primarily assessed through their
downstream utility for spoof classification, for example by inferring binary decisions from generated text using a GPT-based
interpreter. This evaluation captures correctness at a coarse level, but does not directly measure finer-grained properties such
as faithfulness to visual evidence, semantic completeness, or usefulness to human operators. We briefly examined standard
text-based metrics such as BLEU and ROUGE; however, we found them insufficient for assessing semantic reasoning quality in
our setting, particularly under the constrained and structured instruction prompts used for explanation generation. As a result,
these metrics were not adopted in our evaluation.

Consequently, the quality of generated explanations is not directly evaluated in terms of their alignment with visual cues or
logical coherence, but only through a minimal functional criterion—whether the explanation implies the correct live/spoof
judgment. While this design choice is sufficient for analyzing the effect of explanation-based supervision on classification and
generalization, it leaves open the question of how faithful or informative the generated rationales are from a human perspective.
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Covering (Partial) Makeup 3D Attack (Mask) 2D Attack | Average
Fun. Eye. Mou. Pap. | Ob. Im. Cos. | Imp.(Full) Sil. Tra. Pap. Man. | Rep. Print Avg.
Accuracy T | 0.72 078 095 0.76 | 0.51 0.81 0.57 0.95 0.78 083 092 0.78 | 092 0.97 0.80

HTER| | 028 022 0.05 0.24 | 049 0.19 043 0.05 022 0.17 0.08 0.22 | 0.08 0.03 0.20
Accuracy 1 | 0.73 0.85 094 0.76 | 0.55 0.84 0.58 0.93 080 083 096 0.61 | 093 0.96 0.80
HTER] | 0.27 015 0.06 024|045 0.16 042 0.07 020 0.17 0.04 039 | 0.07 0.04 0.20

Method Metric

Vanilla

Vanilla+Reasoning

SA-FAS!S Accuracy T | - - - - - - - - - - - - - - -
HTER | | 041 048 039 027|044 0.13 0.30 0.15 029 027 0.03 023 | 020 0.15 0.27
DIiVI-M!9 Accuracy 1

HTER] | 030 032 020 022|031 014 034 0.14 023 0.14 008 023 | 0.18 0.09 0.21

Table 6. Performance comparison across spoof types for the MICO-to-SiWMv?2 protocol, where the model is trained on
MSUS, Idiap®, CASIA’, and OULU”, and evaluated on SiW-Mv23? to assess generalization to unseen spoof types. The table
reports binary classification accuracy and HTER across various attack categories. The best result for each column is shown in
bold, and identical values are indicated with underlines.

Metric OCI-M | MOI-C | MOC-I | MIC-O | avg.
Accuracy 1 | 0.93 0.87 0.87 0.75 | 0.86
HTER | 0.11 0.25 0.26 0.18 | 0.20
Accuracy T | 0.92 0.94 0.90 0.71 0.87
HTER | 0.11 0.12 0.22 0.18 | 0.16

w/o cls loss

w cls loss

Table 7. Ablation study on the effect of classification loss across MCIO leave-one-out protocols. The model is trained with or
without an auxiliary classification head applied to the vision encoder features. The best result for each column is shown in bold,
and identical values are indicated with underlines.

Another related limitation concerns the reliance on large language modeis for both caption generation and explanation
interpretation. Prompt bias and inherent limitations of models such as GPT-40 may influence the quality of automatically
generated explanations. In this work, we do not attempt to eliminate such biases entirely, but instead aim to control their
impact through fixed and structured instruction templates that constrain free-form generation and promote consistent reasoning
patterns.

Nevertheless, large language models may emphasize spurious or frequently occurring visual attributes during caption
generation, which could inadvertently bias the supervision signal and affect model fairness or generalization across demographic
groups and acquisition conditions. A systematic analysis of how such language-model-induced biases propagate into visual
representation learning remains an open chalienge.

In addition, using GPT-40-mini to infer binary predictions from generated explanations introduces a degree of circular
dependency on large language models during evaluation. Although this interpreter is employed only as a lightweight consistency
checker rather than as a quality evaluator, it does not constitute a fully independent assessment mechanism.

Developing rigorous metrics for evaluating explanation quality, analyzing robustness across language models, and incorpo-
rating human-centered evaluation protocols are important directions for future work.

Conclusion

In this work, we investigated explainable face anti-spoofing from a supervision-centric perspective, treating explanations not
as post-hoc outputs but as explicit training signals that shape model behavior. By constructing an explanation-augmented
benchmark and controlling for backbone architecture and data scale, we systematically isolated the effect of reasoning-structured
supervision on spoof detection and domain generalization. Quantitatively, the vanilla+reasoning model achieved consistent
improvements across MCIO leave-one-out protocols, reducing the average HTER from 0.19 to 0.16 while increasing accuracy
from 0.84 to 0.87. In cross-domain evaluation on SiW-Mv2, the reasoning-based supervision demonstrated strong robustness,
achieving the lowest HTER (0.12) in the MIC-to-SiW-Mv2 setting and competitive or superior performance compared to
state-of-the-art domain generalization methods such as SA-FAS and DiVT-M. These results indicate that structured reasoning
supervision can enhance cross-dataset generalization without increasing model capacity or modifying backbone architecture.
Importantly, our analysis also reveals that reasoning supervision introduces an inductive bias toward specific spoof cues
emphasized during training. While this bias often improves robustness, it may degrade performance when unseen attack
types exhibit substantially different discriminative evidence. This finding highlights that explanation-based supervision is not
universally beneficial, but rather a controllable mechanism that influences representation learning and generalization behavior.
Despite these contributions, several limitations remain. The quality and faithfulness of generated explanations are evaluated
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only through their downstream classification implications, rather than through human-centered or fine-grained semantic metrics.
In addition, the reliance on large language models for caption generation and evaluation may introduce bias. Future work
should focus on developing rigorous explanation-quality metrics, investigating bias propagation from language supervision
to visual representation learning, and conducting human-in-the-loop evaluation to better assess interpretability in real-world
deployment scenarios. Overall, this study reframes explainability in face anti-spoofing as a quantitative learning problem,
demonstrating that explanation structure can measurably influence domain generalization performance.
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