SCientiﬁc Reports https://doi.org/10.1038/s41598-026-44009-2
Article in Press

Stabilizing updates in differentially private
stochastic gradient descent with buffered
rejection

Received: 14 November 2025 Sifan Deng, Kai Zhang, Weilin Zhang, Huiqin Jiang & Pei-Wei Tsai
Accepted: 9 March 2026

Published online: 18 March 2026 We are providing an unedited version of this manuscript to give early access to its
findings. Before final publication, the manuscript will undergo further editing. Please
note there may be errors present which affect the content, and all legal disclaimers

Cite this article as: Deng S., Zhang K.,
Zhang W. et al. Stabilizing updates in

differentially private stochastic gradient apply.
descent with buffered rejection. Sci If this paper is publishing under a Transparent Peer Review model then Peer
Rep (2026). https://doi.org/10.1038/ Review reports will publish with the final article.

$41598-026-44009-2

©The Author(s) 2026. Open Access This article is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 International
License, which permits any non-commercial use, sharing, distribution and reproduction in any medium or format, as long as you give appropriate credit
to the original author(s) and the source, provide a link to the Creative Commons licence, and indicate if you modified the licensed material. You do

not have permission under this licence to share adapted material derived from this article or parts of it. The images or other third party material in this
article are included in the article’s Creative Commons licence, unless indicated otherwise in a credit line to the material. If material is not included in the
article’s Creative Commons licence and your intended use is not permitted by statutory regulation or exceeds the permitted use, you will need to obtain
permission directly from the copyright holder. To view a copy of this licence, visit http://creativecommons.org/licenses/by-nc-nd/4.0/.


https://doi.org/10.1038/s41598-026-44009-2
https://doi.org/10.1038/s41598-026-44009-2
https://doi.org/10.1038/s41598-026-44009-2
http://creativecommons.org/licenses/by-nc-nd/4.0

Stabilizing Updates in Differentially Private Stochastic
Gradient Descent with Buffered Rejection

Sifan Deng', Kai Zhang'-*, Weilin Zhang?, Huiqin Jiang', and Pei-Wei Tsai’

'School of Computer and Information Engineering, Xiamen University of Technology, Xiamen, 361024, China
2New Energy Engineering Design & Research Institute, China United Engineering Corporation Limited,
Hangzhou, 310052, China

3Department of Computing Technologies, Swinburne University of Technology, Melbourne, 3122, Australia
“Corresponding Author: Kai Zhang, Email: kaizhang@xmut.edu.cn

ABSTRACT

Differentially private stochastic gradient descent is a standard algorithm for training deep models on sensitive data, but under tight
privacy budgets it must add large noise to every step, which slows convergence and reduces accuracy. Selective update methods for
differential private stochastic gradient descent reject updates that fail a noisy validation test and save privacy cost, but each decision
still relies on a single noisy signal and remains unstable. We propose a differential private training algorithm that combines a buffered
rejection mechanism with a phased parameter decay strategy for stochastic gradient descent. In each iteration, the proposed algorithm
maintains two candidate updates, evaluates their privately perturbed loss improvements, and applies a local preferential choice. This
buffered comparison spends privacy budget on directions that are more likely to be beneficial. The phased decay strategy tracks
validation accuracy and gradually adjusts the noise multipliers, learning rate, and rejection threshold to match the current training
stage. Experiments on MNIST, Fashion-MNIST, CIFAR-10, and IMDb with identical privacy budgets show that the proposed algorithm
consistently improves test accuracy over the standard differential private stochastic gradient descent and the selective update based
differential private stochastic gradient descent, typically by 0.5-2 percentage paints, and converges faster at the same privacy level.
Membership inference evaluations report area under the ROC curve vaiues close to 0.5, indicating that these gains do not weaken
empirical privacy.
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Introduction

Deep learning is now widely used in computer vision!=, natural language processing*>, and pattern recognition®®. As these

systems are increasingly trained on sensitive data, there is a growing need to protect individual privacy without sacrificing model
accuracy. Differential privacy (DP)° provides a principled way to control information leakage from training data. In practice,
most deep learning frameworks implement DP through stochastic gradient based training, where each update is perturbed by
carefully calibrated noise!”.

The standard DP-SGD algorithm!! often suffers from high-variance gradient estimates and degraded model utility under
strong privacy constraints. It clips per-sample gradients to bound sensitivity and then adds Gaussian noise to the aggregated
gradient at every iteration. When the privacy budget € is small, the required noise scale becomes large. The model then
suffers from slow convergence and a noticeable loss in utility compared to non-private training. To reduce unnecessary privacy
consumption, Differentially Private Stochastic Gradient Descent with Selective Update and Release!? (DPSUR), a typical
selective update method for differential private stochastic gradient descent, introduces a rejection mechanism.After computing a
noisy gradient update, it evaluates the loss on a validation batch. If the noisy loss does not decrease, the update is rejected and
the model parameters remain unchanged. In this way, the method avoids spending privacy budget on iterations that appear
unhelpful. However, this decision is based on a single noisy observation of the loss difference. In high-noise regimes, this
single signal is unstable. The algorithm can accept suboptimal updates or reject truly beneficial ones, which leads to inefficient
use of the privacy budget.

To address this problem, we propose Differentially Private Stochastic Gradient Descent with Buffering and Rejection
(DPSGD-BR). The key idea is to replace the single noisy decision with a local preferential selection between multiple candidate
updates. In each iteration, DPSGD-BR maintains a small buffer of candidate updates that have passed a private rejection
test. The algorithm then compares their noisy loss improvements and selects the candidate that is more likely to reduce the
true loss. This buffered selection improves robustness to gradient noise while keeping the rejection-based saving of privacy
budget. DPSGD-BR also includes an adaptive mode switching mechanism. When the algorithm observes a sequence of rejected
candidates, it temporarily switches from a dual-buffer mode to a single-update mode to avoid long stagnation near flat or local



regions. In addition, a phased parameter decay strategy adjusts the noise multipliers, learning rate, and rejection threshold
over time. These adjustments seek a better balance between exploration under high noise and stable convergence under a fixed
privacy budget. Figure 1 illustrates the qualitative effect of these changes. The optimization path of DPSGD-BR follows a
smoother trajectory and reaches lower-loss regions than the path of vanilla DP-SGD under the same noise level.
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Figure 1. Optimization Paths on the Loss Landscape

We evaluate DPSGD-BR on several standard image and text benchmarks under matched privacy budgets. The experiments
show that DPSGD-BR consistently improves test accuracy over DP-SGD and DPSUR, with faster convergence and more stable
training curves. On average, the gains are about 0.5% in test accuracy under the same €. These results suggest that more reliable
update selection can significantly improve privacy budget utilization in DP training.

The main contributions of this paper are summarized as follows:

» We propose DPSGD-BR, a buffered rejection framework that replaces the single noisy decision of DPSUR!? with a local
preferential selection between candidate updates, which reduces the impact of noise on the accept-reject decision.

* We introduce an adaptive mode switching mechanism and a phased parameter decay strategy that jointly control the noise
multipliers, learning rate, and rejection threshold to improve convergence under a fixed privacy budget.

* We provide a privacy analysis of DPSGD-BR under the Rényi DP framework and show that the method preserves the
overall DP guarantee while reducing the number of privacy consuming updates.

» The proposed algorithm achieves consistent improvements in test accuracy and privacy budget utilization compared with
the standard DP-SGD'! and DPSUR'? under the same privacy budget constraints on multiple public datasets covering
computer vision and natural language processing tasks.

Related Work

Research on the use of differential privacy (DP)’ in deep learning'? mainly builds on the DP-SGD framework!'. DP-SGD clips
per-sample gradients and adds Gaussian noise to the aggregated update at every iteration. This procedure provides a clear
(€,0)-DP guarantee, but it also increases the variance of gradient estimates in high-noise settings. As a result, convergence
becomes slower and model utility is often inferior to non-private training. Existing work has addressed these issues along two
main lines.

Optimizing Gradient Estimation and Update Strategies

One line of work aims to improve the quality of gradient updates and the efficiency of training under DP noise. Acceleration
and noise control mechanisms adjust how updates are computed so that the model can converge with fewer steps. For example,
methods in'* !> modify sampling and training dynamics to reduce the impact of noisy gradients. Other studies focus on adaptive
optimization under DP'®2!, They tune learning rates, clipping thresholds, or noise multipliers based on the training process
in order to reduce variance and stabilize updates. These approaches share a key property. They all follow the principle of
consuming privacy budget at every iteration??. The methods improve the quality of each update, but they do not reduce the
number of updates that spend privacy on noisy steps that bring little or no benefit to the model.



Our method follows the same DP-SGD backbone but changes how updates are selected and scheduled. By combining
buffered candidate updates with a phased decay of key parameters, it aims to reduce the number of privacy-consuming steps
while keeping or improving the utility of accepted updates.

Selective Update Mechanisms Based on Validation and Rejection
A second line of work seeks to control the update frequency and thus reduce privacy budget consumption. The goal is to skip
updates that are likely to be dominated by noise and to keep updates that have a clear positive effect on model performance.
The most representative method in this direction is DPSUR (Differentially Private Stochastic Gradient Descent with Selective
Update and Release)'?. In each iteration #, DPSUR first computes a private estimate of the loss change on a validation batch. Tt
measures the difference between the loss before and after the candidate update and then adds Gaussian noise to this difference.
The update is accepted only when the noisy loss change falls below a threshold Z. In that case, the method applies the update
and accounts for the privacy cost. Otherwise, the update is rejected and the model parameters remain unchanged. This rejection
mechanism has been shown to reduce unnecessary privacy expenditure and to speed up convergence by filtering out updates
that appear unhelpful2.

The main limitation of DPSUR is that the accept-reject decision is based on a single noisy observation of the loss difference.
In high-noise regimes, this single signal is unstable. The algorithm can accept suboptimal or even harmful updates and can
also reject updates that would have improved the true loss. This instability restricts the further improvement of model utility
and privacy budget efficiency. It is also related to known privacy risks, since inaccurate decisions on noisy outputs can leave
room for attacks that exploit model behaviour under DP training?®?*. These observations motivate the need for more reliable
selection mechanisms that still operate within the DP accounting framework.

DPSGD-BR is designed in response to this limitation. It replaces the single noisy decision with a buffered comparison of
multiple candidates and couples this with an adaptive mode switching and decay strategy. In the next section we describe how
this design stabilizes the selection of updates and improves the use of the privacy budget under the same DP constraints.

Preliminaries

Differential privacy (DP)%2%2% provides the mathematical basis for most private training algorithms, including DP-SGD and its
variants. In this section, we briefly review the standard definition ot DP, the Gaussian mechanism and sensitivity, and the Rényi
differential privacy (RDP) framework””-2%. These tools are uscd later to analyze the privacy guarantee and budget consumption
of the proposed DPSGD-BR method.

Differential Privacy
DP formalizes the idea that the output of a randomized algorithm should not change much when a single record in the dataset is
modified®. It quantifies the worst-case privacy loss for any pair of adjacent datasets. We first present the standard (e, §)-DP
definition as follows.

Definition 1 ((¢, §)-Differential Privacy) 2°~' A randomized algorithm M : D — R satisfies (€, d)-differential privacy if for
any pair of adjacent datasets D, D’ € D that differ in one record and for any measurable set S C Range(M), the following
inequality holds

Pr[M(D) € S] < e€Pr[M(D’) € S] +3, (1)

where € is the main privacy parameter and measures the strength of the guarantee. A smaller € means stronger privacy. The
parameter 6 is a small failure probability that allows rare events where the guarantee can be violated. In the design of private
optimization algorithms, we aim to keep € as small as possible by tracking and limiting privacy budget consumption over all
training steps.

Gaussian Mechanism and Sensitivity Analysis

Many private training procedures involve numerical queries such as sums of gradients. The Gaussian mechanism?!-3? is a

standard way to release such queries under DP. Its noise scale depends on the sensitivity of the query. We present the notion of
L, sensitivity as follows.

Definition 2 (L, Sensitivity) For a function f : D — RY, the L, sensitivity A, f is the maximum change in its output over all
adjacent datasets D and D’ :

Bof = max £ (D) = F(D)lz- @



In the DP-SGD algorithm, per-sample gradient clipping with threshold C enforces a bound on the L, sensitivity of the summed
gradient. This step ensures that no single example can have an unbounded influence on the update. The Gaussian mechanism
releases f(D)+N(0,02I) and can be calibrated to satisfy (€,8)-DP. A common sufficient condition is

V2In(1.25/6
o> M 3)
€
This relationship exposes a basic tension in private optimization. Stronger privacy, that is a smaller target €, requires a
larger noise scale o. In iterative training, every gradient update is perturbed by high noise, which increases gradient variance

and can degrade both convergence speed and model utility.

RDP Composition Analysis and Privacy Budget Tracking

Training algorithms such as DP-SGD and DPSGD-BR add noise during each iteration on the same dataset. The overall privacy
loss is cumulative and must be tracked over all iterations. To obtain a tighter and more convenient analysis than classical DP
composition, we use the RDP framework?”28.

Definition 3 (Rényi Differential Privacy (RDP)) A randomized algorithm M satisfies («, p)-RDP for order a € (1,0) if for
any two adjacent datasets D and D’ the Rényi divergence of order a between the output distributions is bounded

D o(M(D) | M(D)) < p, “4)

where p is the RDP budget at order a. The Rényi divergence (the theoretical foundation of RDP) is defined as: for two
probability distributions P and Q over the sample space X (with P absolutely continuous with respect to Q, i.e., Q(x) =0
implies P(x) =0), the Rényi divergence of order a € (1,c0) is

Du(PI0) = —in[m,0 [[ 222} )
a _a'—l XNOI\Q(X)) J B
where E denotes the expectation operator, In is the natural logarithm.
A key advantage of RDP is its simple composition rule. Suppose a sequence of mechanisms My, ..., My is applied to the
same dataset. If each M; satisfies (a, p;)-RDP, then the composed mechanism satisfies (&, Prowar)-RDP with
k
Protal = Zpi- (6)
i=1

This additive property makes it convenient to track privacy loss in iterative training.

In our setting, each accepted update in DPSGD-BR contributes an RDP cost from the noisy gradient and from the noisy
loss-based selection. By rejecting some candidate updates, the algorithm reduces the total number of privacy consuming steps
and thus lowers the cumulative RDP budget pioa1. In later sections we use this framework to convert the RDP accounting back
into an overall (€,0) guarantee for the full training process.

The Proposed DPSGD-BR Method

This section presents the proposed DPSGD-BR algorithm. Different with the DPSUR'?, DPSGD-BR introduces a buffered
rejection mechanism that compares two candidate updates before accepting one, and a phased parameter decay strategy that
adapts the noise and learning rate to the current training stage.

Problem Setting and Baseline

We consider standard supervised training with a model parameter vector W, a private dataset 9, and a loss function £. Training
proceeds in iterations. At each iteration a minibatch is sampled, gradients are computed, and a noisy update is applied under
DP constraints. DP-SGD'! clips per-sample gradients to a bound C, aggregates them, and adds Gaussian noise with variance
controlled by a multiplier o;. Every update consumes part of the privacy budget. DPSUR'? builds on this pipeline. After
computing a noisy update, it evaluates the loss on a validation batch and uses a noisy estimate of the loss difference to decide
whether to accept the update. If the noisy loss does not improve beyond a threshold, the update is rejected and the parameters
remain unchanged. This mechanism reduces privacy spending on clearly unhelpful updates. However, the accept or reject
decision relies on a single noisy loss difference, which can be unstable when the noise scale is large. DPSGD-BR follows the
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Figure 2. Core Differences in Update Decision Logic: DP-SGD vs. DPSUR vs. DPSGD-BR

DPSGD-BR

same basic training setting as DP-SGD and DPSUR. Its goal is to make better use of the privacy budget by stabilizing the
update decision and by adapting training parameters to the progress of the model.

In addition, to clarify the core differences between DPSGD-BR and DPSUR, a schematic diagram (Figure 2) is provided
to visually contrast the update decision logic of three algorithms (DP-SGD, DPSUR, and DPSGD-BR), where all designs of
DPSGD-BR are targeted at addressing the inherent limitations of DPSUR.

The schematic diagram clearly illustrates:

« DP-SGD'! performs parameter updates unconditionally in each iteration without any selective judgment.

« DPSUR !? judges whether to perform parameter updates based on the loss change after a single noise perturbation, which
is prone to misjudgment due to noise interference.

* DPSGD-BR reduces noise interference and improves privacy budget utilization efficiency by comparing the noise-
perturbed loss differences of two candidate updates through a dual-candidate buffer mechanism and selecting the optimal
update direction.

The Overall workflow of DPSGD-BR
Figure 3 shows the overall workflow of DPSGD-BR. Each iteration can be divided into four stages:

* generate candidate updates with different noise realizations;

« filter each candidate using a private estimate of the loss change on a validation batch;

* select one update from the buffer or switch to a degraded mode when many candidates are rejected;
* apply the accepted update and adjust key training parameters in a phased manner.

In the standard mode, the algorithm maintains a buffer that holds two valid candidate updates. Both candidates must first
pass a private rejection filter. Once the buffer is full, the algorithm compares their noisy loss improvements and selects one for
application. The privacy budget is charged only when an update is applied. When the training process encounters a stretch
of consecutive rejections, the algorithm activates a degradation mode. In this mode only one candidate is required and any
candidate that passes the filter can be applied directly. This avoids long periods without parameter changes.

The phased parameter decay strategy runs on top of this buffered update procedure. It monitors the change in validation
accuracy between accepted updates. When the model improves quickly, the strategy decays the noise multipliers and learning
rate more aggressively. When the improvement slows down, it uses slower decay and gradually relaxes the rejection threshold.
In later sections we show that this combination improves both convergence and privacy budget usage.

Buffered Rejection Mechanism

The buffered rejection mechanism is the main difference between DPSGD-BR and DPSUR 2. It still decides whether to accept
or reject updates using a noisy validation loss, but it relies on two candidates and a preferential selection rule instead of a single
noisy decision.
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Figure 3. Workflow of DPSGD-BR

Candidate Generation and Private Loss Filtering
We first recall the DP-SGD style gradient step that DPSGD-BR uses to construct each candidate update.

Definition 4 (Candidate update in DP-SGD'') Given W, and « training batch B sampled from D, the gradient of the loss is
g=Vw LW, B). (N
The gradient is clipped to norm C and perturbed by Gaussian noise with multiplier o :
g =Clip(g,C)+ N (0,07 C?I). (8)
The clipped and noisy gradient yields a candidate update
Wi,y =Wi=ng, ©)
where 1 is the learning rate and i € {1,2} indexes the candidate in the buffer.

Based on this candidate, DPSGD-BR uses a private loss based filter to decide whether the update should enter the buffer.

Definition S (Private noisy loss change) Let B, be a validation batch sampled from D. The losses before and after applying
the candidate are

J(Wy) = LW, B,), J(W.,)=LW.,,.8,). (10)
The raw loss change is
AE' =J(W!, ) —=J(W,). (11)

This value is clipped to a bound C,, and perturbed by Gaussian noise with variance controlled by o,:

AE' = Clip(AE',Cy) + Nigss i (12)

where Nipss.i ~ N (0, 0'3).

The algorithm then uses this private loss change to decide whether the candidate is stored for later comparison.



Definition 6 (Buffered acceptance rule) Let the threshold Z be defined as
Z=BC,, 13)

where 8 < 0 controls the strictness of the filter. A candidate (Wti El) is accepted into the buffer if

+1°
AE <Z. (14)

If the condition holds, the pair (W; ,AE") is stored in the buffer and the consecutive rejection counter is reset to zero.
Otherwise the candidate is discarded and the counter is increased by one. While the buffer is being filled, privacy budget is not
charged, since these noisy loss values are internal to the selection mechanism.

Preferential Selection and Degradation
Once the buffer holds two valid candidates, DPSGD-BR compares their noisy loss improvements and selects one update to
apply. We formalize this preferential selection rule.

—1 —2
Definition 7 (Preferential selection rule) Let (W!,AE ) and (W?,AE") be the two candidates stored in the buffer. Their
difference in noisy loss improvement is

AE'=AE - AE. (15)

Given a difference threshold 6 > 0, the next model parameters W, are chosen as

wi, ifAE" > 6
Wi = W2, if AE' < -0, (16)
Random(W',W?), if|AE'| <.

Only one update is applied in each iteration, and the privacy accouniant is advanced once for this accepted update.

The buffered selection reduces sensitivity to a single noisy observation, since both candidates are evaluated with independent
noise and their comparison cancels part of the randoniness. In high noise regimes the filter can still reject many candidates in a
row, which motivates a degraded mode for robustness.

Definition 8 (Degradation condition aud single-candidate mode) Let count,jo; denote the number of consecutive rejected
candidates, and let Ty,qx be a preset integer threshold. The algorithm enters a degraded mode when

COUntyejoct 2 Tnax- a7

In this mode the required buffer size is set to n = 1. Any candidate that satisfies the buffered acceptance rule AE < Z is applied
immediately as W41 without waiting for a second candidate. The counter count,ej.c; is reset to zero whenever a candidate is
accepted, and the algorithm can later return to the two-candidate buffered mode.

The degradation mechanism keeps the training process moving under strict filtering and heavy noise. It also avoids very
long stretches without updates, which reduces the risk that an observer could infer information from the pattern of rejections.

Phased Parameter Decay Strategy

The buffered rejection mechanism improves how updates are chosen. DPSGD-BR also adapts several training parameters
over time so that the optimization better matches the current learning stage. The phased parameter decay strategy controls the
learning rate 7, the gradient noise multiplier oy, the validation noise multiplier o, and the rejection threshold 8. We describe
how the strategy measures progress between accepted updates as follows.

Definition 9 (Validation accuracy change) Let acc(W) denote the accuracy on a held out validation set. After an accepted
update from W to W, the change in validation accuracy is

Aacc = acc(Wyey) —acc(W). (18)

A positive threshold p divides the training process into two regimes: Aacc > p indicates a fast improvement stage, and Aacc < p
indicates a slower regime near a convergence plateau.



The decay rules in DPSGD-BR are then defined in terms of the two phases determined by Aacc as follows.

Definition 10 (Fast decay phase) When Aacc > p, DPSGD-BR is in the fast decay phase. The gradient noise multiplier,
validation noise multiplier, and learning rate are updated with a decay factor ar € (0,1):

(ov,0v,1) < (07,00,1) - aF. (19)
The threshold  remains unchanged in this phase.

This rule reflects the observation that early in training both gradients and noise are large and the quality of different updates
varies widely. A faster decay of o, 0, and 1 helps the algorithm move out of the very high noise regime and reach a region
where the signal to noise ratio is more favorable, while a fixed 8 keeps the filter relatively strict.

Definition 11 (Slow decay phase) When Aacc < p, DPSGD-BR is in the slow decay phase. The gradient noise multiplier,
rejection threshold, and learning rate are updated with a slower decay factor as € (0,1):

(O—I»ﬂ’n) — (O't,ﬂ,fl)'a& (20)
The validation noise multiplier o, stays fixed in this phase.

The slower decay prevents the parameters from shrinking too quickly when the model is already close to convergence. The
gradual decrease of g relaxes the rejection condition and keeps a sufficient number of accepted updates in difficult regions of the
loss surface. Keeping o, fixed avoids an extremely small noise level on the validation loss, which would otherwise lead to
faster privacy budget consumption in the validation mechanism under RDP composition. In practice, the decay strategy is also
constrained by an upper bound on the total privacy budget.

Definition 12 (e-boundary stopping rule) Let € denote the accumulated privacy budget during training and let €g be a preset
boundary. When
€ 2 €p, (21

all parameter decay is stopped and the remaining iterations are run with fixed (o, 0,,8,1m). The value of e€g is chosen to
balance experimental efficiency and coverage of higher privacy budgets.

This boundary allows DPSGD-BR to explore a range of € values in experiments without requiring an excessive number of
iterations at very small noise levels.

Privacy Analysis under RDP

We now analyze the privacy guarantec of DPSGD-BR using the RDP framework introduced in Preliminaries Section. The main
idea is to treat each accepted update as the composition of two subsampled Gaussian mechanisms, one for the noisy gradient
step and one for the noisy validation loss based filter. We first recall the RDP cost of a subsampled Gaussian mechanism.

Definition 13 (RDP cost of subsampled Gaussian mechanism?”-28) Letr g be the subsampling rate and let o be the noise
multiplier. The RDP cost at order @ > 1 is

R(a,q,0) =

1 A [« i 2 —i
a_lln(Z(i)(l—q) qexp(ﬁ)). (22)

i=0

where i is a summation variable, representing the number of selected samples in sampling. It is used to iterate through all
sampling scenarios and perform a weighted calculation of the privacy loss for a single model update.

Definition 14 (RDP cost of one DPSGD-BR update) Lef q,qin and oy be the subsampling rate and noise multiplier for the
gradient update, and let q,q and o, be those for the validation loss. The RDP cost of one accepted update at order « is

Rupdute (a') = R(CL/, 4train, O-t) +R ((Z, 4val» O-V) . (23)
The total privacy loss over the whole training run depends on how many such updates are accepted.

Definition 15 (Total RDP budget of DPSGD-BR) Let Nyccop: be the number of accepted updates during training. All rejected
candidates are filtered internally and do not incur extra privacy cost. By the additive property of RDP composition®”%%33 the
total RDP budget at order « is

Riprai(@) = Naccept : Rupdate (). 24



This expression shows that the per update privacy cost of DPSGD-BR matches that of DPSUR, while the buffered rejection
mechanism improves privacy budget utilization through a more informative pattern of accepted updates.
To express the guarantee in the standard (e,8) form, we use a known conversion from RDP to (€, )-DP.

Definition 16 (Conversion from RDP to (¢,5)-DP3*) Let Ry,q1(a) be the total RDP budget at order o > 1 and let § € (0,1)
be a target failure probability. The corresponding privacy parameter € (@) satisfies

Ind+Ina

P (25)

a-1
E(Q) = Rtotal(a’) +1n( « ) -
The tightest bound is obtained by searching over a range of orders a and taking the smallest (@), which is implemented by a
standard RDP accountant.

Since Naccept 18 usually much smaller than the total number of iterations 7, DPSGD-BR can reach a given privacy budget e
with more informative updates than DP-SGD and DPSUR, while maintaining the same formal privacy accounting framework.

Algorithm Summary and Takeaway

Algorithm 1 summarizes the full DPSGD-BR procedure. The algorithm loops over training iterations. In each iteration it uses
the buffered rejection mechanism to generate and filter candidate updates, applies one accepted update to the model, accounts for
privacy loss, and then adjusts parameters according to the phased decay strategy. The main takeaway is that DPSGD-BR spends
privacy budget only on updates that clear a double filter and prefers the candidate with stronger evidence of loss reduction.
Combined with stage-aware parameter decay, this design allows the model to gather more informative updates under the same
privacy budget compared to standard DP-SGD style training.

Experimental Results and Discussion

This section evaluates DPSGD-BR on image and text classification tasks. We first describe the experimental setup and metrics,
then present results on overall performance, convergence behavior, ablation studies, robustness to membership inference attacks,
and hyperparameter sensitivity. A final discussion connects these findings back to the design choices in buffered rejection and
phased parameter decay.

Experimental Setup
All experiments are implemented in PyTorch!'® with DP support provided by Opacus. Training is performed on a workstation
equipped with NVIDIA RTX4090 and 64 GB system memory. The same code base and implementation details are used across
all compared methods to ensure a fair comparison.

We evaluate DPSGD-BR on four standard benchmarks that cover both vision and language tasks:

MNIST?: Handwritten digit recognition with 28 x 28 grayscale images and 10 classes.

+ Fashion-MNIST (FMNIST)?: Clothing classification with the same input format and number of classes as MNIST but
more complex visual patterns.

CIFAR-10*": Natural image classification with 32 x 32 RGB images and 10 classes.

« IMDb?®: Binary sentiment classification on movie reviews.

For each dataset we follow common practice in the DP-SGD literature!'%21:3°, Convolutional networks are used for
MNIST, FMNIST, and CIFAR-10, and a recurrent or embedding based architecture is used for IMDb. All DP methods share the
same privacy parameters. The failure probability is fixed at § = 107> and the target privacy budget € ranges from 1 to 4. For
baselines we include vanilla DP-SGD!!, DPSGD-HF?°, DPSGD-TS?!, and DPSUR!2. Each method uses its recommended
hyperparameters from the original papers, with minor tuning when needed to adapt to our training schedule.

Evaluation Metrics

We focus on two aspects of performance: predictive utility and robustness to membership inference attacks (MIA). The main
utility metric is test classification accuracy. The privacy side is evaluated through attack success in black-box and white-box
MIA settings. To make notation explicit, we recall the metric used for classification accuracy. We formalize the definition of
accuracy used in this work.



Algorithm 1: DPSGD-BR

Input: Training data D, initial weights Wy, iterations 7',
batch sizes (B, B, ), dataset size N, loss L,
parameters (17, C, oy, 0,8, Cy ), thresholds (Z, 8, Tiax, P),
decay factors (aF, as), privacy boundary €g.

Output: Trained weights Wr.

1 | Initialize W « W), € « 0, countyeject < 0.

2 | fort=1toT do

3 Buffer < 0.

4 n « (countgject = Tmax)?1 : 2.

5 while |Buffer| < n do

6 B « SampleBatch(D, B, N).

7 g—VwL(W,8).

8 g « ClipAndNoiseGrads(g,C, 0;).

9 Wi—W-n-3g.
10 B, « SampleValidationBatch(D, B,, N).
11 J(Wy) « LWL, By), J(W) « L(W, By).
12 AE — J(Wy) = J(W).
13 AE' « ClipAndNoiseLosses(AE, Cy,, o).
14 if AE' < Z then
15 Buffer « Bufferu { (W, EE‘) }, countyejecy < 0.
16 else
17 COUNlyeject «— COUNyeject + 1.

18 end while
19 if n =1 then

20 Whew < Buffer[1].
21 else

—1 —=2
22 (WY, AE"), (W2,AE") « Buffer.
23 AE’ — AE' —AE".
24 Whew — Select(W!, W2, AE", 9)
25 end if

26 Aacc «— acc(Whew ) —acc(W).
27 W — Whew.

28 € « Accountant( oy, Ty, Grain» Gval ) -
29 if € < ep then

30 if Aacc > p then

31 (o1, 0v,n) « (01,00, 1) - aF.
32 else

33 (o1,8,1m) « (0, B.717) - a@s.
34 end if

35 end if

36 | end for

37 | return W.

Definition 17 (Classification accuracy) Let {(x;,y j)};?:l be a test set with labels y; and let $ ; denote the model prediction
for input xj. The classification accuracy is defined as

1 n
Acc = — 1[y;=vy;], 26
cc njz; [y] y]] (26)

where 1[-] is the indicator function.

Membership inference performance is reported using the area under the ROC curve (AUC), which is standard in the MIA
literature®>244942 - An AUC close to 0.5 corresponds to random guessing and indicates strong privacy protection. In our
experiments we use the shadow model based black-box attack and a partial gradient based white-box attack®>>*4042 The same
attack code is applied to all methods.

Buffer Size Analysis

‘We now analyze the impact of buffer size on model accuracy and training efficiency. Figure 4 presents the test accuracy and
the final number of iterations when reaching the privacy budget € = 1.0 for different buffer sizes on the MNIST and FMNIST
datasets.
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Figure 4. Buffer size analysis: Test accuracy and final iteration count at privacy budget € = 1.0 for different buffer sizes on
MNIST and FMNIST.

Clear tradeoffs between model utility and training cost with respect to buffer size can be observed from the figure. The
test accuracy of both datasets shows a significant improvement as the buffer size increases from 1 to 2: MNIST rises from
approximately 98.0% to 98.35%, and FMNIST increases from 88.3% to 88.95%. This indicates that the dual-candidate buffer
mechanism can effectively offset noise interference through local optimization, significantly enhancing model utility. When the
buffer size further increases to 3 or 4, the accuracy improvement becomes extremely marginal: MNIST only increases by about
0.05% from Buffer 2 to Buffer 4, and FMNIST by approximately 0.15%, with negligible marginal gains.

The number of iterations grows almost linearly with the buffer size: MNIST increases from 1119 iterations for Buffer 1
to 3002 iterations for Buffer 4, and FMNIST rises from 1622 iterations to 4324 iterations. The training cost of Buffer 4 is
nearly twice that of Buffer 2. This is because a larger buffer requires generating and verifying more candidate updates, which
significantly increases the overhead of gradient computation and privacy verification.

Setting the buffer size to 2 achieves the optimal balance between accuracy and training efficiency: it not only yields
significantly higher accuracy than the single-candidate setting but also avoids the sharp increase in cost and minimal gain when
Buffer > 3. Although larger buffers can bring a very slight accuracy improvement, this improvement comes at the cost of
several times the training time, resulting in extremely low cost-effectiveness in practical deep learning scenarios, and may even
increase the risk of training stagnation due to excessive candidate filtering. Therefore, setting the maximum buffer capacity
to 2 can effectively improve update guality through local optimization, control computational overhead, and avoid training
stagnation with the decay mechanism, making it the optimal choice that balances model utility, computational efficiency, and
anti-stagnation effects.

Overall Performance under Fixed Privacy Budgets

Table 2 reports test accuracy on all four datasets for € € {1,2,3,4} with § = 107. DPSGD-BR consistently achieves the highest
accuracy across all settings. The gains over DPSGD and DPSUR are stable rather than occasional, which suggests that the
method is not over-tuned to a single task.

Under the strict privacy budget € = 1, the advantage is already visible. On FMNIST, DPSGD-BR reaches 88.93% accuracy,
whereas DPSUR achieves 88.29% and DP-SGD is clearly behind. On CIFAR-10, the gap is more pronounced: DPSGD-BR
obtains 65.63% compared to 63.28% for DPSUR and much lower values for DP-SGD and its variants. These settings correspond
to high noise regimes where single noisy decisions in DPSUR are particularly unstable. The buffered rejection mechanism
appears to provide more reliable update choices and turns the same noise budget into better utility. As the privacy budget
becomes less strict, DPSGD-BR maintains its lead. On MNIST and FMNIST, the curves for DPSGD-BR stay near the
non-private upper bound and narrow the utility gap associated with DP training. A particularly interesting case arises on
CIFAR-10 with € =4. Here DPSGD-BR slightly surpasses the non-private baseline (72.30% vs 71.12%). This matches the
observation that well-calibrated noise can sometimes regularize training and avoid overfitting, even when privacy is not the
primary concern.

Overall, the table shows that buffered rejection combined with phased parameter decay yields improvements that are modest
on easy tasks and tight budgets, and more substantial on harder tasks and higher noise levels.

Convergence and Privacy Budget Efficiency
We now examine how DPSGD-BR uses the privacy budget over the course of training. Figure 5 compares the number of
accepted updates for different methods at the point where € = 1.0 is reached on CIFAR-10 and IMDb. DPSGD-BR attains



Table 2. Test accuracy comparison under different privacy budgets (6 = 107)

Dataset Method e=1 e=2 €e=3 e=4 Non-private
MNIST DPSGD-BR 98.39%  98.88%  98.93%  99.15% 99.11%
DPSUR'2 97.95%  98.80%  98.86%  98.95%

DPSGD-HF*  97.73%  98.40%  98.46%  98.53%
DPSGD-TS?! 97.02%  97.82%  98.12%  98.21%

DPSGD!! 95.13%  96.37%  96.83%  97.22%
FMNIST DPSGD-BR 88.93%  89.85%  90.01%  90.44% 90.98%
DPSUR!2 88.29%  89.42%  89.72%  90.10%

DPSGD-HF*®  85.77%  88.44%  88.56%  88.76%
DPSGD-TS?! 78.70%  84.67%  86.14%  86.84%

DPSGD!! 80.24%  82.70%  84.56%  85.39%
CIFAR-10 DPSGD-BR 65.63%  69.96%  71.52%  72.30% 71.12%
DPSUR!2 63.28%  69.37%  70.59%  72.02%

DPSGD-HF¥®  61.65%  66.29%  69.40%  70.53%
DPSGD-TS?! 51.42%  55.18%  61.56%  63.13%

DPSGD!! 47.77%  52.89%  54.79%  58.98%

IMDb DPSGD-BR 66.91%  72.46%  73.53%  75.19% 79.97%
DPSUR!2 65.72%  69.57%  73.09%  73.90%
DPSGD-TS?! 65.54%  68.86%  70.02%  70.78%

DPSGD!! 6436%  68.89%  71.12%  71.59%

the largest number of effective iterations among all selective update imethods. This means that, at the same privacy budget,
DPSGD-BR manages to apply more updates that are deemed useful under the noisy validation filter.
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Figure 5. Training efficiency comparison on CIFAR-10 and IMDB: Number of iterations completed when reaching privacy
budget € = 1.0.

The convergence curves in Figure 6 plot test accuracy as a function of privacy budget € for all datasets. The DPSGD-BR
curves rise faster at the beginning, especially on CIFAR-10 and IMDb. This suggests that the buffered rejection mechanism
quickly finds advantageous directions despite heavy noise. The curves are also smoother, with fewer sharp oscillations than
DP-SGD baselines. The combination of buffered selection and phased decay appears to stabilize the trajectory on the noisy loss
landscape.

From a privacy-budget perspective, these plots show that DPSGD-BR gains more accuracy early, when the available budget
is small. The method uses early-stage updates to move the model into a good region, then relies on slower decays and relaxed
thresholds to refine performance. This staged behavior aligns with the design of the phased parameter decay strategy and
provides empirical support for it.



Nel
O

67 67
98 — 62 65
X X X =X
=97 > > 55 > 63
Q Q Q Q
: : 2 2
5 96 5 548 5 61
Q Q Q Q
“os |/ < 76 v <447 <59

%75 "hs50 067 083 1.00 49, >4,

€ €
(a) MNIST (b) FMNIST (c) CIFAR-10 (d) IMDB
—— DPSGD-BR - DPSGD-TS DPSGD-HF —— DPSUR  ——- DPSGD

Figure 6. Convergence Curves: Accuracy vs. Privacy Budget (¢).

Ablation of Buffer vs. Decay

To understand the contribution of each component, we conduct an ablation study with three variants: only buffering (buffer-on,
decay-off), only decay (buffer-off, decay-on), and the full DPSGD-BR (both on). The results are summarized in Figure 7.
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Figure 7. Ablation Study of Buffer and Decay Mechanisms

When only the buffering mechanism is used, the algorithm already improves over DPSUR in the later part of training. The
convergence curve is less noisy and reaches higher final accuracy, but the early stage is still somewhat unstable because the
noise and learning rate remain large. This variant shows that buffering alone can upgrade single noisy decisions to more robust
comparisons, which raises the ceiling on achievable utility. When only the phased decay strategy is used, the curves are smooth
and often above DPSUR throughout training. The algorithm benefits from better calibrated noise and learning rate schedules,
even without buffered selection. However, the peak accuracy is still below the full DPSGD-BR model. This variant indicates
that adaptive decay can reshape the noise regime and give the rejection mechanism a better operating range.

The full DPSGD-BR combines both ideas. Its curve rises quickly, stays stable, and ends with the best accuracy. The ablation
study therefore suggests that buffering and decay are complementary: buffering focuses on more reliable update choices at a
fixed noise level, while decay improves the noise regime and step size in which these choices are made.

Robustness to Membership Inference Attacks

A natural concern is whether the utility improvements of DPSGD-BR come at the cost of weaker protection against membership
inference. To address this, we evaluate black-box and white-box MIA on CIFAR-10. The AUC results are shown in Table 3.
Where AUC refers to the Area Under the ROC Curve for membership inference attack evaluation, and a value near 0.5 indicates



the attack behaves close to random guessing.Across all privacy budgets and attack types, DPSGD-BR achieves AUC values
close to 0.5. The numbers are similar to or slightly better than those of DP-SGD and DPSUR. In contrast, the non-private
models exhibit much higher AUC, indicating strong vulnerability to membership inference. This confirms that the privacy

accounting derived under the RDP framework is tight and that the algorithm does not open an obvious side channel through its
selective update process.

Table 3. CIFAR-10 Membership Inference Attack (MIA) AUC Values

Attack Algorithm e=1 €=2 €=3 €e€=4 Non-private
BlackBox DPSGD-BR 0.501 0.500 0.502 0.506 0.732
Shadow DPSUR'? 0.501 0.502 0.503 0.508

WhiteBox DPSGD-BR 0.510 0.511 0.510 0.511 0.743
Partial DPSGD'! 0.505 0.508 0.510 0.512

Taken together, these results show that DPSGD-BR improves predictive performance without relaxing the underlying DP

guarantee. The buffered rejection and phased decay strategies change how the privacy budget is used but do not weaken the
formal protection against MIA.

Hyperparameter Sensitivity

We finally examine the sensitivity of DPSGD-BR to its main hyperparameters on FMNIST with € = 1.0. Figure 8 reports test
accuracy as a function of three parameters: the maximum number of consecutive rejections Tr,.x, the decay trigger threshold p
on Aacc, and the scaling factor k that controls the difference threshold 6 in the buffer comparison.

Hyperparameter Sensitivity Analysis
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Figure 8. DPSGD-BR Hyperparameter Sensitivity Analysis on FMNIST (e = 1.0)

Table 4. Initial Parameters for DPSGD-BR (e = 1)

Parameter

MNIST FMNIST CIFAR-10 IMDB
Training Noise (07) 3.0 6.0 14.0 2.3
Learning Rate (77) 2.75 6.0 4.8 0.03
Training Batch Size (batch size) 1024 2048 8192 1024
Validation Clipping Bound (C,,) 0.001 0.001 0.001 0.001
Rejection Threshold () -1.5 -1.5 -1.5 -1.5
Validation Noise (o,) 1.37 1.3 1.4 1.37

The curves show that DPSGD-BR is reasonably stable in a broad range around the chosen defaults. For Ti,.x between 3 and
7, accuracy remains close to its peak and degrades only when the threshold is too small or too large. The decay trigger p yields
best results around 0.5, but the method is not overly sensitive as long as p stays within a moderate interval. The parameter k
also exhibits a wide plateau where performance is nearly flat.

From a practical viewpoint, these plots suggest that DPSGD-BR does not require exhaustive hyperparameter search. A
coarse tuning around the reported values is sufficient to obtain strong performance on new tasks, which is important for
deployment in privacy-sensitive applications.



Discussion

The experiments jointly support the main design choices behind DPSGD-BR. The buffered rejection mechanism turns the single
noisy decision of DPSUR into a local comparison between two candidates. This simple change already leads to better update
selection and smoother trajectories under heavy noise. The phased parameter decay strategy then adapts the noise multipliers,
thresholds, and learning rate to the current learning stage. Together, these components allow the model to spend its privacy
budget on updates that are likely to matter.

Compared with the broader DP-SGD family!!-12-2!1:3% DPSGD-BR offers a different perspective on efficiency. Rather than
focusing only on gradient clipping, learning rate schedules, or optimizer variants, it treats update acceptance itself as a decision
process that can be improved under DP. The method keeps the core pipeline of DP-SGD but inserts a lightweight, privacy-aware
selection layer and a simple two-phase schedule.

There are also boundaries to where DPSGD-BR may be most effective. The current experiments focus on single-node
training with moderate model sizes. In very large-scale or highly distributed settings, such as federated learning, the cost
of generating and validating two candidates per accepted update may need to be revisited. On very simple tasks where DP
noise is small, the gains over tuned DP-SGD may also be modest. Despite these caveats, the results on MNIST, FMNIST,
CIFAR-10, and IMDb indicate that buffered rejection with phased decay is a promising direction for improving DP training in
many practical deep learning scenarios.

Conclusion and Future Work

This paper presented DPSGD-BR, a differentially private optimization algorithm that combines a buffered rejection mechanism
with a phased parameter decay strategy. The method keeps the basic DP-SGD pipeline but replaces single noisy decisions
with a local comparison between two candidates and adapts key training parameters to the current learning stage. This design
aims to stabilize updates in high-noise regimes and to use the privacy budget on iterations that are more likely to improve the
model. Experiments on MNIST, FMNIST, CIFAR-10, and IMDb show that DPSGD-BR consistently improves test accuracy
and convergence behavior under a wide range of privacy budgets. The method achieves higher utility than DP-SGD and DPSUR
while maintaining comparable protection against membership inference aitacks. The results indicate that buffered rejection and
phased decay together provide a practical way to turn the same (€, ) guarantee into more informative updates. Future work
will explore adaptive control of the buffer and thresholds, and investigate how DPSGD-BR extends to large scale or federated
learning settings.

Data Availability

This study utilized four publicly available datasets that are openly accessible for research purposes. The MNIST dataset?
can be accessed at https://github.com/cvdfoundation/mnist/tree/master, Fashion-MNIST?® at https://github.
com/zalandoresearch/fashion-mnist, CIFAR-10%7 at https://www.cs.toronto.edu/~kriz/cifar.html, and the
IMDb movie reviews dataset® at http://ai.stanford.edu/~amaas/data/sentiment/. All datasets are freely available
and can be obtained from these official repositories without restrictions.
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