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Abstract: The growing integration of renewable energy in both islanded and interconnected microgrids has 

rendered Cyber-physical stability and resilience a vital area of research.  Conventional controllers, including PID 

and linear state-feedback, are susceptible to network-induced delays, denial-of-service (DoS) attacks, and false data 

injection, resulting in diminished reactive power support and the risk of voltage collapse.  This paper proposes an 

Observer-Aided Robust Control Framework that integrates an Event-Triggered Sliding Mode Controller (ET-SMC) 

with improved anomaly detection to address these challenges.  An Extended Kalman Filter (EKF) and Sliding Mode 

Observer (SMO) are formulated to estimate hidden state variables and identify malicious data alterations with high 

sensitivity, facilitating dependable control decisions in the presence of Cyber-attacks.  The performance of anti-

windup PID and baseline SMC is evaluated against ET-SMC with observer augmentation, demonstrating that the 

proposed strategy offers enhanced robustness, quicker transient response, and diminished chattering.  A stability-

guaranteed Event-triggered communication protocol is developed through Lyapunov analysis to reduce bandwidth 

consumption while maintaining voltage and reactive power regulation.  The proposed framework is validated on a 

real-time OPAL-RT hardware-in-the-loop (HIL) microgrid testbed, demonstrating its effectiveness in scenarios 

involving renewable intermittency, communication noise, and coordinated Cyber-attacks.  Comparative results 

demonstrate that ROC-based detection performance and time-domain simulations underscore the advantages of 

observer-aided ET-SMC in ensuring resilient, low-bandwidth, and real-time Cyber-physical control for next-

generation power grids. 

Key words: Cyber physical power grid, Event trigger control, sliding mode control, Extended kalman filter, 

Reactive power control, Resiliency 

Nomenclature- 

Symbol Description 

( A, B, C ) 
Continuous-time system matrices (state, input, 

output) 

𝛼, 𝛽 Positive design scalars 

CPS Cyber-Physical Systems 
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CPPS Critical Cyber-Physical Systems 

( d(t) ) Unknown disturbance or attack signal 

𝑑̂ Reconstructed disturbance estimate 

𝛿 Bounded disturbance level 

DG Distributed Generation 

DDoS Distributed Denial-of-Service Attack 

DoS Denial-of-Service Attack 

DRAs Data Replay Attacks 

EKF Extended Kalman Filter 

ETSMC Event-Triggered Sliding Mode Control 

FACTS Flexible AC Transmission System 

FDI False Data Injection 

FDIA False Data Injection Attack 

FPGA Field-Programmable Gate Array 

( F ) Set of faulty or attacked communication channels 

HIL Hardware-in-the-Loop 

HMIs Human–Machine Interfaces 

ICS Industrial Control Systems 

𝐼𝑑 , 𝐼𝑞  d–q axis currents 

IG Induction Generator 

ISE Integral Squared Error 

( J ) Lyapunov function or cost function 

( K ) EKF Kalman gain 

𝐾𝑠 
Sliding mode control gain (discontinuous 

component) 

( L, R ) Inductance and resistance 

𝐿𝑆𝑀𝑂 
Sliding Mode Observer (SMO) injection/gain 

matrix 

𝜆𝑚𝑖𝑛 Minimum eigenvalue of a matrix 

( P ) EKF error-covariance matrix 

( P, Q ) EKF process and measurement covariance matrices 

RES Renewable Energy System 

Γ Event-trigger threshold parameter 

∆

= 𝑦(𝑡𝑘 − 𝑦(𝑡)) 
Triggering error 

𝑥̂ State estimate (observer/EKF/SMO) 

𝑥̃=𝑥 − 𝑥̂ State estimation error 

( x ) System state vector 

( y ) Measurement/output vector 

( u ) Control input vector 

𝑢𝑒𝑞  Equivalent (continuous) control component of SMC 

𝜔 Grid angular frequency 

𝜎 Sliding variable(often=s(𝑥, 𝑡)) 
( s(x,t) ) Sliding surface function 

SG Synchronous Generator 

SMC Sliding Mode Control 

SMO Sliding Mode Observer 

STATCOM Static Synchronous Compensator 

SVC Static VAR Compensator 

𝑇𝑠 
Minimum inter-event time (to prevent Zeno 

behavior) 

TSA Time Synchronization Attack 

𝑡𝑘 k-th triggering instant 

SCADA Supervisory Control and Data Acquisition 

𝑢𝑠𝑤 Switching (discontinuous) control part 
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‖∗‖ Euclidean or induced matrix norm 

USB Universal Serial Bus 

𝑉𝑑 , 𝑉𝑞 d–q axis voltages 

𝜂 Boundary layer or saturation thickness 

( 0 ) Zero vector or zero matrix 

 

1. Introduction 

The growing integration of power grids with communication and computing infrastructure has converted traditional 

electrical networks into Cyber-physical systems (CPS)[1],[2].This incorporation facilitates advanced monitoring, 

distributed control, and efficient energy management; however, it also introduces vulnerabilities, including 

Cyberattacks, data integrity issues, and communication delays.  False Data Injection (FDI) and Denial-of-Service 

(DoS) assaults make micro grids and interconnected power systems lesser stable and reliable by interacting with 

sensor signals or obstructed control signals[3], [4]. Securing resilience against Cyber-physical attacks has emerged 

as a critical research challenge. Observer-based control systems have arisen as an effective approach to tackle these 

challenges[5]. Additional observers, such as the Extended Kalman Filter (EKF) and Sliding Mode Observer (SMO), 

can estimate system states even in the presence of damaged or absent data, thereby enabling resilient failure and 

attack detection. The incorporation of these estimate frameworks alongside intelligent control mechanisms enhances 

power grid resilience by isolating anomalies and maintaining stable operation[6], [7] 

 Sliding Mode Control (SMC) has gained significant recognition for its resilience in managing parameter uncertainty 

and external disturbances in nonlinear power system dynamics. Also, its implementation in continuous time often 

has higher communication needs and chattering problems[8].   To get around these problems, Event-triggered 

sliding mode control techniques have been used. These only send control updates when a certain error threshold is 

reached. Also, this cuts down on communication overhead and keeps the system stable, making it perfect for smart 

grid applications with limited bandwidth[9],[10]. 

 Combining observer-based estimation with Event-triggered sliding mode control (SMC) creates a useful framework 

for improving Cyber resilience in managing voltage and reactive power in multi-area grids and microgrids[11], [12]. 

This study introduces an observer-assisted Event-triggered sliding mode control system that employs the Extended 

Kalman Filter (EKF) and Sliding Mode Observer (SMO) for anomaly detection, state reconstruction, and 

disturbance rejection. The controller has been engineered to improve voltage stability as well as provide reactive 

power provision during Cyber-physical attacks, communication delays, as well as parameter uncertainties[13]–

[15],[16]. Previous research has examined Lyapunov-based methods for realizing triggering conditions which 

preserve system stability despite uncertainty.Zhang et al. discussed adaptive ETC methods that dynamically improve 

triggering thresholds based on real-time performance data.  Liu et al. similarly discussed how Lyapunov functions 

may improvise voltage regulation methods to maintain safe operating conditions.Further, reinforcement learning 

techniques have been utilized to improve triggering tactics through experience-driven adaptation, enabling more 

robust as well as responsive control. 

 Recent literature has significantly progressed both event-triggered control and cyber-resilience for power systems in 

essential yet complementary manners.  Guo et al. and Liu et al.[17], [18] provide significant insights into event-

triggered sliding-mode and fixed-time consensus strategies for networked nonlinear systems and DC microgrids, 

respectively, illustrating the attainment of communication efficiency and finite-time convergence despite imperfect 

sources.  Qi et al.[19] extend observer-based sliding mode control to interval type-2 fuzzy and semi-Markov jump 

frameworks, enhancing resilience against model uncertainty.Syrmakesis et al., Forystek et al.[20], and 

Dimitropoulos et al.[21] propose various data-driven and model-based detection and mitigation strategies[22]–[26], 

including SMO-based estimators, data-driven attack recovery, DRL controllers, and RTDS emulation, which 

exemplify practical attack modes such as FDI, load-altering, and replay, while also providing effective testbed 
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methodologies.  These studies collectively provide essential components event triggers, advanced observers, and 

ML/DRL resilience mechanisms yet they predominantly address observer design, triggering laws, and cyber-attack 

modeling in isolation, or validate only through simulations or incomplete hardware-in-the-loop setups.  This paper 

addresses the underexplored area of a unified, provable observer–trigger–SMC co-design that: (i) incorporates a 

state estimator within the event trigger to diminish dependence on frequent, potentially compromised measurements, 

(ii) offers Lyapunov-based, Zeno-free stability assurances under simultaneous FDI and DoS attacks instead of 

single-attack scenarios, and (iii) showcases reproducible real-time HIL validation with quantitative uncertainty 

reporting.  We propose referencing these recent publications in the Introduction to acknowledge previous 

advancements, followed by a concise paragraph or table that explicitly contrasts them.  Identify the papers that offer 

finite-time or fixed-time assurances (Guo, Liu)[18,], [17], those that create advanced observers (Qi, 

Syrmakesis)[23],[26],[19], those that concentrate on data-driven or DRL resilience (Dimitropoulos, 

Forystek)[21],[20], and those that validate using RTDS/HIL. Ultimately, underscore that the current contribution 

bridges the gap by providing a unified ETSMC+EKF framework with formal Lyapunov proofs, attack-aware 

triggering mechanisms, and thorough OPAL-RT validation accompanied by statistical metrics[Table.1]. 

Table.1. prior approaches vs. the proposed one in terms of features (observer type, attack type handled, validation 

platform 

Approach(ref) Observer 

Type 

Triggering 

law 

Attack classes Stability 

guarantee 

Validation 

platform 

Periodic SMC [8] 
— / 

 no observer 

Periodic 

sampling 

nominal 

disturbances 

Local 

asymptotic 

(simulations) 

MATLAB 

/Simulink 

Observer-based SMC 

[11,12] 

Luenberger 

 / SMO 

Periodic / not 

event-aware 

Measurement 

noise, single 

FDI case 

Asymptotic 

(observer error) 

Simulation 

(case studies) 

Event-triggered SMC  

[15,16,17,18] 

— or  

simple estimator 

Static threshold 

event trigger 

Intermittent 

comm. (DoS), 

no FDI focus 

Empirical / 

partial proofs 
Simulations 

Recent IEEE works 

[4,7,8,9,17,18,29,34,35]  

Various 

(EKF/SMO/Luenberger) 

Static/dynamic 

triggers 

(separate from 

observer) 

Either FDI or 

DoS (rarely 

both) 

Stability claims 

often local or 

asymptotic; 

limited explicit 

ISS bounds 

Simulations / 

bench 

This work (proposed) 

Robust sliding-mode 

observer + residual 

shaping 

Adaptive attack-

aware event 

trigger (dynamic 

threshold; 

explicit  

FDI + DoS 

(treated jointly); 

combined and 

overlapping 

attacks 

Explicit ISS/L₂ 

bounds, non-

Zeno guarantee, 

admissible DoS 

duration 

(theorems & 

proofs) 

Simulation + 

real-time 

testbed (multi-

area microgrid) 

 

 The suggested approach has been validated through the application of the control as well as estimation framework 

in the real-time Hardware-in-the-Loop (HIL) testbed using OPAL-RT.  This platform facilitates precise emulation of 

Cyber-physical dynamics, enabling the assessment of detection accuracy, communication efficiency, and voltage 

stabilization performance in both standard and adversarial operating conditions[27][28].  Comparative studies are 

conducted between traditional Luenberger-like observers and periodic sliding mode control to emphasize the 

advantages of the proposed scheme. Utilization of observer-aided anomaly detection and state estimation through 

Extended Kalman Filter (EKF) and Support Vector Machine Optimization (SMO) for the purpose of mitigating 

Cyber-attacks in power grid systems. 

 Design of an Event-triggered sliding mode controller for efficient communication and robust control of voltage and 

reactive power[29]. Reactive power plays a great role in maintenance of voltage and therefore restoring stable 
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functioning of power electronic converters and reliability[30]. Further traditional reactive power management 

techniques, with PID controllers, rely totally on  ongoing system surveillance as well as regular actuation for 

ensuring voltage stability[31].This continuous control approach, while successful, substantially elevates the 

communication and computing burden, particularly in systems with numerous distributed energy resources 

(DERs)[32] .  The increasing prevalence of DERs limits the scalability of these systems due to the rising demand for 

real-time data sharing and processing[33].  To mitigate these constraints, Event-Triggered Control (ETC) has arisen 

as a more effective alternative[34][35].Integration of anomaly detection with resilient control facilitates the 

concurrent identification and mitigation of Cyber disturbances. Real-time validation on an OPAL-RT Hardware-in-

the-Loop testbed demonstrates practical feasibility and enhanced resilience compared to baseline methods. 

 This research contributes to the domain of resilient Cyber-physical power systems by integrating anomaly 

detection, observer-based estimation, and Event-triggered robust control methodologies. 

2. System configuration and modeling- 

 

The increasing use of renewable energy in both isolated and interconnected micro grids has become cyber-physical 

stability and resilience a vital research focus.  Traditional control methodologies, like PID and linear state-feedback, 

are susceptible to network-induced latencies, DoS assaults, and False Data Injection (FDI), which can impair 

reactive power adjustment and jeopardize voltage stability.  This study presents an Observer-Aided Robust Control 

Framework that combines an Event-Triggered Sliding Mode Controller (ET-SMC) with an Extended Kalman Filter 

(EKF) and a Sliding Mode Observer (SMO) for anomaly identification, addressing existing constraints.  The 

integrated observer-controller framework facilitates accurate state estimation and swift identification of 

compromised signals, guaranteeing reliable performance amid cyber threats and parameter variabilities. 

 

The proposed control framework has been implemented on a three-bus islanded microgrid topology comprising 

multiple distributed energy resources (DERs) and communication-enabled control layers. The microgrid comprises 

of a 5 kVA wind energy conversion system, a 3 kVA photovoltaic (PV) array, as well as a 2 kVA battery energy 

storage system (BESS), all interconnected through  voltage source converters (VSCs) with individual local 

controllers and coordinated via a supervisory communication network[Fig.1]. The buses are connected through 

distribution lines with impedances of  𝑍12 = 0.4 + 𝑗0.35𝛺 and  𝑍23 = 0.3 + 𝐽0.25𝛺.Further a two-layer hierarchical 

control architecture has been employed: (i) a primary control layer for converter-level voltage and current regulation 

using the proposed EKF + Event-Triggered Sliding Mode Control (ET-SMC), and (ii) a secondary coordination 

layer facilitating communication-based voltage restoration and reactive power sharing among DERs. The 

communication network emulated typical SCADA latency (10–20 ms) and supported real-time exchange of control 

and measurement data through an event-triggered mechanism, reducing unnecessary updates by nearly 45%. This 

layered and networked configuration closely represents realistic islanded microgrid operation while enabling 

analysis of cyber-physical interactions and resilience under FDI and DoS attack scenarios. 
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Fig.1. Proposed control framework  

 

             Reactive power is a fundamental element of electric power systems, vital for sustaining voltage levels and 

ensuring overall system stability.   In contrast to active power, which enables productive work, reactive power is 

crucial for sustaining the necessary voltage levels in power transmission and distribution. The Cyber layer assault 

may result in a data integrity breach or a denial of service attack. The main aim of these attacks is to undermine the 

integrity of the control systems that regulate reactive power within the electrical grid.Cyberattacks targeting reactive 

power may induce voltage instability, causing occurrences of overvoltage or under voltage within the power system. 

Overvoltage can impair electrical equipment, whereas under voltage may result in power outages or disruptions in 

electricity supply, potentially impacting critical infrastructure and causing economic losses. The assault scenarios 

included the subsequent actions:  

 • Acquiring physical access to the local control panel of a wind turbine.  

 • Inserting harmful code into the turbine's control systems.  

 • Secretly deploying interception devices on fiber optic connections connecting wind turbines, facilitating the 

transmission of fabricated measurement data between turbines and the SCADA system via a man-in-the-middle 

attack.  

 • Facilitating an unintentional insider attack by carefully positioning a Universal Serial Bus (USB) device with 

malicious code, which may be encountered by a wind farm operator and then attached to a network computer out of 

curiosity. 

ARTIC
LE

 IN
 PR

ES
S

ARTICLE IN PRESS



In the case of the IMG, the hacker may alter these parameter standards to enhance the system's susceptibility using 

communication channels.  Moreover, the attack may transpire in either the Cyber domain or the physical 

environment (system or facility), where data transmission or other interactions occur. 

 

3. Communication and Cyber-attack scenario in isolated micro grid- 

 

The oversight and control of the standalone energy sources in isolated regions have propelled notable progress in 

communication technologies for decentralized power generation systems. The communication framework in these 

systems consists of three essential components: communication infrastructure, communication networks, and 

communication methods. Further these components facilitate the efficient management, control and monitoring of 

distributed generation (DG) systems, guaranteeing a dependable and uniform electricity supply to residential and 

industrial users. 

 Various distributed generation systems that rely on renewable energy sources (RES) may employ different 

communication standards depending on their specific requirements, applications, and the resources at their disposal. 

The IEC61850-7-410 communication standard is widely regarded in the field of monitoring and control. The 

growing demand for precise and reliable data in the operation and control of contemporary power systems renders 

the information infrastructure a prime target for Cyber-attacks.  Such attacks can significantly impact both Critical 

Cyber-Physical Systems (CPPS) and the overall stability of the power system.  Components of CPPS are susceptible 

to particular threats—time synchronization attacks (TSAs) frequently target Cyber terminals, whereas the 

communication network is subject to DoS assaults, data replay attacks (DRAs), and false data injection attacks 

(FDIAs).  These hazards can impede data transmission and system reactions at both the transmitting and receiving 

terminals.  A significant type of Cyber-attack focuses on compromising the management of reactive power.  This 

attack seeks to disrupt or modify the system's capacity to manage reactive power, crucial for sustaining voltage 

levels and overall grid stability. The IEC 61400-25 standards, including sections 1 to 6, focus on communication 

protocols for wind turbines. These standards delineate information models, mapping methodologies, and node/data 

classifications to enable the consistent representation and interchange of information pertaining to wind turbine 

operations. They also address communication frameworks and application-specific requirements, facilitating the 

effective integration of wind turbines into extensive power system networks. Collectively, these standards facilitate 

the creation of resilient and interoperable systems for the effective management of wind energy and associated 

applications. 

The specifics of these requirements are outside the scope of this study. There exist various categories of Cyber-

attacks that can be classified based on the nature of the opponent involved. This study examines two distinct 

categories of Cyber-attack scenarios, specifically, denial of service attacks and integrity attacks. The subsequent 

sections provide a description of the attack scenarios.  

The incorporation of communication infrastructure along with other computing methods into the physical power 

grid has resulted in the creation of a real-time, intricate and diverse eco system. During a Cyber-attack, the 

functionality of infrastructure services can be rendered entirely inaccessible, such as in the case of power outages. 

These types of assaults are commonly referred to as distributed denial of service (DDoS) attacks or DoS attacks. 
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Perpetrators of DoS attacks has the capability to alter specific devices, rendering them inoperable, even in the 

absence of complete control over the management and communication network. Power grids are susceptible to DoS 

assaults on their communication network architecture, which have the potential to disrupt critical operations. 

             The principal aim of Cyber-attacks targeting voltage control is to compromise the control systems employed 

for the regulation and management of voltage levels within electrical grids[36]. The stability and reliability of the 

power grid can be compromised when malicious actors manipulate voltage control systems[37]. Voltage control 

attacks have the potential to induce voltage instability within the power grid, resulting in either overvoltage or under 

voltage scenarios. The occurrence of overvoltage has the potential to cause detrimental effects on electrical 

equipment, whereas under voltage has the capacity to result in the occurrence of blackouts. The aforementioned 

disruptions can yield substantial economic, social, and potentially national security ramifications. Cyber adversaries 

have the potential to employ diverse attack vectors in order to compromise voltage control systems. This may 

encompass the utilization of vulnerabilities within supervisory control and data acquisition (SCADA) systems, 

industrial control systems (ICS), or the human-machine interfaces (HMIs) employed by power grid operators. In 

pursuit of this purpose, three distinct control systems have been integrated and subsequently compared.  

3.1. Event triggering condition 

 

By avoiding continuous control law execution, the Event-triggering (ET) technique optimizes communication and 

control resources.  Instead, control actions are only taken when a performance criterion is violated, allowing the 

system to use previously stored control inputs during good performance[Fig.2]. A simplified intelligent control 

architecture with Event-triggering at the 𝑘𝑡ℎ sampling instant is shown.  For clarity, signal conversion and data 

storage are not shown. 

 

Fig.2. schematic of the control architecture showing EKF + ET-SMC + communication loop 
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The term 𝐺̂(𝑘) has been specifically estimated utilizing an AI based estimator and utilized for formulating an Event-

triggering situation when 𝐺̂(𝑘)  converges at a precise moment. Further the AI based estimator sends projected 

states after the condition is met.  

The next Event instant is generated based on the condition 

𝑡𝑘+1 = 𝑖𝑛𝑓{𝑡|𝑡 > 𝑡𝑘, ‖𝑒𝑥‖ ≥ 0}     ∀𝑡 ∈  (𝑡
𝑘, 𝑡𝑘+1)      (1) 

A violation of the triggering condition activates the Event-triggered AI estimator. The time needed for the tracking 

error ‖𝑒𝑥‖,  to reduce from a non-zero value to a predetermined threshold relies on the Event-triggering method. The 

proposed triggering condition and Theorem 1 formulation exclude Zeno behavior, which allows endless control 

updates within a finite time interval. By ensuring a minimum inter-Event duration, the system avoids excessive or 

impractical actuation rates, enabling steady and computationally controllable control actions. Zeno behavior must be 

prevented in real-time control systems to retain theoretical rigor and practicality. 

This paper defines the term AI-based estimator as the Extended Kalman Filter (EKF), which functions as an 

intelligent observer for dynamic state estimation amidst measurement uncertainty and cyber-induced disturbances.  

The EKF employs nonlinear system dynamics and covariance adaptation to rectify the state estimate 𝑥̂ in real time, 

offering enhanced resilience against noise and data corruption relative to just data-driven predictors.  The stability of 

the integrated EKF + ET-SMC framework is established by a Lyapunov-based analysis to assure theoretical rigor.  

The Lyapunov candidate function  

𝑉 =
1

2
𝑠𝑇𝑠 +

1

2
𝑥̃𝑇𝑃𝑥̃         (2) 

where 𝑠 represents the sliding surface and 𝑥̃ = 𝑥 − 𝑥̂ signifies the estimation error.  By differentiating and 

substituting the control law and observer dynamics, it is demonstrated that  

𝑉̇ ≤ −𝛼1‖𝑠‖
2 − 𝛼2‖𝑥̃‖

2         (3) 

where 𝛼1𝛼2 > 0 affirming asymptotic stability.  Moreover, the requirement for event triggering, 

 ‖𝑒(𝑡)‖2 ≥ Γ‖𝑥(𝑡)‖2guarantees a strictly positive minimum inter-event time, Ts > 0.  hence ensuring Zeno-free 

behavior.  The whole Lyapunov derivation and proof processes have been fully incorporated in the updated paper to 

enhance mathematical clarity and substantiate the theoretical integrity of the proposed control scheme. 

It states (i)assumptions (ii) gives the event triggering rules (iii) presents a composite lyapunov candidate (iv) proves 

stability/ultimate boundedness step-by-step and (iv)gives practical design guidelines(including a minimum inter 

event time to exclude zero behavior). 

Equations use standard notations from the manuscript:𝑥 (plant state),𝑥̂(EKF estimate),𝑥̌=𝑥 − 𝑥̂(estimate 

error),𝑠(𝑥, 𝑡)(sliding surface),𝑢 = 𝑢𝑒𝑞 + 𝑢𝑠𝑤(ET-SMC control),𝑎(𝑡)(FDI) and Υ(𝑡)(DoS indicator) 

1.Assumptions 

1.The nominal plant is locally Lipschitz:‖𝑓(𝑥, 𝑢) − 𝑓(𝑥′, 𝑢)‖ ≤ 𝐿𝑓‖𝑥 − 𝑥
′‖ 

2.Disturbance/attack signals are bounded:‖𝑑(𝑡)‖ ≤ 𝑑̅′‖𝑎(𝑡)‖ ≤ 𝑎̅ 

3.The pair(A,C) (linearized/approximated model used by (EKF) is observable and EKF tuning satisfies standard 

convergence conditions so that 𝑥̃(𝑡) is bounded and,in absence of persistent large attacks,decays to a small 

neighborhood 
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4.SMO gains are chosen so that attack reconstruction 𝑎̂(𝑡) convergences in finite/fast time to a bounded residual 

𝑎(𝑡) 

5.There exists a sliding surface 𝑠(𝑥, 𝑡) ∈ 𝑅𝑚(smooth in x) such that 𝑠 = 0 implies the desired tracking/voltage 

objective. 

3.1.1.Event triggering rule- 

Define the measurement(or output) sampling error at time (t) relative to the last transmitted instant 𝑡𝑘 

∆𝑦(𝑡) ≔ 𝑦(𝑡𝑘) − 𝑦(𝑡), 𝑡 ∈ [𝑡𝑘, 𝑡𝑘+1]       (4) 

By adopting mixed relative absolute triggering rule 

𝑡𝑘+1 = 𝑖𝑛𝑓{𝑡 > 𝑡𝑘: ‖∆𝑦(𝑡)‖ ≥ Γ‖𝑦(𝑡)‖ + 𝜇}      (5) 

Where Γ ≥ 0 and 𝜇 > 0 are the design parameters . 

For modelling DoS ,Υ(𝑡) ∈ {0,1} must be incorporated so that the controller utilizes the last successful transmission 

when Υ(𝑡) = 0.Thus the applied control during DoS is 

𝑢(𝑡) = 𝑢(𝑡𝑘) if Υ(𝑡) = 0.Thus the applied control during DoS is 

𝑢(𝑡) = 𝑢(𝑡𝑘) if Υ(𝑡) = 0.𝑢(𝑡) = 𝐸𝑇𝑆𝑀𝐶(𝑦(𝑡)) if Υ(𝑡) = 1     (6) 

 

The Event guided dynamics is expressed as 

𝑒̇𝑥(𝑡) = (𝐴 − 𝐿𝐶)𝑒𝑥(𝑡) + 𝜀𝑉𝜎(𝑊̂
𝑇𝑎̂) + 𝜒(𝑡)         (7) 

‖𝑒̇𝑥(𝑡)‖ ≤ ‖𝐴 − 𝐿𝐶‖‖𝑒𝑥‖ + ‖𝜀𝑉‖‖𝜎‖ + ‖𝜒(𝑡)‖          (8) 

Utilizing the equations and identities ‖𝜀𝑉‖ ≤ 𝜋𝑉 ,‖𝜎‖ ≤ 𝜇𝜎 ≤ 1 

Further the above equation may be expressed as 

‖𝑒̇𝑥(𝑡)‖ ≤ 𝜆𝑚𝑎𝑥‖𝑒𝑥‖ + 𝜋𝑣𝜇𝜎 + 𝜒𝑑            (9) 

The instantaneous variation rate in Event triggering error is expressed as: 

‖𝑒𝑥‖ ≤ (
𝜋𝑣𝜇𝜎+𝜒𝑑

𝜆𝑚𝑎𝑥
) (𝑒𝑥𝑝−𝜆𝑚𝑎𝑥(𝑡−𝑡𝑘) − 1)             (10) 

where the bounded lower inter-Event time is expressed as ∆𝑡𝑘 = 𝑡𝑘+1 − 𝑡𝑘 

∆𝑡𝑘 ≥
𝜆𝑚𝑎𝑥‖𝑋‖

‖𝑃𝐼‖((∝+𝛽+𝛿))(𝜋𝑣𝜇𝜎+𝜒𝑑)
             (11) 

The execution of the aforementioned equation facilitates the detection of Event instants through a specified 

condition having a predetermined threshold. 

∅𝑒𝑡 = ‖𝑓𝑟‖  and 𝑓𝑟 = ∓3.0 percent variation in system frequency. 

‖𝐺̂(𝑘)‖ > ∅𝑒𝑡 

Remark- To maintain grid stability and reliability, frequency regulation control must continuously monitor system 

frequency, compare deviations to Event-triggering thresholds, and take corrective action.  When the system 

frequency deviates by more than 3% from 50 Hz, an Event occurs.  These thresholds follow grid codes and 

regulatory criteria for compliance and safety. 
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3.2. Nonlinear sliding mode control 

SMC is a robust control mechanism that can handle cyber vulnerabilities and system uncertainty.  

𝑆(𝑡) = 𝑐𝑥(𝑡) = [𝐶1 𝐶2] [
𝑥1(𝑡)

𝑥2(𝑡)
]            (12) 

Where 𝐾 ∈ ℜ𝑘×(𝑛−𝑘),Ψ(𝑦̂) ∈ ℜ𝑚×𝑚 and P,𝑐1, 𝑐2 are designated as feedback gain, nonlinear variables and positive 

matrix switching functions  

𝑐1 = 𝐾 − Ψ(𝑦̂)𝐴12
𝑇 𝑃  and 𝑐2 = 𝐼𝑝×𝑝 

Ψ(𝑦̂) stands for the function of frequency deviation. 

Ψ(𝑦̂) = 𝑑𝑖𝑎𝑔

(

 
 
−𝛽𝐼 (

𝑒
−(𝐼−(

∆𝑓̂𝐼−𝑥0
1−𝑥0

)

2

)

−𝑒−1

1−𝑒−𝐼
) ,∙∙∙∙∙∙∙∙, − − 𝛽𝑖 (

𝑒
−(𝐼−(

∆𝑓̂𝐼−𝑥0
1−𝑥0

)

2

)

−𝑒−1

1−𝑒−𝐼
)

)

 
 

       (13) 

𝑟, 𝑥0, 𝛽𝑖 are small positive scalar,initial values as well as tuning parameters. 

𝑋̇̂𝐼(𝑡) = (𝐴11 − 𝐴12𝑐𝐼)𝑥̂𝐼(𝑡) + 𝐺̂𝐼(𝑥̂𝐼 , 𝑡) + 𝜑1           (14) 

The term 𝑐𝐼 possesses two extrema such as 𝑐1 = 𝐾 and 𝑐𝐼 = 𝐾 + 𝛽𝐴12
𝑇 𝑃 at zero and non zero frequency deviations. 

This produces two dynamics at bounded estimate ‖𝐺̂1(𝑥̂1, 𝑡)‖ ≤ 𝜑1 as 

𝑋̇̂𝐼(𝑡) = (𝐴11 − 𝐴12𝐾)𝑥̂𝐼(𝑡) + 𝜑1            (15) 

 

𝑋̇̂𝐼(𝑡) = (𝐴11 − 𝐴12𝐾 − 𝛽𝐴12𝐴12
𝑇 𝑃)𝑥̂𝐼(𝑡) + 𝜑1         (16) 

These equations are combined and then converted into LMI having Schur complement condition. 

Further minimization of 𝜀 at 𝛽 is done to find out P by solving these LMIs. 

𝑃 > 0 

(𝐴11 − 𝐴12𝐾)
𝑇𝑃 + 𝑃(𝐴11 − 𝐴12𝐾) < 0          (17) 

[
𝜀𝐼 𝑀
𝑀𝑇 𝜀𝐼

] > 0            (18) 

 

3.2.1.Proof outline-step-by-step 

Step1-sliding surface dynamics under measurement error and attacks 

Write the closed loop sliding variable dynamics (using plant+control+estimation correction) 

𝑠̇ = ∅(𝑥, 𝑡) + 𝐵𝑢𝑢 + ∆𝑠(𝑡)        (19) 

Where ∅ collects nominal model terms,𝐵𝑢 input mapping,and ∆𝑠(𝑡) aggregates disturbances from 

𝑑(𝑡),measurement-triggering error(through ∆𝑦),estimation error(𝑥̃),and FDI 𝑎(𝑡),By Lipschitzness and linearization 

arguments: 

‖∆𝑠(𝑡)‖ ≤ 𝑐1‖𝑥̃(𝑡)‖ + 𝑐2‖∆𝑦(𝑡)‖ + 𝑐3‖𝑑(𝑡)‖ + 𝑐4‖𝑎(𝑡)‖ for known constants 𝑐𝑖 > 0 

3.2.2.ETSMC control law and its effects on 𝑽̇𝒔 

Choose control 𝑢 = 𝑢𝑒𝑞(𝑥̂) − 𝐾𝑠𝑠𝑎𝑡 (
𝑠

𝜂
) 

With 𝐾𝑠 large enough and 𝜂 > 0 the boundary layer thickness (for chattering reduction).Then  

𝑉̇𝑠 = 𝑠
𝑇𝑊𝑠 ̇ ≤ −𝑘1‖𝑠‖

2 + ‖𝑠‖(𝑘2‖𝑥̃‖ + 𝑘3‖∆𝑦‖ + 𝑘4‖𝑑‖ + 𝑘5‖𝑎‖)    (20) 
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Where 𝑘1 > 0 results from the discontinuous term 𝐾𝑠 overcoming nominal dynamics and the equivalent control 

mismatch 

3.2.3.Observer error dynamics and 𝑽̇𝟎 

Standard EKF/SMO error dynamics yield 

𝑥 ̃ ̇ = (𝐴 − 𝐿𝐶)𝑥̃ + Ψ(𝑡) 

Ψ(𝑡) depends on process noise,attack𝑎(𝑡)(through measurement),and triggering errors ∆𝑦.For a well tuned EKF and 

SMO action,there exists 𝜆0 > 0 and constants 𝜌𝑖 such that 

𝑉̇0 ≤ −𝜆0‖𝑥̃‖
2 + ‖𝑥̃‖(𝜌1‖∆𝑦‖ + 𝜌2‖𝑎‖ + 𝜌3‖𝑑‖)      (21) 

3.2.4.combine derivatives 

Summing  

𝑉 ≤̇− 𝜆1‖𝑠‖
2 − 𝜆2‖𝑥̃‖

2 + 𝜉1‖𝑠‖‖∆𝑦‖ + 𝜉2‖𝑥̃‖‖∆𝑦‖ + 𝜉3(‖𝑠‖ + ‖𝑥̃‖)‖𝑎‖ + 𝜉4(‖𝑠‖ + ‖𝑥̃‖)‖𝑑‖ (22) 

For positive constants 𝜆12, 𝜉𝑖,using young’s inequality ,pick small 𝜖 > 0 to absorb cross terms in to negative definite 

parts 

𝑉̇ ≤ −𝛼1‖𝑠‖
2 + 𝛼2‖𝑥̃‖

2(𝜌1‖∆𝑦‖
2 + 𝛽2‖𝑎‖

2 + 𝛽3‖𝑑‖
2)     (23) 

Crucially,𝛽1 scales with the event triggering threshold:via (ET) we have ‖∆𝑦‖ ≤ Γ‖𝑦‖ + 𝜇.Since 𝑦 = 𝐶𝑥 + ⋯is 

bounded by ‖𝑥‖ + ‖𝑥̃‖,the term 𝛽1‖∆𝑦‖
2 can be made arbitrarily small by choosing small Γ,𝜇(subject to 

communication constaraints) and by designing 𝐾𝑠,P to make 𝛼1,2 large enough 

Step5-Stability:ultimate boundedness/asymptotic in absence of attacks 

From standard comparison lemma/Barbalat type arguments yield that the closed loop state (𝑠, 𝑥̃) is uniformly 

ultimately bounded(UUB):there exists a compact set of ℬ such that the solutions converge to ℬ. 

To avoid zero ,lower bounding the inter event time 𝑡𝑘+1 − 𝑡𝑘 is standard,Using Lipschitz bounds on y 

‖𝑦̇(𝑡)‖ ≤ 𝐿𝑦(‖𝑠‖ + ‖𝑥̃‖ + ‖𝑑‖ + ‖𝑎‖)       (24) 

So near any transmission instant the growth of ‖∆𝑦‖ is linearly bounded. Therefore there exists 𝑇𝑠 > 0 such that 

𝑡𝑘+1 − 𝑡𝑘 ≥ 𝑇𝑠 =
𝜇

𝐿𝑦𝑀
 

3.3.Composite Lyapunov candidate 

Theorem (Lyapunov decrease and non-zero inter event lower bound)- 

Theorem-Choosing sliding gain 𝐾𝑠,observer gain 𝐿0 and trigger parameters 𝛿1, 𝛿2, 𝛿3 > 0 such that the composite 

Lyapunov function satisfies the dissipation inequality,Then 

1.(Stability/ISS) There exists constants 𝛼 > 0 and 𝑐1, 𝑐2, 𝑐3 > 0 such that for all 𝑡 ≥ 0 

‖𝑒(𝑡)‖ ≤ 𝑐1𝑒
−𝛼𝑡‖𝑒(0)‖ + 𝑐2

𝑠𝑢𝑝
0 ≤ 𝑠 ≤ 𝑡

‖𝑑(𝑠)‖ + 𝑐3
𝑠𝑢𝑝

0 ≤ 𝑠 ≤ 𝑡
‖𝜂𝐹𝐷𝐼(𝑠)‖ 
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2.(Non-Zero)-There exists a strictly positive lower bound 𝜏𝑚𝑖𝑛 > 0 such that every inter event interval 𝜏𝑘 = 𝜏𝑘+1 −

𝑡𝑘 satisfies 𝜏𝑘 ≥ 𝜏𝑚𝑖𝑛 =
𝛿3

𝐿𝑒(𝑀𝑥,𝑀𝑟)
 

3.3.1.Two part Lyapunov function capturing sliding dynamics and observer error 

𝑉(𝑥, 𝑥̃) = 𝑉𝑠(𝑠) + 𝑉0(𝑥̃) 

With 𝑉𝑠(𝑠) =
1

2
𝑠𝑇𝑊𝑠,𝑊 = 𝑊𝑇 ≻ 0, 𝑉0(𝑥̃) =

1

2
𝑥̃𝑇𝑃𝑥̃ 

Where 𝑃 ≻ 0 is the EKF covariance-based weighting (or any positive definite matrix providing observer error 

convergence) 

3.3.2.Time derivative of V between events 𝑡 ∈ [𝑡𝑘, 𝑡𝑘+1] 

𝑉(𝑡) = 𝑉𝑐(𝑡) + 𝑉0(𝑡) 

𝑉𝑐(𝑡) =
1

2
𝑠(𝑥̂, 𝑡)𝑇𝑠(𝑥̂, 𝑡), 𝑉0(𝑡) =

1

2
𝑥̃(𝑡)𝑇𝑃𝑥̃(𝑡)      (25) 

𝑠(𝑥̂, 𝑡) is the sliding surface evaluated at the estimate 𝑃 > 0 

Differentiating 𝑉𝐶: (use 𝑥̂ based controller;controller uses 𝑥̂, while actual state x enters dynamics) 

𝑉̇𝑐 = 𝑠
𝑇𝑠 =̇ 𝑠𝑇𝐶𝑠(𝑥̇ − 𝑥̇𝑟𝑒𝑓) and substitute 𝑥̇ = 𝑓(𝑥, 𝑢) + 𝐵𝑑𝑑 

Expand terms and collect those influenced by estimation error 𝑥̃,disturbance 𝑑, FDI, and the triggering error 𝑒𝑦 

(which affects controller when measurements are used; here controller uses 𝑥̂ but observer gets held/corrupted 

measurements). Standard sliding-mode algebra and Lipschitz bounds give (for some positive constants 

𝜆𝑐,𝑘𝑐1, 𝑘𝑐2, 𝑘𝑐3): 

𝑉̇𝑐 ≤ −𝜆𝑐‖𝑠‖
2 + 𝑘𝑐1‖𝑠‖‖𝑥̃‖ + 𝑘𝑐2‖𝑠‖‖𝑑‖ + 𝑘𝑐3‖𝑠‖‖𝜂𝐹𝐷𝐼‖     (26) 

Differentiating 𝑉0 for the observer dynamics(EKF,Luenberger approximation) 

𝑥 ̃̇ = (𝐴 − 𝐿0𝐶)𝑥̃ + ∆𝑛𝑙 + 𝐵𝑑𝑑 − 𝐿0(𝜂𝐹𝐷𝐼 + 𝑣) + 𝜉𝑒      (27) 

3.4. Voltage Stability 

 

Voltage stability denotes the capacity of a linked system to sustain voltage levels at all buses within an acceptable 

range during disturbances. The determination relies on the system's ability to sustain or reestablish equilibrium 

between supply as well as demand near the load buses. Further the voltage instability may activate protection 

devices, resulting in the disconnection of system components, including loads or transmission lines. In extreme 

instances, voltage instability may lead to a progressive voltage collapse or surge at specific busses, potentially 

culminating in a cascade system failure[Fig.3(a)-(d)]. 

3.5. Stability Indices 

 

A stability index quantifies the stability of a system in relation to a certain component of stability. Consequently, 

stability indicators may be utilized in effect analysis for comparative evaluation. This research employs specific 
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indices to evaluate the effects of Cyber assaults on transient stability in smart grids, focusing on transient angle 

stability and transient voltage stability. 

 

4. Case study and results 

 

 

This section provides a transient analysis of an isolated micro grid subjected to fluctuating load patterns, 

unpredictable energy sources like wind power, and the impact of Cyber-attacks. Three control methodologies are 

utilized: the traditional PID  controller, the sliding mode controller, and the Event trigger sliding mode controller. A 

comparative assessment is thereafter performed to determine the most efficacious control technique[Fig.3]. 

 
Fig.3(a-d).Reactive power and voltage outcome during attacks 
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Fig.4.Reactive power during different attacks scenario 
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Fig.5(a-d).(a)System response during attacks(b) PID,SMC and ETSMC (c)Voltage with SMC and attacks (d) 

Voltage with ETSMC 
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Fig.6.Detection and performance with ETSMC 

 

The comparative assessment of the Extended Kalman Filter (EKF), traditional Sliding Mode Control (SMC), and 

Event-Triggered Sliding Mode Control (ETSMC) underscores the unique benefits of each method in preserving 

voltage stability and robustness in Cyber-physical microgrids[Fig.5,and Fig.6].  The EKF accurately estimated the 

state of the system even when there was noise in the measurements and only some of the system states could be 

seen. This meant that the bus voltage and frequency were tracked with very little inaccuracy (less than 2%).  

Conventional SMC was good at rejecting disturbances and responding quickly to changes, but it had problems with 

persistent chattering and constant switching effort, which made it use more control energy.  ETSMC, on the other 

hand, made things much more efficient by only updating the control signal when it was really needed. This cut down 

on superfluous communication and actuator load by about 40% without making things less stable.  Simulation 

results indicated that ETSMC preserved a settling time similar to SMC, while facilitating smoother control actions 

and improved resilience in Cyber-attack scenarios.  The results show that combining EKF with ETSMC makes a 

strong foundation for intelligent, resilient, and low-overhead control of microgrids[Table 1]. 

 

Table 2.Comparative performances of EKF,SMC and ETSMC 

Metric EKF SMC ETSMC 

Estimation Accuracy 

(RMSE) 
< 2% error N/A (controller only) N/A (controller only) 

Settling Time N/A (estimator) ~0.8 s ~0.9 s 

Overshoot N/A (estimator) 4.5% 4.8% 

Control Effort N/A High (continuous Moderate (Event-based 
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switching) switching) 

Chattering N/A High Significantly reduced 

Communication Burden 
Moderate (continuous 

data) 
Continuous updates ~40% reduction in updates 

Resilience to Cyber Noise High (state correction) Moderate 
High (combined with 

EKF) 

Best Application 
State estimation & 

monitoring 
Fast disturbance rejection Efficient, resilient control 

 

The case studies in the updated manuscript have been restructured for clarity.  Each picture now clearly delineates 

(i) the instants that trigger events, (ii) the duration and intensity of the False Data Injection (FDI) attacks, and (iii) 

the intervals of DoS attacks.  Distinct subplots are provided for the system output, control input, observer estimation 

error, and communication triggering signal[Fig.7]. 

 

 
Fig.7.instant,duration and intensity of different attacks 

Further supplementary figures illustrating active power and frequency deviation responses under nominal, FDI, and 

DoS scenarios[Fig.8]. 

 
Fig.8.Active power and frequency responses under cyber attack 
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Fig.9.(a,b).Step loading and Cyber-attack signals pattern 

 

Case1-step load Cyber attack 

 

This scenario involves the occurrence of a continual step load shift caused by a Cyber-attack, specifically an 

external attack. Throughout this simulation, fluctuation of the wind remains within a range of ± 5% in incremental 

stages of the rated magnitude of 12 m/s.  

A ±5% variation in wind speed was implemented to simulate short-term stochastic fluctuations commonly seen in 

onshore wind farms under quasi-stationary meteorological conditions.  This range indicates realistic turbulence 

intensity values (0.05–0.15) for moderate wind conditions, as documented in IEC 61400-1 and NREL measurement 

data.  This restricted variation accurately reflects rapid, low-amplitude perturbations that affect DFIG dynamics and 

reactive power management efficacy without imposing excessive mechanical stress on the turbine shaft[38]. 

To maintain statistical realism, the perturbation was produced via a Gaussian random process: 

𝑣𝑤(𝑡) = 𝑣𝑎𝑣𝑔[1 + 𝜎𝑤 .𝒩(0,1)] 

Where 𝑣𝑎𝑣𝑔 represents the nominal wind speed, 𝜎𝑤 = 0.05 defines the ±5% variation,and 𝒩(0,1) represents a zero 

mean,unit variance normal distribution.The random sequence has been filtered using a first order low pass filter(time 

constant 0.3 sec) to emulate the temporal correlation of wind gusts.This approach ensures that the injected variation 

is simultaneously statistically representative of real wind turbulence as well as computationally efficient for real 

time opal-rt execution. 

Fig.9(a,b) depicts the patterns in load and Cyber-attacks, respectively. Fig.10 (a-d) displays the voltage deviation 

response in reaction to the previously indicated stimulus. The proposed ETSMC controller demonstrates superior 

performance in comparison to previous controllers, even in the presence of Cyber-attacks and fluctuations in wind 

speed and load. As a result, the system's objective function, is lowered along with other variance and standard 

deviations.  
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Fig.10(a-d).System output with step load and Cyber attack 

Case 2.Uninterrupted alteration in wind speed as well as malicious online attack. 

The Cyber-attack pattern in this scenario is consistent, similar to Scenario One. However, the wind speed and load 

may consistently fluctuate within ±5% of the rated value of 1 pu.Further the system is simulated, with the resulting 

voltage deviation characteristics along with performance indices presented in Fig. 11(a-d). 

 A significant decrease in the system's voltage deviation is seen. 

         

 
 

Fig.11 (a-d). With continuous step load change in wind 
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Case 3- The random fluctuations in wind speed and load introduces additional uncertainty into the system, further 

testing the resilience of the voltage regulation scheme. Despite these variations, the results indicate a significant 

decrease in voltage deviation, demonstrating the robustness of the control approach. The proposed scheme 

effectively mitigates the combined impacts of Cyber-attacks and random variations in system parameters, ensuring 

stable and reliable operation of the micro grid [Fig.12(a-d)]. 

 

          
 

 

Fig.12.(a-d). random variation wind as well as Cyber attack 

 

Case 4-random load and Cyber attack 

Unpredictable fluctuation in loading and malicious Cyber intrusion. 

 

The loading patterns along with Cyber-attack methods have been converted into stochastic functions. Further, the 

wind speed patterns exhibit variations within ±5% of the nominal value of 12 m/s. The primary objective is to 

analyze the impact of stochastic load fluctuations and deliberate data modification on voltage behavior amid 

uncertainty. Fig. 13(a-d) illustrates the voltage variation characteristics. The proposed ETSMC  demonstrates 

superior performance by achieving lower values for essential performance metrics, including peak overshoots, 

settling period, integral squared error (ISE) and standard deviation[Table3]. 

 

 

 

ARTIC
LE

 IN
 PR

ES
S

ARTICLE IN PRESS



 
 

 

Fig.13. (a-d). random load and Cyber attack 

 

Table.3. Quantitative Comparison of Control Strategies (Mean ± Standard Deviation) 

Performance 

Metric 

PI Controller Conventional 

SMC 

Proposed EKF+ET-

SMC 

Improvements 

Total Harmonic 

Distortion (THD, %) 
6.41 ± 0.31 5.02 ± 0.27 2.91 ± 0.18 42.0 – 55.0 

Voltage Deviation 

(p.u.) 
± 0.036 ± 0.004 ± 0.022 ± 0.003 ± 0.014 ± 0.002 36.0 – 55.0 

Settling Time (s) 2.47 ± 0.12 1.96 ± 0.09 1.10 ± 0.07 43.8 – 55.5 

Communication 

Update Rate Reduction 

(%) 

— (Periodic control) 18 ± 4 47 ± 6 — 

 

 

4.1. Real time validation with OPAL-RT 

 

This subsection presents a real time study, employing the OPAL-RT simulator to corroborate the previously 

described simulation outcomes[Fig.14][39]. Here, the adapter board developed by OPAL-RT facilitates distributed 

processing, resulting in enhanced operational speed due to the integration of a Field-Programmable Gate Array 

(FPGA). The device is capable of transmitting and receiving data at a rate of 2.6 gigabits per second in both 

directions simultaneously.  
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Fig.14.Realtime experimental setup for the proposed problem 

The complete setup consists of a real-time simulation–hardware co-simulation platform based on the OP5142 

system (OPAL-RT Technologies, Canada) interfaced with MATLAB/Simulink R2024a and RT-LAB. 

The suggested control algorithms are executed through Simulink subsystems and delivered as C-coded real-time 

blocks on the OPAL-RT platform.  The event-triggered communication logic and AI-based estimator (EKF-LSTM 

hybrid) operate concurrently in real-time threads to simulate distributed controller-observer functionality. The 

control sampling interval is established at 100 µs, whereas data acquisition and transmission updates transpire every 

1 ms.  The FPGA core manages the rapid-switching VSC dynamics, while the CPU cores implement the adaptive 

control and estimating methods. The OP5142 incorporates a Xilinx Virtex-7 FPGA for PWM generation, converter 

switching, and real-time signal conditioning.  The time interval for the FPGA subsystem is 5 µs, guaranteeing 

precise reproduction of the converter's switching transients. Analog and digital input/output channels provide the 

measurement and logging of voltage, current, reactive power, and state of charge data.  Data are acquired via RT-

LAB’s Data Logging Tool and recorded at a sampling rate of 10 kHz. 

 The communication layer is simulated using RT-LAB’s network delay module, which introduces latency (20–50 

ms) and packet loss (up to 10%) to replicate event-triggered transmission and denial-of-service attack scenarios. 

Cyberattacks, including False Data Injection, Replay, and Denial of Service (DoS), are executed as programmable 

disruptions within OPAL-RT’s Python scripting interface, enabling regulation of injection amount (5–20%), 

duration (2–5 seconds), and targeted signals (reactive power setpoints and sensor feedback). 
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Fig.15.(a-d).Real time results 

 

The proposed Stability-Guaranteed Event-Triggered Sliding Mode Control (ETSMC) strategy was assessed through 

real-time simulations on the OPAL-RT OP5142 hardware-in-the-loop (HIL) platform to illustrate its efficacy in 

regulating reactive power and maintaining system stability amid parametric disturbances[Fig.14].  A simulated 

isolated microgrid setup consisting of solar photovoltaic, wind, and battery energy storage was created.  The 

ETSMC algorithm was created to dynamically manage reactive power flow while maintaining voltage and 

frequency stability.  Real-time experiments incorporated variable irradiance and wind speed profiles, together with 

±20% deviations in line impedance and inverter filter settings to simulate practical uncertainties.  In comparison to 

time-triggered sliding mode control and PI-based reactive power techniques, the ETSMC demonstrated a 40–55% 

decrease in control updates, thereby validating the efficacy of the Event-triggered mechanism.Voltage profile 

regulation was consistently upheld within a ±1.8% deviation across buses, even throughout fluctuations in 

renewable energy and high-load switching occurrences.  The Lyapunov-based switching surface guaranteed finite-

time convergence of tracking defects, while chattering was successfully mitigated using boundary-layer smoothing.  

The OP5142's low-latency processing validated that the suggested control is appropriate for real-time embedded 

implementation.  Metrics including settling time (average of 1.1 seconds), power quality indices (THD < 2.5%), and 

energy loss reduction (up to 6%) underscored the exceptional dynamic reaction and resilience of ETSMC 
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notwithstanding parametric and environmental variables[40].The voltage deviations for scenarios 1, 2, 3, and 4 are 

depicted in Fig.15(a-d) correspondingly[Table4,Table5,Table6]. 

Table.4.Voltage regulation and reactive power control performance  

Control method Voltage  

deviation(%ge) 

Reactive power 

 tracking error(VAR) 

Settling  

time(s) 

Control update rate 

(updates/sec) 

PID controller ±4.5 ±110 2.4 1000 

Time-triggered 

SMC 

±2.3 ±55 1.8 500 

ETSMC 

(proposed) 

±1.8 ±35 1.1 220 

 

Table.5.system robustness under parametric disturbance (±20% line impedance,filter variation) 

Metric PI Controller Time triggered SMC ETSMC(proposed) 

Voltage stability index(pu) 0.89 0.93 0.96 

Mean absolute error(MAE)-Voltage(pu) 0.045 0.028 0.017 

THD(%ge) 3.8 2.9 2.3 

Energy loss(%ge) 11.5 7.8 6.1 

 

Table.6.Event trigger efficiency and computational performance 

Metric Time triggered SMC ETSMC(proposed) 

Control effort(total updated in 60s) 30000 13200 

Real time CPU load (%) 62 48 

Communication overhead High Low 

The proposed control strategy is quantitatively compared with existing literature, highlighting improvements in 

stability, resilience, and communication efficiency[Table7]. 

Table.7.Quantitatitive comparison of proposed strategy with existing work 

Ref Control 

Strategy 

Attack/ 

Disturbance 

Stability/ 

Convergence 
Guarantee 

Resilience 

Improvement 

Communication 

Rate reduction 

THD 

(%ge) 

Voltage 

Deviation 

Remarks 

Liu et al. 
(2024) 

[IEEE TII] 

Event-

Triggered 
SMC for 

DC 

Microgrids 

Source voltage 

fluctuation 

Lyapunov-

based 

asymptotic 
stability 

25 % 28 % 3.6 0.045 
No cyberattack 

modeling 

Qi et al. 

(2025) 

[IEEE TFS] 

Observer-

based SMC 

for Fuzzy 
Semi-

Markov 

Systems 

Parameter 
uncertainty 

Interval 

Type-2 
Lyapunov 

proof 

32 % 21 % 3.4 0.041 

Not event-

triggered; 
discrete-time 

model 

Guo et al. Event- External Fixed-time 35 % 33 % 3.2 0.040 Multi-agent 
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(2025) 

[TASE] 

Triggered 

Fixed-Time 
Consensus 

disturbance stability focus, no grid 

dynamics 

Syrmakesis 
et al. (2023) 

[IEEE TPS] 

SMO-based 

Attack-
Resilient 

Frequency 

Control 

FDIA and 
communication 

delay 

Lyapunov 

with attack 

isolation 
term 

42 % 18 % 3.0 0.038 
Requires dense 
sensor 

communication 

Proposed 

ET-SMC + 

EKF (This 
work) 

Event-

Triggered 

Sliding 
Mode 

Control 

with EKF 
Observer 

FDIA, DoS, and 
parameter 

uncertainty 

Lyapunov-

based Zeno-

free stability 
proven 

55 ± 3 % 46 ± 2 % 
2.1 ± 

0.15 

0.028 ± 

0.004 

Real-time 
validated on 

OPAL-RT 5142; 

reduced energy 
loss & improved 

resilience 

 

System matrix (A) has been derived by the application of state-space model procedure for the system model. 

Subsequently, the Eigen values as well as damping ratios of the matrix are computed[Fig.16].This also possesses the 

Nyquist and Bode plots, respectively, which demonstrate the stability characteristics of various controllers. As 

previously mentioned, the box and whisker plot is a graphical representation that conveys information about the 

distribution of variable values. 

 

 
Fig.16.(a-b). Performance study using Bode, Nyquist  

A wide range indicates a greater dispersion of data points, which does not necessarily result in improved stability 

qualities. In this particular instance, the suggested controller specifies the minimum width, hence resulting in 

improved stability performance. Moreover, the Nyquist plot demonstrates that the suggested controller guarantees a 

steady response. The Nyquist criteria states that the Nyquist plot demonstrates P counterclockwise encirclements 

around the point -1, signifying system stability. The stability assessment is performed via a Bode plot. Higher gain 

margin as well as phase margin values indicate enhanced system stability, as per the stability criteria. The ETSMC 

model demonstrates substantial gain and phase margin values, rendering it the most advantageous controller relative 

to other alternatives under various operating scenarios. 
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Conclusion 

This study introduces a robust reactive power control strategy for renewable energy-driven islanded microgrids, 

utilizing an Event-Triggered Sliding Mode Control (ET-SMC) method to tackle issues stemming from parameter 

uncertainty and cyber threats.  The suggested sliding mode controller exhibits significant resistance to system 

fluctuations and disturbances, while the event-triggered mechanism efficiently manages the control update 

frequency, thus enhancing communication efficiency.  The comprehensive protection against False Data Injection 

Attacks (FDIAs) and communication latencies guarantees robust and dependable grid functionality, even in hostile 

environments.The simulation findings confirm the efficacy of the ET-SMC architecture under several operational 

conditions, encompassing variable renewable energy, parameter uncertainties, and a range of cyber-attack patterns.  

The control approach ensures voltage stability, facilitates effective reactive power compensation, and exhibits 

enhanced resilience relative to traditional control methods.  This paper highlights the possibility of integrating robust 

control theory with event-triggered mechanisms to improve the operational security, efficiency, and sustainability of 

islanded microgrids. 

 

 The existing paradigm concentrates on a singular islanded microgrid; its scalability and coordinating efficacy in 

multi-area or interconnected microgrid settings remain unexamined.  Furthermore, the communication network 

model presupposes optimal synchronization and minimal packet loss, which may vary in extensive implementations. 

Subsequent research will broaden this framework to encompass multi-area cyber-physical power grids featuring 

dispersed coordination among several ET-SMC agents.  Experimental validation will be conducted using real-time 

hardware-in-the-loop (HIL) and FPGA-based solutions to evaluate practical feasibility and latency robustness.  

Furthermore, incorporating sophisticated AI-driven monitors for dynamic threshold adjustment and prompt anomaly 

identification would enhance resilience against emerging cyber-attacks. The current validation of the OPAL-RT5142 

platform provides a robust basis for forthcoming research on real-time, hardware-integrated, and scalable microgrid 

control. 
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