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Abstract

Traditional digital copyright protection relies on centralized authorities, which 
often lacks transparency and struggle to guarantee data security during 
ownership transfer. Furthermore, ownership changes require re-confirmation 
of copyrightwhich costs more time and wastes storage resources.. Here a 
blockchain-based digital copyright transaction scheme is proposed which 
supports data redaction. Here multi-center chameleon hashing is used for 
modifying the copyright information in the transaction process. At the same 
time, a flexible and controllable permission node management mechanism is 
designed, proposed and implemented here and the optimized attribute 
encryption mechanism is used for providing the security protection for the 
node private key. The experimental results and security analysis have shown 
that the scheme has satisfied the data confidentiality of the copyright 
transferor, resistance to malicious nodes, and the confidentiality and 
accountability of the private key of the chameleon hash. In the scenario with 
more permission nodes, the private key broadcast in the node exit stage has 
higher efficiency and flexibility, so it’s effective in ensuring  data 
confidentiality of the copyright transferor, resistance to malicious nodes, and 
the confidentiality and accountability of the private key of the chameleon hash 
in Blockchain based Internet of Things (BIoT) systems and it can be further 
used in Blockchain based Industrial Internet of Things (BIIOT) of present time. 

Keywords: Attribute encryption; Blockchain; Copyright protection; Copyright 
transaction; Node security management; Blockchain based Internet of Things 
(BIoT); Blockchain based Industrial Internet of Things (BIIOT).
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1. Introduction
Satoshi Nakamoto’s [1] invention of the Blockchain network in 2008 has 

very deep impact in the present era. In present era, many diversified works 
and researches are going on the applicability of the Blockchain technology in 
the field of CPS systems [2-3, 6-13]. In [8] we have found that the 5 level 
architecture so called 5C-CPS and it was foreknown for continuing CPSs in 
industrial sectors. We have seen in [13] that three widely adopted distributed 
ledger platforms for IoT and CPS applications  [14-17] are Hyperledger Fabric 
[18], IOTA [19, 26] and Ethereum [20-21]. In these studies [14-21] the profound 
ways of using the Blockchain technology in Internet of Things (IoT) 
(characterized as BIoT) and CPS, were enlightened. Furthermore, recent 
research has extended blockchain applications to zero-trust environments and 
challenging terrains, demonstrating its versatility in securing IoT networks [22].

We have three groupings of Consensus protocols for Blockchain [23-36] in 
the present time, they are as follows- permissionless (Bitcoin and Ethereum) 
consensus, Semi-decentralized (Ripple along with Stellar are the examples) 
consensus, and consortium (BFT (Byzantine Fault Tolerance)) consensus 
protocol. 

In the era of BIoT and BIIoT, the digitization of works facilitates the 
transaction and dissemination of digital content. These days, Infringement 
problems such as copying and modification of digital content are becoming 
more and more serious, causing damage to the interests of digital copyright 
owners. Therefore, there is an urgent need to protect digital copyright. In 
recent years, digital watermarking [36-38], cryptography [39-43], digital 
content retrieval [44], big data and other technologies have been applied to 
copyright management, which has promoted the improvement of the digital 
copyright protection system to a certain extent. Copyright protection 
technology based on cryptography technology mainly achieves controllable 
authorization by protecting the secure distribution of digital content [45-47]. 
Copyright protection methods based on digital watermark technology are 
usually used to protect the digital content itself and can be used to protect the 
authorship of the digital content, control the integrity of the data, and verify 
the source of the data. It is a commonly used copyright protection method [48-
51]. Copyright protection methods based on content retrieval and big data 
technology are mostly used to monitor and analyze suspected infringing 
content, which is beneficial to infringement early warning [52-53].

However, the traditional digital copyright protection process requires 
verification, processing, encryption and other procedures by a trusted 
copyright center before entering the market transaction link. The transaction 
procedures are cumbersome, and the management of copyright transaction 
data adopts a centralized storage method [50-52]. With the increasing demand 
of copyright transaction, the traditional transaction mode is inefficient. In the 
process of copyright transaction, the circulation of ownership is not clear, and 
the effective management of transaction records is lacking. At the same time, 
copyright owners still need to obtain authorization through third-party 
copyright agencies and cannot effectively connect with copyright purchasers 
directly, which can easily lead to opaque income, untraceable transactions [57-
58], rights disputes and other phenomena. 

Blockchain is a distributed ledger [59- 61] that integrates key technologies 
such as distributed storage, point-to-point transmission [62], consensus 
mechanism [63], cryptographic algorithms and smart contracts [64-65]. Its 
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unique decentralization and non-tampering characteristics provide new ideas 
for copyright transactions. Based on this, researchers have applied blockchain 
to copyright transaction management, using smart contracts to implement 
decentralized transaction processes and improve the efficiency of copyright 
transactions [66]. However, these studies ignore the data redactionredacting 
requirements brought by the change of ownership after the copyright 
transaction [67]. In addition, the storage of copyright transaction data also 
faces the bottleneck problem of node storage. The Chameleon Hash (CH) 
algorithm enables blockchain editability [68-69]. It uses chameleon hash and 
trapdoor key to replace the traditional collision resistant hashing algorithm. 
The party with the trapdoor key can find the collision without changing the 
hash output and breaking the hash link. Thus, the data on the blockchain can 
be modified. However, directly combining chameleon hash with blockchain 
does not consider the decentralization issue. Researchers have proposed 
chameleon hashing based on threshold secret sharing [64-66], which 
distributes trapdoor keys to multiple nodes in the blockchain through secret 
sharing. It improves decentralization of data redaction to a certain extent, but 
chameleon hash key generation relies on a trusted center. In [66], they have 
improved the existing chameleon hash algorithm and improves the 
decentralization degree of the blockchain data redaction process. Among 
them, multiple nodes hold the sub-keys of chameleon hash and cooperate to 
recover the system private key. The scheme uses the asymmetric encryption 
of the blockchain to protect the confidentiality of the private key, but in the 
scenario of the gradual increase of permission nodes, the exit of the node 
requires large time overhead, and the lack of node incentive mechanism is not 
conducive to the flexible control of permission nodes. So, it’s effective in 
ensuring  data confidentiality of the copyright transferor, resistance to 
malicious nodes, and the confidentiality and accountability of the private key 
of the chameleon hash in the IoT environment and Blockchain based IoT 
environment too

In order to solve the problem that blockchain-based copyright transaction 
cannot perform ownership change and effectively connect with copyright 
registration, we have studied and improved the blockchain data redacting 
method based on distributed multi-center chameleon hash. Combined with the 
attribute-based cryptography, we have designed a permission node exit and 
change mechanism, which reduces the time overhead in the process of private 
key broadcast when the permission node quits, improves the flexibility of the 
permission node selection, and thus improves the enthusiasm of nodes to 
participate in data redactionredacting. At the same time, the waste of 
blockchain node storage resources is reduced.

Our contributions are as follows:
(1) A blockchain-based copyright transaction model and scheme 

supporting data redaction are proposed. The participants of the model include 
the copyright transferor, the copyright transaction purchaser, and the 
transaction verifier. When the copyright transaction is verified by the verifier, 
the copyright transferor and the purchaser complete the automatic copyright 
transaction process through the smart contract. At the same time, the 
copyright registration data redacting is supported to further save the storage 
space of copyright data.

(2) The blockchain data redacting method based on distributed multi-
center chameleon hash is studied and optimized, and an improved permission 
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node selection, exit and change mechanism is proposed to reduce the time 
overhead of chameleon hash sub-private key distribution in multi-node 
scenarios. It flexibly controls the selection of permission nodes, and improves 
the enthusiasm of nodes to participate in data redaction.

(3) The sub-private key security protection method based on KEA-CPABE-
UK is proposed. The confidentiality of the sub-private key in the broadcast 
process is guaranteed by KEA-CPABE-UK algorithm, and the accountability 
mechanism is introduced to track the identity of the malicious node who leaks 
the key. The risk of chameleon hash private key caused by user key leakage is 
reduced by key update mechanism.

The rest of this paper is arranged as follows: Section 2 has described about 
the copyright transaction model based on blockchain. Section 3 has described 
the design of the copyright transaction scheme supporting data editable on 
blockchain in detail. In Section 4, the security performance analysis and 
experimental analysis of the proposed scheme are discussed in depth. Section 
5 has concluded our work.

2. Blockchain-based Copyright Transaction Model 
The copyright transaction model described in this section is relied on the 
blockchain network and smart contracts to achieve decentralized, fair, and 
autonomous transactions. It allows copyright transferors and purchasers to 
conduct transactions through the blockchain network, and implement 
information query and data redacting services. 

User Registration

Attribute 
Assignment

Deposit Submission

Node Selection

Copyright Upload Blockchain 
Consensus

Redaction Request
Chameleon Hash 

Collision
History Update

Phase 1： Initialization & 
Registration

Phase 2： Permission Node 
Selection

Phase 3： Copyright Transaction & Storage

Phase 4： Data Redaction/Correction

Fig. 1. The graphical pipeline of the proposed multi-center copyright transaction 
and redaction framework
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As shown in Fig. 1, the system architecture is divided into four main phases: 
registration, node selection, transaction, and redaction. In the Registration 
Phase, users obtain identity credentials and attribute keys from the RA and AA. 
The Selection Phase involves the admission of permission nodes based on 
deposit staking and reputation evaluation. During the Transaction Phase, digital 
copyright information is encrypted and recorded on the blockchain through 
consensus. Finally, the Redaction Phase has utilized the multi-center 
chameleon hash mechanism to perform authorized data updates or error 
corrections while maintaining the structural integrity of the blockchain.

transferor Purchaser

BlockchainUpload transfer 
information

Query and 
purchase 
coprrights

Normal node

Edit node

Permission 
node

Smart  
contract

Smart  
contract

Registration 
Authority

Fig. 2. Copyright transaction model based on blockchain
Fig.2 has shown the copyright transaction model based on blockchain. The 
participating entities and definitions of this model are as follows:
(1) Copyright transferor. The copyright transferor hopes to transfer the 
copyright through the blockchain copyright transaction model. It publishes the 
name of its work, copyright owner identity information, rights content, transfer 
price and other related terms to the blockchain network.
(2) Copyright purchaser. Copyright purchasers can query copyright sales 
information and purchase copyrights. Once the information released by the 
copyright transferor meets the user's expectations, they can conduct copyright 
transactions through the blockchain network and smart contracts to complete 
decentralized automatic payment and data redacting.
(3) Blockchain. We adopt the consortium chain in our model. All copyright 
transferors and copyright purchasers must be registered before they can join 
the blockchain for transactions. There are permission nodes, redacting nodes 
and ordinary nodes in the blockchain network. The nodes cooperate to assist 
copyright transferors and purchasers to conduct decentralized secure 
transactions and complete the redacting of copyright data.
(4) Registration Authority. The registration authority registers the identities of 
users joining the blockchain and distributes keys. Only users who have 
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successfully registered can conduct copyright transactions in the blockchain 
network.

3. Blockchain-based Copyright Transaction Scheme 
Based on the model described in Section 2, this section has introduced the 
detailed design of a blockchain copyright transaction scheme that supports 
data editability. It includes several stages: initialization, permission nodes 
selection, copyright information upload, copyright transaction, copyright data 
redactionredacting, permission nodes exit, and permission nodes change.

3.1 Blockchain Node Type Definition

In the blockchain copyright transaction model and scheme that we have 
designed to support data editability, the division of labor of nodes is refined. 
There are three types of nodes in the blockchain network. The types and 
definitions of nodes are shown in Table 1.

       Table 1. Node types and definitions
Node type Node definition

Ordinary node Receive transactions and verify the transaction 
data structure and signature integrity in the block

Permission node Verify the identity of both parties to copyright 
transactions, participate in key generation during 

the data redactionredacting phase and 
verification of redacting proposals

Redacting node Voted by permission nodes to execute the 
copyright data redactionredacting process

3.2 Threat Model and Consensus Protocol

In our proposed framework, we have adopted the Practical Byzantine Fault 
Tolerance (PBFT) consensus protocol, which is well-suited for consortium 
blockchains.
Threat Model: We have assumed a partially synchronous network. The 
Permission Nodes are modeled as honest-but-curious in the general verification 
phase but can be Byzantine in worst-case scenarios. We have assumed that at 
most f permission nodes are malicious, where the total number of permission 
nodes 3f +  1. The Redacting Node is temporarily trusted during the redaction 
execution but is subject to strict accountability via digital signatures. External 
adversaries are assumed to have full control over the network channels but 
cannot break standard cryptographic primitives (e.g., discrete logarithm 
problem).

Specifically, we have formally defined the trust assumptions for the system 
entities as follows: The Registration Authority (RA) and Attribute Authority (AA) 
are assumed to be semi-trusted (honest-but-curious); they will honestly 
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execute the designated protocols but may attempt to glean information about 
user attributes. Permission nodes are assumed to be rational and potentially 
malicious. We have defined an adversary capable of controlling up to f 
malicious permission nodes, where the total number of permission nodes is 
3f +  1. The adversary's capabilities include attempting strategic collusion 
among permission nodes, attempting to compromise attribute keys, and 
exhibiting malicious behavior during the node exit or data redaction phases. 
The Redacting Node is temporarily trusted during the redaction execution but 
is subject to strict accountability via digital signatures.

3.3 Design of Copyright Transaction Method Based on Blockchain

This section has described the blockchain-based copyright transaction process. 
The specific steps are as follows:

(1) Initialization
First, select the multiplicative group Z*

p, whose generator is g1; p is a prime 
number, and p = kq +1. Enter the security parameter λ and generate the 
chameleon hash public parameter pp1 = {g,p,q}. Then input the attribute set U 
of the system, select the security parameter λ', and output the system public 
parameter pp2 and the master key MSK.
(2) Attribute registration
Before joining the blockchain network, a node first registers with the attribute 
registration agency and submits its own attribute set. The attribute registration 
agency generates the node's private key SKu based on the node attribute {Ai} 
and the system master key MSK, and sends it to the registered node.
(3) Permission node selection
In the initial state, the system first sets the access structure (M,ρ) according to 
the user attributes of the copyright blockchain, where M is a matrix of size m ×
n and ρ is a mapping function.
Select K permission nodes that conform to the access structure. Each 
permission node needs to submit a deposit to the smart contract. Permission 
nodes have the right to choose to exit. When there are too many exit nodes or 
there are permission nodes doing evil, the system will change or re-select the 
permission nodes.
(4) Permission node key generation
Each permission node generates its own chameleon hash sub-private key. For 

the permission node Ei, the sub-private key seci, (seci ∈ Z*
q) is randomly 

generated. Then use the public parameter pp1 to generate the respective 
chameleon hash public key pubi = gsecimodq.
(5) Copyright transaction
When a registered copyright owner wishes to transfer, he first needs to publish 
the copyright information to be transferred to the blockchain. The copyright 
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transferor sends a transfer transaction request to the blockchain, and the 
permission node verifies the identity of the copyright transferor and the legality 
of the transaction. If the verification is successful, the transaction request is 
signed and broadcast to the blockchain network. Other nodes verify the integrity 
of transaction data structures and signatures.
The transaction information of the copyright transferor is:

Transfer = {ID, ADD,BlockNo, TransNo,Price,Other}(1)
Among them, ID is the work identification, ADD is the address of the copyright 
transferor, BlockNo is the block number where the copyright registration 
information is located, TransNo represents the transaction number where the 
copyright registration information of the work is located, Price represents the 
transfer price, and Other is other terms. After successful verification, the 
permission node signs the Transfer, that is, Sigtransfer. When copyright 
transaction users inquire and need to purchase the corresponding copyright, they 
conduct transactions with the copyright transferor through the deployed smart 
contract to ensure that the copyright purchaser successfully obtains the 
copyright and the copyright transferor can obtain corresponding benefits.
(6) Data Redaction
Copyright transactions need to ensure that the copyright purchaser successfully 
obtains the copyright. After the copyright purchaser makes payment according 
to the contract, the system starts the data redacting process. Among them, the 
copyright registration information has been packaged and uploaded to the chain 
using the chameleon hash function, so on-chain copyright data redacting based 
on the chameleon hash is supported.
Assume that the copyright registration data needs to be modified from d to d' 
after the copyright transaction. The system selects an permission node l, which 
sends a copyright registration data redactionredacting proposal DataRedaction 
to the blockchain network:

      DataRedaction
= {IDl,TransferNo,BlockNo, TransactionNo, d,d',Sigl}         (2)

Among them, IDl is the identity of the proposal initiator l, TransferNo is the 
copyright transfer transaction number, BlockNo is the block number where the 
data to be edited is located, TransactionNo is the transaction number where the 
data to be edited is located, d is the original data before redacting, d' is the 
edited data, and Sigl is the signature of the proposal by the permission node.
All other permission nodes verify the DataRedaction proposal. To ensure 
liveness and scalability, we have adopted a threshold signature scheme. If more 
than 2/3 of the permission nodes (i.e., a quorum in PBFT) agree to the edit, the 
system selects the edit node $r$ based on the voting results. . Each permission 
node Ei encrypts and broadcasts its own chameleon hash private key seci to 
the redacting node r, and the redacting node r calculates the chameleon hash 
private key s = sec1 + sec2 + sec3 +… +seck. Then node r executes the hash 
collision algorithm, obtains a new random number r', broadcasts the data 
redactionredacting proposal and the new random number r', and updates the 
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local block after verification by the blockchain node. The edit node returns the 
edited copyright data RedactableCD to the copyright purchaser:

RedactableCD = {ID, ADD',BlockNo, TransactionNo}                   (3)
Among them, ID is the original work number, ADD' is the address of the user 
who has purchased the copyright, BlockNo is the block number where the 
copyright information of the work is located, and TransactionNo is the 
transaction number where the copyright information of the work is located. After 
the data redactionredacting is completed, the copyright transaction ends, and 
the blockchain stores the transaction information. 
The main interaction process of the blockchain copyright transaction method that 
supports data editability is shown in Fig. 3:

Copyright 
Purchaser

Registration 
Authority

Normal
node

Permission 
node

Edit 
node

Copyright 
Transferor

Submit attribute
U

Registration 
successful, 

obtain attribute 
key{PK,SK}

Query copyright transfer 
information and

pay through 
smart contracts

Verify and 
sign 

Ɏ Transferɏ

Send a copyright transfer 
request： Ɏ Transferɏ

Agree to edit, 
send 

sub-private 
keyseci

Returns edited copyright dataRedactableDC

Fig. 3. Main interaction process of blockchain copyright transaction method

3.4 Editability of Copyright Data

In order to enable the copyright registration data to be modified, copyright data 
is stored on chain by chameleon hash. The block-level chameleon hash function 
can achieve the purpose of data redactionredacting, but this method will destroy 
the structure of the Merkle tree. The data of the previous and next blocks need 
to be modified. Therefore, this paper has adopted the transaction-based 
chameleon hashing method and improves the Merkle tree storage structure to 
support the editability of copyright data.
For example, Ti = (Oi,vi) is the i - th transaction in block Bj. Among them, Oi 
represents the address of the copyright registration user, and vi represents the 
work fingerprint. When copyright is traded, we need to modify the data in Ti, that 
is, change the original copyright owner's address Oi to the copyright purchaser's 
address O'

i. The sub-public key of the permission node is pubi. In order to enable 
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Oi to be modified, K permission nodes cooperate to generate the chameleon 
hash public key Pub = pub1pub2pub3…pubK, and calculate the chameleon hash 
value for the leaf node data. Non-leaf nodes are constructed from the chameleon 
hash of leaf nodes.
Assume that there is a transaction {T1,T2,T3,T4,T5,T6,T7,T8} in a block Bj, and 
its corresponding user address {Oi} is {3,5,6,7,9,13,15,16}, then the leaf node 
structure of the Merkle tree is shown in Fig. 4.

O vCH(O||v),ri

Fig. 4. Editable leaf node structure

Block head Bj

MRj ...

Block head Bj-1

MRj-1PreHashj-1 ...

Block head Bj+1

MRj+1 ...

u1

u2

u5

u3

u7u4

PreHashj PreHashj+1

CH1
,r1

3 CH2
,r2

5 CH3
,r3

6 CH7
,r7

7 CH9
,r9

9 CH13,
r13

13 CH15,
r15

15 CH16,
r16

16

u6

Fig.5. Blockchain storage structure supporting data redactionredacting
The blockchain storage structure that supports data redactionredacting is shown 
in Fig. 5. When data Oi needs to be modified (for example, user address 7 is 
changed to 14), the redacting node first copies the data of the node where 7 is 
located, then deletes the node where 7 is located, and then inserts a new node 
with the user address of 14. The redacting node uses the generated chameleon 
hash private key s to calculate a new random value r14, and stores the node 
value {CH7,r14,14} after the transaction, so that after the copyright transaction 
the block structure remains unchanged. At this point, the redacting node 
completes the modification task, and the edited block structure is shown in Fig. 
6.

Block head Bj

MRj ...
Block head Bj-1

MRj-1PreHashj-1 ...
Block head Bj+1

MRj+1 ...

u1

u2 u3

u7

PreHashj PreHashj+1

CH1
,r1

3 CH2
,r2

5 CH3
,r3

6 CH7
,r14

14 CH9
,r9

9 CH13,
r13

13 CH15,
r15

15 CH16,
r16

16

u4 u5 u6

Fig. 6. Blockchain storage structure after data redacting

Proof of Merkle Root Consistency: 
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Let Hch( ∙ ) be the chameleon hash function. For a leaf node representing 
transaction Ti, its value is Li = Hch(Oi,vi,r), where r is the random parameter. 
When modifying data from Oi to O'i, the redacting node uses the trapdoor key 
to find a collision r' such that: Hch(Oi,vi,r) = Hch(O'i,vi,r'). Since the output hash 
value Li remains identical (Li = L'i), the hash values of all parent nodes in the 
Merkle tree up to the Merkle Root remain unchanged. Thus, the block integrity is 
preserved locally without requiring a hard fork or rewriting historical blocks.

3.5 Selection, Exit and Change of Permission Nodes

Since permission nodes play an important role in blockchain-based copyright 
transactions, if there are malicious nodes among them, data redacting may be 
interrupted, and the copyright transaction may fail. Therefore, in order to prevent 
permission nodes from doing evil, we design a flexible and controllable 
permission node selection, exit and change mechanism.
(1) Permission node selection
In the initial situation, the system can set the access structure(M,ρ) based on the 
attributes {Ai} of each node, the node computing capabilities, etc. (M,ρ) is the 
access structure based on LSSS, where M is the access matrix, and the function 
ρ map each row of matrix M to an attribute. Therefore, adding nodes that 
conform to the access structure to the system's permission node set {Ei} can 
make the selection of permission nodes based on specific conditions, ensuring 
the security and efficiency of the copyright transaction process to a certain 
extent. In order to further prevent permission nodes from doing evil, each 
permission node first needs to submit a deposit EMi as collateral. As shown in 
(4), the deposit EMi is related to the number of sub-private keys seci held by 
the permission node, the length of time it serves as the permission node, and the 
number of times it completes the data redactionredacting task.

EMi = ntd ∙ w(4)
Where w is the amount of a single deposit, n is the number of sub-private keys 
held by the permission node, t is the length of time it has served as the 
permission node, and d is the number of times it has completed data 
redactionredacting tasks.
(2) Permission node exit mechanism
The exit of the permission node may affect the copyright transaction process and 
cause the transaction to fail. Therefore, we designed a method for the secure 
exit of permission nodes. Through the incentive mechanism and deposit 
mechanism, on the one hand, it increases the enthusiasm of nodes to join 
permission nodes, on the other hand, it increases the cost of nodes doing evil 
and prevents nodes from committing malicious acts. Assume that the permission 
node Ei chooses to exit, the specific steps are:
①The permission node Ei first sends an exit request message ExitRequest to 
the system. After receiving it, other permission nodes confirm the message and 
start the permission node exit mechanism. The permission node Ei encrypts the 
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sub-private key seci it controls through the public parameter PP of the KEA-
CPABE-UK algorithm and broadcasts:

Encrypt (PP,(M,ρ)seci)→CT(5)
②After other permission nodes obtain the CT, they use their own attribute 
private key SK to decrypt the CT and obtain the sub-private key seci:

Decrypt (SKu,CT)→seci(6)
③After obtaining the sub-private key seci of the permission node, verify the 
correctness of seci:

Verify(seci, pubi)→1 or ⊥ (7)

Verify whether pubi = gsecimodq is established, where seci ∈ Z*
q, pubi 

represents the chameleon hash public key of Ei. If the verification algorithm 
passes, the system agrees that node Ei exits and broadcasts the message, and 
the permission node Ei gets back its mortgaged deposit EMi.
The system gives Ei certain incentives based on the time it has served as a 
permission node, the number of times it has completed data redactionredacting 
tasks, etc. 

Rewardi = td ∙ w(8)
Among them, w is the amount of a single reward, and its value is the same as a 
single deposit; t is the length of time it serves as a permission node, and d is 
the number of times the node has completed data redactionredacting tasks.
④If the permission node does not hand over the sub-private key it holds or 
behaves dishonestly, the node's reward Rewardi will be zero and the deposit 
EMi will not be returned.
(3) Permission node change mechanism
Since we use a multi-centralized Chameleon hash function in the data 
redactionredacting phase, the number of permission nodes is related to the 
degree of decentralization of chameleon hash key generation. The greater the 
number of nodes, the more decentralized key generation is. Therefore, when too 
many permission nodes exit, key generation will tend to be centralized. In 
extreme cases, all permission nodes may exit, making copyright transactions 
impossible.
Therefore, when the number of permission nodes is lower than a certain 
threshold, the system starts the permission node change mechanism. According 
to the current situation, a certain number of nodes that meet the requirements 
are selected from the blockchain nodes that apply to join the permission node. 
That is, according to the current access structure (M,ρ), the node that meets the 
attribute requirements is selected to become the permission node. When there 
is no qualified permission node in the system, the access structure (M,ρ)' is reset 
based on the current node attributes, and k permission nodes that meet the 
current access structure (M,ρ)' are selected.
In addition, there may be permission nodes in the system to do evil, such as: 
The permission node broadcasts the wrong sub-private key, causing the edit 
node key generation to fail;
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The permission node does not participate in the transaction process, causing the 
copyright transaction to fail;
The permission node maliciously leaks the attribute key, causing a security threat 
to the chameleon hash private key.
Once the above situation occurs, the system will revoke the permissions of the 
permission node, and will no longer assist the node in updating the key when the 
next time segment comes, and will ban the malicious node.

It is important to note that the proposed incentive and penalty mechanisms are 
relied on a heuristic economic model. While the required deposit EMi strictly 
increases the financial cost of malicious behavior and the reward incentivizes 
honest participation, we have not conducted a formal game-theoretic analysis to 
prove that this structure perfectly discourages all rational but selfish behavior 
(e.g., strategic collusion among nodes where the payout of an attack exceeds 
the lost deposit). We have  identifdi this lack of a formal incentive analysis as a 
limitation of the current work. Future research will focus on a semi-formal 
incentive analysis to optimize parameter sensitivity (e.g., the precise ratio of 
deposit size to potential attack gain) in zero-trust environments.

3.6 Sub-Private Key Security Protection Based on KEA-CPABE-UK

In supporting editable blockchain copyright transactions, the sub-private key of 
the chameleon hash is critical to the blockchain’s data redacting. Malicious nodes 
or attribute agencies may leak keys, posing a threat to the security of chameleon 
hash private keys. Due to the ambiguity of attribute encryption, the identity of 
the key leaker is difficult to trace. This paper proposes a Key Exposure 
Accountable Ciphertext Policy Attribute based Encryption with Updatable Keys 
(KEA-CPABE-UK) algorithm that supports key updates to ensure confidentiality 
during the broadcast process of sub-private keys. Among them, the node key 
update mechanism and accountability mechanism are introduced to track the 
identity of the malicious node or organization that leaked the key, reduce the risk 
of the sub-private key after the node attribute key is leaked, and strengthen the 
security protection of the sub-private key. At the same time, the possibility of 
nodes doing evil is further reduced.
(1) KEA-CPABE-UK algorithm construction
Setup(λ)→(PP,MSK)：Given the security parameter λ, output the public parameter 
PP and the system master key MSK. The specific work is as follows:
①The attribute mechanism AA selects two multiplicative cyclic groups G1, G2, 
and g with prime order p as the generators of G1. Define a bilinear mapping e:
G1 × G1→G2.
②Select α,l,x ∈ ZP, and select ui ∈ Z*

p for each attribute in the node attribute 
set {Ai}. Calculate Y = e(g,g)α, L = gl, X = gx, Ui = gui. Define the hash 
function H1:{0,1}*→G1，H2:{0,1}*→Z*

p.
③Based on the above calculation, AA outputs public parameters PP =
{G1,G2,e,p,g,Y,L,X,Ui,H1,H2}, and master key MSK = {ui,l,α,x}.
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SigGen(PP)→(SKSIG,PKSIG)：Input the public parameter PP and output the key 
pair (PKSIG,SKSIG). The specific work is as follows:
The node randomly selects qu ∈ Z*

p and generates a signature key pair 
(PKSIG,SKSIG), where SKSIG = qu, PKSIG = gqu. The node saves SKSIG and makes 
PKSIG public.
KeyGen(PP,MSK,{Ai},UID)→SKu： Input public parameter PP, master key MSK, 
node attribute set {Ai}, node identity identifier UID ∈ Z*

p, and output node 
private key SKu. The specific work is as follows:
①Node u applies for a private key from AA and submits its own attribute set 
{Ai} and identity identifier UID.
②Let l be the facilitator key.
③AA randomly selects t ∈ Z*

p, calculates K0 = gt, and sends K0 to node u 
through the secure channel.
④u signs after receiving K0, calculates σu = H1(K0, PKSIG)SKSIG, and sends σu 
secretly to AA. AA verifies the validity of σu, that is, whether e(σu,g) = e
(H1(K0, PKSIG),PKSIG) is established.
⑤AA calculates K1 = gαd+xt, Ki,0 = Ut

iH1(Ai,T0)l. Among them, T0 is the initial 
time segment parameter, d = H2(σu,K0,UID). Output the node's initial private 
key SKu,0 = {K0,K1,Ki,0,σu,UID}, and save the node UID and its initial private 
key information.
KeyUpdate(Ai,Tn-1,Tn,l)→UPi,Tn： Input attribute Ai, adjacent time segment 
parameters Tn-1, Tn, facilitator key l, output node key update components 
UPi,Tn. The specific work is as follows:
The key assistant inputs Ai，Tn-1，Tn，l, and calculates the key update component 

UPi,Tn = ( H1(Ai,Tn)
H1(Ai,Tn-1))l.

NodeUpdate(UPi,Tn,SKu,n-1)→SKu,n：Input the temporary private key SKu,n-1 and 
the node key update component UPi,Tn, and output the node's new private key 
SKu,n. The specific work is as follows:
Node input UPi,Tn，SKu,n-1, calculate Ki,n = Ki,n-1 ∙ UPi,Tn, output the new private 
key SKu,n = {K0,K1,Ki,n,σu,UID} at time segment Tn.
Encrypt(seci,(M,ρ),PP)→CT：Input the chameleon hash sub-private key seci, the 
access structure (M,ρ) and the public parameter PP, and output the sub-private 
key ciphertext CT. The specific work is as follows:
①The exit node selects the secret value s and the LSSS-based access structure 
(M,ρ) for its sub-private key plaintext seci, where M is an m × n matrix, and 
the function ρ maps the attributes to the rows of the matrix M. Calculate C0 =
seciYs，C1 = gs.
②Select a random vector v = (s,y2,…,yn) ∈ Zn

p. For i = 1 to m, let λi = v ∙ Mi. 
Let I ⊂ {1,2,…,m} be defined as I = {i:ρ(i) ∈ {Ai}}.
③Randomly select r1,r2,…,rn ∈ Z*

p, calculate C1,i = XλiU-ri
ρ(i)， C2,i = gri， C3,i =

L-ri .
④Based on the above calculation, the node outputs the ciphertext CT =
{C0,C1,C1,i, C2,i,C3,i}.
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Decrypt(CT,PP,SKu,n)→seci： Input ciphertext CT, public parameter PP, node 
private key SKu,n, and output sub-private key plaintext seci. The specific work is 
as follows:
After the permission node u receives the sub-private key ciphertext CT of the 
exit node, it performs the following decryption calculation, where d = H2
(σu,K0,UID)，h = H1(Ai,Tn).

seci = C0(∏i∈I (e(C1,i,K0) ∙ e(C2,i,Kρ(i),n) ∙ e(C3,i,h))ωi

e(C1,K1) )1 d
(9)

(2) KEA-CPABE-UK security model
The security model for the sub-private key confidentiality proof in the KEA-
CPABE-UK algorithm is as follows:
Initialization: The adversary Av declares a challenge access structure γ*.
Setup: Challenger CH executes the Setup algorithm, sends the public 
parameters to Av, and saves the master key MSK.
Phase 1: In Phase 1, Av can perform polynomial key query and key update query 
for the attribute set, and the attribute set Ai it queries does not satisfy the 
challenge access structure γ*.
Chanllenge: Av sends two equal-length plaintext messages M0 and M1 to CH. 
Subsequently, CH tosses a coin β ∈ {0,1}, encrypts the message Mβ by 
challenging the access structure γ*, and sends the ciphertext to Av.
Phase 2: The adversary Av repeats the query operation of Phase 1, and the 
attribute set it queries does not satisfy the challenge access structure γ*.
Guess: The adversary Av outputs a guess β* for β. Av wins the game only 
when β* = β. Define Av’s advantage in this attack game as:

Adv(Av) = |Pr (β* = β) - 1 2|(10)

Compared to existing accountable attribute-based encryption (A-ABE) schemes 
that primarily focus on white-box tracing, our KEA-CPABE-UK is tailored for 
redacting scenarios. It links ephemeral trapdoor reconstruction to the node’s 
identity with lower overhead, providing a practical balance between traceability 
and performance in IoT environments.

4. Experiment and analysis

4.1 Security Performance

According to the design goals of our scheme, the security of blockchain 
copyright transactions is mainly reflected in the confidentiality of the copyright 
transferor’s private information, resistance to node maliciousness, 
confidentiality and accountability of the chameleon hash private key. The 
specific analysis is shown in Table. 2.

Table. 2. Security analysis of our scheme                       
Security Analysis
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features
Confidentiali
ty of the 
copyright 
transferor’s 
privacy 
information

The private information of the transferor in the 
transfer information needs to be encrypted. 
Copyright transaction users will not obtain any 
private information of the copyright transferor 
without payment.

Malicious 
node 
detection

Resistance to malicious node behavior means 
that the chameleon hash algorithm ensures that 
permission nodes cannot edit blockchain data 
without obtaining all chameleon hash sub-
private keys; in addition, the permission node 
selection and exit method uses a deposit-based 
reward and punishment mechanism and KEA-
CPABE-UK algorithm to reduce the possibility of 
nodes doing evil.

Confidentiali
ty of 
chameleon 
hash sub-
private keys

During the exit phase of the permission node, 
the sub-private key is encrypted through the 
attribute key when broadcast. The security of 
the KEA-CPABE-UK algorithm ensures that non-
authorized nodes cannot obtain the chameleon 
hash sub-private key, preventing the blockchain 
data from being illegally modified.

Accountabilit
y

After the transaction is successful, the 
permission node will sign the edit proposal. Its 
non-repudiation ensures the accountability of 
the initiator of the redacting proposal. In 
addition, the KEA-CPABE-UK algorithm used in 
the chameleon hash sub-private key broadcast 
phase provides accountability to malicious 
nodes and AA.

Discussion on Key Security: 
Regarding the redacting node's possession of the full ephemeral private key s: 
The key s is reconstructed only for the specific transaction round and is tied to 
the specific DataRedaction proposal. 
The non-repudiation property of the digital signature Sigl ensures that if the 
redacting node performs unauthorized edits, it can be mathematically traced 
and penalized (slashed) by the consortium. Furthermore, regarding the KEA-
CPABE-UK model, while Chosen-Ciphertext Attack (CCA) security provides 
stronger guarantees, Chosen-Plaintext Attack (CPA) security is generally 
considered sufficient for this broadcast scenario where the primary threat is 
unauthorized access to the key rather than malleability of the ciphertext. Future 
work will explore upgrading to CCA-secure schemes for higher threat 
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environments.

This solution needs to ensure the confidentiality of the chameleon hash sub-
private key. Once the sub-private key is leaked, it will have a serious impact on 
blockchain copyright transactions. This section first verifies the correctness and 
accountability of the KEA-CPABE-UK algorithm, and uses the secure reduction 
method to securely prove the confidentiality of the node private keys in the 
KEA-CPABE-UK algorithm.
(1) Proof of correctness
If {λi} is a valid share of any secret value s, then there exists {ωi,i ∈ I} such 
that ∑i∈I ωiλi = s. The decryption calculation process is as follows:

∏i∈I (e(C1,i,K0) ∙ e(C2,i,Kρ(i),n) ∙ e(C3,i,h))ωi

e(C1,K1)

=
∏i∈I (e(XλiU-ri

ρ(i),gt) ∙ e(gri,Ut
ρ(i)H1(Ai,Tn)l) ∙ e(L-ri ,H1(Ai,Tn)))ωi

e(gs,gαd+xt)

=
∏i∈I (e(gxλi ,gt) ∙ e(g-riuρ(i) ,gt) ∙ e(gri,guρ(i)t) ∙ e(gri,H1(Ai,Tn)l)e(L-ri ,H1(Ai,Tn)))ωi

e(gs,gαd+xt)

=
∏i∈I (e(gxλi ,gt) ∙ e(gri,H1(Ai,Tn)l) ∙ e(g-ril,H1(Ai,Tn)))ωi

e(gs,gαd+xt)

=
∏i∈I (e(gxλi ,gt))ωi

e(gs,gαd+xt) = e(gx,gt)∑iϵI λiωi

e(gs,gαd+xt)

= e(gx,gt)s
e(gs,gαd)e(gs,gxt)

= 1
e(gs,gαd)(11)

Let v = 1
e(gs,gαd)，then：

C0v1 d = seciYs 1
e(gs,gα)

= secie(g,g)αs 1
e(gs,  gα)

                     = seci(12)
(2) Accountability for key leaks
When a malicious node or AA leaks the node's private key, this method 
provides an accountability mechanism to track the identity of the key leaker. 

Let SK'
u,Tn = {K'

0,K'
1,K'

i,n,σ'
u,UID'} be the exposed private key. The 

accountability mechanism works as follows:
If the suspicious node UID' is considered to be the key leaker, the 
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accountability agency first verifies whether e(K'
1,g) = e(g,g)αd ∙ e(ga, K'

0) is 
established;
②If the above equation is established, the accountability agency verifies 

whether e(K'
i,n,g) = e(K'

0,Uihl) is established;

③If the above equation is established, the accountability agency verifies 
whether e(σ'

u,g) = e(H1(K'
0,PKSIG),PKSIG) is established;

④If the above equations pass, the accountability agency outputs the node 
identity identifier UID' and determines that the node is the key leaker;
⑤If the node UID' provides the private key SK''

u,Tn that can pass the above 
verification, denying that it is the leaker, the accountability agency determines 
that AA is the key leaker.
(3) Security proof
In this section, we use the Decisional Bilinear Diffie-Hellman (DBDH) problem to 
prove the confidentiality of the node's private key in the KEA-CPABE-UK 
algorithm.
Theorem 6.1: If there is no polynomial-time adversary in the security model of 
the sub-private key confidentiality proof that can win the game with a non-
negligible advantage ε, then in the KEA-CPABE-UK designed in this paper, the 
sub-private keys of nodes in the algorithm are confidential.
Theorem 6.2: If the DBDH problem on the G2 group is intractable, then the 
node sub-private keys in the KEA-CPABE-UK algorithm are confidential.
Proof: Assuming that there is an adversary Av that can break the 
confidentiality of the node private key in the KEA-CPABE-UK algorithm with a 
non-negligible advantage ε under the choice set model, then we can build a 
simulator B to solve the G2 group with an advantage of ε 2 DBDH puzzle on. 
In the attack game, let Av represent the adversary and CH represent the 
challenger. The simulator is constructed as follows:
Initialization: Av declares a challenge access structure γ*.
Setup: CH executes the Setup algorithm and selects two multiplicative cyclic 
groups G1，G2, and g with prime order p as the generators of G1. Define a 
bilinear mapping e:G1 × G1→G2 and the in-game attribute set Ai. CH tosses a 
coin μ ∈ {0,1}, selects a,b,c,z ∈ Z*

p, and stipulates:

{(A,B,C,Z) = (ga,gb,gc, e(g,g)abc), μ = 0 
(A,B,C,Z) = (ga,gb,gc,e(g,g)z),μ = 1 (13)

CH randomly selects {ui,l,α,a} ∈ Z*
p, calculates Y = e(g,g)ab，L = gl，X = gx，

Ui = gui， which implicitly sets α = ab. Select H1:{0,1}*→G1，H2:{0,1}*→Z*
p. 

The public parameters of the output system are PP =
{G1,G2,e,p,g,Y,X,Ui,L,H1,H2}, and the master key MSK = {ui,l,α,x}. CH sends 
PP to Av, saving MSK.
Phase 1: Av performs polynomial key query and key update query for the 
attribute set Ai, where Ai does not satisfy the challenge access structure γ*. 
The inquiry steps are as follows:
Key generation query: Av submits a key generation query about the attribute 
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set S to B, and B responds as follows: B first queries the H1 and H2 oracles, 
and when calling the H1 and H2 functions, B will select the new elements i*，j* 

from Z*
p , take gi*，j* as the output of the function respectively. B selects t ∈

Z*
p, calculates K0 = gt，K1 = gαd*+xt. For each attribute Ai in the attribute set 

S, B calculates Ki,0 = Ut
igl(Ai*∙T0*), then the initial private key of Av is 

expressed as SKu*,0 = {K0,K1,Ki,0,i ∈ S}. SKu*,0 is a valid initial private key 

because: K0 = gt，K1 = gαd*+xt，Ki,0 = Ut
iH1(Ai,T0)l = Ut

ig
l(Ai*∙T0*).

Key update query: Av sends a key update request for attribute set S to B, and 
its time segment parameters are Tn-1, Tn. B calculates UPi,Tn = glAi*(Tn*-Tn-1*) 
and sends it to Av. The UPi,Tn produced by the above steps is a valid key 
update component, because:

UPi,Tn = ( H1(Ai,Tn)
H1(Ai,Tn-1))l = ( gl(Ai*∙ Tn*)

gl(Ai*∙ Tn-1*)))l = glAi*(Tn*-Tn-1*)(14)

Chanllenge: After Av completes the key generation and update query in Phase 
1, it submits two equal-length plaintext messages M0 and M1 to CH. 
Subsequently, CH tosses a coin β ∈ {0,1}, encrypts the message Mβ by 
challenging the access structure γ*, and sends the ciphertext to Av. The 
generated ciphertext is constructed as follows:

C0 = seciβZ
C1 = gc

C1,i = XλiU-ri
ρ(i)

C2,i = gri

C3,i = L-ri(15)
The generated ciphertext set is CTβ = {C0,C1,C1,i,C2,i,C3,i}.
Therefore:

{CTβ = {seciβe(g,g)abc,C1,C1,i,C2,i,C3,i}, β = 0
CTβ = {seciβe(g,g)z,C1,C1,i,C2,i,C3,i},    β = 1(16)

Let s = c, when β = 0, C0 = seciβe(g,g)abc = seciβYs, then CTβ is a correct 
and legal ciphertext in our scheme.
Phase 2: The adversary Av repeats the query operation of Phase 1, and the 
attribute set it queries does not satisfy the challenge access structure γ*.
Guess: The adversary Av outputs a guess β* for β. Av wins the attack game 
only when β* = β. According to the above steps, define Av’s advantage in this 
game as:

                              Adv(Av) = |Pr (β* = β) - 1 2|                      (17)

The following is divided into two situations for analysis:
When μ = 1, the ciphertext is random, G2 cannot obtain information related 
to the plaintext, and its guess of β is random, so:

Pr (β* = β|μ = 1) = 1 2(18)
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When β* ≠ β, B outputs μ' = 1, so:
Pr (μ' = μ|μ = 1) = 1 2(19)

When μ = 0, CTβ is a legal ciphertext. Based on the above assumptions, Av’s 
advantage of breaking this scheme is ε, so:

Pr (β* = β|μ = 0) = 1 2 + ε(20)
When β* = β, B outputs μ' = 0, so:

Pr (μ' = μ|μ = 0) = 1 2 + ε(21)
From the above analysis, it can be seen that the advantage of B in solving the 

DBDH problem is 1 2Pr (μ' = μ|μ = 0) + 1 2Pr (μ' = μ|μ = 1) - 1 2 = ε 2.

4.2 Experimental Analysis

We have used the cryptographic library JPBC (Java Pairing-Based Cryptography, 
a pairing-based Java cryptography library) on the IntelliJ IDEA 2022.3 software 
to implement our scheme, and uses the Type-a curve y2 =  x3 + x
 to handle the pairing operation. 
𝑇he experiments were conducted on a computer equipped

 with an Intel Core i7
- 12700𝐾 CPU @ 3.60𝐺Hz, 32𝐺B RAM, and running the Windows 11 

𝑃rofessional operating system. In our scheme, the permission node ℎold𝑠 the 
chameleon hash sub-private key in the blockchain copyright transaction, and 
its withdrawal will affect the redacting of copyright transaction data. This 
section performs performance analysis and testing on the exit time of 
permission nodes, and compares it with the solution in literature [69-73]. The 
exit time of a permission node refers to the time between the start time when 
a node issues an exit request and the time when other permission nodes agree 
to exit. Assume that the exit request time issued by the exit node is 
ExitRequest, the node agrees to exit time is Withdraw, and the permission node 
exit time can be expressed as ExitTime = Withdraw - ExitRequest, which 
includes three stages of encrypted broadcast, decryption and verification.
Set the total number of permission nodes to n (20 ≤ n ≤ 120)
, the node applying for exit is xi, the number of other permission nodes is 
(n - 1), the exit node will provide its sub-private key to the other (n - 1) nodes. 
In order to ensure confidentiality during the broadcast of the sub-private key, 
the exit node uses the KEA-CPABE-UK algorithm to encrypt the broadcast of the 
sub-private key.
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Fig.7. Comparison of encrypted broadcast time of permission nodes

Based on Zp(|p| = 80)，Gq(|q| = 256) parameter space, the broadcast time of 
the scheme proposed by Lv et al. [74] and our scheme under different numbers 
of blockchain permission nodes is shown in Fig. 7. The access structure specifies 
that the node must satisfy the given attributes to be decrypted correctly. Let 
the number of access attributes be 6 and the total number of attributes be 6. It 
can be seen from the experimental results that when the number of permission 
nodes n < 75, the sub-private key broadcasting time of our scheme is higher 
than that of Lv et al. [74]. When n > 75, the sub-private key broadcast of this 
scheme has smaller time overhead. Therefore, in a multi- permission node 
scenario, the sub-private key broadcasting efficiency of this solution is higher, 
and it is suitable for the large-scale copyright blockchain when the number of 
permission nodes is large.
As the number of permission node increases, the sub-private key broadcast 
time of the scheme proposed by Lv et al. [74] increases linearly, while the sub-
private key broadcast time of this scheme tends to be stable. This is because 
the KEA-CPABE-UK algorithm used in this solution only needs to encrypt the 
sub-private key through public parameters, and other permission nodes can 
complete the decryption, which does not depend on the number of permission 
nodes. The solution of Lv et al. [74] adopts the public key cryptography system 
that comes with the traditional blockchain. The one-to-one encryption mode 
makes its encryption broadcast time grow linearly with the increase of 
permission nodes in the blockchain.
The node exit time ExitTime includes three stages: encrypted broadcast, 
decryption and verification. After other permission nodes obtain the plaintext 
of the sub-private key of the exit node, they execute the Verify algorithm to 
verify the correctness of the sub-private key. Since the verification process 
remains unchanged, the ExitTime involved in the experiment mainly focuses 
on the encryption broadcast and decryption stages. The relationship between 
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the number of blockchain permission nodes and the exit time of permission 
nodes in our scheme and Lv et al. [74] scheme under different parameter 
spaces are shown in Fig..8.

Fig. 8. Comparison of exit time of permission nodes

When the parameter spaces are different, the total time required for permission 
node exit in our scheme and Lv et al. [74] scheme increases as the space 
increases. Under the same parameter space, the node exit time of this scheme 
is significantly lower than the scheme of Lv et al. [74] when the number of 
permission nodes gradually increases (n ≥ 120). This is because when the 
number of nodes reaches a certain number, the independence of the KEA-
CPABE-UK algorithm prevents the solution time consumption from increasing 
linearly with the increase in the number of nodes. Compared with the scheme 
of Lv et al. [74], our scheme has obvious advantages in the time cost spent in 
the permission node exit phase. Therefore, the total exit time of this scheme 
does not depend on the number of nodes. When the parameter space is certain, 
the exit time of permission nodes tends to be stable.
In order to compare the actual running time cost of encryption and decryption 
of node sub-private keys under different access structures, we simulated the 
encryption and decryption time cost of permission nodes in two situations and 
conducted experimental tests. The first is the encryption and decryption time 
overhead of the permission node when the number of accessed attributes is 
fixed and the total number of attributes is different. The second is the 
encryption and decryption time overhead when the total number of attributes 
is constant and the number of accessed attributes is different. Among them, 
the access structure specifies that the node must satisfy a given number of 
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attributes to be decrypted correctly. The experimental running results are 
shown in Table 3.  Fig.. 9 visually compares the encryption and decryption time 
overhead of nodes in the two cases.

Table 3. Node encryption and decryption running time costs under different 
circumstances

Access 
structure

Size
Encryption 
time

Decryption 
time

The running time when the access attributes are fixed but the total attributes 
are different

Total attributes 
=15 177.67ms 9.83 ms

Total attributes 
=20 178.75 ms 19.17 ms

Total attributes 
=25 182.83 ms 25.17 ms

Total attributes 
=30 180.33 ms 30.25 ms

Total attributes 
=35 184.00 ms 39.58 ms

Total attributes 
=40 180.75 ms 44.75 ms

Access 
attributes 
=15

Total attributes 
=45 178.75 ms 53.50 ms

The running time when the total attributes are fixed and the access 
attributes are different

Access 
attributes =5 69.33 ms 23.0 ms

Access 
attributes =10 86.00 ms 21.67 ms

Access 
attributes =15 114.50 ms 20.92 ms

Access 
attributes =20 140.92 ms 23.42 ms

Access 
attributes =25 160.08 ms 24.00 ms

Access 
attributes =30 172.67 ms 21.92 ms

Total 
attributes 
=40

Access 
attributes =35 202.25 ms 24.50 ms
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Fig. 9. Encryption and decryption time overhead (a) The number of total 
attributes is different (b) The number of accessed attributes is different

As shown in Fig. 9 (a), let the total number of attributes be 15-45. When the 
number of accessed attributes is 15 and remains unchanged, the node 
encryption time increases as the total number of attributes increases, while the 
decryption time tends to stabilize. This is because node encryption requires 
more attributes and the time cost is higher, while the decryption time is only 
related to the number of accessed attributes. When the total number of 
attributes is constant, the more the number of accessed attributes, the longer 
the decryption of the node takes, and its encryption broadcast time is not 
affected by the number of accessed attributes, as shown in Fig.. 9 (b). Therefore, 
the appropriate number of attributes and access structure can have obvious 
advantages when the number of permission nodes is large.

Discussion on Trade-offs: Our scheme has introduced a marginal increase in 
computational latency during the threshold key reconstruction phase compared 
to Lv et al. However, this is a necessary trade-off to eliminate the centralized 
trust risk, thereby significantly enhancing the security and decentralization of 
the IoT system.

4.3 Performance Analysis in IoT Scenarios

To further validate the practical deployment potential of the proposed scheme 
in resource-constrained IoT environments, we have conducted comprehensive 
simulation experiments focusing on two dimensions: transaction latency and 
storage sustainability.
4.3.1 Transaction Latency and Scalability
Transaction latency is a pivotal metric for evaluating whether a blockchain 
system can support real-time copyright services in IoT networks. We have 
measured the end-to-end latency, which includes attribute encryption, 
signature generation, consensus propagation, and chameleon hash-based 
verification, across a varying number of permission nodes (from 4 to 40).
As illustrated in Fig.10, the transaction latency of the proposed scheme has 
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exhibited a stable and sub-linear growth trend. Specifically, when the network 
scale is small (e.g., 4 nodes), the latency is approximately 0.12s. As the scale 
expands to a relatively large IoT consensus group of 40 nodes, the latency only 
increases to 0.35s. In contrast, traditional redactable blockchain schemes (e.g., 
those relying on heavy secret sharing or chain restructuring) show a sharper 
increase, exceeding 0.55s at the 40-node mark.
The superior performance of our scheme stems from the multi-center 
architecture, which parallelizes the attribute verification workload, and the 
efficient chameleon hash operation that avoids complex re-encryption during 
data redaction. This result has indicated that our framework is highly scalable 
and maintains acceptable response times even as the IoT network grows.

Fig. 10. Transaction latency under varying permission node scales

4.3.2 Storage Efficiency under Repeated Redactions
In IoT-based copyright systems, frequent error corrections or ownership 
updates (redactions) can lead to a "storage explosion" if not handled properly. 
We have compared the cumulative storage overhead of our scheme against 
traditional redundancy-based methods over 20 consecutive redaction cycles.
The experimental results are shown in Fig. 11, these have revealed a stark 
contrast. Traditional schemes incur a significant linear increase in storage, with 
the total data volume growing from an initial 1.0 MB to over 4.5 MB after 20 
redactions. This is because traditional methods often retain all historical 
versions or create new blocks for every modification.
Conversely, the storage overhead of our proposed scheme remains nearly 
constant, hovering around 1.04 MB even after 20 redactions. The marginal 
increase (less than 4%) is solely due to the storage of minimal accountability 
metadata (e.g., redactor’s digital signature). By leveraging the "collision" 
property of chameleon hashing, our scheme achieves "in-place" updates 
without altering the blockchain's block structure or adding redundant data. This 
characteristic is particularly crucial for IoT edge devices with limited memory, 
ensuring long-term operational sustainability without frequent data pruning.
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Fig. 11. Cumulative storage overhead across repeated redaction cycles

5. Conclusions
In this work we have analyzed the state of the art of the copyright 

transaction methods and the shortcomings of research on copyright 
transactions based on blockchain. In terms of copyright use, a blockchain 
based copyright transaction model and scheme that supports data editability 
is proposed. In response to the data redactionredacting requirements brought 
about by ownership changes, the data redacting method based on chameleon 
hash is used to complete the modification of copyright registration information 
in the transaction process. In order to prevent permission nodes from doing 
evil, a flexible and controllable permission node selection, exit and change 
mechanism is designed. The KEA-CPABE-UK algorithm is introduced to provide 
security protection for chameleon hash sub-private keys. Experimental results 
and security analysis have shown that our scheme has satisfied the 
confidentiality of the copyright transferor's private information, resistance to 
malicious node operations, and the confidentiality and accountability of the 
chameleon hash private key. In scenarios with many permission nodes, the 
sub-private key broadcast during the node exit phase has higher efficiency and 
flexibility. So, the proposed method is proven to be very effective for data 
confidentiality of the copyright transferor, resistance to malicious nodes, and 
the confidentiality and accountability of the private key of the chameleon hash 
in the BIoT and BIIoT systems. 

In future work, we will focus on optimizing the proposed scheme for 
resource-constrained IoT devices. Specifically, we have a plan to implement 
lightweight cryptographic primitives, such as replacing standard elliptic curves 
with more efficient Edwards-curve Digital Signature Algorithm (EdDSA) or 
utilizing hardware acceleration. Additionally, we will explore edge computing 
offloading strategies to delegate the heavy computational tasks of attribute-
based encryption (CP-ABE) from IoT terminals to edge gateways, further 
reducing the local energy consumption and processing latency.
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