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Abstract: Under current zero-trust security architectures, real-time hot patching of power field
equipment remains constrained by three critical technological limitations: excessive
authentication latency that wviolates millisecond-level control requirements, the lack of
quantitative mechanisms to prevent runtime structural disorder during patch injection, and the
absence of effective integration between human operational expertise and automated decision
systems. These limitations make existing zero-trust and fully automated hot patching approaches
unsuitable for safety-critical power equipment operating wunder strict real-time and
fault-intolerant conditions. To address these gaps, this paper proposes a brain-computer
co-evolution-driven negative entropy zero-trust hot patching framework. Compared with
conventional zero-trust implementations and automated reinforcement learning-based patching
strategies, the proposed method introduces human EEG-derived risk intuition into the security
decision loop and establishes a multidimensional negative entropy model to explicitly quantify
and constrain system structural order during runtime updates. By combining these mechanisms
with millisecond-level eBPF-based atomic code replacement, the framework aligns strong
security verification with real-time operational constraints. Experimental results on an RTDS
simulation platform and a real IED cluster (1,200 hot patching operations) demonstrate that the
proposed framework reduces high-risk security decision latency to 12.3 ms—significantly lower
than current zero-trust baselines—while limiting entropy increase risk to 3.5% and maintaining
99.99% service availability. These results indicate that the proposed approach bridges a critical
gap between current zero-trust standards and the practical requirements of real-time,
safety-critical power equipment updates.
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1. Introduction

With the profound evolution of the Energy Internet and smart grid, power field devices are
transitioning from static and fixed systems to dynamic and updatable ones. To combat
increasingly complex cyberattacks and software vulnerabilities, real-time hot patching has
become a core means of ensuring continuous device operation and security [1, 2]. However,
power field devices differ fundamentally from general-purpose computing devices, and their
unique characteristics significantly complicate the implementation of hot patching. First,
mainstream IEDs typically use ARM Cortex-A9 or PowerPC e500 embedded processors with
limited memory of 256MB-512MB, making them unable to handle the overhead of traditional
containerization or virtual machine sandboxing solutions. Second, as the core unit for grid
protection and control, IED response delay must be kept within a strict millisecond-scale bound
(typically below 1-2 ms for protection loops). Any instruction timing disruptions or service
interruptions applied by hot patching can directly lead to protection failures and trigger regional
power outages [3]. Finally, fault tolerance is effectively zero: in power grid scenarios, the
consequences of a failed hot patch far exceed those of ordinary IT systems, representing a
potential grid security incident. Therefore, hot patching in power girid scenarios imposes unique
requirements, ensuring both absolute business logic continuity and intact system structure order.

There is a fundamental conflict between the high real-time requirements of current industrial
control systems and the strong verification mechanisms of the zero-trust security architecture.
The traditional zero-trust model emphasizes “riever trust, constantly verify”, and its standard
processes are effective in general IT environments. However, in real-time power grid control
scenarios, its inherent authentication delays and policy evaluation overhead directly undermine
the timing determinism of the control loop. A deeper problem lies in the fact that automated
decision systems are prone to false positives-making erroneous judgments based on incomplete
or misleading data-when faced with complex and unknown attack patterns or operating
conditions.

Existing hot patching technologies generally neglect proactive maintenance of system
structural order. Hot patching, by its very nature, involves nonlinear perturbations of runtime
state, which can easily trigger “entropy increases” such as memory mapping misalignment,
variable state drift, and thread scheduling conflicts, causing the system to slide from an ordered
and controllable state to chaos [4, 5]. Current research lacks quantitative modeling and
closed-loop control of negative entropy-the system’s ability to resist interference and structural
stability. In power systems, a single increase in entropy can mean the malfunction of a protective
device or the breakdown of a communication protocol, with consequences far beyond those of
ordinary IT systems. Therefore, establishing a control loop of negative entropy perception,
negative entropy constraint, and negative entropy feedback throughout the hot patching lifecycle
is a prerequisite for achieving highly reliable updates. Existing methods often rely on post-event

log analysis or static rule matching, lacking the ability to measure and adjust the dynamic order



of the system in real-time, making them unable to meet the industrial-grade requirements of
zero-fault tolerance for power systems [6, 7].

At the same time, current automated hot patching decision mechanisms suffer from a
structural flaw: a disconnect between humans and machines [8]. The contextual awareness, risk
intuition, and emergency response judgment skills accumulated by operations and maintenance
experts through long-term practice have not been effectively integrated into the machine
decision loop. Purely Al-driven patching strategies are prone to misjudgments when faced with
complex operating conditions, while purely manual decision cannot meet real-time requirements.
The human brain excels at processing high-dimensional fuzzy information and unstructured risks,
while machines excel at high-speed, precise execution, and policy iteration. If these two can form
a “co-evolutionary” relationship, the system’s adaptability in uncertain environments is greatly
enhanced [9]. The core technical challenge of this paper is to build a lightweight, low-latency,
and highly reliable human brain cognition injection channel and couple it with a machine
zero-trust engine [10].

Real-world patch management in industrial and operational technology (OT) environments
remains challenging and often results in significant delays or incomplete remediation of known
vulnerabilities. An empirical study involving 132 delayed patching tasks over four years revealed
that the majority of patch deployment delays occur during the tinal deployment phase, driven by
coordination, organizational, and technological barriers, which increases exposure to known
threats and residual risk [11]. Furthermore, large-scale inspections of modern OT systems have
shown that every deployed product family examined contained at least one easily exploitable
vulnerability, with a total of 53 weaknesses identified across 45 product families, indicating that
many vulnerabilities remain unpatched or inadequately addressed in operational environments
[12]. Systematic reviews of patch management research also reveal that only approximately 20.8%
of reported solutions have been evaluated in real industrial settings, suggesting a substantial gap
between proposed methods and their practical adoption in critical infrastructure environments
[13].

The failure to address these issues can have severe practical implications, particularly in
safety-critical infrastructure sectors such as power grids, transportation, and healthcare.
Unpatched vulnerabilities in these systems increase the risk of cyberattacks, service
interruptions, data loss, and safety failures, which can have cascading effects on national
economies and public safety. For instance, undetected vulnerabilities may lead to cyberattacks
targeting critical infrastructure, disrupting entire communities, and potentially causing financial
losses in the billions. Furthermore, delays in patching can exacerbate the complexity of incident
response during attacks, further magnifying the damage. The increasing reliance on
interconnected systems in industries such as energy and transportation means that the failure to
mitigate these vulnerabilities will only result in greater risks to system stability and operational

efficiency.



This paper proposes a brain-machine co-evolutionary, negative entropy, zero-trust real-time
hot patching mechanism, aiming to address the technical paradox of safety, real-time
performance, and stability for power field equipment. This mechanism uses a lightweight EEG
interface to transform the subconscious intuition of operation and maintenance experts about
patch risks into dynamic trust weights, which are then coupled to the edge zero-trust engine at
the millisecond level. This enables adaptive decision with strong verification for high-risk
scenarios and rapid release for low-risk scenarios, effectively overcoming the illusionary flaws of
purely machine-based decision. At the same time, an innovative multi-dimensional negative
entropy measurement model is constructed, integrating the inverse of the state variance, mutual
information, and control flow consistency index to quantify the orderliness of the system
structure in real-time. A two-layer reinforcement learning controller is embedded with a negative
entropy threshold as a hard constraint to drive the self-evolution of the strategy, ensuring that
entropy increase equates to intervention and negative entropy equates to optimization,
proactively combating system chaos. Experiments on the RTDS simulation platform and a real
IED cluster have shown that this solution reduces decision delays in high-risk patch scenarios to
12.3ms, sharply reduces the average entropy increase risk to 3.5%, and achieves service
availability exceeding 99.99%, providing a dynamic update paradigm for critical power
equipment that combines theoretical breakthroughs with engineering value.

The main highlights of this article are as foliows:

(1) A brain-computer co-evolution mechanism is introduced that injects expert EEG-derived risk
intuition into an edge zero-trust engine, reducing average security decision delay in high-risk
patching scenarios from 32.4 ms under traditional zero trust to 12.3 ms.

(2) A multi-dimensional negative entropy measurement model is designed that decreases the
overall entropy-increase risk rate from 27.3% with traditional zero trust to 3.5% across 1,200
hot patching operations.

(3) Human-machine co-evolution is demonstrated to improve decision accuracy from 82.0% with
pure automated Q-learning to 96.5%, while maintaining service availability above 99.99% on
both RTDS simulations and real IED clusters.

The remainder of this paper is organized as follows: Section 2 reviews related work on
real-time hot patching, zero-trust architectures, human-machine collaboration, and system
stability modeling. Section 3 introduces the proposed brain-computer co-evolution and negative
entropy-guided zero-trust hot patching framework and describes its key modules. Section 4
presents experimental results obtained from an RTDS simulation platform and a real IED cluster.
Section 5 discusses the implications, limitations, and extensibility of the proposed framework,
including potential integration with other Al-based decision-support methods. Finally, Section 6

concludes the paper and outlines directions for future research.

2. Related Work



Current research on real-time hot patching technology falls into three main approaches:
kernel-level hot replacement, user-space sandbox hot updates, and containerized rolling
deployment. Kernel-level solutions achieve non-disruptive updates through function jumps or
memory page remapping, with delay controlled to milliseconds. These solutions are suitable for
high-performance servers, but lack a security context verification mechanism and cannot meet
the “continuous authentication and least privilege” requirements of zero-trust architectures [14,
15]. User-space solutions achieve functional replacement through runtime class reloading or
proxy injection, offering higher security. However, their reliance on virtual machines or
interpreters applies significant performance overhead, making them difficult to deploy in
resource-constrained embedded power equipment [16]. Containerization solutions are suitable
for cloud-native architectures, achieving zero downtime through service replica switching.
However, they rely on redundant resources and load balancing, making them unsuitable for
single-point devices. Furthermore, the switchover process still results in brief service
interruptions [17, 18]. None of the above methods consider the authentication delay caused by
zero-trust security protocols, nor do they establish a quantitative assessment and control
mechanism for the orderliness of system status. They are seriously lacking in adaptability in
high-real-time, high-security, and high-stability power scenarios [19].

In the field of human-machine collaborative security decision, existing research primarily
focuses on alarm triage and policy recommendation systems within security operations centers
[19]. These systems leverage historical logs and rule engines to assist human decision, adopting
a post-analysis-human-response model and lacking real-time closed-loop control capabilities [21].
Some studies have attempted to incorporate reinforcement learning to automate policy
generation, but the lack of in-the-loop risk calibration by human experts can lead to policy drift
when faced with unknown attacks or complex operating conditions [22]. The application of
brain-computer interfaces in security decision is still in its infancy. Existing work primarily
focuses on password entry or attention monitoring, but has yet to achieve a closed-loop of risk
perception, decision injection, and system evolution. In particular, in the industrial control field,
electroencephalogram (EEG) signals have yet to be integrated with real-time hot patching
processes [23- 25]. This paper constructs a lightweight EEG feature extraction-risk intuition
classification-dynamic trust weight adjustment chain to convert the human brain’s subconscious
judgment of patch risk into a machine-executable trust coefficient, coupling it with the edge
zero-trust engine to achieve the coordinated evolution of human-controlled direction and
machine-controlled details while ensuring safety.

In terms of system stability modeling, existing hot patching research relies heavily on
traditional reliability or performance metrics, lacking information-theoretic modeling of
structural order. Negative entropy, a concept at the intersection of thermodynamics and
information theory, has recently been applied into complex system stability analysis, but has yet

to be applied to software hot update scenarios. Some studies have attempted to assess system



chaos using Shannon entropy or the Lyapunov exponent, but these efforts fail to establish a
dynamic correlation with the patch injection process [26 -28].

Recent studies have further advanced time-series modeling, reinforcement learning policy
reuse, and security and control theories, providing new technical foundations for real-time
decision-making in complex systems. Irani and Metsis (2024) [29] proposed a time-series
prediction framework that integrates Bayesian modeling with deep learning, enhancing
prediction stability and accuracy by incorporating contextual label information from adjacent
temporal windows, thereby addressing the limitations of conventional deep models in capturing
temporal dependencies. Such context-aware modeling offers valuable insights for continuous
state evaluation in real-time decision processes. Nikookar et al. (2025) [30] conducted a
systematic study on model reusability in reinforcement learning and introduced a graph-based
policy representation that enables efficient reuse of trained policies across tasks and reward
functions, significantly reducing retraining and policy iteration costs. This work provides a
theoretical foundation for dynamic decision-making and strategy evolution in multi-scenario
environments. From a security perspective, Abolfathi et al. (2024) [31] proposed an
ensemble-based HTTPS traffic fingerprinting attack and introduced an adversarial example-
driven defense mechanism, effectively disrupting identifiable patterns in encrypted traffic and
demonstrating the feasibility of enhancing system robusiness through adversarial perturbations
in high-security contexts. In addition, Vaziri and Fang (2025) [32] addressed the control of
convolutional neural networks in high-dimensiona! nonlinear systems by proposing an optimal
inferential control framework based on sequential Monte Carlo methods, achieving stable control
of complex spatiotemporal systems while maintaining computational efficiency. Collectively,
these studies provide complementary insights from temporal modeling, policy reuse, adversarial
security, and high-dimensional control, supporting the development of real-time, secure, and
stable decision mechanisins for complex systems.

This paper innovatively proposes a “hot patching negative entropy measurement model” that
integrates state variable mutual information, the inverse of the response time series variance,
and a control flow consistency index to construct a multidimensional negative entropy metric.
This metric serves as both a constraint function and a reward signal for policy evolution. By
controlling the patch injection timing and rollback mechanism through the negative entropy
threshold, the self-stabilizing maintenance of “entropy increase means intervention, and negative

entropy means evolution” can be achieved.

3. Materials and Methods

3.1 Construction of Brain-Computer Contextual Awareness Module
To achieve real-time translation of human risk intuition into machine-executable trust
weights, this paper constructs a lightweight brain-computer contextual awareness module. Its

core approach is to extract neurophysiological features highly correlated with patch risk



perception from EEG signals of maintenance experts and establish a high-precision classification
model [33, 34]. The experiment focuses on collecting data from three channels: the prefrontal
cortex Fpl and Fp2 and the central area Cz. This area is closely related to risk assessment,

decision conflict, and attention regulation. The EEG channel distribution is shown in Figure 1.
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Figure 1. EEC channel distribution
Signal preprocessing uses a fifth-order Butterworth bandpass filter to remove power
frequency interference and myoelectric noise, and then Independent Component Analysis (ICA) is
performed to remove eye movement artifacts [35, 36]. The collected EEG signal is shown in
Figure 2:
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Figure 2. Collected EEG signal



The feature extraction stage focuses on two core indicators: the o/p band power ratio
(Alpha/Beta Power Ratio, ABPR), which reflects cognitive load and alertness; the P300
event-related potential, which reflects the subconscious attention allocation induced by risk

stimuli. ABPR is calculated as follows:
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X(£?) is the signal after time-frequency transformation. When the ABPR value drops sharply,
it indicates that the o band (8-13 Hz) power is enhanced relative to the P band (13-30 Hz),
corresponding to high-risk situation cognition.

The P300 component extraction uses the time-locked superposition averaging method, with

the patch injection instruction as the trigger mark, to extract the Cz channel potential peak
within the 250-500ms window:
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The classifier uses the Support Vector Machine+Long Shori-Term Memory (SVM+LSTM)
hybrid architecture: SVM is responsible for constructing the linearly separable hyperplane of
static features (ABPR mean, variance, and kurtosis), and LSTM is responsible for modeling the
long-term dependency of dynamic time series features (P300 waveform sequence). The input
feature vector dimension is 1x18, including ABPR statistics, P300 time domain parameters,
frequency domain energy distribution, and nonlinear entropy value. The loss function uses
weighted cross entropy:

[=33 1 weyclog(¥e) 4)

w is the class weight to alleviate sample imbalance. The final output is the human brain risk
confidence R,€[0,1], which is input into the collaborative controller as a dynamic trust weight to
achieve the mapping from human brain intuition to machine parameters.

3.2 Design of Zero-Trust Dynamic Authentication Engine

To reduce security decision delay while ensuring minimum privilege and continuous
verification, this study designs a lightweight edge zero-trust authentication engine, which is
deployed on the ARM Cortex-A78AE edge node on the field device side. The engine architecture
consists of three layers: identity layer, policy layer, and execution layer [37-39].

The identity layer adopts a two-factor dynamic binding mechanism: the device fingerprint
and the patch digital signature jointly constitute the authentication subject. Each patch request
requires a JWT (JSON Web Token) credential, and its payload structure is as follows:

JWT=Header| Payload| Signature (5)

Payload contains:

Payload={dev id, patch hash, timestamp, momce, entropy req} (6)



The policy layer implements dynamic minimum privilege control based on OPA (Open Policy
Agent). The policy is refreshed every 50ms, and the authorization scope is dynamically adjusted
according to the current operating status of the device.

The execution layer is deployed in TEE to ensure that the key and policy execution are
isolated from the operating system. The authentication delay mainly comes from the Elliptic
Curve Digital Signature Algorithm (ECDSA) signature verification and policy evaluation. The
engine optimization is as follows:

1) Accelerating elliptic curve operations using precomputed multiplication tables;

2) Implementing a Least Recently Used (LRU) policy cache;

3) Implementing an asynchronous, non-blocking Input/Output (I/O) model that supports
processing 16 concurrent requests.

The total authentication delay 7,,s can be modeled as:

T5utn= Tverityt Tpolicy™ Tio (7)
3.3 Establishment of Negative Entropy Measurement Model

To quantify the changes in system orderliness during hot patching, this study constructs a
multi-dimensional negative entropy measurement model, integrating information theory, control
theory and statistical methods, and defines the system negative entropy index H,., as follows
[40, 41]:

1
(B

The first item is the sum of the inverse logarithm of the variance of each key state variable,

Hpeg(D=31L1 10g( ——)+ M X, X p )+ A Crropl D (8)

reflecting the system’s anti-disturbance capability:
07 (=58 k= 1 (XAK)=X)? 9)
The window size is W=100 (corresponding to 100ms).

The second term MI is the mutual information, which measures the information correlation
between the current state X; and the historical state X; ar The Kraskov-Stogbauer-Grassberger
(KSG) estimation algorithm is used [42-44]:

MI( Xy, Xp—p )= 9B -0y, )+ @1y, )1+ P N) (10)

@ is the digamma function; 4 is the number of neighbors; n,; is the number of neighbors of
the i-th point in the X space.

The third term Cp,, is the control flow consistency index. The function call graph is
captured by the eBPF probe, and the Jaccard similarity between the actual path and the expected

path is calculated:

_ |Eactua/n Eexpectedl ( 1 1 )

C
flow | Eactua/u E, expected| |

The weight coefficient is determined by grid search.

The negative entropy change rate is defined as:
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When AH<-0.1, the rollback mechanism is triggered. The change in the system structure

orderliness of power equipment during the hot patch process is shown in Figure 3:
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Figure 3. System structure of power equipment during hot patching

Figure 3 illustrates the changes in the system siructure order during hot patching. Three
components are quantified using a negative entropy model: (a) the state stability component
indicates the degree of fluctuation of the sysiem state variables and the variance change after
perturbations; (b) the temporal consistency component reflects the continuity of the state over
time and the impact of sudden perturbations on mutual information; (c) the control flow
consistency component characterizes the degree to which the control flow deviates from
expectations after hot patching.

Within the proposed negentropy-based measurement framework, human intuition is
formalized as a prior modulation of system state uncertainty. Specifically, real-time feedback
provided by domain experts through a brain-computer interface (BCI) is mapped to dynamic
adjustments of the state probability distribution p(x;), where x; denotes the operational state of
the i-th component (e.g., an IED). Such intuitive inputs inherently capture expert assessments of
potential risks and abnormal evolution trends, thereby influencing the system’s expectations of
future states and its decision-making preferences. The component state x; is jointly determined
by its current observations and historical states, including but not limited to voltage
characteristics, fault detection outcomes, and communication status. As the system evolves over
time, intuition-driven feedback continuously reshapes the state probability distributions, alters
the expected state transition dynamics, and ultimately affects the evaluation of system
orderliness through the computed multidimensional negentropy.

The system state entropy H(X) is used to quantify the overall uncertainty of the system and is



defined in an additive form based on the probability distributions of component states. For a
system composed of n components, the entropy is expressed as
H(x) = =%iL; p(x)log(p(x))
(13)

Where p(xj) denotes the probability distribution of the state x; of the i-th component. This
probability reflects the degree of uncertainty and order of the component at a given time. The
state probabilities are jointly modulated by objective system behavior and human intuition inputs,
where higher probabilities indicate more likely states and correspond to higher levels of local
order.

It should be noted that the proposed negative entropy index Hpeq is not a direct negation of

the Shannon entropy H(x). The Shannon entropy H(x) is introduced as a theoretical reference to
describe system-level uncertainty based on state probability distributions, whereas Hpeg is an
engineered, multidimensional indicator constructed for real-time measurement and control
during the hot patching process. Specifically, Hpeg integrates state stability, temporal
consistency, and control flow consistency to quantify structural orderliness in an operational and
control-oriented manner. Therefore, the two measures serve coniplementary but non-equivalent
roles in the proposed framework.

To explicitly characterize system orderliness, a negeniropy measure S(X) is introduced as
the negative counterpart of entropy, defined as

S(x) = 3Ly p{x)Iog(p(x)))
(14)

Under this formulation, the system’s decision-making process can be interpreted as an
evolution toward low-entropy (high-negentropy) regions in the state space. By continuously
incorporating human intuition feedback and dynamically updating the state probability
distributions, the system progressively enhances its structural order and optimizes its decision
behavior.

For a large-scale network consisting of N =1200 IEDs, the system-level negentropy is
obtained by aggregating the individual negentropy values of all IEDs in a normalized manner:
Stotal = %ZN:l Sx;)
(15)

Where S(x;) represents the individual negentropy associated with the i-th IED. This
averaging strategy prevents linear inflation of entropy values with system size and enables a
stable characterization of the overall network order and state evolution.

The proposed multidimensional negentropy measure is theoretically inspired by Shannon
entropy and thermodynamic principles, yet it is not a direct application of classical entropy
definitions. Instead, it is customized to quantify the enhancement of system order induced by

human-in-the-loop inputs. By unifying machine-driven decision processes and human cognitive



feedback through dynamic modulation of state probability distributions, the framework maintains
system stability during patch operations and improves adaptability to anomalies and risks.
3.4 Co-evolutionary Strateqgy Controller

To achieve dynamic coordination and adaptive evolution of human-machine strategies, this
study designs a two-layer Q-learning controller [45- 47]. The upper layer adjusts the human brain
weights a; while the lower layer optimizes the patch path a; The overall architecture is as
follows:

State space: s=[Rn, R, Hpeg-l0ad, latencyl;

Action space: upper layer a€{0.2,0.4,0.6,0.8,1.0}, and lower layer a;=
{inject, delay, rollback, fallback}.

The reward function is designed as follows:

1= P1* Hpeg\ )= Bo* Taum=P3* Ironpack (16)
p/1=1.0; p,=0.3; p3=0.2. I is the rollback indicator function.
The Q value update uses the Double Deep Q-Network (DQN) algorithm to avoid

overestimation [48, 49]:

As, @)= s, a)+ L+ ymax Qparged s, @)~ Xs,a)] (17)
The upper policy gradient is updated as:
VA= EIV plogngals)*Als,a)] (18)

The advantage function is A(s,a)=Q(s,x)-V(s). V(s) is the state value function, which
measures the average total reward that can be obtained in the future under the current state s by
continuing to execute according to the policy, and does not depend on the specific action.

To accelerate convergence, experience replay and priority sampling are applied. The memory
capacity is 10, and the batch size is 64. The exploration strategy uses the Boltzmann

distribution:

m(a|s)=—2P A0 (19)
2o exp(s,a)1)

The temperature parameter 7 decays exponentially with the number of iterations.
3.5 Implementation of Real-Time Hot Patch Injector

To achieve millisecond-level non-perturbative code replacement, this study builds a hot patch
injector based on eBPF, which supports function-level atomic replacement [50, 51].

eBPF provides an in-kernel verifier, which checks for errors in the bytecode before it is
loaded into the kernel. While this verification ensures basic safety, the “Zero-Trust” model
requires higher assurances to prevent the patch itself from becoming a potential vector for False
Data Injection Attacks (FDIA). To address this, the framework incorporates a multi-layered
security strategy, with a focus on ensuring instruction-level safety. Before the eBPF bytecode is
injected into the kernel, a formal verification step is introduced to guarantee that the bytecode

adheres to critical security properties, such as data integrity, control flow safety, and execution



consistency. This formal verification process utilizes static analysis tools such as Coq and Z3 to
rigorously check the bytecode against these properties.

Coq is used to formalize the correctness of the bytecode logic, ensuring that the generated
code behaves as intended without introducing side effects or vulnerabilities. This formal proof
guarantees that the eBPF bytecode cannot be manipulated to perform unauthorized actions, such
as injecting false data or causing control flow violations. Z3, a powerful SMT solver, is employed
to validate the execution paths and check for potential infeasible states or vulnerabilities in the
bytecode’s logic. Z3's symbolic execution capabilities enable the framework to simulate all possible
paths and verify that the bytecode operates securely within predefined constraints. By utilizing
Coq and Z3, the framework ensures that each eBPF instruction is independently verified, and no
instruction can be exploited to bypass the intended functionality of the patch. This formal
verification process guarantees that the patching mechanism is free from vulnerabilities that
could be leveraged for FDIA.

The BCI-Edge co-evolution operates in parallel with the eBPF patching process. The human
input via BCI provides contextual feedback that modulates system behavior based on risk
perception and decision-making preferences. However, this input does not directly influence the
kernel-level patching process. The formal verification of the eBPF Lytecode ensures that human
input is isolated from the kernel ' s security-critical components, preventing any potential
compromise through the BCI channel.

The core process is as follows:

1) Compile-time instrumentation: a springboard is inserted at the target function entry,
reserving 5-byte jump instruction space;

2) Runtime loading: the new function is compiled into BPF bytecode and loaded into the
kernel through the bpf() system call;

3) Atomic switch: the ftrace mechanism is used to modify the springboard target address to
achieve instruction-level atomic jump.

old insn“™PLInew insn (20)

Memory mapping uses a double buffering mechanism to avoid read-write conflicts:

ActiveBuffer- StandbyBuffer (21)
Sequential consistency is ensured by memory barriers during switching:
smp mb();//full memory barrier (22)

The injection delay 7o+ is decomposed into:

Tinject= Tcompite™ Tioad™ Tswitch (23)

To ensure state consistency, the relevant threads are automatically frozen before injection;

the register context is saved; the stack frame integrity is verified after restoration [52].
3.6 Experimental Design

The experimental setup for this study is comprised of two complementary platforms: the



RTDS (Real-Time Digital Simulator) power system simulation platform and a real IED (Intelligent
Electronic Device) cluster. These platforms are used to simulate real-world conditions and
validate the proposed hot patching framework in both simulated and real-world environments.

The RTDS simulation platform was chosen for its ability to simulate power grid dynamics in
real time, ensuring that we can test the impact of our patching mechanism on the system’s
stability under realistic load conditions and network configurations. The platform supports
high-fidelity simulations of various power grid components, including protection relays,
communication protocols, and fault detection systems, which are critical for assessing the
performance of the patching mechanism. The RTDS model used in this study represents a 220kV
smart substation topology with 48 IEDs, enabling us to simulate a diverse set of real-world
scenarios. The real-time simulation capability allows for testing of the patching system under
millisecond-level time constraints, mimicking the requirements for real-time control in actual
power systems. The real IED cluster was selected to validate the system’s performance in a live
environment. We used two mainstream protection devices: the NARI PCS-9611G and the X]J
Electric WDH-821. These devices were chosen because they are widely used in industrial control
systems and power grids, representing a typical configuration found in power field applications.
The IEDs were configured with ARM Cortex-A9 and PowerPC 500 embedded processors, with
memory capacities of 512MB and 256MB, respectively, which are common for such devices in the
industry. These devices are also equipped with communication protocols such as Modbus TCP
and DL/T 860, ensuring compatibility with various grid monitoring and control systems.

The selection of these devices was based on their widespread usage in real-world power grid
systems, as well as their ability to simulate the real-world complexities of handling hot patching
operations under stringent time and resource constraints. This allows for a comprehensive
evaluation of the proposed solution in both simulated and operational settings. Experimental

equipment parameters are shown in Table 1:



Table 1: Experimental equipment parameters

Category Device/Component Name Model/Version Key Parameters
Simulation step size: 50 ps;
Simulation . . . RTDS Technologies Supports IEC 61850 GOOSE/SV
Platform Real-Time Digital Simulator RSCAD protocol;
Maximum number of nodes: 512
Nari Relay ARM Cortex-A9, 1 GHz, 512 MB RAM;
IED Protection Supports DL/T 860;
PCS-9611G Response delay: <1 ms
Real Device PowerPC €500, 800 MHz, 256 MB
IED XJ Electric RAM;
WDH-821 Supports Modbus TCP;
Response delay: <2 ms
. ARM Cortex-A78AE, 2.2 GHz;
Edge Computing Edge Server NVIDIA Jetson 32 GB LPDDR5;
Supports TEE (TrustZone)
Sampling rate: 1000 Hz;
EEG_D@_ta NeuroScan Number of channels: 64;
Acquisition EEG System SvnA. 2 I ti d . <5 KO-
Device ynAmps nput impedance: < ;
Noise: <0.5 uV RMS
Real-time kernel patch PREEMPT RT;
Overatin Edge Node OS Ub(uKrg: ;lnilz '501115]3TS eBPF support;
gystemg . SELinux policy enabled
Hard real-time;
IED Embedded OS VxWorks 6.9 Task switch delay: <10 ps
PvTorch 2.1+ Number of LSTM layers: 2;
Machine Learning Framework vl : Hidden units: 128; SVM kernel: RBF;
Scikit-learn 1.3 ining batch size: 64
Development Trau}mg atch size:
Framework Algorithm: Double DQN;

Reinforcement Learning
Framework

Ray RLIib 2.8

Experience replay capacity: 100,000;

Exploration strategy: Boltzmann (t =
1.0-0.1)

Sampling frequency: 1kHz;
Metrics collected: CPU load, memory
usage,
function call delay, and negative
entropy

Custom eBPF

Data Acquisition probe+Telegraf

Performance Monitoring Probe

The EEG signals in this study were acquired using a lightweight EEG interface specifically
designed for operation and maintenance (O&M) experts. Considering the high levels of
electromagnetic interference (EMI) typically found in power field environments, significant effort
was made to ensure the quality of the EEG data. To filter EMI, we employed a multi-stage signal
processing pipeline. Initially, hardware filters such as notch filters were used to remove power
line interference (50/60 Hz). Next, we applied independent component analysis (ICA) to separate
and remove noise components based on spatial and temporal characteristics. Finally, frequency
domain analysis was performed to filter out low-frequency EMI components (below 0.5 Hz),
ensuring that the resulting EEG data was clean and reliable for analysis. This rigorous filtering
process was crucial to ensure that the EEG signals could be used accurately in the framework
without significant interference from external noise sources.

Risk intuition is defined as the expert’s ability to subconsciously assess risk during
decision-making tasks, and it is reflected in neurophysiological markers that indicate cognitive
and emotional processing. In our framework, P300, an event-related potential (ERP), is used as
the primary marker for risk intuition. The P300 response, specifically its amplitude and latency,
has been shown to correlate with attention allocation and cognitive processing during

decision-making tasks. The P300 amplitude increases in response to unexpected or significant



stimuli and is used to quantify the importance and perceived risk of a given decision. In the
context of our framework, P300 activity is integrated into the reinforcement learning reward
function to dynamically adjust the system’s behavior based on the expert’s perceived risk during
the patching process.

To address the possibility of false alarms or misleading input from a stressed or distracted
expert, we incorporated a multi-tiered verification system. The system cross-references
EEG-derived risk intuition with additional system performance metrics, such as the success rate
of previous patches and real-time system feedback. If significant discrepancies are detected
between the EEG signals and system outcomes (indicating potential errors), the system will
trigger an alert mechanism to either temporarily pause human input or prompt the expert for
re-evaluation. This additional layer of verification helps mitigate the risk of poor decision-making
due to cognitive overload or distraction.

The experimental data collection period is from September 2023 to March 2024, and a total
of 1,200 hot patching operations are performed, covering high-risk, medium-risk, and low-risk
patching scenarios. Each operation records 18 raw data items, generating 21,600 structured
observation samples. All data is desensitized and standardized before being stored in a time
series database for subsequent statistical analysis. This study was approved by the Ethics
Committee of State Grid Xinjiang Electric Power Co., Ltd. All methods were performed in
accordance with the relevant guidelines and regulations, including the Declaration of Helsinki
and the policies of this ethics committee. Informed consent was obtained from all participants in
accordance with ethical standards. Participants were fully informed of their rights, and a sample
consent form was available upon request. All participants were adults.

The experimental data classification and composition are described in Table 2:

Table 2. Experimental data classification and composition

. Quantity Proportion of
Data Category Subcategories (frequency) total data
High-risk patches 400 0.333
By Patch Risk Level Medium-risk patches 400 0.333
Low-risk patches 400 0.333
By Experimental RTDS simulation platform 600 0.5
Platform Real IED device cluster 600 0.5
Initial exploration phase 300 0.25
. Convergence and
By Evolution Stage stabilization phase 700 0.583
Generalization testing phase 200 0.167
gy Datg Recording Raw observation samples 21600 100%
imension
By Patch Risk Level Desensitized dataset 21600 100%

Notes: after desensitization, the data retains the complete structure and performance
measurements of the original 21,600 records. Only sensitive fields such as device ID, personnel
ID, and precise timestamps are hashed or generalized to ensure that they cannot be traced back

to specific entities.



To verify the comprehensive advantages of this method in achieving the goals of security,
real-time, and stability, three representative baseline methods are selected for horizontal
comparison:

Traditional Zero-Trust Hot Patching (ZT): this method uses a standard JWT+OAuth2.0
authentication process, lacks brain-machine collaboration and negative entropy control, and has
a fixed patch path, serving as a security performance benchmark;

Pure Automated Q-learning Hot Patching (Auto-Q-learning): this method uses an improved
single-layer reinforcement learning controller that relies solely on machine state inputs and does
not contain a negative entropy term in its reward function. This method is used to evaluate the
gains of brain-machine collaboration;

Static Rule Hot Patching (SR): this method uses a preset threshold method widely used in
industrial fields, lacks dynamic evolution capabilities, and serves as a reference for engineering

practice.

4. Results and Discussion

4.1 Security Decision Delay Performance

Security decision delay is a core metric for measuring whether a hot-patching mechanism for
power field equipment can meet real-time control requirements. It primarily consists of two
components: zero-trust authentication delay and risk-based decision delay. This section compares
the delay performance of the proposed brain-computer collaborative negative entropy zero-trust
solution with ZT, Auto-Q-learning, and SR at different patch risk levels to verify the effectiveness
of brain-computer collaboration and negative entropy control in improving decision efficiency.
Table 3 presents the average security decision delay, 99th percentile delay, and delay standard
deviation for the four solutions in high-, medium-, and low-risk patch scenarios.

Table 3. Comparison of security decision delay under different methods (unit: ms)

S . Patch Risk Average 99th percentile Delay standard
olution L . ae
evel delay delay deviation
. . High Risk 12.3 18.5 1.8

Method in this Medium Risk 9.7 15.2 1.5

paper Low Risk 7.2 11.8 1.2
High Risk 32.4 45.6 5.3

7T Medium Risk 28.9 40.3 4.8
Low Risk 25.7 36.9 4.2
High Risk 20.8 29.7 3.6

Auto-Q-learning Medium Risk 17.3 25.1 3.1
Low Risk 14.5 21.4 2.7
High Risk 29.8 42.1 4.9

SR Medium Risk 26.5 38.7 4.5
Low Risk 23.2 34.5 3.9

Table 3 shows that the proposed solution exhibits the lowest delay across all risk scenarios.
The average delay in the high-risk patch scenario is only 12.3ms; the average delay in the
medium-risk patch scenario is 9.7ms; the average delay in the low-risk patch scenario is 7.2ms,

significantly outperforming other solutions. Furthermore, the proposed solution has the lowest



delay standard deviation, at only 1.8ms in the high-risk scenario, demonstrating a more stable
decision process. This is due to the rapid transformation of risk perception through the
brain-computer synergy mechanism and the suppression of system state fluctuations by the
negative entropy model.

This paper breaks down the security decision delay components of the four solutions in the
high-risk patch scenario, including zero-trust authentication delay, risk decision delay, and other

system overhead. The results are shown in Figure 4:
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Figure 4. Security decision delay composition in a high-risk patch scenario

As shown in Figure 4, the zero-trust authentication delay of this proposed solution is only
5.2ms, a 72.2% reduction compared to the 18.7ms of the ZT solution. This is attributed to the
lightweight edge authentication engine’s pre-calculated multiplication table and LRU cache
optimization. The risk decision delay is 4.8ms. While higher than the 3.2ms of the
Auto-Q-learning solution, this approach achieves precise transformation of risk perception
through brain-computer collaboration, avoiding the overhead of secondary decisions caused by
misjudgments. Other system overhead is 2.3ms, significantly outperforming other approaches.
Overall, the proposed solution significantly reduces the security decision delay and satisfies the
stringent millisecond-level timing requirements of power field control systems.
4.2 System Negative Entropy and Entropy Increase Risk Assessment

System entropy increase is a core manifestation of the decreased structural orderliness of
power field equipment during hot patching, which can lead to serious consequences such as
distorted control instructions and failure of protection functions. By constructing a negative
entropy measurement model, the system negative entropy trends of the four solutions throughout
the hot patch lifecycle are quantified, and the incidence rate of entropy increase risks is

calculated to verify the proposed solution’s ability to maintain system order. Figure 5 shows the



system negative entropy change curves for the four solutions during a complete high-risk patch

operation (10 seconds):
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Figure 5. System negative entropy change during a high-risk patch operation

As shown in Figure 5, the proposed solution exhibits minimal fluctuation in the negative
entropy change curve and quickly recovers to a stable level after patch injection. This is due to
the real-time monitoring of the system state by the negative entropy measurement model and the
dynamic adjustment of the co-evolutionary controller. When the system negative entropy value
approaches the threshold, the proposed solution triggers a delayed injection or rollback
mechanism to prevent further entropy increase risks. However, due to the lack of negative
entropy feedback control, the other solutions easily experience negative entropy values falling
below the threshold, leading to a continuous deterioration of system structural order.

Table 4 summarizes the number, incidence, and average recovery time of entropy increase
risks for the four solutions during 1200 hot patch operations.

Table 4. Entropy increase risk statistics for different solutions

Number of entropy Entropy

. Patch Risk increase increase risk Average
Solution . o recovery
Level risk occurrences incidence rate time (s)
(times) (%)
Method in this ;) Rigk 28 7 0.8
paper
Medium
Risk 10 2.5 0.6
Low Risk 4 1 0.5
ZT High Risk 148 37 4.8

Medium 104 26 4.1




Risk

Low Risk 76 19 3.5
Auto-Q-learning High Risk 84 21 2.8

Medium

Risk 48 12 2.4

Low Risk 22 5.5 2.2
SR High Risk 116 29 3.5

Medium

Risk 72 18 3

Low Risk 32 8 2.7

Table 4 shows that the average total entropy increase risk rate for the proposed solution is
only 3.5%, with rates of 7.0% in high-risk scenarios, 2.5% in medium-risk scenarios, and 1.0% in
low-risk scenarios, and the recovery time is only 0.5-0.8 seconds. In contrast, the ZT solution has
a total entropy increase risk rate of 27.3%, with an average recovery time of 4.1 seconds. The
Auto-Q-learning and SR solutions have total entropy increase risk rates of 12.8% and 18.3%,
respectively, with average recovery times of 2.5 seconds and 3.1 seconds, respectively. This data
comparison demonstrates that the proposed solution, through its negative entropy-guided
closed-loop control, significantly reduces the entropy increase risk during the hot patching

process, providing a strong guarantee for the stable operation of power equipment.
4.3 Verification of Human-Machine Collaboration Efficiency and Service
Availability

Human-machine collaboration efficiency is a key indicator for measuring the effectiveness of
brain-machine collaboration mechanisms, directly impacting the accuracy and real-time nature of
hot patching decisions. Service availability is a core requirement for hot patching power
equipment, ensuring uninterrupted device control functions during the patching process. By
statistically analyzing the human-machine collaborative decision accuracy, iteration convergence
speed, and service availability of the four solutions, the advantages of this proposed solution in
human-machine collaboration and service assurance are validated. A comparison of
human-machine collaborative decision performance is shown in Table 5:

Table 5. Comparison of human-machine collaborative decision performance

Decision False Average number
. Patch Risk positive . .
Solution accuracy of iterations
Level o rate .
(%) o (times)
(%)

High Risk 94 3.5 9.5
. . Medium Risk 97 1.8 7.8
Method in this paper o pigie 98.5 0.7 7.3
Average 96.5 2 8.2
High Risk 75 18 —
7T Medium Risk 79 15.5 —
Low Risk 81.5 14 —
Average 78.5 15.8 —

High Risk 79 14.5 17.2

Auto-Q-learning Medium Risk 82.5 12 15.3

Low Risk 84.5 11 14.3




False

. Patch Risk Decision positive Averaflge m.lmber
Solution L accuracy of iterations
evel o rate .
(%) o (times)
(%)

Average 82 12.5 15.6

High Risk 76.5 17.5 —
SR Medium Risk 80.5 15 —

Low Risk 83 13.5 —

Average 80 15.3 —

Table 5 compares the human-machine collaborative decision accuracy, average number of
iterations, and decision false positive rate of the four solutions during 1200 hot patching
operations. Human-machine collaborative decision accuracy is defined as the degree of match
between the brain-computer collaborative decision result and the actual risk level, while the false
positive rate is defined as the proportion of decision results that deviate from the actual risk level
by more than one level. The proposed solution achieves an average human-machine collaborative
decision accuracy of 96.5%, with accuracy rates of 94.0% in high-risk scenarios, 97.0% in
medium-risk scenarios, and 98.5% in low-risk scenarios, with an average false positive rate of
only 2.0%. The Auto-Q-learning solution achieves an accuracy of 82.0% and a false positive rate
of 12.5%. The ZT and SR solutions achieve accuracy rates of 78.5% and 80.0%, respectively, with
false positive rates exceeding 15%. In terms of iterative convergence speed, the proposed
solution has an average of 8.2 iterations, significanily outperforming other solutions. This
demonstrates that brain-computer collaboration can accelerate the policy optimization process
and improve decision efficiency.

Figure 6 shows the service availability trends of the four solutions as the number of patches

increases:
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Figure 6 shows that the proposed solution maintains service availability above 99.99%
throughout 1200 patch operations, with no service interruptions due to patching. However, the
ZT solution experiences service interruptions during the 320th, 580th, and 850th high-risk patch
operations, with availability dropping to as low as 99.8%. The service availability of both the
Auto-Q-learning and SR solutions fail to meet high availability requirements. Compared with the
best-performing baseline (Auto-Q-learning), the human-machine collaboration efficiency of the
proposed solution is 1.2x higher in the initial exploration stage (1-300 iterations), 3.1x higher in
the convergence and stabilization stage (301-1000 iterations), and 3.4x higher in the
generalization test stage (1001-1200 iterations), measured in terms of the ratio between correct
decisions and expert intervention time. This indicating that with the continuous optimization of
the brain-computer collaboration model, the degree of integration and efficiency of

human-machine decision continue to improve.
4.4 Performance Consistency Verification across Different Experimental
Platforms

To ensure the performance consistency of the proposed solution in both simulation and
real-world scenarios, this section compares and analyzes its security decision delay, system
negentropy changes, and service availability indicators on the RTDS simulation platform and a
real IED device cluster to verify the solution’s engineering applicability. A comparison of security

decision delay and negative entropy across different platforms is shown in Figure 7:
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Figure 7. Comparison of security decision delay and negative entropy across different platforms
Figure 7 shows that the average decision delay on the RTDS platform is 11.8ms, with a
median of 11.5ms; the average decision delay on the real IED cluster is 13.0ms, with a median of
12.8ms. The difference between the two is small, indicating good consistency in delay

performance across different platforms. The lowest system negentropy value on the RTDS



platform is 8.42, while the lowest negative entropy value on the real IED cluster is 8.3. The
difference is also small, demonstrating that the proposed solution’s negative entropy control
mechanism is effective in real-world devices and is unaffected by platform environment
differences.

Figure 8 compares the service availability statistics of this solution in the RTDS simulation
platform and a real IED cluster.
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Figure 8. Comparison of service availability and entropy increase risk on different platforms

The service availability pie chart in Figure 8 shows that the RTDS platform’s service
availability percentage is 99.993%, with minor unavailability and unavailability accounting for
0.007%. The real IED cluster's service availability percentage is 99.991%, with minor
unavailability and unavailability accounting for 0.009%. Both platforms have a high availability
percentage exceeding 99.99%, meeting power industry requirements. Regarding the entropy
increase risk incidence rate, the RTDS platform’s incidence rates in high-risk, medium-risk, and
low-risk scenarios are 6.5%, 2.0%, and 0.8%, respectively. The incidence rates for the real IED
cluster are 7.5%, 3.0%, and 1.2%, respectively, with a difference of approximately 1%. This
demonstrates that this solution can effectively control entropy increase risk in real-world
equipment, validating its engineering reliability.
4.5 Key Parameter Sensitivity

The performance of this solution is influenced by several key parameters, including the
brain-computer collaboration weight («), the negative entropy weight coefficient (), and the
reinforcement learning exploration temperature (T). Through the control variable method, the
sensitivity of each parameter to security decision delay, system negative entropy, and service

availability is analyzed, and the optimal value range of the parameters is determined, providing a



basis for the engineering tuning of the solution. The sensitivity of the brain-computer

collaboration weight and the negative entropy weight coefficient is shown in Figure 9:
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Figure 9. Sensitivity of the brain-computer collaboration weight and the negative entropy weight

coefficient

Figure 9 shows that as « increases from 0.2 to 1.0, the safety decision delay first decreases

and then stabilizes: when o = 0.2, the delay is 17.5ms; when « = 0.6, the delay drops to 12.9ms;

when a > 0.6, the delay stabilizes at around 12ms. This indicates that when the human brain

weight exceeds 0.6, the risk perception in EEC signals is sufficient to assist machine decision,

and further increasing the weight has little effect on delay optimization. The optimal value for the

negative entropy weight coefficient A is 0.5, which balances the contributions of the three

negative entropy components: state stability, temporal consistency, and control flow consistency,

maximizing the system'’s total negative entropy.

Figure 10 illustrates the impact of reinforcement learning exploration temperature T on the

convergence speed of policy iteration:



(a) Effect of Exploration Temperature on Iteration Convergence Steps (b) Effect of Exploration Temperature on Service Availability
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Figure 10. Reinforcement learning exploration temperature sensitivity

Figure 10 shows the sensitivity of exploration temperature T to the convergence speed of
policy iteration and service availability in reinforcement learning. When T is low (0.1-0.3), the
policy converges quickly. However, as T increases, the number of convergence steps increases
and then decreases between 0.7 and 0.9. High-temperature exploration allows the strategy to
explore more possibilities in the early stages, thereby extending the convergence time. However,
too high a T can lead to a decrease in randomness and a moderate drop in the number of
convergence steps. Service availability exhibits a nonlinear relationship with 1, with good
availability achieved when t is between 0.7 and 1.0. This indicates that a moderate exploration
temperature helps maintain system stability while ensuring sufficient policy exploration.
4.6 Ablation Experiments

To clarify the contribution of each core component of this solution to the overall performance,
this section conducts ablation experiments. By comparing key performance indicators of the
complete solution with versions that omit each component, the actual value of each technological

innovation is quantified. The results are shown in Figure 11:
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Figure 11. Comparison of ablation experiment results

Figure 11 compares various indicators of the complete solution with those after removing
key modules, visually quantifying the impact of each module on overall performance. The
complete solution performs exceptionally well in security decision delay, entropy increase risk
incidence, human-machine collaboration efficiency, and service availability, exceeding 0.9. This
demonstrates that the synergy of various modules effectively ensures system security and
availability. The “no negative entropy” model appears dark blue in the “entropy increase risk
incidence” column, demonstrating that the negative entropy measurement model is key to
suppressing system entropy increase. Its multi-dimensional order-quantifying capabilities
effectively reduce risk. The “no eBPF” model performs poorly in service availability,
demonstrating the role of the eBPF injector’s atomic switching and double buffering mechanisms
in ensuring service continuity. The “no collaboration” model appears light blue in the
“human-machine collaboration efficiency” column, highlighting the value of the brain-machine
collaboration module in improving decision efficiency. Pure machine decision cannot match the
risk perception accuracy of human experts.

4.7 Sensitivity Analysis: Performance Across Different Users

To evaluate the sensitivity of the Brain-Edge system to different users, a sensitivity analysis
was conducted comparing the performance of the RL agent across two categories of users: senior
experts and junior technicians. Senior experts, with extensive experience, are expected to
provide clearer EEG signals, while junior technicians, with less experience, might produce less
consistent feedback. The analysis focuses on how user experience influences the RL agent’s
ability to process EEG feedback and adapt the system's behavior. The experiment involved 30
participants in total, divided into two groups:

15 Senior Experts: Professionals with extensive experience in system operation and
decision-making, able to provide consistent EEG signals due to their familiarity with the system.

15 Junior Technicians: Users with limited experience, mainly relying on basic instructions,



resulting in potentially less consistent EEG signals.

Each participant completed a set of tasks requiring them to wear the EEG headset and
interact with the RL agent in a controlled environment. The tasks were designed to assess the RL
agent ' s performance under different levels of EEG signal clarity, which would likely vary
depending on the user’s experience. The following performance metrics were used to evaluate
the system:

Decision Accuracy : The percentage of correct decisions made by the RL agent based on EEG
feedback. This measures the agent's ability to correctly interpret the EEG signals and make
appropriate decisions.

Response Time : The time taken for the RL agent to make a decision after receiving the EEG
input. This reflects how quickly the system can process and react to user feedback.

The results from the experiments are summarized in the table below, showing the
performance metrics for senior experts and junior technicians across the two evaluation criteria.

Table 6. Performance Metrics of RL Agent Across Different User Categories

User Category Decision Accuracy (%) Response Time (ms)
Senior Experts 92.50% 150
Junior Technicians 84.30% 200

As shown in the Table 6, senior experts performed- s_ignificantly better than junior technicians
in both performance metrics. The decision accuracy for senior experts was 8.2% higher,
indicating that their EEG signals were clearer and more consistent, allowing the RL agent to
make more accurate decisions. The response time for senior experts was also faster, with a 50 ms
difference, suggesting that the system was able to process feedback from experienced users
more quickly. The sensitivity analysis confirms that user experience plays a critical role in the
performance of the Brain-Edge system. Senior experts provided clearer, more consistent EEG
feedback, leading to higher decision accuracy, faster response times, and better adaptability of
the system. In contrast, junior technicians exhibited less consistent EEG signals, resulting in
slower decision-making and lower decision accuracy. This analysis emphasizes the need for
adaptive mechanisms in the system, allowing it to account for different levels of user experience
and EEG signal clarity. Future improvements could involve the development of personalization
features that adjust the system’s decision-making process based on the user’s experience and
signal consistency.

4.8 RL Agent Convergence and Decision Optimization

To comprehensively evaluate the performance of the RL agent across 1,200 hot patching
operations, a convergence analysis is conducted, focusing on the decision accuracy and decision
delay over time. As the number of operations increases, the RL agent gradually transitions from
relying on human EEG input for decision-making to a more autonomous decision-making process.

The following illustrates the learning curve of the RL agent throughout the experiment.
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Figure 12. RL Agent Convergence Curve

The data presented in Figure 12 demonstrates that, over the course of 1,200 hot patching
operations, the RL agent’s performance significantly improved, showing a clear trend toward
greater autonomy. Initially, the decision accuracy was low (arcund 60%) and the decision delay
was high (approximately 32.4 milliseconds), indicating that the agent still relied heavily on
human EEG input to make decisions. However, as the agent learned from past operations, its
decision accuracy steadily increased, reaching approximately 96%, while the decision delay
decreased to 12.3 milliseconds.

This change in the agent’s performarice suggests that it was progressively able to make better
decisions on its own, without needing as much input from human EEG signals. The decrease in
decision delay, in particular, reflects the system's increasing efficiency in making real-time
decisions. As the agent’s decision-making process became faster, it was able to handle situations
more independently, reducing its reliance on human feedback.

In parallel, the improvement in decision accuracy highlights how the RL agent was able to
refine its decision-making strategy by relying more on its learned experiences and less on the
real-time input from human EEG signals. Over time, the system became more adept at processing
the environment and making decisions autonomously, further demonstrating its growing ability
to operate independently. This growing autonomy is evidenced by the agent's enhanced capacity
to make precise, real-time decisions with minimal human involvement, reflecting a shift from a
dependency on human EEG input toward a more self-sufficient decision-making process.

4.9 Comparison of Zero-Trust Mechanism with Standard Cryptographic Signatures

This section presents a detailed comparison between the proposed BCI-guided Zero-Trust

mechanism and standard cryptographic patching methods, such as RSA and ECC. The aim is to

assess how these two approaches perform in terms of key metrics, including patch authenticity,



decision latency, and system stability, in the context of real-time patching operations.
4.9.1 Experimental Setup

To evaluate the effectiveness of the BCI-guided Zero-Trust mechanism in comparison to
RSA/ECC-based patching, a set of experiments was conducted in a high-risk operational
environment. The experiments were performed using the RTDS power system simulation
platform and a real IED (Intelligent Electronic Device) cluster, chosen for their ability to simulate
real-world electrical grid conditions. These environments represent complex, dynamic systems
where patching decisions could have significant implications for system stability.

The RSA/ECC-based patching method involves verifying the authenticity of the patch using
cryptographic signatures, ensuring that the patch comes from a trusted source and has not been
tampered with during transmission. While this approach is effective for ensuring the integrity of
the patch, it does not account for real-time operational context or system risks during patch
deployment. On the other hand, the BCI-guided Zero-Trust mechanism integrates EEG-derived
feedback from human operators to assess potential risks and make dynamic decisions based on
real-time system behavior and context.

4.9.2 Data Comparison

The following table compares the two methods across three key metrics: patch authenticity,
decision latency, and system stability. These metrics were selected because they reflect the
ability of each approach to perform effectively in real-time patching scenarios, where quick
decision-making and maintaining system integrity are essential.

Table 7. Comparison of RSA/ECC-based Paiching and BCI-guided Zero-Trust Mechanism

Performance
Metric RSA/ECC-based Patching BCI-guided Zero-Trust Mechanism
Patch Authenticity 10024 (‘S,f,;ff;fcisig)pat(;h 100% (successful patch verification)
Decision Latency I (a\gaéaag;[,? decision 12.3 ms (average decision delay)
Entro?giirﬁg:rease 18‘3;/:61(‘};1}%};;)151{ in 3.5% (lower risk, better system stability)
Decision Accuracy N/A (orézi(ér;i}i);g?raphic 96.5% (incr(}el?lsrignd?é:ézigsc?{():curacy with

As shown in the Table 7, The comparison between the RSA/ECC-based patching method and
the BCI-guided Zero-Trust mechanism highlights several important differences. In terms of
decision latency, the BCI-guided approach outperforms RSA/ECC-based patching by significantly
reducing the delay from 35 milliseconds to 12.3 milliseconds. This reduction is particularly
valuable in environments that require rapid responses, where delays could result in critical
system failures. The BCI-guided method’s ability to quickly process EEG-derived risk signals
contributes to its faster decision-making, ensuring real-time responsiveness. When examining
system stability, the BCI-guided Zero-Trust mechanism shows a marked improvement. The
entropy increase during high-risk patching scenarios is just 3.5%, compared to 18.3% for

RSA/ECC-based patching. This suggests that the BCIl-guided approach is more effective in



minimizing operational risk by assessing the patch’s potential impact in real-time. By integrating
human cognitive feedback into the decision-making loop, the system can evaluate contextual
risks more accurately, which enhances overall stability during patch deployment. In terms of
decision accuracy, the BCI-guided Zero-Trust mechanism achieves an impressive 96% accuracy.
This reflects the combined effect of cryptographic validation and real-time human feedback,
enabling the system to not only verify the authenticity of patches but also assess their
appropriateness based on dynamic system conditions. This is an area where RSA/ECC-based
patching falls short, as it only focuses on verifying authenticity without considering the changing
system context.

The experiments confirm that the BCI-guided Zero-Trust mechanism provides significant
advantages over traditional RSA/ECC-based patching in terms of decision latency, system
stability, and decision accuracy. While both methods successfully verify patch authenticity, the
BCI-guided approach integrates human decision-making into the process, allowing for faster,
more reliable decisions that ensure both security and system integrity in real-time operational
environments. This makes the BCI-guided Zero-Trust mechanism particularly valuable in

scenarios where dynamic risks must be assessed and mitigated during the patching process.
5. Discussion

The proposed brain-computer co-evolution and negative entropy-guided hot patching
framework demonstrates significant advantages over existing solutions, particularly in enhancing
real-time decision-making, system stability, and security during the patching process.
Experimental results from both the RTDS simulation and real IED cluster show that the
framework significantly reduces security decision latency (down to 12.3 ms) and minimizes
entropy increase during patching, while maintaining high system availability (99.99%). These
results indicate that the framework is highly effective under ideal conditions, where the system is
properly configured and the patching task is well defined.

Beyond technical performance, the framework also introduces a socio-technical dimension by
explicitly integrating human risk intuition into the machine decision loop. From a human-
machine interaction perspective, the EEG-based risk input functions as a contextual regulator
rather than a direct control signal, allowing human operators to influence system behavior
without being exposed to low-level operational complexity. This design reduces the need for
continuous manual intervention and helps mitigate operator overload in time-critical scenarios.
At the same time, the framework implicitly requires a calibrated level of trust between human
operators and automated decision mechanisms. If the system’s decisions are perceived as opaque
or inconsistent with operator expectations, trust degradation may occur, potentially leading to
delayed intervention or disengagement.

From an organizational and operational standpoint, the proposed framework shifts the role of
human operators from reactive decision-makers to supervisory participants in a co-evolving

system. This transition introduces new requirements for training, responsibility allocation, and



decision accountability. Operators must understand not only when to intervene, but also how

their cognitive input influences system behavior. Inadequate training or unclear authority

boundaries could result in hesitation, over-reliance on automation, or conflicting decisions during
high-risk patching operations.

However, it is important to acknowledge that the framework is not immune to operational
challenges. In practice, several factors may affect its performance:

(1) Environmental Changes: In real-world scenarios, the power grid system may undergo sudden
changes in load, configuration, or fault conditions, which could affect the framework’s ability
to maintain real-time control and system stability. For example, if unexpected grid faults
occur during patching, the framework may not adjust the patching process quickly enough to
mitigate cascading effects, increasing the cognitive burden on operators during critical
moments.

(2) Hardware Limitations: While the framework has been tested on representative embedded
devices, constraints such as processor speed, memory capacity, and communication
bandwidth may limit scalability. Increased communication latency may not only degrade
technical performance but also reduce the perceived responsiveness of the system from the
operator’s perspective, potentially undermining confidence in automated decisions.

(3) Adversarial Attacks:Adversarial manipulation of sensor inputs or decision feedback loops
may introduce misleading signals into the human-machine interaction process. Although the
negative entropy-guided mechanism helps constrain system instability, sophisticated attacks
could exploit the human trust channel or induce false confidence, posing risks at both
technical and cognitive levels.

In addition to the proposed ECI-guided Zero-Trust mechanism, other Al-based methods may
further promote the decision-meking process in real-world deployments. Predictive maintenance
algorithms can provide early warnings of equipment degradation and failure probability by
analyzing historical operational data and sensor measurements, thereby supplying long-term risk
priors that complement real-time decision control. Anomaly detection techniques, including
statistical learning and representation-based models, can assist in identifying abnormal system
behaviors that are not captured by predefined rules, enhancing situational awareness during
patch execution. Knowledge-driven approaches, such as rule-enhanced learning and digital twin
models, can further introduce physical and structural constraints, reducing unsafe decisions
under rare or extreme operating conditions.

Building upon these extensions, future enhancements may also include adaptive trust
calibration mechanisms, operator-aware feedback interfaces, and training-oriented visualization
tools to improve transparency and interpretability of the decision process. In parallel, integrating
redundant communication paths and predictive models for grid dynamics can reduce both
technical failure risk and human cognitive stress during time-critical operations. The combination

of predictive analytics, reinforcement learning, human-in-the-loop cognition, and system-level



resilience mechanisms forms a multi-layered decision framework that supports safer, more
autonomous, and more reliable deployment in complex, resource-constrained, and

socio-technically sensitive environments.
6. Conclusions

This paper constructs and validates a brain-machine co-evolutionary negative entropy
zero-trust real-time hot patching mechanism for power field equipment, effectively addressing
the technical bottlenecks of traditional solutions under the triad of security, real-time, and
stability constraints. Experimental results demonstrate that this mechanism significantly reduces
security decision delay by coupling the EEG risk intuition of operations experts with the edge
zero-trust engine at the millisecond level. In high-risk scenarios, the average delay is reduced to
12.3ms, while the average entropy increase risk rate in the system is only 3.5%. This
demonstrates the core role of the negative entropy measurement model in maintaining the
orderliness of the system structure. Ablation experiments further confirm that the
brain-computer collaboration module, the negative entropy control model, and the eBPF atomic
injector are indispensable and together form the technical foundation of the system’s high
robustness. This framework provides a feasible engineering solution for achieving secure and
highly reliable dynamic updates of power equipment under a zero-trust architecture, promoting a

paradigm shift in human-machine intelligence from decision assistance to collaborative evolution.
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