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ABSTRACT

To address the issue of weak characteristics and susceptibility to environmental noise and measurement errors in high-
impedance faults (HIFs) in low-voltage distribution networks, this paper proposed an edge-cloud collaborative fault diagnosis
method (ECCFD) that considers the metering uncertainty of smart meters. First, to address the common problems in low-
cost smart meters such as transformer errors, clock asynchrony, and quantization noise, a statistical modeling method for
measurement uncertainty is established. This uncertainty is encoded into multi-dimensional node features through time window
partitioning and feature statistics, improving the robustness of feature representation. Second, an edge-cloud collaborative
diagnostic architecture for low-voltage distribution networks is constructed. At the edge, high-order harmonic ratios, order
components, and statistical features are extracted and normalized to reduce communication load and mitigate the impact of
load fluctuations on feature stability. Then, a graph model is constructed in the cloud based on the distribution network topology.
A Bayesian graph convolutional neural network (BGCN) is introduced to perform joint inference on node states. Variational
inference and Monte Carlo sampling are used to estimate fault probability and prediction uncertainty. Finally, simulation and
comparative experiments verified that the constructed method can still maintain high diagnostic accuracy and stability under
conditions of high noise and significant measurement uncertainty, providing technical support for robust and reliable diagnosis
of high-resistance faults in the actual operation of smart grids.

Abbreviations
HIFs High-impedance Faults
ECCFD Edge-cloud Collaborative Fault Diagnosis
BGCN Bayesian Graph Convolutional Neural Network
GNN Graph Neural Networks
GCN Graph Convolutional Network
SVM Support Vector Machine
CNN Convolutional Neural Network
GAT Graph Attention Network

Introduction
With the rapid growth of distributed power sources and electricity loads, the operating environment of low-voltage distribution
networks is becoming increasingly complex1–3. High-impedance faults (HIFs), due to their small fault current amplitude and
strong randomness, are difficult to reliably detect by traditional protection devices, and have become a significant problem
restricting the safe operation of distribution networks4–6. In recent years, the large-scale deployment of smart meters has
provided a new data foundation for the perception of distribution network operating status and fault diagnosis. However,
limited by cost and communication conditions, the measurement accuracy of smart meters is limited and susceptible to factors
such as transformer errors, clock asynchrony, and quantization noise, which further mask the weak characteristics of HIFs7–9.
Therefore, how to achieve robust and reliable diagnosis of high-impedance faults under measurement uncertainty remains a key
problem that urgently needs to be solved in the field of smart grids.
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Existing research on high-resistance faults mostly employs data-driven methods, extracting harmonic features, sequence
component features, or time-domain statistical features, and combining them with models such as deep neural networks for fault
identification10–12. These methods have achieved some success under ideal measurement conditions, but they typically assume
that the measurement data is accurate and time-synchronized, ignoring unavoidable uncertainties in low-cost smart meters,
such as transformer errors, clock drift, and quantization noise13–15. In actual operating environments, when load fluctuations
intensify or communication conditions are limited, measurement errors often exhibit randomness and cumulative characteristics,
further masking the already subtle characteristics of high-resistance faults16, 17. Existing methods typically mitigate the impact
of noise through simple filtering or normalization, but they do not statistically characterize the reliability of the measurement
data, leaving the model lacking adaptability in the face of abnormal measurements or amplified noise. Therefore, it is necessary
to explicitly introduce a description of measurement uncertainty during the feature construction stage, enabling the model to
not only focus on the numerical magnitude of the features themselves but also perceive their stability and reliability, thereby
improving the robustness of fault diagnosis under complex operating conditions.

With the continuous expansion of power distribution networks and the rapid growth in the number of smart meters,
centralized data processing methods are gradually revealing limitations in terms of communication bandwidth, computing
resources, and system scalability18–20. On the one hand, fault diagnosis methods that rely entirely on the cloud require frequent
uploading of raw or high-frequency measurement data, which can easily lead to communication congestion and diagnostic
delays, making it difficult to meet the real-time requirements of power distribution networks21, 22. On the other hand, some
studies have pushed diagnostic tasks down to the edge, using only local information for judgment23–25. While these methods
have fast response times, they often struggle to maintain stable performance in complex network structures due to a lack of
modeling of the global topology and node relationships. Furthermore, edge devices have limited computing resources, making
it difficult to directly deploy complex deep learning models. Against this backdrop, constructing an edge-cloud collaborative
architecture that rationally divides computing tasks is particularly important, allowing the edge to focus on data preprocessing
and feature extraction, while the cloud is responsible for global information fusion and high-precision inference, thereby
achieving a balance between diagnostic performance and engineering feasibility.

In recent years, graph neural networks (GNNs) have attracted widespread attention in fault diagnosis and condition
assessment due to their ability to effectively characterize distribution network topology and uncover spatial correlations between
nodes26–28. However, most existing GNN-based methods still employ deterministic parameter modeling, outputting only a
single prediction result and lacking characterization of prediction uncertainty29, 30. In high-resistance fault diagnosis scenarios,
due to weak fault characteristics, significant measurement noise, and increased diversity of operating conditions, models often
face the problem of inconsistent distributions between training data and actual operating data. In this situation, deterministic
models are prone to overconfident judgments regarding noise or abnormal samples, increasing the risk of false alarms or missed
alarms. Existing studies mostly use threshold adjustment or empirical rules for post-processing, but these methods lack a unified
probabilistic interpretation. While probabilistic modeling has been successfully applied to remaining useful life prediction
via sequential variational autoencoders31, its application to smart grid fault diagnosis remains limited. Furthermore, although
topology-aware strategies have shown promise in handling cross-domain shifts32, few studies explicitly model the cognitive
uncertainty induced by measurement noise in low-cost sensors. Therefore, introducing probabilistic reasoning mechanisms into
GNNs to explicitly model cognitive uncertainty at the model level is of great significance for achieving reliable and interpretable
high-resistance fault diagnosis.

In summary, this paper constructs an edge-cloud collaborative fault diagnosis method (ECCFD) for high-resistance fault
diagnosis in smart grids. First, the measurement uncertainty of smart meters is modeled. Second, node features are constructed
at the edge through sub-window statistical feature extraction. Finally, a graph model is built based on the distribution network
topology, and a Bayesian graph convolutional neural network (BGCN) is introduced in the cloud for fault inference. Monte Carlo
prediction is used to output the fault probability and uncertainty, achieving robust and reliable fault diagnosis. Experimental
results show that this method exhibits superior diagnostic performance compared to traditional methods under various noise
conditions, providing an effective solution for high-resistance fault detection in the actual operation of smart grids. The main
innovations of this paper are as follows:

1. Measurement uncertainties are explicitly encoded into the characteristics of smart grid nodes through mean and variance,
providing robust input for subsequent BGCN and improving sensitivity to high-resistance faults and noise immunity.

2. The edge-cloud collaborative concept is combined with the measurement uncertainty characteristics to ensure both the
real-time performance and robustness of the diagnostic system in high-resistance fault diagnosis.

3. A joint output of fault probability and model uncertainty is achieved by combining BGCN with Monte Carlo prediction,
providing reliable diagnostics for smart grids.
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This paper is mainly organized as follows: Section 2 introduces the basic theories required for this paper; Section 3
introduces the ECCFD method considering the metering uncertainty of smart meters; Section 4 introduces the experimental
verification and results; and Section 5 provides a conclusion.

Basic Theories

As one of the representative algorithms of GNNs, graph convolutional network (GCN)33 achieves smoothing and propagation of
features in the neighborhood by performing local weighted averaging of node features under the constraints of graph structure.
First, a graph structure is constructed, which is typically represented as:

G = (λ̄ ,ℑ) (1)

whereλ̄={λ̄1,λ̄2, . . . ,λ̄N} is a set of nodes with N nodes, ℑ is the set of edges. The adjacency matrix A∈RN×N can be represented
as:

Ai j =

{
1,(λ̄1,λ̄2) ∈ ℑ

0,otherwise (2)

The degree matrix D ∈ RN×N can be represented as:

Dii = ∑
j

Ai j (3)

For node i, its new feature can be defined as the average of the features of its neighbors:

H = D−1AX (4)

where X represents the original feature of node i. However, node i does not use its own feature xi in the above formula, so a
self-loop needs to be added. The adjacency matrix Ã and the corresponding degree matrix D̃ after adding the self-loop are:

Ã = A+ I (5)

D̃ii = ∑
j

Ãi j (6)

The average of the neighbor characteristics after adding a self-loop is:

H = D̃−1ÃX (7)

This way, nodes retain their own information while aggregating their neighbors. The height nodes will dominate feature
propagation if used D̃−1Ã directly, leading to numerical instability. Therefore, symmetric normalization is necessary.

Â = D̃−
1
2 ÃD̃−

1
2 (8)

Thus, the standard formula for single-layer GCNN propagation34 is:

H(l+1) = σ(ÂH(l)W (l)) (9)

where H(l) represents the features of the l-th layer node, W (l) represents the trainable weight matrix, Â represents the normalized
adjacency matrix, and σ() represents the non-linear activation function.
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Edge-cloud collaborative fault diagnosis method considering the metering uncertainty of
smart meters
Modeling the measurement uncertainty of smart meters
Given a low-voltage distribution network, where each smart meter at a node is represented as i = 1, . . . ,N, and each meter
collects electrical quantities within a time window T , the actual electrical quantities under ideal conditions can be represented
as:

xi(t) =

 Vi(t)
Ii(t)
φi(t)

 (10)

where Vi(t) is the effective voltage value, which directly reflects the node potential level and is an important indicator of load
changes and fault occurrence; Ii(t) is the effective current value, which describes the energy flow and load stress in the branch;
φi(t) is the voltage-current phase angle, which represents the phase difference between voltage and current, reflects the load
characteristics and system power flow state, and will show subtle but discriminative disturbances when high-resistance faults
occur.

Under theoretical analysis and ideal simulation conditions, the above three quantities can be regarded as the actual state
quantities of the system. However, in actual distribution network operation, the effective values of voltage, current, and phase
angle at nodes cannot be obtained directly and without error. These electrical quantities are usually measured indirectly by
smart meters installed on the user side or at distribution nodes. However, due to limitations in equipment cost and deployment
conditions, these measurement devices have significant constraints in terms of hardware accuracy, sampling frequency, and
time synchronization capabilities. Therefore, in high-resistance fault diagnosis, measurement uncertainty modeling must be
used to bridge the gap between the actual state and the available data. The measured values are expressed as:

x̃i(t) = xi(t)+ εi(t) (11)

where xi(t) is the true value and εi(t) represents the overall measurement error.
1) Modeling of amplitude and phase measurement errors
The current transformers and other components of smart meters introduce unavoidable random errors. These errors are

modeled as follows:

ε
(m)
i (t)∼ N(0,Σ(m)

i ) (12)

Its covariance matrix is defined as:

Σ
(m)
i =

 σ2
V 0 0
0 σ2

I 0
0 0 σ2

φ

 (13)

That is, the observed value given by the smart meter is:

Ṽi(t) =Vi(t)+ εV,i(t),εV,i(t)∼ N(0,σ2
V ) (14)

Ĩi(t) = Ii(t)+ εI,i(t),εI,i(t)∼ N(0,σ2
I ) (15)

φ̃i(t) = φi(t)+ εφ ,i(t),εφ ,i(t)∼ N(0,σ2
φ ) (16)

where σV , σI , and σφ represent the standard deviations of the effective voltage value measurement error, the current RMS
measurement error, and the phase angle measurement error, respectively. A Gaussian distribution is used to characterize the
unavoidable random error; this uncertainty belongs to the inherent noise of the data and cannot be eliminated even with infinite
data.

2)Modeling time-asynchronous uncertainty
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Due to the lack of precise time synchronization, the actual measurement time of the nth meter is:

t̃i = t +∆ti (17)

The time offset follows a zero-mean Gaussian distribution:

∆ti ∼ N(0,σ2
t ) (18)

where σ2
t represents the variance, and under the assumption of small time offset, the real signal can be approximated as a

first-order expansion:

xi(t̃i)≈ xi(t)+
dxi(t)

dt
∆ti (19)

Based on the above formula, time asynchrony can be transformed into measurement uncertainty, and the introduction of
difficult-to-interpret assumptions in high-order modeling can be avoided, providing an analytical expression for the propagation
of uncertainty.

3) Modeling information missing and communication uncertainty
To describe missing data, a random mask variable is defined as follows:

mi(t)∼ Bernoulli(pi) (20)

where Bernoulli is a binary random variable:

mi(t) =
{

1,data success f ully received
0,data missing (21)

And it satisfies:

Pr(mi(t) = 1) = pi
Pr(mi(t) = 0) = 1− pi

(22)

where pi represents the packet reception probability at node i. The final comprehensive measurement model is:

x̃i(t) = mi(t)⊙ (xi(t)+ ε
(m)
i (t)) (23)

By modeling uncertainties such as amplitude error, phase deviation, time asynchrony, and communication packet loss, the
reliability of measurement data can be explicitly perceived and quantified, clearly defining the uncertainty boundaries of the
measurement data. This allows for the characterization of the statistical relationship between actual measurement data and ideal
electrical states, providing a reliable data foundation for subsequent feature construction and fault reasoning.

Edge-side multidimensional feature extraction
Smart meters typically only provide low-frequency statistics or low-order harmonic information, failing to capture the original
waveforms at high sampling rates. Furthermore, the significant characteristics of HIF are not reflected in instantaneous
amplitude, but rather in statistical behavior and instability. Therefore, directly using the original measurements is neither
practical nor consistent with physical mechanisms. It is necessary to extract representative features while considering
measurement uncertainties, ensuring that the node features input to the GCN can both characterize HIF information and reflect
the reliability of the input noise.

1) Higher harmonic ratio:

fi,1 =

hmax
∑

h=hmin

∣∣∣I(h)i (t)
∣∣∣∣∣I1

i (t)
∣∣ (24)
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where I(h)i is the amplitude of the h-th harmonic, hmin and hmax are the selected range of higher harmonics, and I1
i (t) is the

fundamental amplitude. This feature is used to describe the nonlinear load caused by HIF.
2) Harmonic energy variance:
The energy of the h-th harmonic within window T is:

Eh,i(t) =
t

∑
τ=t−T

∣∣Ih,i(τ)
∣∣2 (25)

The harmonic energy variance is:

fi,2 =Var(Eh,i(t)) (26)

This feature can capture the randomness of HIF.
3) Positive/negative sequence voltage ratio:

fi,3 =
V (−)

i

V (+)
i

, fi,4 =
V (0)

i

V (+)
i

(27)

where V (+)
i , V (−)

i and V (0)
i represent positive-sequence, negative-sequence, and zero-sequence voltages, respectively, which can

describe the imbalance of the power grid.
4) Ordinal component variance:

fi,5 =Var(
V (−)

i

V (+)
i

), fi,6 =Var(
V (0)

i

V (+)
i

) (28)

HIF disrupts three-phase balance, but its amplitude is significantly affected by operating conditions. The imbalance
characteristics can be more robustly characterized by the sequence component ratio.

5) Current kurtosis35:

fi,7 =
1
T

T

∑
t=1

Kurtosis(Ii(t)) (29)

Kurtosis(Ii) =
E
[
(Ii−µI)

4
]

σ4
I

(30)

where I represents current, µI represents the mean of the current, and σI represents the standard deviation. Arc-type HIF
exhibits significant randomness and intermittency, and its statistical distribution often shows heavy-tailed characteristics;
kurtosis can effectively capture this phenomenon.

6) Current deflection35:

fi,8 =
1
T

T

∑
t=1

Skewness(Ii(t)) (31)

Skewness(Ii) =
E
[
(Ii−µI)

3
]

σ3
I

(32)

where I represents current, µI represents the mean of the current, and σI represents the standard deviation. Due to the uncertainty
in input measurement, the feature itself should also be considered a random variable:

fi,k ∼ N(µi,k,σ
2
i,k) (33)

The mean represents the expected behavior of the feature, and the variance reflects the reliability resulting from the
propagation of measurement uncertainty. Ultimately, the feature of each node is represented as a joint vector of the mean and
uncertainty.

zi = [µi,1, . . . ,µi,K ,σi,1, . . . ,σi,K ] (34)
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where K represents the total number of features, µi,K represents the mean of the features within the time window, and σi,K
represents the standard deviation of the features within the time window.

The main function of the edge-side multidimensional feature extraction module is to transform the noisy measurement
data collected by smart meters into stable, compact, and physically interpretable node feature representations. By extracting
features such as higher harmonic ratios, order components, and statistical moments at the edge, and combining this with
sub-window statistics to encode measurement uncertainties, this module effectively suppresses the impact of load fluctuations
and random noise while reducing communication load. The resulting features not only retain the discrimination information for
high-impedance faults but also provide a reliable input foundation for probabilistic inference based on graph models in the
cloud.

Cloud-based probabilistic fault diagnosis based on Bayesian graph convolutional neural networks
The multi-dimensional feature matrix obtained from the edge side is transmitted to the cloud. Based on BGCN, probabilistic
inference is performed on the edge features to output fault identification results and quantify prediction uncertainty, thereby
achieving high-confidence fault diagnosis and false alarm suppression. Since the voltage and current disturbances of each smart
meter propagate along the topology, the graph structure of the distribution network is first constructed:

GBGCN = (λ̄BGCN ,ℑBGCN) (35)

whereλ̄BGCN represents a smart meter node and ℑBGCN represents an electrical connection. The weighted adjacency matrix of
this graph structure is:

ABGCNi j =

{
exp(−Zi j),(i, j) ∈ ℑ

0,otherwise (36)

where Zi j represents the line impedance between node i and node j. The larger the impedance, the weaker the coupling. The
above weighted adjacency matrix is standardized as follows:

ÃBGCN = D
−1/2

BGCNABGCND
−1/2

BGCN ,DBGCNii = ∑
j

ABGCNi j (37)

where DBGCN is the degree matrix. The graph structure is then propagated based on BGCN graph convolution:

H(l+1)
BGCN = g(D̃

−1/2

BGCN ÃBGCND̃
−1/2

BGCNH(l)
BGCNW (l)

BGCN) (38)

where HBGCN is the hidden layer, H(1)
BGCN = g(D̃

−1/2

BGCN ÃBGCND̃
−1/2

BGCNziW
(l)
BGCN) and g() is the activation function. Unlike traditional

GCNs, the weights W (l)
BGCN of each layer in BGCN are random variables, enabling the model to output a predicted distribution

rather than a single point result, through Bayesian modeling36:

W (l)
BGCN ∼ N(µ

(l)
W ,

(l)

∑
W
) (39)

where µ
(l)
W is the most probable weight, and ∑

(l)
W is the diagonal covariance. Random weights are used in the calculation during

graph convolution propagation. The distribution of the optimized model parameters is obtained through variational inference,
and the training loss function is as follows:

L = Eq(W ) [log p(y|X ,W )]−KL(q(W ||p(W ))) (40)

The first term of the loss function guarantees the model’s predictive ability, while the second term, KL divergence, constrains
model complexity and avoids overfitting. Then, through multiple forward propagations using Monte Carlo sampling, the
model obtains a prediction distribution, where the mean represents the failure probability and the variance reflects the model’s
cognitive uncertainty. This uncertainty increases significantly in high-noise and information-scarce scenarios. Since the ideal
formula p(y|z) =

∫
p(y|z,W )p(W |D)dW for Bayesian prediction is not analytical, it is approximated by S sampling iterations:

p(yi|z)≈
1
S

S

∑
s=1

p(yi|z,W (s)) (41)
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where p(y|z,W (s)) is the forward propagation output f (z,W (s)) of the BGCN network:

ŷ(s)i = f (zi;W (s)) (42)

After multiple samplings, multiple predictions are made based on the model.

ȳi =
1
S

S

∑
s=1

ŷ(s)i (43)

where zi represents the multidimensional feature zi = [µi,1, . . . ,µi,K ,σi,1, . . . ,σi,K ] obtained from the edge side, W (s) represents
the network weight sampled from the Bayesian parameter distribution in the s-th iteration, and ŷ(s) represents the prediction
result of BGCN in the s-th iteration. Cognitive uncertainty is calculated by the following formula:

Var(y) =
1
S

S

∑
s=1

(ŷ(s)i − ȳi)
2

(44)

During the inference phase, instead of using fixed weights, we sample S sets of weights from the posterior distribution
qθ (WBGCN). This is implemented by performing S stochastic forward passes for each input sample. The Monte Carlo
approximation error converges at O(1/S). If S is too small, the high-variance estimator fails to adequately capture the posterior
distribution, making the uncertainty gating erratic. If S is too large, the latency increases linearly while the accuracy gain
diminishes marginally. The final prediction and uncertainty are computed as the mean and variance of the S output probabilities,
respectively. Finally, fault decisions are made based on failure probability and cognitive uncertainty. ȳi > τp,Var(yi)< τu, f ault alarm

ȳi > τp,Var(yi)≥ τu,suspected f ault, f urther observation required
ȳi ≤ τp,normal

(45)

where thresholds τp and τu which not only leverages historical data and expert experience, but also dynamically calibrates using
a data-driven operational procedure on an independent validation set.

The cloud-based fault diagnosis module implements probabilistic inference of edge-side features based on BGCN. Under
physical topology constraints, this module models the spatial correlation between nodes through graph convolution operations
and models network weight parameters as random variables, thus explicitly characterizing the model’s cognitive uncertainty.
Through multiple forward propagations using Monte Carlo sampling, the model not only outputs the probability of fault
occurrence for each node but also quantifies the level of uncertainty in the prediction results. In scenarios with weak high-
resistance fault characteristics and significant measurement noise, this module effectively suppresses false alarms caused by
uncertain measurements, providing high-confidence fault diagnosis support for power grid operation. In summary, the overall
flowchart of the ECCFD method considering the metering uncertainty of smart meters is shown in Fig. 1, and the pseudocode is
shown in Algorithm 1.

Algorithm1: End-to-End Pseudo-code of the Proposed ECCFD Method

1 Module I: Uncertainty Modeling and Masking Strategy
2 for each meter node i ∈V do
3 Model measurement errors: εV,i(t)∼N (0,σ2

V ), εI,i(t)∼N (0,σ2
I )

4 Model time asynchrony: δ ti ∼U (−τmax,τmax)
5 Model communication packet loss: mi(t)∼ Bernoulli(1− ploss)
6 Obtain raw uncertain measurements: x̃i(t) = g(xi(t),εi(t),δ ti)
7 if mi(t) == 0 then
8 Apply Missing Value Imputation: x̃i(t)← 0 (Zero-padding)
9 Append a binary indicator flag to explicitly learn the missingness.
10 end if
11 end for
12 Module II: Edge-side Feature Extraction and Normalization
13 for each node i ∈V do
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Table 1 – Continued

Algorithm1: End-to-End Pseudo-code of the Proposed ECCFD Method

14 Divide time window T into K sub-windows
15 for each sub-window k = 1, . . . ,K do
16 Extract harmonic ratios, sequence components, and statistical moments
17 end for
18 Aggregate sub-window features to form node feature vector: zi = [µi,σi]
19 Feature Normalization: Apply Z-score standardization using training set statistics:
20 ẑi = (zi−µtrain)/σtrain
21 end for
22 Module III: Cloud-side Topology-Aware BGCN Inference
23 Step 1: Physical Graph Construction
24 for each electrical line edge (i, j) ∈ E do
25 Obtain physical line impedance: Zi j = Ri j + jXi j
26 Assign impedance-weighted adjacency: Ai j = exp(−|Zi j|)
27 end for
28 Compute normalized symmetric adjacency matrix Ã.
29 Step 2: Variational Training (Offline)
30 for each GNN layer l = 1, . . . ,L do
31 Parameterize weight distributions: W (l) ∼N (µ

(l)
W ,Σ

(l)
W )

32 end for
33 Optimize objective: L = Eq(W )[log p(Y |Z,W )]−KL(q(W )∥p(W ))
34 Step 3: Monte Carlo Prediction (Online)
35 for MC sample s = 1, . . . ,S (e.g., S = 50) do
36 Sample network weights using reparameterization: W (s) ∼ q(W )

37 Forward propagation: ŷ(s) = f (Ẑ, Ã;W (s))
38 end for
39 Compute predictive mean (Probability): ȳ = 1

S ∑s ŷ(s)

40 Compute predictive uncertainty (Variance): U = 1
S ∑s(ŷ(s)− ȳ)2

41 Step 4: Three-Level Uncertainty Gating Decision
42 if ȳ≤ τp then return "Normal"
43 else if ȳ > τp and U ≥ τu then return "Suspected Fault (Requires Observation)"
44 else return "Confirmed Fault Alarm"
45 end if

Experimental verification

Simulation platform data verification
To verify the effectiveness of the proposed method, this section first uses the IEEE 33-bus as a test platform to simulate data for
method verification. The fault resistance range is R f ∈ [200,2000]Ω, and line nodes are randomly selected as fault locations.
Smart meters are deployed at each node, with a sampling frequency of 6.4kHz. Measurement variables include Ṽi(t), Ĩi(t), φ̃i(t),
and amplitude noise, phase noise, time asynchrony, and random communication packet loss are introduced to simulate the real
measurement environment of low-cost smart meters. HIF events are generated by controlling the fault resistance Rf and switch
timing, providing exact ground-truth labels. In the experimental verification, 60% of the data was used for training, 20% for
verification, and 20% for testing. All hyperparameter tuning and early stopping were performed solely based on the validation
set performance. The leakage-safe event-based data splitting protocol for simulation platform data is shown in Table 2.

To ensure reproducibility and facilitate fair comparisons, the detailed parameter settings and computational environment are
specified as follows. Both simulation and field data were segmented using a sliding window of T=0.2s with 50% overlap. For
each window, a 9-dimensional physics-informed feature vector was extracted at the edge. The proposed BGCN consists of
two Bayesian graph convolutional layers with 64 hidden units and ReLU activation, followed by a fully connected layer for
classification. The model was trained for 200 epochs using the Adam optimizer with a learning rate of 0.005, weight decay of
5e−4, and a batch size of 64. To ensure robust evaluation, all experiments were repeated with 5 distinct random seeds (42, 123,
2021, 2022, 2023). The edge-side feature extraction is lightweight, taking <5ms per window on a standard ARM Cortex-M4
MCU (simulated), while the cloud-side inference latency is about 12ms per batch on an NVIDIA GeForce RTX 3060 GPU,
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Figure 1. The overall flowchart of the ECCFD method.

/

ACCEPTED MANUSCRIPT

ARTIC
LE

 IN
 PR

ES
S

ARTICLE IN PRESS



Table 2. Leakage-safe event-based data splitting protocol for simulation platform data.

Dataset Split Normal events (Time blocks) HIF events Total windows (Samples)
Simulation Training (60%) 60 60 15000
(IEEE 33-Bus) Validation (20%) 20 20 5000

Testing (20%) 20 20 5000

Table 3. Sensitivity analysis of τp and τu combinations on simulation data (σ = 5%).

τp τu Suspected Ratio (%) Confirmed Accuracy (%) False Alarm Rate (FAR) (%)
0.50 0.05 2.8 92.15 3.40
0.50 0.02 5.8 94.80 1.20
0.70 0.05 3.5 93.80 2.50
0.70 0.02 6.2 95.60 0.85
0.90 0.02 8.1 97.50 0.40

confirming the real-time feasibility of the proposed framework for distribution network monitoring. Unless otherwise stated, all
hyperparameters (window size T =0.2s, hidden units=64, learning rate=0.005) were kept consistent between the IEEE 33-bus
simulation and the actual field data experiments to demonstrate the robustness and transferability of the proposed ECCFD
framework. The measurement metrics used to evaluate the method performance are as follows: accuracy, recall, precision, and
F1score.

Accuracy =
T P+T N

T P+FP+T N +FN
×100% (46)

Precision=
T P

T P+FP
×100% (47)

Recall =
T P

T P+FN
×100% (48)

F1score =
2×Precision×Recall

Precision+Recall
(49)

where T P and T N represent the number of correctly predicted samples, while FP and FN represent the number of incorrectly
predicted samples.

1) Sensitivity analysis of τp and τu combinations on simulation data (σ = 5%)
The sensitivity analysis on the simulation dataset (Table 3) demonstrates the critical interplay between the probability

threshold (τp ) and the cognitive uncertainty gate (τu) under controlled high-noise conditions (σ = 5%). When a lenient
uncertainty gate (τu = 0.05) is paired with a standard classification boundary (τp = 0.50), the false alarm rate (FAR) remains at
3.40%, indicating that a portion of noise-corrupted samples are still misclassified as confirmed faults. However, by tightening
the uncertainty threshold to (τu = 0.02), the system actively intercepts 5.8% of highly ambiguous predictions. This selective
interception effectively halves the FAR to 1.20% while elevating the Confirmed Accuracy to 94.80%. Furthermore, the results
reveal that attempting to reduce false alarms by solely increasing the base probability threshold (e.g., τp = 0.90) makes the
classifier overly conservative, leading to excessive sample rejection (8.1%) and a potential loss of sensitivity to weak HIF
signatures. Thus, the combination of (τp = 0.50, τu = 0.02) provides an optimal operational balance between sensitivity and
reliability.

2) Robustness verification under different fault resistors
Each fault resistor was configured to generate 500 test samples for each type of resistor R f ∈ {200,500,1000,1500,2000}Ω.

The proposed BGCN method was compared with traditional methods such as extracting artificial features + support vector
machine (SVM)37, convolutional neural network (CNN), GCN, and graph attention network (GAT)38. All comparison methods
are based on ensuring strict input parity (same features, same topology where applicable). The comparison results are shown in
the Table 4 and Fig.2.
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Figure 2. (a) The accuracy of algorithms under different fault resistors for simulation platform data; (b) The precision of
algorithms under different fault resistors for simulation platform data; (c) The recall of algorithms under different fault resistors
for simulation platform data; (d) The F1score of algorithms under different fault resistors for simulation platform data.

As the fault resistance increases, the electrical disturbances caused by HIFs gradually weaken, and the recognition
performance of all methods declines. Traditional SVM and CNN, relying on local features or temporal patterns, struggle to
effectively distinguish between faults and normal operating conditions under high fault resistance. GCN and GAT significantly
improve overall performance by introducing distribution network topology information, with GAT outperforming GCN under
medium resistance conditions, indicating that the attention mechanism can alleviate feature weakening to some extent. However,
in the high resistance region (R f ≥ 1500Ω), the performance degradation of deterministic models remains significant. In
contrast, the proposed ECCFD maintains the highest accuracy and F1 score under all fault resistance conditions, demonstrating
that its uncertainty modeling can more effectively suppress the adverse effects of weak features.

3) Stability verification experiment under different measurement noise levels
To verify the stability of the proposed method under different measurement noise levels σ = {0%,1%,3%,5%}, ECCFD

was compared with SVM, CNN, GCN, and GAT. It should be noted that the scenarios where σ = 3% and σ = 5% are stress
testing scenarios. The comparison results are shown in the Table 5 and Fig.3. As the measurement noise level increases, the
fault identification performance of all methods declines to varying degrees. SVM and CNN are the most sensitive to noise,
exhibiting the fastest performance degradation. GCN and GAT, by introducing the distribution network topology, demonstrate
better stability under low to medium noise conditions, but are still inevitably affected under high noise levels. Compared to
GCN, GAT achieves better accuracy and F1 scores across all noise levels, indicating that the attention mechanism can adaptively
adjust the importance of neighboring nodes to some extent, thereby mitigating the impact of local noise propagation. However,
since the model parameters remain deterministic, its performance still significantly decreases under high noise conditions. The
proposed ECCFD consistently maintains the highest identification performance across different noise levels, especially under
high noise conditions (5%), where its F1score is still approximately 5.5% higher than GAT. This demonstrates that introducing
uncertainty modeling at the model parameter level can effectively mitigate the negative impact of measurement noise on
feature propagation and the decision-making process, thereby significantly improving the model’s stability and reliability under
complex operating conditions.

4) Uncertainty calibration and reliability analysis
To rigorously evaluate the reliability of the probabilistic outputs generated by the proposed ECCFD framework compared

to state-of-the-art baselines, this section conducted calibration analysis under the most challenging experimental condition:
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Table 4. Comparison results of algorithms under different fault resistors for simulation platform data.

Accuracy (%) Recall (%)
Alg\Rf 200 500 1000 1500 2000 Alg\Rf 200 500 1000 1500 2000
SVM 88.40 84.60 79.30 73.10 68.20 SVM 87.10 83.20 77.40 71.20 66.10
CNN 91.90 88.70 84.10 79.80 74.90 CNN 90.80 87.60 82.70 78.20 73.10
GCN 94.80 92.10 88.40 83.70 79.20 GCN 94.00 91.40 87.10 82.10 77.10
GAT 95.40 93.20 90.10 86.50 82.40 GAT 94.80 92.40 89.10 85.20 80.70
ECCFD 96.90 95.20 93.60 91.10 88.90 ECCFD 96.45 94.85 93.20 90.70 88.25

Precision (%) F1score (%)
Alg\Rf 200 500 1000 1500 2000 Alg\Rf 200 500 1000 1500 2000
SVM 87.90 84.10 78.80 72.60 67.80 SVM 87.50 83.65 78.09 71.89 66.94
CNN 91.40 88.20 83.60 79.30 74.40 CNN 91.10 87.90 83.15 78.75 73.74
GCN 94.20 91.60 87.90 83.20 78.60 GCN 94.10 91.50 87.50 82.65 77.84
GAT 95.00 92.80 89.60 86.00 81.80 GAT 94.90 92.60 89.35 85.60 81.25
ECCFD 96.50 94.90 93.30 90.80 88.40 ECCFD 96.45 94.85 93.20 90.70 88.25
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Figure 3. (a) The accuracy of algorithms under different measurement noise levels for simulation platform data; (b) The
precision of algorithms under different measurement noise levels for simulation platform data; (c) The recall of algorithms
under different measurement noise levels for simulation platform data; (d) The F1score of algorithms under different
measurement noise levels for simulation platform data.
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Table 5. Comparison results of algorithms under different measurement noise levels for simulation platform data.

Accuracy (%) Recall (%)
Alg\σ 0% 1% 3% 5% Alg\σ 0% 1% 3% 5%
SVM 87.60 83.90 78.10 72.80 SVM 86.20 82.40 76.30 70.90
CNN 90.80 87.10 82.60 77.40 CNN 89.60 85.90 81.10 75.60
GCN 93.20 90.10 86.00 81.80 GCN 92.30 89.10 84.70 80.20
GAT 94.10 91.70 88.40 84.20 GAT 93.20 90.70 87.10 82.60
ECCFD 95.60 94.00 92.10 89.30 ECCFD 94.80 93.10 91.20 88.20

Precision (%) F1score (%)
Alg\σ 0% 1% 3% 5% Alg\σ 0% 1% 3% 5%
SVM 86.90 83.20 77.40 72.10 SVM 86.55 82.80 76.85 71.49
CNN 90.20 86.50 81.90 76.80 CNN 89.90 86.20 81.50 76.20
GCN 92.70 89.60 85.40 81.10 GCN 92.50 89.35 85.05 80.65
GAT 93.60 91.20 87.80 83.50 GAT 93.40 90.95 87.45 83.05
ECCFD 95.20 93.60 91.70 88.80 ECCFD 95.00 93.35 91.45 88.50

Table 6. Calibration performance comparison.

Alg
ECE
(overall)

Bin 1 Acc
(0.5-0.6]

Bin 2 Acc
(0.6-0.7]

Bin 3 Acc
(0.7-0.8]

Bin 4 Acc
(0.8-0.9]

Bin 1 Acc
(0.9-1.0]

SVM 0.22 0.35 0.42 0.50 0.60 0.75
CNN 0.18 0.40 0.48 0.55 0.66 0.80
GCN 0.12 0.41 0.49 0.56 0.68 0.83
GAT 0.08 0.48 0.56 0.65 0.76 0.90
ECCFD 0.03 0.53 0.64 0.74 0.84 0.96

simulation platform with high measurement noise (σ=5%). Under this condition, the measurement data is significantly
corrupted by amplitude error, phase noise, and time asynchrony. We used the expected calibration error (ECE) with M=5
uniform bins to quantify the alignment between predicted confidence and actual accuracy. A lower ECE indicates a more
reliable model that is neither over-confident nor under-confident.

ECE =
M

∑
m=1

|Bm|
N
|acc(Bm)− con f (Bm)| (50)

where M is the number of class, Bm is the number of samples in the m-th group, N is the total number of samples, acc(Bm) is
the actual accuracy rate of this group, con f (Bm) is the average confidence level of this group.

As shown in Table 6, traditional methods (SVM and CNN) exhibit high ECE values (0.22 and 0.18, respectively). In the
highest confidence bin (0.9-1.0), although these models predict with near-certainty, their actual accuracy drops below 80%.
This indicates severe over-confidence, likely due to overfitting on noisy local features without accounting for global topology or
uncertainty. Graph-based deterministic methods (GCN and GAT) show improved calibration (ECE 0.12 and 0.08), benefiting
from topological information smoothing. However, they still suffer from over-confidence in high-noise scenarios because
their fixed weights cannot express epistemic uncertainty. For instance, GCN assigns high probability to noisy samples that are
actually misclassified (Bin 5 accuracy only 83%).

In contrast, the proposed ECCFD achieves a significantly lower ECE of 0.03. The gap between confidence and accuracy
is consistently small across all bins. This demonstrates that by integrating metering uncertainty into the Bayesian learning
process via variational inference, the model’s output probabilities are well-calibrated. When the input is noisy or ambiguous,
the Bayesian network naturally lowers its confidence, aligning its predictions with the true likelihood of correctness.

To verify the unique utility of the proposed Bayesian uncertainty for decision-making, we analyzed the statistical relationship
between prediction error and predictive variance for the ECCFD model. The distribution of predictive variance for correctly
classified vs. misclassified samples is summarized in Table 7. Fig.4 shows reliability/ECE and error–uncertainty correlation.The
results indicate a strong correlation between prediction error and uncertainty. The mean uncertainty of misclassified samples
(0.04) is 10 times higher than that of correctly classified samples (0.00). This significant margin confirms that high predictive
uncertainty is a robust indicator of potential misclassification. Unlike deterministic baselines (SVM/CNN/GCN/GAT) which
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Table 7. Uncertainty statistics for correct vs. incorrect predictions (ECCFD).

Prediction group Mean uncertainty Std. Dev. Median Max value
Correct predictions 0.00 0.00 0.00 0.01
Incorrect predictions 0.04 0.02 0.04 0.09
Ratio(inc/corr) 10.00 - 13.33 9.00
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Figure 4. (a) Calibration performance comparison; (b) Uncertainty statistics for correct vs. incorrect predictions (ECCFD);

only output probability scores, ECCFD provides this additional uncertainty metric, enabling the system to effectively filter out
unreliable predictions and suppress false alarms caused by measurement noise.

While ECE and variance correlation demonstrate excellent probabilistic calibration, they do not explicitly quantify the
operational benefits of uncertainty gating. To directly measure how uncertainty improves practical decision-making trade-offs,
we evaluated the Coverage-Accuracy (Selective Risk) curve on the high-noise (σ=5%) simulation dataset. In this decision-
centric metric, the model is allowed to abstain from predicting (i.e., routing to the "suspected fault" state) a certain percentage
of the most uncertain samples. We rank all test samples by their predictive variance (epistemic uncertainty) and incrementally
reject the top x% most uncertain samples. The operational accuracy is then calculated on the remaining (retained) samples.
As shown in Table 8, there is a strong monotonic relationship between sample rejection and system accuracy. Without
uncertainty gating (0% rejected), the baseline accuracy is 89.30% with an unacceptable FAR of 5.90%. However, by selectively
rejecting just the top 5% of the most uncertain samples (routing them for manual observation), the operational accuracy jumps
significantly to 93.80%, and the FAR plummets to 1.80%. If the operational constraint is exceedingly strict, rejecting the top
15% pushes the accuracy to 98.10% with a near-zero FAR. This direct quantification definitively proves that the Bayesian
predictive variance is not merely a well-calibrated statistical metric, but a highly effective, decision-centric operational tool.
It allows grid operators to actively trade off a small fraction of automated coverage to drastically mitigate selective risk and
prevent false disconnections under severe measurement noise.

5) The impact of uncertainty-aware alarms on false alarms and missed alarms

Using new data, we compared the ECCFD model and the GAT algorithm with BGCNW (which does not have uncertainty-

Table 8. Coverage-accuracy operational trade-off based on uncertainty rejection.

Rejected ratio
(Top x% uncertain samples) Retained coverage (%)

Operational accuracy on
retained samples (%) FAR (%)

0% (No Gating) 100% 89.30 5.90
5% 95% 93.80 1.80
10% 90% 96.50 0.70
15% 85% 98.10 0.20
20% 80% 99.20 0.05
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Table 9. Comparison results of uncertainty-aware alarms on false alarms and missed alarms for simulation platform data.

Alg Accuracy(%) Precision(%) Recall(%) F1score (%) FPR (%) FNR (%)
GAT 91.60 91.00 90.40 90.70 9.20 9.60
BGCNW 92.80 92.30 91.90 92.10 7.80 8.10
ECCFD 94.20 94.00 93.60 93.80 5.90 6.40

Table 10. The results of ablation study.

Model Variant M E G B Accuracy (%) Precision (%) Recall (%) F1score (%)
Baseline (MLP) × × × × 64.50 66.80 63.70 65.20
Model 1

√
× × × 71.80 73.50 71.50 72.50

Model 2
√ √

× × 80.50 82.20 80.60 81.40
Model 3

√ √ √
× 86.20 87.50 86.10 86.80

ECCFD
√ √ √ √

89.30 91.40 89.60 90.50

aware alarms), and added evaluation metrics such as false positive rate (FPR) and false negative rate (FNR):

FPR =
FP

FP+T N
×100% (51)

FNR =
FN

FN +T P
×100% (52)

The Table 9 shows that GAT is prone to misclassifying normal samples as faults under measurement uncertainty, with
an FPR as high as 9.2%. BGCNW slightly reduces the false alarm rate to 7.8% by modeling the graph structure. After
introducing prediction uncertainty, ECCFD can filter low-confidence samples, reducing the FPR to 5.9%, significantly reducing
the probability of false alarms. GAT is affected by measurement errors, and some fault samples are missed, with an FNR of
9.6%. BGCNW reduces this to 8.1%, indicating that graph structure and feature extraction help capture more fault features.
Bayesian uncertainty perception further reduces the FNR to 6.4%, indicating that the ability to identify weak fault signals is
enhanced. Introducing Bayesian uncertainty not only improves accuracy and F1score, but also effectively reduces false alarm
and missed alarm rates, making fault diagnosis more reliable and suitable for engineering deployment.

6) Ablation study
To rigorously quantify the contribution of each module in the proposed framework, we conducted a systematic ablation

study under the challenging high-noise simulation scenario (RF =2000Ω, σ=5%). We decomposed the ECCFD method into four
progressive components: Meter Uncertainty Modeling (M): Incorporating the statistical error model as a data augmentation
strategy during training. Edge Feature Processing (E): Using the proposed multi-dimensional feature vector (e.g., harmonic
ratios, sequence components) instead of raw measurements. Topology Modeling (G): Utilizing GCN to capture spatial
correlations in the distribution network. Bayesian Inference (B): Introducing variational inference (BGCN) for uncertainty
quantification. The results are shown in Table 10.

The baseline MLP trained on clean data performs poorly on noisy test data. Introducing the metering uncertainty model
(Model 1) significantly improves generalization by exposing the network to realistic noise distributions during training, boosting
accuracy to 71.80%. Comparing Model 1 with Model 2, replacing raw measurements with physics-informed edge features
yields a substantial gain. This confirms that domain-specific features like harmonic ratios and sequence components are more
discriminative for HIFs than raw waveforms, especially under noise. Model 3 introduces the graph structure (GCN), allowing
the model to leverage spatial correlations between neighboring nodes. This effectively suppresses local noise spikes, further
increasing accuracy to 86.20%. Finally, the full ECCFD model incorporates Bayesian variational inference. By modeling
weight uncertainty, it achieves the highest performance across all metrics. The Bayesian mechanism excels in handling
ambiguous samples where deterministic models (Model 3) might be over-confident but wrong, demonstrating the critical value
of uncertainty quantification in high-noise environments.

7) Robustness under realistic variations
To verify the applicability of the proposed method in real-world scenarios, we conducted additional stress tests concerning

communication reliability and load dynamics. Data transmission in low-voltage PLC networks often suffers from packet loss.
We modeled this using a Bernoulli erasure channel with loss rates p ∈ {0%,5%,10%,15%,20%}. It should be noted that the
scenarios where p = 20% is stress testing scenario. The performance degradation is summarized in Table 11. Results show
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Table 11. Performance comparison under different packet loss rates.

Packet Loss Rate (p) 0% 5% 10% 15% 20%
Accuracy (%) - ECCFD 89.30 89.10 88.50 86.40 81.20
F1score(%) - ECCFD 90.50 90.20 89.60 87.50 82.30
Accuracy (%) - CNN (Base) 77.40 74.80 70.50 64.20 58.10
F1score(%)- CNN(Base) 75.95 73.20 69.10 62.80 56.40

Table 12. Performance under different load fluctuation levels.

Load Fluctuation (δ ) 0% ±10% ±20% ±30%
Accuracy (%) 89.30 89.10 88.50 87.20
F1score (%) 90.50 90.20 89.60 88.10
Precision (%) 91.40 91.10 90.50 89.20
Recall (%) 89.60 89.30 88.70 87.00

that the ECCFD method exhibits strong resilience to data loss. Even at 10% packet loss, the F1score remains high (89.60%),
whereas the baseline CNN drops below 70.00%. This robustness is attributed to the graph convolution mechanism, which
aggregates information from neighboring nodes to compensate for missing local data. However, when packet loss exceeds 15%,
the graph structure becomes too sparse, leading to a significant performance decline.

We introduced random load scaling factors δ ∈ {0%,±10%,±20%,±30%} to the simulation. The results are summarized
in Table 12. The results indicate that the proposed method is highly insensitive to load changes. Even under ±30% fluctuation,
the accuracy drop is minimal. This stability validates the design of our normalized feature vector, which effectively decouples
fault characteristics from load magnitude.

8) Scalability analysis on IEEE 123-bus system
To evaluate the scalability of the proposed method, we extended the experiments to the IEEE 123-bus distribution feeder, a

larger and more complex radial network. The fault simulation settings remained consistent with the 33-bus case (σ = 0.5). The
results are shown in Table 13. As the system scale increases from 33 to 123 nodes, the fault propagation characteristics become
more complex. Traditional data-driven methods (SVM and CNN) struggle to capture these long-range dependencies, showing
a significant performance drop. GCN and GAT leverage the topological structure to aggregate neighborhood information,
maintaining acceptable performance even in large-scale networks. GAT slightly outperforms GCN due to its attention
mechanism focusing on relevant neighbors. The proposed ECCFD framework achieves the highest accuracy of 88.60%,
outperforming the second-best method (GAT) by 5.8%. This demonstrates that incorporating metrological uncertainty modeling
and Bayesian inference is crucial for reliable fault diagnosis in large-scale, noisy distribution networks. The scalability of our
graph-based approach is thus validated.

Verification using actual field data
To verify the generalization ability and practical application performance of the proposed method, this section uses field
data collected from smart meters in a city’s low-voltage distribution network. The sampling frequency is 2kHz, covering 33
distribution nodes, with a continuous sampling period of two weeks, collecting data 24 hours a day. The measured variables
include Ṽi(t), Ĩi(t), φ̃i(t). The meter measurements exhibit actual errors: transformer error ±0.5%, clock asynchrony ±1 ms,
significant load fluctuations, and large seasonal/time-period differences. The fault events were confirmed through a combination
of fault recorder logs, user reports, and on-site maintenance records. The dataset contains 14 confirmed HIF events verified
by maintenance logs. The leakage-safe event-based data splitting protocol for simulation platform data is shown in Table
14. Additionally, while field data inherently contains some measurement noise, its magnitude is uncontrolled. To rigorously

Table 13. Performance comparison on IEEE 123-bus system.

Alg Accuracy (%) Precision (%) Recall (%) F1score(%)
SVM 68.50 70.20 65.80 67.90
CNN 74.20 75.80 71.50 73.60
GCN 80.50 82.10 78.40 80.20
GAT 82.80 84.50 80.60 82.50
ECCFD 88.60 89.80 87.20 88.50
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Table 14. Leakage-safe event-based data splitting protocol for actual field data.

Dataset Split Normal Events (Time Blocks) HIF Events Total Windows (Samples)
Field Data Training (60%) 12 days 8 5040
(2-Week) Validation (20%) 4 days 3 1680

Testing (20%) 4 days 3 1680

Table 15. Sensitivity analysis of τp and τu combinations on platform data (σ = 5%).

τp τu Suspected Ratio (%) Confirmed Accuracy (%) False Alarm Rate (FAR) (%)
0.50 0.05 2.1 93.10 2.70
0.50 0.02 4.5 95.70 1.10
0.70 0.05 2.9 94.60 1.90
0.70 0.02 5.3 96.80 0.70
0.90 0.02 7.6 98.20 0.30

evaluate the algorithm’s robustness under specific degradation levels, we adopted an offline injection strategy. We superimposed
additional synthetic noise (Gaussian amplitude/phase errors, random time shifts, and packet loss masks) onto the raw field
measurements. This methodology ensures a consistent and reproducible evaluation environment across all compared methods.

1) Sensitivity analysis of τp and τu combinations on actual field data (σ = 5%)
The sensitivity analysis on the field dataset (Table 15) further validates the practical deployability of the three-level decision

logic in real-world environments. Field measurements inherently contain complex, unmodeled disturbances that challenge
deterministic thresholds. As shown, maintaining high base sensitivity (τp = 0.50) with a strict uncertainty gate (τu = 0.02)
successfully suppresses the FAR to 1.10%—a critical requirement for utility dispatchers to prevent "alarm fatigue". Compared
to the lenient setting (τu = 0.05,FAR = 2.70%), the stricter gate increases the "suspected ratio" slightly from 2.1% to 4.5%,
effectively isolating the noisy field samples that lack sufficient diagnostic confidence. Importantly, across both datasets, shifting
to higher probability thresholds (τp = 0.70or0.90) consistently increases the suspected ratio significantly while providing
diminishing returns in FAR reduction. This confirms that the data-driven calibration of τu robustly adapts to actual grid
conditions, ensuring that automated alarms (Confirmed Accuracy = 95.70%) are highly reliable without sacrificing the detection
of genuine anomalies.

2) Robustness verification under different fault resistors
The fault resistances were set to R f ∈ {200,500,1000,1500,2000}Ω, and the proposed ECCFD method was compared

with traditional SVM, CNN, GCN, and GAT. Additionally, to validate the effectiveness of our method against specialized HIF
detection techniques, we implemented a wavelet transform with long short-term memory (WTLSTM) model. This model
uses discrete wavelet transform to extract time-frequency features and feeds them into an LSTM network, representing a
state-of-the-art temporal feature-based approach. And compared our method with the widely used monte carlo dropout GCN
(MCDGCN). The MCDGCN has the same architecture as our model but uses dropout. To strictly isolate the contribution of the
bayesian mechanism, we compared our method with a capacity-matched deterministic GCN (CMDGCN). Both models have
identical architectures and training hyperparameters (learning rate, epochs), ensuring a fair comparison. The comparison results
are shown in the Table 16 and Fig.5.

The comparison results show that as the fault resistance increases, the characteristics of high-resistance faults weaken, and
the performance of SVM and CNN declines significantly. GCN utilizes topology to improve recognition capabilities, while the
GAT attention mechanism further enhances robustness under medium fault resistance. ECCFD maintains high performance;
compared to GAT, ECCFD shows a significant performance improvement (approximately 3%-5%) under high-resistance
conditions, demonstrating the ability of uncertainty modeling to suppress the influence of weak features.

3) Stability verification experiment under different measurement noise levels
Consistent with simulation data validation, this section sets the standard deviation of measurement noise to verify the

stability of the proposed method under different measurement noise levels σ={0%,1%,3%,5%}, comparing ECCFD with
SVM, CNN, GCN, and GAT. The comparison results are shown in the Table 17 and Fig.6.

The results show that the performance of all methods decreases with increasing measurement noise, with SVM and
CNN being particularly sensitive to noise. GCN and GAT mitigate some of the noise impact through graph structures, with
GAT slightly outperforming GCN under low-noise conditions. Under different noise levels, the performance degradation of
ECCFD is significantly less than that of CNN and GCN, indicating that Bayesian modeling effectively mitigates the impact
of measurement noise. Although the introduced WTLSTM (HIF-oriented temporal baseline) outperforms standard CNNs
by effectively capturing time-frequency features (achieving 79.50% accuracy at 5% noise), it still lags behind graph-based
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Figure 5. (a) The accuracy of algorithms under different fault resistors for actual field data; (b) The precision of algorithms
under different fault resistors for actual field data; (c) The recall of algorithms under different fault resistors for simulation
platform data; (d) The F1score of algorithms under different fault resistors for actual field data.

Table 16. Comparison results of algorithms under different fault resistors for actual field data.

Accuracy (%) Recall (%)
Alg\Rf 200 500 1000 1500 2000 Alg\Rf 200 500 1000 1500 2000
SVM 85.20 81.70 77.10 72.50 68.30 SVM 83.90 80.40 75.80 70.90 66.30
CNN 88.90 85.60 81.20 77.00 72.80 CNN 87.80 84.30 79.80 75.40 71.50
GCN 92.10 89.50 86.00 82.00 78.20 GCN 91.60 88.90 85.50 81.40 77.60
GAT 93.50 90.90 87.60 83.80 80.10 GAT 92.80 90.00 86.70 82.90 79.10
WTLSTM 90.50 87.80 84.20 80.50 76.40 WTLSTM 89.20 86.50 82.60 78.40 74.80
MCDGCN 93.80 91.20 88.50 85.10 81.60 MCDGCN 93.10 90.40 87.20 83.90 80.50
CMDGCN 92.10 89.50 86.00 82.00 78.20 CMDGCN 91.60 88.90 85.50 81.40 77.60
ECCFD 95.80 94.50 92.80 90.60 88.90 ECCFD 95.10 93.90 92.10 89.80 88.00

Precision (%) F1score (%)
Alg\ 200 500 1000 1500 2000 Alg\Rf 200 500 1000 1500 2000
SVM 84.70 81.10 76.50 71.80 67.50 SVM 84.30 80.75 76.15 71.35 66.90
CNN 88.30 84.90 80.50 76.20 72.10 CNN 88.05 84.60 80.15 75.80 71.80
GCN 94.20 91.60 87.90 83.20 78.60 GCN 91.35 88.70 85.25 81.20 77.30
GAT 93.10 90.40 87.10 83.20 79.60 GAT 92.95 90.20 86.90 83.05 79.35
WTLSTM 90.50 87.80 84.20 80.50 76.40 WTLSTM 89.85 87.15 83.40 79.45 75.60
MCDGCN 93.80 91.20 88.50 85.10 81.60 MCDGCN 93.45 90.80 87.85 84.50 81.05
CMDGCN 91.10 88.50 85.00 81.00 77.00 CMDGCN 91.35 88.70 85.25 81.20 77.30
ECCFD 95.50 94.20 92.50 90.30 88.50 ECCFD 95.30 94.05 92.30 90.05 88.25
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Figure 6. (a) The accuracy of algorithms under different measurement noise levels for actual field data; (b) The precision of
algorithms under different measurement noise levels for actual field data; (c) The recall of algorithms under different
measurement noise levels for actual field data; (d) The F1score of algorithms under different measurement noise levels for
actual field data.

methods (GCN/GAT/ECCFD). This highlights the necessity of incorporating topological constraints for robust diagnosis in
distribution networks. The MCDGCN (Uncertainty baseline) demonstrates superior robustness compared to deterministic
GCN and GAT, maintaining 84.50% accuracy under high noise. However, the proposed ECCFD still achieves a significant
margin (90.50%), confirming that the explicit variational inference framework provides more precise uncertainty estimation
than dropout approximation. Meanwhile, under high noise (5%), ECCFD (90.50%) outperforms the CMDGCN (81.90%) by a
significant margin of 8.6%, proving that the performance gains stem from the uncertainty modeling rather than model capacity.

4) The impact of uncertainty-aware alarms on false alarms and missed alarms
The ECCFD model and the GAT and BGCNW algorithms (which do not have uncertainty-aware alarms) are compared, and

the results are shown in the Table 18. The results show that for the deterministic methods GAT and BGCNW, the models typically
make fault judgments directly based on a single forward inference result. When measurement data is affected by transformer
errors, communication noise, or load fluctuations, the models are prone to overconfident predictions of boundary samples,
leading to a simultaneous increase in both false alarm and false negative rates. In contrast, the uncertainty-aware ECCFD,
which incorporates Bayesian modeling, not only outputs fault judgment results but also quantifies prediction uncertainty. When
the cognitive uncertainty corresponding to the prediction result is high, the system can mark the sample as a "low-confidence
alarm" or delay the decision, effectively avoiding erroneous triggering caused by measurement uncertainty. Experimental
results show that, at the same recall level, the false alarm rate of ECCFD is significantly lower than that of non-Bayesian
methods, indicating that it can effectively suppress false alarms under normal operating conditions.

On the other hand, in cases of high-impedance faults or weak signal characteristics, traditional methods are more prone
to false negatives. The uncertainty perception mechanism, by statistically analyzing multiple Monte Carlo predictions, can
identify potentially high-risk samples. Even if the confidence of a single prediction is insufficient, uncertainty aggregation can
increase the probability of fault detection. Therefore, ECCFD also shows a significant reduction in the false negative rate on
real-world field datasets, demonstrating its stronger sensitivity to weak fault scenarios.

5) Per-event analysis and external validity
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Table 17. Comparison results of algorithms under different measurement noise levels for actual field data.

Accuracy (%) Recall (%)
Alg\σ 0% 1% 3% 5% Alg\σ 0% 1% 3% 5%
SVM 86.50 83.20 78.40 73.60 SVM 85.20 82.10 77.20 72.20
CNN 89.20 86.10 81.50 76.80 CNN 88.10 85.00 80.40 75.60
GCN 91.80 89.20 85.60 81.90 GCN 90.90 88.10 84.60 80.90
GAT 92.70 90.40 87.00 83.40 GAT 91.90 89.50 86.10 82.50
WTLSTM 90.80 88.40 84.60 79.50 WTLSTM 89.50 87.20 83.10 78.40
MCDGCN 93.50 91.80 88.20 84.50 MCDGCN 92.80 90.50 87.40 83.60
CMDGCN 91.80 89.20 85.60 81.90 CMDGCN 90.90 88.10 84.60 80.90
ECCFD 96.00 94.50 92.80 90.50 ECCFD 95.40 93.80 92.00 89.70

Precision (%) F1score (%)
Alg\σ 0% 1% 3% 5% Alg\σ 0% 1% 3% 5%
SVM 85.90 82.70 77.70 72.90 SVM 85.55 82.40 77.45 72.55
CNN 88.70 85.60 81.00 76.30 CNN 88.40 85.30 80.70 75.95
GCN 91.30 88.70 85.00 81.30 GCN 91.10 88.40 84.80 81.10
GAT 92.20 89.90 86.50 82.90 GAT 92.05 89.70 86.30 82.70
WTLSTM 90.80 88.40 84.60 79.50 WTLSTM 90.15 87.80 83.85 78.95
MCDGCN 93.50 91.90 88.20 84.50 MCDGCN 93.15 91.15 87.80 84.05
CMDGCN 91.30 88.70 85.00 81.30 CMDGCN 91.10 88.40 84.80 81.10
ECCFD 95.70 94.10 92.40 90.10 ECCFD 95.55 93.95 92.20 89.90

Table 18. Comparison results of uncertainty-aware alarms on false alarms and missed alarms for actual field data.

Alg Accuracy(%) Precision(%) Recall(%) F1score (%) FPR (%) FNR (%)
GAT 91.5 90.9 90.3 90.6 9.3 9.7
BGCNW 92.7 92.1 91.8 91.95 7.9 8.2
ECCFD 94.1 93.8 93.5 93.65 5.9 6.4

To evaluate the practical deployability of the proposed ECCFD framework in real-world urban environments, we extended
our assessment from window-level metrics to event-level analysis. The field dataset, spanning an intensive two-week monitoring
period, contains 14 confirmed high-impedance fault (HIF) events. Unlike medium-voltage overhead networks where HIFs
typically result from downed conductors on soil or asphalt, the confirmed events in our low-voltage smart meter dataset
exhibit distinct urban characteristics. Specifically, the events encompass intermittent arcing caused by insulation degradation
at underground cable joints (6 instances), tree branches contacting exposed overhead service drops (4 instances), and high-
resistance heating due to poor or corroded connections in street-level distribution cabinets (4 instances). These events occurred
across diverse topological locations—ranging from main feeder branches to individual service lines—and during varied
operating regimes, including peak load periods (e.g., 18:00) with high current stress and light load periods (e.g., 03:00)
exacerbated by moisture condensation.

During the rigorous 4-day testing phase, which included 3 distinct and diverse HIF episodes, the proposed ECCFD
model successfully detected all events, achieving a 100% event-level hit rate. Furthermore, when evaluated over continuous
normal operating periods to assess false alarm robustness, the model generated only 0.5 false alarms per day (i.e., 2 isolated
false-positive windows over 96 hours). This exceptionally low false alarm rate, achieved through the Bayesian cognitive
uncertainty gating mechanism, confirms that the system is highly reliable and meets the stringent operational requirements of
LV distribution network dispatchers without causing alarm fatigue.

Conclusions
To address the challenges of weak high-resistance fault characteristics in low-voltage distribution networks, susceptibility
to measurement errors and environmental noise, and insufficient robustness of existing methods in practical deployments,
this paper systematically studies an ECCFD method based on the non-ideal measurement characteristics of smart meters.
First, to address the common problems of amplitude error, phase deviation, time asynchrony, and communication instability
in low-cost smart meters, a unified statistical model of measurement uncertainty is established, providing a foundation for
subsequent feature extraction and probabilistic inference. Second, multi-dimensional information such as higher harmonic
ratios, sequence components, and statistical characteristics are fused at the edge side, effectively enhancing the separability
of weak high-resistance fault characteristics and reducing the interference of load fluctuations on diagnostic results. Finally,
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BGCN is introduced in the cloud to explicitly integrate measurement uncertainty into the model parameter distribution.
Through variational inference and Monte Carlo prediction, a joint output of fault probability and cognitive uncertainty is
achieved. Multiple experimental verifications based on standard IEEE distribution system test networks and actual field
datasets demonstrate that the proposed method exhibits excellent diagnostic performance under different fault resistances and
measurement noise levels. Meanwhile, the uncertainty-aware alarm mechanism significantly reduces the false alarm rate and
false negative rate, making fault diagnosis results more reliable and robust. Even at a noise level of 5%, ECCFD can achieve
an accuracy of 89.30% and 90.50% respectively. Considering that the actual distribution network topology may change with
operating conditions, future research can explore dynamic GNNs and online Bayesian update mechanisms to achieve the
model’s adaptive capability to network topology changes and operating condition evolution.

Data availability
The datasets analysed during the current study are available from the corresponding author on reasonable request.
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