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The recent Metaverse technology boom in major areas of the public’s life makes the safety of

users a pressing concern. Though the nature of the Metaverse as a geographically unbounded

space blending the physical and the virtual presents new challenges for law enforcement and

governance. To tackle these, this paper supports the establishment of a unified international

legal framework. Specifically, from a law enforcer’s perspective, it provides the first com-

prehensive discussion in the past five years on legal concerns related to identity, various

types of potential crimes, and challenges to unified law enforcement in the Metaverse based

on prior incidents.
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Introduction

Consider two scenarios: (1) a child is sexually assaulted by
several strangers in the physical (‘real’) world, and (2) a
child’s avatar, their digital representation (Lee et al.,

2021), is sexually assaulted by the avatars of several online
strangers in a virtual space. As the definition of sexual assault
traditionally requires “physical touching”, various countries
would consider (1) a crime but might be more divided over (2).
Some argue that “psychological trauma” from (2) is similar to that
of (1), suggesting that emotional harm alone should be enough
for prosecution (Camber, 2024). Such a disconnect between law
and technology is a source of concern as we head toward more
immersive virtual worlds, more realistic computer-simulated
community environments (e.g., Horizon Worlds (Meta, 2023)),
and the creation of the Metaverse (Bellini, 2024; Gómez-Quintero
et al., 2024).

Initially a science-fiction concept from Neal Stephenson’s 1992
novel Snow Crash (Stephenson, 2022), the Metaverse is com-
monly considered to be a yet-to-be-realized augmentation of the
Internet, a space unbounded by time and geographical borders
(Ning et al., 2021) where the physical world and different virtual
worlds co-exist (Dobrygowski et al., 2024; Gómez-Quintero et al.,
2024) through physical devices allowing access (e.g., smartphones
and headsets (Wang et al., 2023)), extended reality technologies
providing different levels of immersion (e.g., for virtual reality
and augmented reality), blockchains (digital ledgers) supporting
economic and legal systems by recording transactions, and arti-
ficial intelligence (AI) automating decentralized governance (i.e.,
rule by the ‘people’ with no central authority) (Lee et al., 2021)
and personalizing to user needs (Qin and Hui, 2023; Soliman
et al., 2024; Wang et al., 2024b). Through avatars (e.g., 3D/2D
visuals of humans or non-humans resembling users or not), users
can interact with environment objects or computer-controlled
digital entities, such as AI-powered avatars (Lee et al., 2021).

As the Metaverse would be built upon the physical world, it
could augment its offenses through technologies (Marshall and
Tompsett, 2024) in terms of (1) the number of victims and of (2)
the geographical spread (Brenner, 2008). An example for (1) is
the simultaneous virtual sexual assault of several users’ avatars
through hacking, which occurred in LambdaMOO, an early text-
based virtual world (Dibbell, 2005), and could be increasingly
more traumatizing with advances in computer graphics and
immersive technologies (Gómez-Quintero et al., 2024). For (2),
harmful content could be instantaneously transmitted anywhere
through the Internet, potentially causing worldwide instability, as
explored in Snow Crash (Stephenson, 2022). As the Metaverse
would be the place where 25% of the population will spend at
least one hour per day by 2030 (Bellini, 2024), this leaves many
opportunities for such offenses (Collard, 2022).

Unfortunately, the law has yet to keep up with the virtual. Law
is a system of rules (laws) enforced upon members of a society to
ensure its stability (Brenner, 2008; Von Ihering, 2009) and its
survival (Harari, 2018). As the virtual only started to exist
recently, many societies’ laws still focus on the more physically
tangible (e.g., physical harm on a victim) to decide whether to
criminalize an act as a crime, a punishable breach of the law. This
focus might not properly reflect the impact of acts occurring in
virtual worlds (Bellini, 2024; Brenner, 2008; Weber, 2015),
potentially encouraging a surge in criminal activities (Gómez-
Quintero et al., 2024). Given the industry (Heath, 2021) and
governments’ (Feng, 2024) plans for the Metaverse and the
growing number of incidents in existing virtual worlds (Bellini,
2024; Marr, 2024; Nix, 2024), a suitable legal framework needs to
be established with urgency. To fulfill the vision of a boundless
Metaverse and facilitate the investigation, a legal framework
would need to be international, but existing legal measures (Bond,

2022) vary across geographical jurisdictions (areas with different
sets of laws, such as countries). Recently, the International
Criminal Police Organization (INTERPOL) highlighted the
importance of international collaboration (INTERPOL, 2024a).
However, no international legal framework exists yet.

As the Metaverse has yet to exist and laws are shaped by real-
life cases (Guillaume, 2011; Weber, 2015), our work aims to
inform future debates on the nature of such an international legal
framework by leveraging the practical relevance of speculation
grounded in theory and evidence from the present (Oulasvirta
and Hornbæk, 2022) through incidents from existing virtual
worlds (prototypes of the Metaverse (Brenner, 2008)), cyberspace
(Internet as an environment (Weber, 2015)), and science-fiction
(examination of future technology (Sueur et al., 2024)). Structu-
rally, we discuss the impact on society of how identity is defined
(section “Identity”), the definition of a crime in the Metaverse
(section “Crimes”), and law enforcement concerns, including
governance and ethical implications (section “Law enforcement”).
To the best of our knowledge, existing works only explore tech-
nical measures without bridging law and technology (Wang et al.,
2022), do not cover both different potential crimes and govern-
ance issues as broadly (Bellini, 2024; Cheong, 2022; Gómez-
Quintero et al., 2024; Goldberg and Schär, 2023; Malhotra, 2023;
Marshall and Tompsett, 2024; McStay, 2023; Yang, 2023a), and/
or are not as recent (past five years), not as accurately reflecting
the impact of state-of-the-art technologies (e.g., (Brenner, 2008)).

Identity
Identity is a subjective construct made of attributes across various
domains that distinguishes individuals from each other (Banaeian
Far and Hosseini Bamakan, 2023; Burrows et al., 1990; Dobry-
gowski et al., 2024). In the physical world, these can cover one’s
name, cultural heritage, professional roles, age, gender, nation-
ality/citizenship (their relationship with a specific geographical
jurisdiction (The Editors of Encyclopedia Britannica, 2023)),
hobbies, and ethnicity among others. Identity in the Metaverse,
the “Metaverse identity”, would be an extension of this physical-
world identity in three layers (Dobrygowski et al., 2024):
Representation, personal, social, and role information on identity
through a combination of avatars, pseudonyms, online behavior,
and other forms of digital expressions, Data, knowledge about
identity generated by hardware and software supporting the
Metaverse or the description of identity through digital footprint,
the trail of data left behind, and Identification, authentication
information, such as government-issued personal identifier (ID)
numbers, usernames, passwords, and even identifying biometrics,
data about one’s body (e.g., fingerprints and voice) (Wu and
Zhang, 2023).

These layers can allow individuals to establish validity legally
and psychologically (Wu and Zhang, 2023). From a legal per-
spective, identity determines one’s rights and duties (Al Tamimi,
2018) within a jurisdiction—responsibility for crimes, punish-
ment and compensation (e.g., financial compensation for sexual
assault (Government Digital Service, 2024)), and influence on
decision-making (e.g., voting rights; section “Governance”). From
a Representation layer, one’s expression could incite others to
report them for a crime (e.g., unwarranted sexually suggestive
speech or behavior). Technologies, such as AI, could also auto-
matically generate reports based on information from the Data
layer (Wang et al., 2022). The Identification layer could provide
information that influences prosecution, such as the chron-
ological age (the time elapsed since birth (Merriam-Webster,
2024a), the “actual” age) for diminished punishment for younger
individuals.

ARTICLE HUMANITIES AND SOCIAL SCIENCES COMMUNICATIONS | https://doi.org/10.1057/s41599-024-04266-w

2 HUMANITIES AND SOCIAL SCIENCES COMMUNICATIONS |          (2025) 12:194 | https://doi.org/10.1057/s41599-024-04266-w



From a psychological perspective, the Metaverse identity could
affect perceptions about oneself and others with three major legal
implications. Firstly, when using a virtual body, such as an avatar
from a first-person perspective (Bellini, 2024), individuals might
develop a sense of embodiment, the feeling of being inside the
virtual body (Genay et al., 2022; Guy et al., 2023; Yang et al.,
2024). Depending on how immersive the technology is (e.g., how
simultaneously the virtual body moves with the physical one and
how vivid stimuli are) and individual differences (as seen with
LambdaMOO (Brenner, 2008)), the individual might psycholo-
gically experience harm in the same way they would in the
physical world (Bellini, 2024; Repetto and Riva, 2024). As
embodiment through avatars can affect sensations of pain (Genay
et al., 2022), the virtual could even influence physical health.
These support the harm of certain virtual acts (e.g., section
“Virtual sexual assault”).

Secondly, embodiment can lead to identity confusion, where
the individual can no longer tell apart their physical-world and
virtual-world identities. Idealized Representation (e.g., avatar
appearance) can make individuals, especially children and ado-
lescents, pursue unrealistic beauty and lifestyle standards
(Dobrygowski et al., 2024; Kim and Kim, 2023). Identity confu-
sion can also encourage harmful behavior in the physical world if
the individual can no longer tell apart the consequences of their
actions (Yang et al., 2024) (e.g., aggressive behavior after playing a
virtual reality game (Kim and Kim, 2023)). On the other hand,
disconnectedness between one’s identity in the virtual and in the
physical from greater freedom to conceal one’s physical-world
identity (e.g., avatars that do not look nor sound like them
(Rashik et al., 2024) or hidden legal name) could lead to less
commitment toward the greater good through diminished sense
of accountability (Lapidot-Lefler and Barak, 2012; Suler, 2004),
perceived diminished risks of being caught for crimes (Gómez-
Quintero et al., 2024), and mistrust (Wu and Zhang, 2023; Xu
et al., 2024). Though limiting concealment might deprive the
individual of the freedom to explore without fear of being judged,
of positive cognitive and social outcomes (Xu et al., 2024), and
might discourage individuals from joining the Metaverse (solu-
tions in section “Ethical implications and other challenges during
law enforcement”).

Thirdly, Representation information can affect how one is
perceived by others. If customization is limited, stereotypes could
be perpetuated in the Metaverse (Dobrygowski et al., 2024),
encouraging harm toward certain groups (Bellini, 2024). An
example is the stereotypical portrayal of avatars based on gender.
Historically, many video games have male characters who appear
muscular and violent and female characters who appear in
revealing clothes, leading to harassment (Bellini, 2024). While this
could be regulated, the law could also ensure that service provi-
ders offer enough non-stereotypical choices for Representation,
from gender to ethnic groups (Dobrygowski et al., 2024).

How an individual’s identity is defined by law in the Metaverse
can thus impact society’s stability directly, through the enforcement
of the law, and indirectly, by affecting perceptions. Along with
individual humans, two other groups might need definitions of
their identities as legal persons, entities that have rights and duties
under the law (Law and Martin, 2014): organizations (e.g., service
providers) and computer-controlled digital entities. As organiza-
tions are already considered legal persons in the physical world,
similar laws could apply in the Metaverse (Cheong, 2022).
Computer-controlled entities are the subjects of more heated debate
(section “Identity of AI and other computer-controlled entities”).

Identity of AI and other computer-controlled entities. AI is a
technology that aims to simulate human cognitive processes

(Abbott and Sarch, 2024), such as the detection of faces (Ali et al.,
2021) and speech (Malik et al., 2021), the classification of law
enforcement data, and the generation of ‘original’ content (gen-
erative AI), from conversation responses for chatbots to 3D
avatar visuals (Feuerriegel et al., 2024). All these could contribute
to essential use cases in the Metaverse, such as AI-powered
avatars that could interact in a human-like way with users for
customer service (Kato et al., 2022). Though, by simulating
humans, AIs could replicate their harmful behavior, such as
making wrong decisions during law enforcement (Soliman et al.,
2024), creating offensive content (BBC, 2024), and affecting a
human’s mental health (Inaba et al., 2024) negatively as seen with
the suicide of a man after conversing with an AI chatbot (Xiang,
2023). This requires examination of the criminal liability of AI, its
responsibility for a crime. We first review the purpose of laws
then consider different views.

Laws ensure stability through a balance between the costs to
society of not criminalizing and criminalizing an act (Weber,
2015). Main goals for punishing a perpetrator are incapacitation
(limiting their ability to commit more crimes, e.g., through
imprisonment), deterrence (discouraging the perpetrator or
others from committing more crimes) (Gómez-Quintero et al.,
2024), and rehabilitation. Punishment and compensation should
ensure fairness for both the victim, through psychological
satisfaction, and the perpetrator, through proportionality to the
crime’s severity (Abbott and Sarch, 2024; Hakan Kan, 2024).

Arguments against recognizing AI as a victim and/or
perpetrator mainly focus on the impracticality of our current
society and AI’s lack of necessary human-like capabilities. For the
former, recognizing AI could raise debates about other rights
(Marshall, 2023), such as whether using AI is a form of slavery
(Hakan Kan, 2024), limit the freedom of humans (Abbott and
Sarch, 2024), and lead to loopholes (Bryson et al., 2017). For the
latter, AI systems are believed to lack the emotional capabilities
that make humans experience the intended consequences of
compensation and punishment, have debated ownership of assets
(Barbosa, 2024; Lima et al., 2021; Sueur et al., 2024), which make
them less able to compensate, and lack intent to commit harm,
which, according to many laws, makes them instruments instead
of perpetrators. The human guardians, such as the developers or
other users, can be responsible (Hakan Kan, 2024). Many
ambiguities surround proof of culpability as it depends on the
definition of whether a “reasonable person” could have foreseen
the consequences of an act (Hallevy, 2024). This is debatable
given the unpredictability of AI algorithms (Montagnani et al.,
2024; Padovan et al., 2023; Soliman et al., 2024), which can
automatically adjust themselves (El Naqa and Murphy, 2015). For
instance, as AI models might not accurately generate what is
being asked, debates could surround whether a user accidentally
generated illegal content, such as virtual child pornography
(section “Sexual ageplay and child pornography”), and how
responsible the developers should be, such as for the design of
filters for pornographic content.

On the other hand, many support the recognition of AI as
compensating or punishing it could deter other humans from
getting used to harmful acts (Abbott and Sarch, 2024) by
preventing identity confusion (section “Identity”), resolving
ambiguities regarding the culpability of humans (Doomen,
2023; Sueur et al., 2024), and vindicate the victims (Danaher,
2016).

Laws and research have explored measures to reach a
mediation. They include restrictions on AI use depending on
risks (European Parliament, 2024), compensatory measures, such
as compensation funds and insurance schemes (Barbosa, 2024;
Casado, 2024; Vellinga, 2024), and innovations in AI design, such
as AIs that can explain themselves (Padovan et al., 2023) to
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diminish ambiguities on culpability or that can learn about moral
behavior through rewards and punishments (Li et al., 2024;
Noothigattu et al., 2019). To solve compensation issues, AIs could
be trained to see financial loss as punishment and gain, as reward
—much like humans. Though the definition of moral behavior for
an AI could come with ambiguities, as seen in science fiction
writer Isaac Asimov’s short story “Liar!” (Asimov, 2004), where a
humanoid robot capable of conversation, similar to an AI-
powered chatbot avatar, the Metaverse, is programmed such that
it should not ‘harm’ humans. When a user asks the robot whether
her crush loves her back, the robot gives an affirmative answer,
regardless of the truth, because it perceives that another answer
would harm the user emotionally. While this brings joy to the
user in the short term, when she discovers the truth, she suffers
different emotional harm. Disclosing the truth could prevent later
disappointment, but it challenges AI capabilities in determining
the truth (McIntosh et al., 2024) and has privacy implications
(e.g., the AI would need the crush’s personal data). Alternatively,
how experts respond in emotionally difficult situations could be
studied (e.g., conversations about end-of-life care (Balaban,
2000)).

Crimes
Two types of crimes could exist in the Metaverse: “cybercrimes”,
acts already criminalized by many jurisdictions despite some
nuances (Iu and Wong, 2023), and “fantasy crimes”, acts that
have generally not been criminalized but whose physical-world
counterparts generally are (e.g., virtual sexual assault). Their
criminalization is contested mainly due to a historical focus on
proving physically tangible harm. However, current debates
suggest that, as we move toward a world that blends the physical
with the virtual (Metaverse), a re-assessment of the costs and
benefits of criminalizing fantasy crimes is needed, possibly with
more weight on the psychological impact (section “Introduction).

To inform criminalization, this section provides insights into
cybercrimes (section “Cybercrimes”) and fantasy crimes (section
“Fantasy crimes) by covering existing cases, hypothetical sce-
narios, and different laws across jurisdictions. Existing cases and
laws could provide insights into the costs to society in resolving
differing views for an international framework. Though they need
to be extended by hypothetical scenarios because the society we
know now might be vastly different from our envisioned society
integrated with the Metaverse. The predicted 2024 user pene-
tration of essential Metaverse technologies (e.g., virtual world and
blockchain asset use) is only 14.6% but is expected to reach 39.7%
by 2030 (Statista, 2024b). This means that individuals who make
up current statistics (e.g., empirical evidence on the effects of
Metaverse-related technologies on behavior) have lived in an
environment with little exposure to what would resemble the
Metaverse. As a person’s environment can influence their concept
of morality (Piaget, 2013; Smetana and Jambon, 2017), the moral
reasoning behind current individuals’ behavior might not reflect
that of individuals in our envisioned Metaverse world. For this
reason, speculation and even divided opinions resulting from
research (e.g., (Burkhardt and Lenhard, 2022; Coyne and
Stockdale, 2021; Drummond et al., 2021; Ferguson et al., 2020;
Malamuth, 2018) on the effects of violent media on violent
behavior) could all be as relevant to the future—be seen as ver-
sions of the world. For instance, the less weight is placed on
violence in the virtual, the more likely a person who has grown up
in the Metaverse will suffer from identity confusion (section
“Identity”).

Cybercrimes. Cybercrimes are generally defined as acts com-
mitted through information and communication technologies

that violate the law of the physical world (Charlton, 2024; Sukhai,
2004; United Nations Office on Drugs and Crime, 2019). We
consider potentially major cybercrimes.

Virtual property crimes. In the virtual worlds and the Metaverse,
individuals can create, own, modify, and exchange many virtual
‘thing’s, such as avatar accessory items, lands, artistic creations,
cryptocurrencies (digital representations of value used for
exchange through a decentralized digital ledger system, like
blockchain (Huang et al., 2023)), other platform-specific
exchange coins (e.g., Robux from Roblox (Roblox, 2023b)), etc.
Similarly to their physical-world counterparts, these ‘thing’s can
be damaged or stolen. For instance, people can vandalize virtual
artworks with graffiti (BBC, 2017), causing permanent damage if
their original data are overwritten with no backup (Seo et al.,
2023). They can steal accessory items or platform currencies
through scamming account information (BBC News, 2007) or
hacking (Cavalli, 2008; JY Tan, 2024). While these ‘thing’s are
virtual, many virtual worlds, like Roblox and Second Life, and
cryptocurrency trading platforms (JY Tan, 2024) allow conver-
sion with fiat currency, the medium of exchange (e.g., paper
money or coins) (The Editors of Encyclopedia Britannica, 2024b)
backed by a government that cannot be redeemed in gold or silver
(The Editors of Encyclopedia Britannica, 2024c) (e.g., U.S. dollar,
euro, or yuan). This can allow many to make a living by trading
virtual ‘thing’s or services related to them (Brenner, 2008) (e.g.,
paid shifts in a virtual store in Roblox (Yandoli, 2024)).

A generally agreed upon criterion for taking legal actions
against similar deprivation of a virtual ‘thing’ (e.g., Japan (Knight,
2005), the Netherlands (BBC News, 2007), and the United
Kingdom (House of Commons Hansard, 2014)) is that the ‘thing’
needs to have ‘real’ monetary value (e.g., sold for “real cash”
(Knight, 2005) or bought with “real money” (BBC News, 2007)).
This could directly reflect an act’s impact on the stability of the
physical world’s economic system (Seo et al., 2023). However,
what qualifies as ‘real’ monetary value has been debated (Brenner,
2008; Wang, 2023). This led to cases where the deprivation of
similar ‘thing’s (e.g., game accessories) was disregarded (BBC
News, 2005; Cavalli, 2008).

To inform future debate, we illustrate how virtual ‘thing’s could
be defined by law by considering the criteria that make a ‘thing’ a
property—a ‘thing’ that can legally be owned but also has scarcity
and value, in its use and/or its exchange (The Editors of
Encyclopedia Britannica, 2024f). Scarcity implies that a ‘thing’ is
limited in amount, not easily obtainable (Fairfield, 2022) in
contrast to sunlight (Wang, 2023) or free, unlimited avatar
accessories in existing game or Metaverse shops. Use value
implies that the ‘thing’ can satisfy its owner’s “subjective needs”
(e.g., happiness), while exchange value is generally considered to
be its value in fiat currency. While some believe that a property
needs to have exchange value, others believe that use value is
enough in many contexts (e.g., Japan and Germany), even when it
is only for certain groups (e.g., game accessory by players and
artwork by artists) (Wang, 2023). Given that some virtual
artworks are currently worth millions of USD (JY Tan, 2024) and
some virtual accessories and currencies, thousands (Cavalli,
2008), this broader definition could prevent their potential
economic impact from being disregarded. To prevent identity
confusion (section “Crimes”), the categorization of physical-
world property (e.g., land, accessories, artworks, etc.) can serve as
inspiration, but virtual ‘thing’s’ unique characteristic in being
easily duplicated through computational methods should be
taken into consideration (Jiang, 2023; Wang, 2023).

While a physical-world object (e.g., one USD bill) cannot easily
be increased in amount, in the virtual world, duplication could
require only the changing of a single input value. This ease has
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implications for the proportionality of punishment (section
“Identity of AI and other computer-controlled entities“). To
illustrate, in an existing case, a defendant took advantage of a
game platform’s system loophole to freely obtain game points
worth 58,194 yuan (about 8135 USD) based on the trading
pricing. While the court convicted the defendant for theft of such
value, some consider the punishment disproportionate since the
costs of distributing game points for the service provider are
much less (Wang, 2023). In the Metaverse, treating a similar case
based on the costs required to fix the hacking (Seo et al., 2023) or
the trading price could affect recognition of a Metaverse
economic system and thus integration of the virtual part of the
Metaverse into the physical. As the more an individual is engaged
with a virtual world, the more emotional value they give its virtual
‘thing’s (Strikwerda, 2012), making punishment for the depriva-
tion of these ‘thing’s more severe could seem fairer to a growing
amount of individuals with the growth of the virtual (section
“Crimes”). It could also better reflect the loss of individuals who
make their livings based on virtual ‘thing’s.

Money laundering through the Metaverse. Money laundering is a
process by which criminals transform money of illicit origins
(e.g., drug trafficking (Teichmann, 2020)) into money of see-
mingly legal ones (The Editors of Encyclopedia Britannica,
2024d). Money laundering in the Metaverse and in current
platforms can be seen in three stages. The first is Placement,
where illicit money is introduced into a (Metaverse) market in the
form of virtual ‘thing’s (e.g., cryptocurrencies). The second is
Layering, where the criminals obscure the origins of the money by
creating a false proof through a series of transactions (e.g., pur-
chasing through shell companies (Seo et al., 2023)). The third is
Integration, where the money of now seemingly legal origins is
put back into the main economic system (e.g., by being exchan-
ged into fiat currency) (Mooij, 2024a). Cryptocurrencies, viable
options for Metaverse currencies (section “Virtual property
crimes“), have been used to facilitate money laundering because
they are less detectable through anonymity during creation and
the ease of splitting them into small amounts, require lower
creation and transaction costs and can speed up the usually
tedious Layering stage due to the lack of intermediary and geo-
graphical bounds (Mooij, 2024a; United Nations, 2024). Money
laundering not only allows criminals to finance their activities but
also propagates them. While the estimated amount of money
laundered through cryptocurrencies fluctuates ($9.9 billion in
2020, $18.3 billion in 2021, $31.5 billion in 2022, and $22.2 billion
in 2023), possibly due to new methods to evade detection
(Chainalysis Team, 2024), the United Nations Office on Drugs
and Crime estimates that money laundered each year amounts to
2% to 5% of the global GDP (800 billion to 2 trillion USD)
(United Nations Office on Drugs and Crime, 2024)—which could
reflect the use of cryptocurrency or another Metaverse coin. In
fact, a study eliciting views on Metaverse crimes from experts
(Gómez-Quintero et al., 2024) suggests that money laundering
would be a “highly achievable” crime with “high harm”.

The criminalization of money laundering, including through
cryptocurrencies, is less contested, with many having taken legal
actions (e.g., arrests or court cases from United Kingdom (Liz
Jackson and PA Media, 2024), United States (Biase et al., 2024),
Nigeria (Ogbonna, 2024), and China (Le, 2024), tax regulation
helping victims by Algeria (Harff, 2024), and regulation to track
transactions by Japan (Nikkei staff writers, 2022)). Though
analyses of existing court cases, measures (Leuprecht et al., 2023;
Mooij, 2024b; Thommandru and Chakka, 2023), and stakeholder
opinions (Teichmann, 2020) suggest that the diversity of
cryptocurrencies and regulatory measures could be a challenge
for law enforcement efforts. This would require collaboration

mainly with cryptocurrency market service providers and
individuals (for private wallets) for investigation (e.g., the
disclosure of transaction information (Reuters, 2022)) and
standardization (e.g., standards for crime detection, such as
requiring more personal information for a transaction at a
standardized threshold (Mooij, 2024b)). Though this could
challenge individuals’ privacy rights and hopes for a decentralized
Metaverse. We discuss solutions for information disclosure in the
section “Possible approaches”.

Tax violations in the Metaverse. Taxes are amounts of money that
people are required to pay by a government mainly for its ser-
vices, such as law enforcement efforts (Cox et al., 2024). Tax
violations are crimes related to taxes, such as tax evasion (i.e.,
avoiding tax payment (Kagan, 2024)) and tax fraud (i.e., inten-
tional disclosure of false information (Chen, 2024)). Not enfor-
cing taxation in the Metaverse (e.g., for income earned in virtual
worlds) could facilitate violations for taxes of the physical world,
similarly to the cryptocurrency market (Kim, 2023), justifying the
need for Metaverse taxes.

This raises questions on how the Metaverse should be taxed
since existing tax laws are mainly based on one’s relationship with
different geographical jurisdictions (e.g., nationality, place of
residence, or place of transaction). One way is for taxation to still
be based on geographical jurisdictions. The main advantage is
diminished costs in educating the public, already familiar with
this concept. Though this would require physical-world identity
information (e.g., IP address), which could easily be disguised
(Kim, 2023). In fact, to combat tax evasion facilitated by
anonymity, on March 2023, 48 countries agreed to follow
transparency standards by exchanging information between each
other and with cryptocurrency platforms (Singh, 2023). Though
transparency could harm privacy, potentially discouraging
participation in a Metaverse-like economy, as seen with a study
on El Salvador (Alvarez et al., 2023), the first country to adopt a
cryptocurrency as a currency. Moreover, taxation based on
geographical jurisdictions could lead to the same type of
transactions (e.g., in the same virtual world) being taxed
differently across geographical jurisdictions. As inequity in
amounts of taxes paid could lead to population migration
(Kleven et al., 2020; Sandalci and Sandalci, 2021), this could
destabilize the world with individuals with more sought-after
skills becoming concentrated in specific areas. Taxation based on
Metaverse jurisdictions (e.g., the virtual worlds; section “Rights
and duties in Metaverse jurisdictions”) could ensure greater
equity and be easier to track (Kim, 2023) while ensuring greater
privacy. As the Metaverse and its jurisdictions could have
different government services (e.g., technical maintenance), taxes
could be applied to both, similarly to federal (country) and
territorial (jurisdictions within) taxes (e.g., (Canada Revenue
Agency, 2024)).

Either way, international collaboration would be needed for
information sharing and standardization, including agreement on
the currency or the currencies recognized by the Metaverse’s
economic system. These could be fiat currencies, cryptocurren-
cies, or some new currencies. Despite the various opportunities
for crimes that cryptocurrencies present, given their estimated
market growth and their growing integration with our physical-
world life (Statista, 2024a), ignoring them or banning them could
be costly, not conductive to technological innovation, and even
ineffective (Aquilina et al., 2024). Thus, the Metaverse would have
to adopt existing cryptocurrencies or use some new currencies. If
this Metaverse is decentralized, any new currencies could inherit
cryptocurrencies’ dangers, such as their volatility, their tendency
to rapidly change in prices. Volatility is claimed to be behind
many countries’ reluctance in recognizing cryptocurrencies (e.g.,
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China (BBC, 2021) and Qatar (The Peninsula Online, 2021)).
From an accounting perspective, it leads to difficulties in assessing
virtual ‘thing’s’ value (e.g., for taxation purposes), which could
lead to economic instability (Huang et al., 2023), large investment
losses (Baur and Dimpfl, 2021; Yermack, 2024), and mistrust
(Rehman et al., 2020). Trust impacted people’s (lack of)
acceptance of cryptocurrency as currency in El Salvador (Alvarez
et al., 2023), potentially requiring more regulation (section
“Ethical implications and other challenges during law
enforcement”).

Identity theft. Identity theft is a form of impersonation where the
culprit uses the victim’s personal information without their
consent, possibly to commit fraud (Radin, 2024). Identity theft is
a crime globally, with its protection service market expected to
grow from 11.9 billion USD in 2024 to 28.1 billion USD in 2034
(Fact.MR, 2024). In the Metaverse, identity theft could occur with
a culprit hacking into an individual’s account then pretending to
be them (e.g., through their avatar (Cheong, 2022)) or collecting
identifying information (e.g., avatar appearance and gestures)
then forging an avatar or a similar representation (Deng et al.,
2023) to impersonate service providers (e.g., doctors) for pay-
ments (e.g., false medical advice), law enforcement officers for
information crucial to the Metaverse’s security (Gómez-Quintero
et al., 2024), or someone’s loved one to scam them for ransom
from kidnapping without actually kidnapping the loved one
(Geldenhuys, 2023; Sudhakar and Shanthi, 2023). Despite the
existence of various measures for prevention (e.g., periodical
changing of avatar appearance (Falchuk et al., 2018), authenti-
cation based on both biometrics and digital information (Yang
et al., 2023), or splitting of personal information across the
Internet network (Cheong, 2022)) and for detection (e.g., algo-
rithms that analyze potentially AI-generated content’s authenti-
city (Gupta et al., 2024)), they need to constantly evolve with
technological advances and could be used to facilitate other
crimes (Seo et al., 2023). As victims and perpetrators of the same
cases can be across the world (Radin, 2024), international colla-
boration is needed for information sharing and technical stan-
dards (section “Ethical implications and other challenges during
law enforcement”).

Fantasy crimes. We explore major fantasy crimes.

Gambling. Gambling is the staking of a valuable ‘thing’ on the
outcome of an uncertain event while knowing the risks and
hoping to gain something out of it. Gambling games include
poker, horse betting, slot machines, and lottery (Glimne, 2024).
Gambling can be done in the physical world or online (e.g., vir-
tual world’s casino). Jurisdictions have varying levels of restric-
tions for (online) gambling, generally ranging from outright ban
to allowing it under some age and game-type restrictions (The
World Financial Review, 2022). Online gambling can impact
individuals and society economically, through their physical-
world finances and the ease of money laundering (Tomic, 2022),
and psychologically, through the development of addiction
(Brenner, 2008), aggravating negative economic impact in the
long-term and a society’s mental health (López-Torres et al.,
2021). Gambling that does not involve ‘real’ money (e.g., the
exchange of stakes with fiat currencies), ‘simulated gambling”
(Hing et al., 2022), has fewer legal restrictions, with even limited
advice from the service provider (Hing et al., 2022). Though
research has raised concerns, mainly about the transfer of
simulated gambling habits to ‘real’ money gambling and other
addictions (e.g., drugs), especially for younger individuals (Hing
et al., 2022; Nower et al., 2022; Rahman et al., 2012). After a

review of the research literature, the Albanese Government
(Australia) decided to introduce age restrictions for simulated
gambling starting from September 2024 (Ministers for the
Department of Infrastructure, 2023). Similarly, the Consumer
Council of Hong Kong has advocated for more legal restrictions
in 2024 (Consumer Council, 2024). Similar to the case of media
violence (section “Crimes”), the weight put on the harmful effects
of simulated gambling versus individuals’ freedom to explore
could reshape society.

Prostitution. Prostitution is the practice of engaging in sexual
activity to obtain immediate payment (Jenkins, 2024). While
prostitution occurring in the physical world is more or less
restricted legally (Nicola, 2021), prostitution occurring in the
virtual is even more of a gray area. In existing virtual worlds (e.g.,
Second Life (Cavalli, 2009; Dane, 2020)) and similarly in the
Metaverse, avatars can simulate sexual activity (Bellini, 2024)
through animated visuals and wearable devices for touch sensa-
tion (Evans, 2023)) and obtain payment (Brenner, 2008) (e.g., in
the platform’s coins, which could be converted into fiat currency).
When it does not involve a lack of consent (section “Virtual
sexual assault”), a minor (i.e., someone not of consenting age), or
someone looking like a minor (section “Sexual ageplay and child
pornography”), the impact of this virtual prostitution could
mainly be economical, as there are gains and losses of money, and
psychological, due to embodiment (section “Identity”).

To inform future decisions, we consider the pros and cons.
Research on the physical world suggests that recognizing
prostitution could be beneficial to society by making current
underground prostitution transactions eligible for taxation (Al
Hazmi, 2024), facilitating regulation of already existing
prostitution-related crimes (e.g., human trafficking) (Lee and
Persson, 2022), allowing marginalized groups to make a living
(Yasin and Namoco, 2021), and decreasing rape rates and sexual
violence (Gao and Petrova, 2022). The current existence of virtual
prostitution suggests a demand for it, which could lead to a need
to regulate similar consequent crimes (e.g., tax violations and
trafficking of avatars (Gómez-Quintero et al., 2024)). Moreover,
compared to its physical-world counterpart, virtual prostitution
does not have health risks like sexually transmitted diseases or
physical injury (Brenner, 2008). On the other hand, research in
the physical world suggests that legalizing prostitution could
influence the public’s perception of the morality of “purchasing
sex”, potentially reshaping the world by expanding the market,
leading to discriminatory behavior, and encouraging more
criminal activities (e.g., sex trafficking) (Raymond, 2004). As
virtual prostitution seems inevitable, a possible mediation is to
contain it to specific areas both legally and computationally,
requiring an understanding of different cultures, economies,
and laws.

Virtual murder and physical assault leading to permanent damage
to an avatar. Assault is an attempt at unlawfully using physical
force against another (The Editors of Encyclopedia Britannica,
2024a). The digital version of acts harmful to humans physically
cannot harm an avatar or any similar representation in the
Metaverse unless it has been programmed (e.g., for violent video
games) or hacked for this. When the original files are damaged,
the harm done could warrant legal action (section “Virtual
property crimes”). While the avatar is data that could ‘belong’ to
one or several humans, it is also an extension of one’s identity,
psychologically and possibly legally (section “Identity”). Its cate-
gorization as a person who can have their own rights and duties
or something else, such as property, could affect the victim’s
perception of fairness and others’ recognition of the Metaverse
identity. This could, in turn, encourage or discourage ethical
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behavior (section “Crimes”). Across history, laws have treated the
avatar’s categorization differently, mainly between person and
property (Andrade, 2009), leaning more toward non-person
categories currently (Oleksii et al., 2024). Though many scholars
advocate for a possibly new categorization: a legal person as
allocating separate rights and duties could reduce ambiguities
(Cheong, 2022), a balance between property and person, such as a
property with stronger legal protection, to take into account its
personal, emotional connection with the human behind
(Andrade, 2009), or a balance between property and identity
through a combination of existing categories (Oleksii et al., 2024).
We discuss how the assessment of physical harm (which the
definition of assault is grounded in) could be reflected through
the assessment of psychological harm in the section “Virtual
sexual assault”.

Virtual sexual assault. Sexual assault is a form of assault involving
some sexual conduct performed on a person without their con-
sent (e.g., unwanted touching or sexual penetration) (Bellini,
2024). We consider sexual assault beyond the context of roleplay
(i.e., consenting participants pretending). In the Metaverse, sexual
assault could take the form of suggestive touching of the victim’s
avatar, sexual acts on their avatar (e.g., section “Introduction”), or
the hacking of the platform to make avatars perform sexual acts
on each other (Brenner, 2008; Dibbell, 2005). When there is no
permanent destruction of data (section “Virtual murder and
physical assault leading to permanent damage of an avatar”), the
main impact of assault is psychological. As the definition of
assault requires physical contact (The Editors of Encyclopedia
Britannica, 2024a), criminalization of virtual sexual assault is still
debated (Bellini, 2024; Gómez-Quintero et al., 2024).

The concept of embodiment (section “Identity”) supports the
similarity between psychological harm from acts in the virtual
and that from the physical (as claimed in Camber (2024)’s case).
For sexual acts specifically, research further supports the realism
of sexual experiences through immersive technologies (Dekker
et al., 2021), with the potential to reshape behaviors (Evans,
2023). The question is whether psychological harm can
destabilize society enough to warrant legal action. Currently,
the psychological impact of sexual assault (e.g., trauma) could
lead to long-term effects, such as higher risks of engaging in other
harmful behavior (e.g., hard drug use and contemplation of
suicide), deteriorating relationships and work life, and a ripple
effect with high costs to society (Bellini, 2024), with rape
estimated to cost 122,461 USD across a victim’s lifetime (Peterson
et al., 2017). Based on potential harm severity, frequency, the ease
of achieving it, and the ease of defeating it, experts have assessed
virtual sexual assault as one of the top ten Metaverse crime risks
(Gómez-Quintero et al., 2024). With advances in the realism of
immersive technologies, both visual and multisensory, the impact
of sexual assault on the victim could worsen. Not criminalizing
virtual sexual assault could support already existing victim-
blaming, stereotypes, and discrimination (Dyar et al., 2021;
Stubbs-Richardson et al., 2018) and even affect sexual assault
occurring in the physical world due to identity confusion (section
“Crimes”). In terms of prevention specific to the Metaverse,
specific user setting features (section “Ethical implications and
other challenges during law enforcement”) and restricted areas
could be implemented (section “Prostitution”) to balance
different stakeholders’ freedom. In line with legal tradition, the
severity of punishment could be decided based on the
psychological harm a “reasonable” person would suffer (Bellini,
2024), possibly with more recent population statistics. A similar
line of reasoning could be applied to other acts where only
psychological harm seems present (e.g., virtual physical assault
outside the context of play).

Sexual ageplay and child pornography. Sexual ageplay legal in the
physical world can be defined as consenting adults participating
in sexual activity with one or several pretending to be a child or
children. This is more controversial in the virtual since adults can
make their avatars look different than what those of their
chronological age usually look like. An example was Second Life,
where some adult users engaged in sexual ageplay by donning
avatars that look like children. Opinions among both users and
the rest of the public (Brenner, 2008; Reeves, 2018) were divided.
Proponents mainly argued that no ‘real’ child was hurt. Oppo-
nents mainly ranged from those who question the morality of
sexual ageplay in general to those who question the visual
depiction of children, ‘real’ or not, engaging in sexual acts. All
worried about escalation to violence against ‘real’ children. This
division is considered in line with the debate on virtual child
pornography, entirely computer-generated sexually explicit gra-
phics of “fictitious” children (Christensen et al., 2021). As both do
not involve harm done to ‘real’ children, some lean toward pro-
tecting individuals’ freedom. In Ashcroft v. Free Speech Coalition
(Ward, 2009), the Court highlighted the absence of causality
between consuming virtual child pornography and the harm that
could follow (Ratner, 2021). While research does suggest that
virtual child pornography could lead to addiction then crimes
against ‘real’ children (Christensen et al., 2021), it also supports
that a ban could lead to less tolerance even for what is legal (e.g.,
ban of child-looking avatars in general) (Reeves, 2018), poten-
tially limiting more freedom than expected in the Metaverse.
With advances in graphics and AI and the proliferation of cases
of AI-generated pornography across the world (Bae and Yeung,
2023), international collaboration on the (non-)criminalization of
virtual child pornography has become a pressing issue.

Simulation of the Holocaust and sensitive historical events. Prior
work (Brenner, 2008, pp. 95–96) mentions the hypothetical
situation of the reconstruction of a Nazi death camp where users
can roleplay as Nazis and inmates. While this would be illegal in
many European countries, it would not be in the United States.
An analysis (Cowan and Maitles, 2011) of simulations of sensitive
historical events (e.g., Holocaust) and scenarios (e.g., racism)
reveals opinions as divided—even when they were intended to
increase empathy. Cons include perceived disrespect toward the
victims due to lack of accuracy (Cowan and Maitles, 2011),
identity confusion if such acts are popularized (section “Crimes”),
and other potential impact on the mental health of those role-
playing and the audience, such as increased fear of future ter-
rorism due to graphic media (Holman et al., 2020). A possible
mediation with one’s freedom could be to raise awareness about
potential harms but still allow simulations (e.g., for artistic
expression and education) with stricter conditions (e.g., not in
publicly accessible areas), requiring cultural and historical
insights from different jurisdictions.

Law enforcement
An international legal framework for the Metaverse would not be
the first attempt at establishing a commonly agreed upon legal
framework among jurisdictions. A close example is that of
cyberspace. One main source of challenges, which has prevented
the establishment of an international legal framework for cyber-
space (Gajjar and Taherdoost, 2024), is the difficulty in resolving
differing views among stakeholders (Weber, 2015). Referring to
prior work, we provide insights on stakes to consider for gov-
ernance in the Metaverse (section “Governance”) and possible
approaches to challenges across the law enforcement process
(section “Ethical implications and other challenges during law
enforcement”), including ethical implications.
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Governance
A balance. While many hope for the Metaverse to be unrestricted
by geographical jurisdictions and have decentralized governance,
a historical examination of cyberspace (Weber, 2015) suggests
that the long-term survival of a similar space connecting the
virtual and the physical depends on a balance of the influence of
three stakeholder groups—geographical jurisdiction governments,
service providers, and individuals—and a balance between cen-
tralized and decentralized governance.

Each stakeholder group can influence the existence of the
Metaverse: service providers provide essential technologies (Wu
and Zhang, 2023), individuals finance the Metaverse, and
governments provide law enforcement resources and establish
laws in the physical world (INTERPOL, 2024a; Seo et al., 2023),
where individuals and service providers are based. However,
leaning toward one group could result in fragmentation, the
splitting of the Metaverse (Gajjar and Taherdoost, 2024), and
instability of the physical world. As seen in Snow Crash, more
power for service providers could lead to the splitting of
geographical jurisdictions by them (Stephenson, 2022), possibly
resulting in the loss of individuals’ rights. Too much government
regulation could harm technological innovation (Wiener, 2004)
and shift the power to a few more powerful countries. Leaving the
rule entirely to individuals could lead to the power shifting to a
few—service providers with more popular platforms or technol-
ogies, more powerful governments, or ‘wealthier’ individuals—
who might not always represent the majority’s views (Goldberg
and Schär, 2023; Weber, 2015).

Though balancing the influence of stakeholder groups on
decision-making would depend on how centralized or decen-
tralized governance is. An example of decentralized governance is
where each stakeholder can cast a vote that directly counts toward
decision-making. An extreme example of centralized governance
could be where a single authority, made of a few individuals,
makes decisions for the entire Metaverse without consulting the
other stakeholders. A mediation could be where a central
authority made of elected representatives participates in final
decision-making processes (Aristotle, 1885). Despite arguments
against centralized governance (Chao et al., 2022; Goldberg and
Schär, 2023; Karaarslan and Yazici Yilmaz, 2023), history suggests
that leaning toward the extremes of either centralization or
decentralization might lead to the loss of qualities essential to the
existence of an international legal framework. A legal framework’s
existence can be seen as a result of reliability (trust in its fairness
by those ruled) and practicality (balance between costs of
enforcing the laws versus not enforcing) (Bellini, 2024). Though
fairness is a subjective assessment influenced by perceptions of
the legal framework’s adaptability (e.g., to socio-cultural nuances,
technological advances, and case-specific details (Gómez-Quin-
tero et al., 2024)) and consistency, how standardized the law
enforcement process is (e.g., for punishment and compensation
for a specific group) (Weber, 2015).

For a specific case, leaning toward decentralized governance by
including opinions of not only representatives but also of specific
witnesses could provide insights on socio-cultural nuances, which
could improve adaptability. For instance, consider two cases of
virtual sexual ageplay: the first occurs in a virtual world
specifically designed for adult individuals wanting to engage in
this type of play, while the second occurs in a virtual world that is
for the general public. Members of the two different virtual
worlds might have different views on the impact of sexual ageplay
on their specific worlds, with those of the first possibly being
more accepting (section “Sexual ageplay and child pornography”).
This nuance could lead to different assessments of the harm done
by similar acts, affecting perceptions of fairness for specific
decisions. Though too much adaptability could also harm

perceptions of fairness with less consistency, leading to loopholes
and a lack of incentives. A parallel can be drawn with an analysis
of attempts at ensuring child safety in cyberspace (Rahamthaulla,
2020), which suggests that a greater authority, a government,
overseeing platforms’ regulation might be more suitable than
leaving regulation entirely to platforms as they would lack the
financial incentives to enforce rules. Decentralization with no
central authority could also lead to a lack of standardization,
making law enforcement seem less transparent and complicate
collaboration due to differing views (INTERPOL, 2024a). Thus, a
certain degree of centralization might be necessary for reliability
(Weber, 2015).

Practicality also requires a balance between decentralization
and centralization. ‘Decentralized’ law enforcement efforts among
governments and service providers could diminish costs when
collecting or analyzing evidence due to varying familiarity with
territories and technologies. Though no central authority to
ensure collaboration could increase costs due to conflicts (section
“Ethical implications and other challenges during law enforce-
ment”). Moreover, without technical standards (e.g., user devices
and data formats), law enforcement would require costly
additional resources (e.g., to extract information from different
devices) (Seo et al., 2023).

Governance through technologies. As the Metaverse depends on
computational technologies, governance is limited by their cap-
abilities (Zwitter and Hazenberg, 2021). As existing technologies
facilitating decentralized governance come with limitations, a
balance between centralization and decentralization might be the
most technically realistic option.

From a high level, less centralization can improve the security
of the Metaverse but hinder law enforcement. The Metaverse can
be seen as a network of nodes, units that can receive, store,
process, and send information that is more or less crucial to the
Metaverse’s functioning (e.g., authentication information from
the user’s device to a virtual world platform or evidence between
law enforcers’ servers). In a centralized network, all information
passes through a single node or a small number of closely
connected nodes. Thus, if a single node or a small number is
attacked or malfunctions, the entire Metaverse would stop
functioning. For a less centralized network, information can pass
through several not closely connected nodes. Thus, even if a few
are attacked or malfunctioned, the Metaverse would still be
functioning partially (Karaarslan and Yazici Yilmaz, 2023).
Similarly, if a central authority requires that all information be
processed by its own server, it faces the security risks of a
centralized network. Though avoiding such risks through several
servers spread out across the Metaverse could complicate the law
enforcement process (section “A balance”) due to the scale and
the diversity of data formats (Seo et al., 2023).

Among specific technologies, blockchain and AI could facilitate
decentralized governance. Blockchain is a digital ledger system for
monitoring and recording transactions (e.g., votes) without any
intermediary (Wang et al., 2022). In other words, any
authenticated individual could directly influence a specific
decision by registering their vote by themself. An example is
Decentraland, the first large-scale virtual world that uses
blockchain, and a Decentralized Autonomous Organization
(DAO), the decentralized collective that governs through
blockchain. There, an individual can vote for a decision by
signing a message with Identification information (section
“Identity”). This message will then be publicly accessible in the
blockchain to ensure transparency and tracking of voting results.
Once the voting period ends, votes are summed up, then the
decision is executed by a committee made of members elected
through a similar decentralized fashion (Goldberg and Schär,
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2023). Though blockchain might not be sufficient for entirely
decentralized governance in terms of both practicality and
reliability.

In terms of practicality, given the scale of the Metaverse, the
scalability of blockchain, and its adaptability to a large network,
could come at the cost of decentralization (Wang et al., 2022; Xie
et al., 2019). For a single blockchain system, the more there are
nodes in the network (e.g., individual voters’ devices), the slower
activities in the Metaverse will become (Karaarslan and Yazici
Yilmaz, 2023). Splitting the blockchain into several could improve
scalability and security (e.g., difficulty in stealing information due
to data format differences) but lead to loopholes, such as fraud,
where the same individual uses different accounts in different
blockchains to vote for the same decision (Wu and Zhang, 2023),
and unreliable votes, where an individual who has lost their
voting right for one blockchain from misbehavior might still be
seen as an upstanding voter in another due to separate criminal
records (Banaeian Far and Hosseini Bamakan, 2023). A possible
solution is to associate each individual with the same set of
Identification information. Though, depending on the informa-
tion used (e.g., government-issued IDs or biometrics detected by
specific service providers’ devices), governments or service
providers’ influence could break the balance of stakes (section
“A balance”). Moreover, if service providers have full control over
their blockchains (e.g., by being their creators) with no central
authority overseeing Metaverse governance, they could collude
with each other, compiling user profiles based on their unique
identifiers (Banaeian Far and Hosseini Bamakan, 2023). A neutral
central authority establishing standards and managing Identifica-
tion information could mitigate aforementioned issues.

A main challenge to fairness (reliability) in blockchain-based
governance is the difficulty to reach a decision that balances the
stakes of all stakeholders. Giving the same weight to each vote
might not be seen as fair, reflect the impact on different
stakeholders who might have different amounts of investment
(Goldberg and Schär, 2023), and increase vulnerability to fraud
(Scharfman, 2024). For this reason, most DAOs employ token-
based voting, where each user’s vote is weighted based on the
amount of assets they own (e.g., virtual land parcels). Proponents
argue that this ensures fairness by allowing those with the most
exposure to the world to decide about it. Though the analysis of
1414 governance proposals in Decentraland (Goldberg and Schär,
2023), which has adopted such token-based voting, suggests that
dominant voters’ choices do not always reflect the consensus
among other voters, highlighting the difficulty in ensuring
fairness to the majority and the greater good. Instead of leaving
power allocation to a more natural course of events, a central
authority made of not only elected representatives but also
domain experts (Weber, 2015) (e.g., law, computer science, and
cultural studies) could lead to decisions more beneficial to the
general public.

Many have envisioned AI as support for decentralized
governance that improves practicality and reliability. AI technol-
ogies could improve time efficiency and security by automating
different processes, such as the analysis of large quantities of votes
or law enforcement evidence and the automatic detection of
suspicious activities (Hakan Kan, 2024; He et al., 2021; Li et al.,
2016). Though, while they have been envisioned to improve
fairness by reducing the biases humans make during decision-
making, AI technologies come with biases of their own (e.g.,
against ethnic groups) (Charles et al., 2022; Henman, 2020;
Ntoutsi et al., 2020), which could lead to wrong decisions during
law enforcement (Seo et al., 2023). Empirical evidence suggests
that humans and AI could have complementary roles during
decision-making. For instance, humans can be more adaptable to
specific contexts, and AI, is more adaptable to the general public’s

preferences (Papagiannidis et al., 2023). Collaboration between
humans and AI could thus surpass the performance of humans or
AI alone (Inkpen et al., 2023; Ren et al., 2023). For best
performance, governance with AI would need some humans, but
to ensure neutrality, these humans would need to either belong to
some central neutral authority or follow AI usage standards
overseen by it (Ferrari et al., 2023), requiring a balance between
centralization and decentralization.

Rights and duties in Metaverse jurisdictions. In the physical world,
the assignment of legal rights and duties is mainly based on a
person’s identity attributes (section “Identity”) relevant to their
relationship with the geographical jurisdiction they are in and the
one(s) they belong to (nationality). A transition to the Metaverse, a
space unbounded by geography, will require a novel view. To bal-
ance centralization and decentralization (section “Governance”), a
solution, supported by physical-world (Aristotle, 1885; Blaustein,
2015), cyberspace (Rahamthaulla, 2020; Schneider et al., 2021;
Weber, 2015), and Metaverse (Fernandez and Hui, 2022; Yang,
2023b) works, is a form of bottom-up governance, where a person
would have rights and duties from a Metaverse level but also for
individual modules (i.e., virtual worlds and other communities that
might be larger or smaller), Metaverse jurisdictions, which inde-
pendently regulate less severe violations. We discuss in detail
identity attributes that could be used to ensure the quality of votes:
citizenship, chronological age, and criminal record.

In the physical world, citizenship is considered the form of
nationality with the most privileges (The Editors of Encyclopedia
Britannica, 2023), including voting rights. Application for
citizenship requires proof of potential commitment toward the
greater good of the jurisdiction, which can include a required
period of residence, intention to reside in the jurisdiction, one’s
age, and their criminal record (The Editors of Encyclopedia
Britannica, 2024e). Similarly, citizenship could be equivalent to
the most privileged form of membership in the Metaverse or
module, requiring a certain amount of time spent in the
Metaverse or module, involvement (e.g., investment in assets as
seen with Decentraland (Goldberg and Schär, 2023)), one’s age,
and their criminal record.

In the physical world, the minimum voting age varies across
geographical jurisdictions, with debate on whether an individual
at a specific age has the appropriate decision-making competence
(e.g., cognitive development and experience in politics) to
represent the people’s needs. Some also question the use of age
as a criterion, proposing that success in a test on decision-making
capabilities (Wagner et al., 2012), such as literacy and the ability
to make independent choices, could be used instead (Cook, 2013).
While such a method could improve reliability, it could harm
practicality, at least in the near future, as additional resources
would be needed to administer the test and educate the public. In
the Metaverse, there could be a Metaverse-level minimum voting
age or equivalent criterion. As age is also a criterion for access to
mature content (Brenner, 2008; Rahamthaulla, 2020), a module
could set additional restrictions on age or an equivalent. A
challenge is deciding whether a module can have fewer
restrictions on voting. Since a module could represent a
community mainly made of users younger than the voting age,
as seen with Roblox (Clement, 2024; Eichhorn and Bergh, 2021),
requiring a higher age could lead to a small group of individuals
making decisions not representative of the majority’s opinions. As
a factor for determining the voting age is familiarity with the
jurisdiction’s politics (Wagner et al., 2012), a possible solution is
to assign module-level voting rights based on familiarity with the
module along with basic reading comprehension capabilities.
Another solution is to give the voting right to an eligible guardian
(e.g., parent), similar to the physical world (Cook, 2013).
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Misbehavior could also occur during voting in the Metaverse.
This could be automatically detected (section “Governance
through technologies”) or reported by users. Reputation scores
associated with the individual’s identity could then be computed
(Fernandez and Hui, 2022) and made accessible across modules
to prevent loopholes (section “Governance through
technologies”).

Ethical implications and other challenges during law enforce-
ment. Law enforcement is generally seen as fulfilling the fol-
lowing purposes: prevention, detection, investigation, and
prosecution (Bellini, 2024; Reingnaum, 1993; Seo et al., 2023) of a
potential crime. In the Metaverse, prevention includes educating
the public (e.g., raising awareness about the dangers of identity
confusion in sections “Identity” and “Crimes”), developing gov-
ernance measures (e.g., blockchain-based architecture to prevent
collusion and disclosure of criminal records to diminish risks of
fraud during voting), and implementing preventive platform
features for users (e.g., a bubble around an avatar to keep others
distanced, potentially preventing crimes involving the physical
contact of virtual bodies (Bellini, 2024)). Detection includes the
report of misbehavior and its surveillance through computational
methods by collecting and then processing information from the
different layers of identity. For instance, by analyzing information
from the Identification and Data layers, algorithms could detect
fraud during voting (sections “Identity” and “Governance
through technologies”). By analyzing Representation information,
they could detect offensive speech (Babaeianjelodar et al., 2022)
or closeness between virtual bodies (Wang et al., 2024a), which
can suggest potential crimes, such as virtual sexual assault
(Bellini, 2024). Investigation includes finding where the evidence
is (e.g., the device and the virtual and/or physical world(s)),
identifying the formats of the evidence, securely retrieving the
evidence (e.g., by encrypting it), synthesizing the evidence (pos-
sibly with the help of AI), and drawing conclusions (Seo et al.,
2023). Prosecution is the act of holding a trial against a person to
see whether they are guilty of a crime (Merriam-Webster, 2024c).
Detection, investigation, and prosecution can also intersect with
prevention. The knowledge that one’s misbehavior can be
detected as evidence to prove their guilt and exposed to the public
can deter crimes (Gómez et al., 2021) through lower perceived
success rates (Gómez-Quintero et al., 2024) and greater awareness
of the consequences, such as shame (Johnson, 2020). The mere
awareness of being watched can also encourage individuals to
report crimes (Shore et al., 2022).

Stakes and challenges. For each purpose of law enforcement, the
stakes of main stakeholder groups could be affected, risking
balance in the Metaverse (section “A balance”).

While identifying information can support law enforcement
(section “Ethical implications and other challenges during law
enforcement”), individuals’ awareness that they have less privacy,
freedom of keeping sensitive identity information from others
(Merriam-Webster, 2024b), could affect their motivation to join
the Metaverse (section “Ethical implications and other challenges
during law enforcement”). As perceived immoral behaviors that
might not be criminalized (e.g., offensive comments) could lead
to public aggression targeted at the culprit (e.g., offensive
comments and unauthorized exposure of private information),
leading to consequences beyond punishment prosecution would
be deemed suitable (Fritz, 2021), making criminal records
publicly accessible can be morally questionable (Billingham and
Parr, 2020; Blitvich, 2022) and impact society’s stability. While
laws could limit information access to authorized parties only, as
is currently done (e.g., European Union (Wolford, 2024), China

(Law, 2022), and Switzerland (Confederation, 2023)), perceptions
about the security of one’s information (e.g., from theft (Wu and
Zhang, 2023) or unauthorized monetization (Chen et al., 2022))
could negatively affect willingness to disclose information (Heir-
man et al., 2013; Mutimukwe et al., 2020).

As data is mainly collected through service providers’ devices
and platforms, their cooperation can diminish costs but could
harm their profits (e.g., costs in assisting law enforcement or
implementing technical standards) and their clients’ stakes. In
fact, on the grounds of user privacy, service providers could
refuse to cooperate, as seen with prior terrorism investigation
(Seo et al., 2023).

Collaboration with governments is necessary as law enforce-
ment might involve evidence from their geographical jurisdic-
tions, such as data about them (e.g., camera footage from devices
(Lee et al., 2021)) or from servers physically located in them
(INTERPOL, 2024a). Though collaboration could diminish a
government’s sovereignty, its authority over matters within its
territory and related to its nationals. As many jurisdictions’ laws
ensure their control over not only resources physically within
their territories but also those associated with their nationals
outside, laws can spill over each other, leading to conflict when
sharing resources (Weber, 2015). For instance, as online service
providers (e.g., Microsoft and Amazon) are physically stationed
all over the world, a jurisdiction and its nationals can have data
stored in the territory of a different jurisdiction, which could lead
to confusion about which jurisdiction’s laws to follow and whose
law enforcement officers should handle the data (Kushwaha et al.,
2020). The Metaverse could inherit similar issues among
geographical jurisdictions but also among modules (service
providers behind).

Possible approaches. We provide insights for solving issues
mentioned in the section “Stakes and challenges” based on
existing works and attempts.

To encourage information disclosure, several approaches can
be considered separately or together. In compliance with existing
laws on data privacy (e.g., (Wolford, 2024)), the Metaverse can
support the disclosure of minimal identity information (e.g., for
citizenship application or for investigation). Research has shown
the technical viability of selectively disclosing information for a
blockchain-based system (Mukta et al., 2020). From a legal
perspective, we can protect an individual’s physical-world identity
by extending upon arguments of prosecuting avatars like
organizations recognized as legal persons (Cheong, 2022), which
can allow anonymity of the humans. As an avatar may not be a
necessary component of Metaverse identity (Gómez-Quintero
et al., 2024), the avatar(s) could be part(s) of the Metaverse
identity that defines the legal person. Moreover, the Metaverse
could encourage information disclosure by giving individuals
more control (Benson et al., 2015), by allowing them to join with
less sensitive information and by enabling features as they
provide more information. This is done by many existing
platforms. For instance, Roblox (Roblox, 2023b) does not require
any government-issued physical-world identifier for account
creation, but using such an identifier to verify one’s age can give
them access to more mature content (Roblox, 2023a). Similarly,
in the Metaverse, disclosing or verifying one’s age can be optional
for account creation but required for mature content and voting
rights. Other measures include raising awareness about the
security of the Metaverse and describing the use of data (e.g.,
privacy policy) during account creation (Zhang et al., 2020).

For collaboration among jurisdictions (geographical or mod-
ules), while variation among laws and rules could lead to many
challenges (section “Stakes and challenges”), it could also improve
adaptability and practicality (section “A balance”). A neutral
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central authority with elected representatives might thus need to
oversee law enforcement efforts to a certain extent. Similarly to
INTERPOL, such an authority could mainly coordinate law
enforcement efforts belonging to existing jurisdictions (Gilsinan,
2014; INTERPOL, 2024b). We consider 4 non-discrete levels of
control over the law enforcement process to illustrate possible
approaches for future reference. For the first level, the authority
can have its own data storage system and law enforcement
officers who can obtain warrants to search physical locations in
geographical jurisdictions and arrest individuals. While this could
avoid many conflicts between laws and rules, this might not be
feasible due to computing costs (Seo et al., 2023), security risks
(section “Governance through technologies”), and the compro-
mises service providers and governments have to make (section
“Stakes and challenges”). In the second level, the authority acts
more as a coordinator, ensuring communication between the law
enforcement efforts of all stakeholders concerned (e.g., represen-
tative of the jurisdiction a suspect belongs to, representative of a
different jurisdiction in which the suspect’s data is stored, and
representatives of related service providers). Only in case of
conflicts does the authority send in its own personnel. In the third
level, the authority acts as a coordinator with no such personnel,
with conflicts being resolved through discussion with all
stakeholders. In the fourth level, the authority does not
participate in any decision, with only stakeholders voting in case
of a conflict and the authority ensuring the execution of the
decision. This is similar to Decentraland (section “Governance
through technologies”) and thus could inherit its difficulty in
weighting votes.

Conclusion
Diversity among stakeholders in the Metaverse across time and
place requires an international legal framework that continuously
balances stakes across technological and socio-cultural changes.
Given that the Metaverse has yet to exist, we combine speculation
with both theory and empirical evidence (section “Introduction”)
to present insights that could inform legal decisions related to
identity (section “Identity”), crimes (section “Crimes”), and law
enforcement (section “Law enforcement”). We also suggest pos-
sible future research directions to further bridge the gap between
the present and the future (section “Future research directions”).

Future research directions. Future research could seek to better
understand law enforcement from the user’s perspective. Through
scenarios explored in our work, future research could obtain
user’s preferences for privacy measures (section “Ethical impli-
cations and other challenges during law enforcement”), for
punishment and compensation of specific acts (section “Crimes”)
in specific virtual worlds for socio-cultural nuances (section “A
balance”), and for voting criteria (section “Rights and duties in
Metaverse jurisdictions”). Future research could also obtain
feedback from experts in psychology, education, and technology,
respectively, for detecting emotional harm (section “Crimes”),
raising awareness about legal concerns (section “Ethical impli-
cations and other challenges during law enforcement”), and
finding suitable technical standards (e.g., for AI in section
“Identity of AI and other computer-controlled entities” and data
formats in section “Law enforcement”). Longitudinal studies
could explore the effects of immersive technology use on cogni-
tive development for different age groups and the efficiency of
different technologies, such as blockchain, on supporting
governance outside the experimental setting, possibly by
looking at existing virtual worlds (e.g., (Karaarslan and Yazici
Yilmaz, 2023)).
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