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The relationship between cognitive failure and
gullibility: loneliness and impulsivity as chain
mediators
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Fraud susceptibility is a complex characteristic influenced by a combination of cognitive
functioning, loneliness, and impulsivity. Research has shown that individuals with weaker
cognitive functioning, higher levels of loneliness, and higher levels of impulsivity are more
likely to be victims of fraud. The purpose of this study was to examine the positive rela-
tionship between cognitive failure and gullibility and to examine whether loneliness and
impulsivity mediate this relationship. A total of 842 valid questionnaires including the Chi-
nese version of Gullibility Scale, the Cognitive Failure Scale, the Simplified Barratt Impulsivity
Scale, and the Loneliness Scale were collected from college students. Our results showed that
(1) there were significant positive correlations among gullibility, cognitive failure, loneliness,
and impulsivity; (2) loneliness and impulsivity played a chain-mediated role between cog-
nitive failure and gullibility.
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Introduction

owadays we live in a networked society with cloud com-

puting, the problem of college students being cheated has

become a serious public social problem (Cross et al. 2018;
Shadel and Pak, 2011). For college students, the experience of
fraud not only causes irreparable financial loss, but also severe
psychological distress (e.g., shame, self-blame, depression, anxi-
ety) (Kircanski et al. 2018; Pratt et al. 2010). Researches have
showed that some groups or individuals are more susceptible to
fraud, and even some victims are at risk of repeated fraud
(Crocker et al. 2017). Gullible and non-gullible people may differ
in certain characteristics that make individuals more likely to
make wrong decisions or responses when faced with fraudulent
information (Rotter, 1967; Yamagishi et al. 1999). This relatively
stable trait possessed by gullible individuals is called gullibility
(Fischer et al. 2013; Teunisse et al. 2020). In view of the fact that
fraud has seriously harmed society as well as the physical and
mental health of college students, we considered gullibility as one
of the risk factors for college students to be cheated (Forgas and
East, 2008; Schwarz and Clore, 1983). Assessing the risk of fraud
not only has theoretical significance but also helps the manage-
ment department to formulate relevant policies to help college
students reduce the risk of fraud and improve the ability to
prevent fraud.

Studies have found that poor cognitive ability may be linked to
poor financial decision-making (Li et al. 2014), meaning that
cognition is strongly associated with individuals’ gullibility
(Forgas and East, 2008). Cognitive failure is a cognitive-based
error in the performance of a simple task that an individual would
normally be able to perform competently, resulting in a beha-
vioral fault (Broadbent et al. 1982), such as forgetting something
that needs to be done right away. Cognitive failure reflects a
disruption of the normal process of cognitive functioning and is a
phenomenon resulting from errors in the execution of cognitive
functions (Wickens et al. 2008). The main cognitive mechanisms
leading to cognitive failure include persistent attention deficit,
scattered attention, poor inhibition function, reduced working
memory capacity, and executive control failure (Carrigan and
Barkus, 2016). This pervasive behavior will cause many adverse
effects on people’s learning, work, and physical and mental health
(Carrigan and Barkus, 2016). High cognitive functions can help
us effectively identify fraudulent information and prevent the
occurrence of being defrauded (Stewart et al. 2019). Individuals
with poor cognitive functioning may not have the necessary
cognitive processing abilities to recognize deception (Acierno
et al. 2010), which could explain why some people are repeatedly
deceived. Evidence from cognitive neurology suggested that
vmPFC-impaired groups are more likely to be gullible with
misleading advertisements compared to control groups, implying
that damage to brain regions associated with cognitive executive
functioning contributes to elevated susceptibility to fraud (Asp
et al. 2012). These existing findings confirmed that cognitive
factors may play an important role in gullibility. Therefore, the
current study chose cognitive failure as the variable to explore the
effect of cognitive function on gullibility. Based on previous
studies (Forgas and East, 2008; Schwarz and Clore, 1983), we
proposed Hypothesis 1: Cognitive failure has a positive predictive
effect on gullibility.

Negative emotions may lead to poorer decision making due to
the fact that people cannot easily recognize deceptive information
when they are deceived (George and Dane, 2016). Previous stu-
dies on gullibility have mainly focused on the elderly (James et al.
2014; Shao et al. 2019; Spreng et al. 2016), who are at risk of being
deceived due to high levels of loneliness (Xing et al. 2020). The
results indicated that the loneliness scores of elderly people who
had been deceived were significantly higher than those without
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deceived experience (Beach et al. 2018; Carstensen and Mikels,
2005; Zhou et al. 2021), suggesting that loneliness significantly
predicts people’s gullibility. Loneliness refers to an adverse
affective experience that arises when an individual perceives that
the actual level of interaction experienced in interpersonal rela-
tionships does not meet expectations (Weiss, 1975). College
students’ performance in interpersonal interactions has gradually
declined, ang they have shown more experiences of loneliness,
which has seriously affected their mental health (Moeller and
Seehuus, 2019; So and Fiori, 2022). People with higher loneliness
may have poor social interaction skills, find it difficult to identify
the intention of the object they are interacting with, which leads
to higher gullibility (Wang et al. 2012). Cognitive functioning
affects how people process and manage their emotions (Yates
et al. 2013). Individuals with cognitive failure are more likely to
have negative emotions, while it is difficult to change such mood
through cognitive reappraisal (McRae, 2016). Thus, when people
experience cognitive failure, persistent negative states may
increase individuals’ loneliness. What’s more, problems such as
decreased working memory capacity and inhibitory control def-
icits, as caused by cognitive failure, can predict people’s loneliness
to a certain extent (Windle et al. 2021; Zhong et al. 2017). These
evidences suggest that cognitive failure is a risk factor for
loneliness.

In addition to loneliness, high impulsivity may lead to high
rates of fraud victimization (Holtfreter et al. 2008; Van Wilsem,
2013). Impulsivity is the tendency of individuals to react quickly
and without assessment of consequences when faced with internal
or external stimuli, often ignoring the potential negative effects on
themselves or others (Moeller et al. 2001). Decision making is a
complex process that requires people to accurately and adequately
identify and process information to make a reasonable decision.
Therefore, highly impulsive individuals are more susceptible to
deception (Yang et al. 2019). An important characteristic of
impulsive individuals is to satisfy their immediate needs while
ignoring long-term consequences, so they may underestimate the
risks involved when confronted with the temptation of a cheater
(Holtfreter et al. 2008). At the same time, impulsive individuals
are emotionally vulnerable to pressure exerted by scammers,
which in turn impinges on their ability to make rational decisions
(Modic and Lea, 2012). Impulsivity is influenced by people’s
cognitive control, which means that cognitive failure may increase
people’s impulsive behavior (Morean et al. 2014). People with
cognitive failure exhibit persistent attention deficit, poor inhibi-
tion, and so on. These factors may result in an individual’s
inability to effectively maintain attention to important informa-
tion, making it easier to make impulsive decisions. In summary,
this study proposes hypothesis 2: Loneliness and impulsivity
mediate the relationship between cognitive failure and gullibility.

To sum up, this study constructed a chain mediation model for
the gullibility of college students, aiming to determine the asso-
ciation between cognitive failure and gullibility among college
students. Furthermore, we examined the mediating role of lone-
liness and impulsivity in the relationship between cognitive fail-
ure and gullibility using a path analysis. This will help to reveal
the mechanism of cognitive failure, loneliness and impulsivity on
college students’ gullibility, which in turn will provide insights for
effectively reducing the risk of gullibility among college students.

Methods

Participants. Through the online questionnaire survey platform,
we distributed questionnaires to college students nationwide,
1205 questionnaires were distributed, and 363 invalid ques-
tionnaires that did not pass the two polygraph tests (e.g., You
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Table 1 The distribution of demographic characteristics of the subjects (N = 842).

Project Category Number % Project Category Number %

gender male 222 26.4 major liberal 593 70.4
female 620 73.6 sciences 249 29.6

age 17-20 598 71.0 whether or not experienced fraud no 429 51.0
21-24 225 26.7 yes 413 49.0
25-28 19 23 whether or not victims of a scam no 628 74.6

origin of student city 177 21.0 yes 214 25.4
town 177 21.0 deceived times 0 567 67.3
countryside 488 58.0 1 173 20.5

education junior 214 25.4 >2 102 121
undergraduate 573 68.1
postgraduate 55 6.5

need to choose 5 for this question) or answer regularly (partici-
pants answer questions in a fixed pattern in the questionnaire,
such as always choosing the same option regardless of the content
of the question) were excluded. The final dataset came from 842
questionnaires and were useable for subsequent data analysis,
exceeding the ratio of 1:10, with an effective recovery rate of
69.87%. The demographic characteristics of the subjects are
presented in Table 1.

There are three possible reasons for the low efficiency of the
questionnaire collection: firstly, the online questionnaire format is
easily interfered by other information in the mobile phones,
which leaded to the lack of seriousness of some of the subjects;
secondly, the online questionnaire took a long time, part of the
subjects cannot adhere to a high level of concentration; thirdly,
part of the subjects may be resistant to the research topic, which
may result in a negative response.

Measures

The Chinese version of Gullibility Scale. The Gullibility Scale,
created by Teunisse in 2019, consists of 12 items that include two
dimensions of persuasion and susceptibility (Teunisse et al. 2020).
The Scale uses a seven-point Likert scale (1 = Strongly Disagree,
7 = Strongly Agree). The higher scores indicate the higher gul-
libility. Teunisse’s gullibility scale has been tested on college
students and community residents, which showed good reliability
and validity. The Cronbach’s a coefficient of the total scale was
0.91, and the Cronbach’s a coefficients of persuasion and sensi-
tivity were 0.87 and 0.86 respectively (Teunisse et al. 2020). In this
study, the revised Chinese version of the College Students’ Gul-
libility Scale was used, including two dimensions of persuasion
and sensitivity, with a total of 12 items. Items 2, 9 and 11 of the
Chinese versions were reverse scored. In the current study, the
Cronbach’s alpha is 0.90.

Cognitive Failures Questionnaire. The Cognitive Failures Ques-
tionnaire is a unidimensional structured questionnaire created by
Broadbent, which contains three dimensions of attention, mem-
ory and action function, with a total of 25 items (Broadbent et al.
1982). The Scale is scored by five points (1 = never, 5 = always).
On the premise that the CFQ copyright agency issued a public use
statement, Zhou et al. (2016) revised the original scale and
formed a Chinese version of the Cognitive failure Questionnaire,
which had good reliability and validity. In the current study, the
Cronbach’s alpha is 0.93.

Brief Barratt Impulsiveness Scale. The simple Barratt impulsivity
scale has 8 items, including two dimensions of self-control and
impulsive behavior (Morean et al. 2014). A Likert level 4 score is
used (1 = never, 4 = often), and items 1, 4, 5, and 6 are reverse

scored, with the higher the total score, the more impulsive. This
study was authorized by Morean who is the reviser of the original
scale, Luo et al. (2020) revised the Chinese version in 2020, which
has good reliability and validity. In the current study, the Cron-
bach’s alpha is 0.78.

UCLA Loneliness Scale (ULS-8). The ULS-8 loneliness Ques-
tionnaire was revised by Hays and Dimatteo, which consisted of 8
items with a single dimension (Hays and DiMatteo, 1987). The
scale uses a four-point Likert scale (1 = never, 4 = often). Items 3
and 6 are reverse scored, and the higher the total score, the
stronger the loneliness. Liu and Gu (2012) were authorized to
revise the Chinese version of the ULS-8 loneliness Questionnaire
among college students. In the current study, the Cronbach’s
alpha is 0.86.

Data analysis. We first conducted descriptive analyses of the
demographic characteristics among the college students by using
SPSS 26.0. Then, Spearman’s rank correlation coefficients were
used to evaluate the association between cognitive failure, lone-
liness, impulsivity and gullibility. Finally, to examine whether
loneliness and impulsivity mediated the relationship between
cognitive failure and gullibility, we conducted a mediation ana-
lysis with the SPSS PROCESS macro, version 3.4 (model 6).

Results

Common method bias or variance. CMB/CMYV is a concern
because using data tainted with this issue can lead to false cor-
relations and internal consistencies among the studied constructs.
To eliminate the common method deviation caused by the
questionnaire investigation, the Harman single-factor test was
performed. The results of factor analysis found that there were 9
factors with characteristic roots were greater than 1, and the first
common factor explained 27.75% (less than 40%) of the total
variation (Hosen et al. 2021). Hence, there were no obvious
common method biases. However, single factor test is no longer
sufficiently persuasive and acceptable. Consequently, the com-
mon latent factor (CLF) test was executed, wherein all the items
from models with or without CLF were compared to the stan-
dardized regression weights, whose differences were less than the
0.20 threshold (Serrano-Archimi et al. 2018). As a whole, the
statistical approach reaffirms the procedural approach to establish
that CMB/CMYV is not a serious concern in this study.

Correlations analysis. Descriptive statistical analysis was used to
find out the overall situation of cognitive failure, loneliness, and
impulsivity variables of college students. Correlation analysis was
used to explore the relationship between college students” gulli-
bility and cognitive failure, loneliness, and impulsivity. The
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Table 2 Correlation between college students’ gullibility and cognitive failure, loneliness, and impulsivity.

Variable Mean (M) Standard deviation (SD) 1 2 3 4
1 gullibility 3217 12.01 1

2 cognitive failure 62.59 14.44 0.482"" 1

3 loneliness 15.52 5.05 0397 0.498"" 1

4 impulsivity 17.24 3.89 0.437"" 0.538"" 0372 1
**p < 0.001.

Table 3 Regression analysis of cognitive failure, loneliness, and impulsivity on gullibility.

Model B Standard g t Tolerance VIF

predictive variable cognitive failure 0.252 0.252 6.855"" 0.595 1679
loneliness 0.180 0.180 5.425"" 0.734 1.362
impulsivity 0.228 0.228 6.667"" 0.693 1.443

Control variable gender male —0.343 —0.151 —5.257"" 0.973 1.028
female 0

age 17-20 0.379 0.172 1.966" 0.106 9.474

21-24 0.422 0.187 2141 0.106 9.460
25-28 0

R? 0.327

F 67.504™"

dependent variable: gullibility

*p < 0.001.

results showed that college students’ gullibility was significantly = Discussion

correlated with cognitive failure, loneliness, and impulsivity
(p <0.001), and the correlation coefficients were 0.482, 0.397, and
0.437 respectively (see Table 2).

Regression analysis. In order to further investigate the relation-
ship between gullibility and cognitive failure, loneliness, and
impulsivity of college students, this study adopted the con-
firmation method for regression analysis. We conducted multiple
regression analysis with cognitive failure, loneliness, and impul-
sivity as predictor variables, age and gender as control variables,
and gullibility as the dependent variable. Table 3 showed that
cognitive failure, loneliness, and impulsivity could positively
predict gullibility, and the VIF inflation factor was between 1.7-2,
indicating that there was no multi-collinearity between variables.

Mediation effect analysis. The results of correlation analysis
showed that gullibility, cognitive failure, loneliness, and impul-
sivity were significantly correlated, suggesting that mediation
effect test could be conducted. Regression analysis showed that
cognitive failure, loneliness, and impulsivity could significantly
positively predict gullibility, and mediation analysis could further
explore the interaction mechanism among variables. Model 6 of
SPSS plug-in PROCESS was used, with cognitive failure as the
independent variable, gullibility as the dependent variable, lone-
liness and impulsivity as intermediate chain variables, gender, age
as the control variables. As shown in Tables 4 and 5, analyses of
total indirect effects indicated that loneliness and impulsivity
served as partial mediating function in the relation between
cognitive failure and gullibility. The mediating effect accounted
for 43.36% of the total effect. Meanwhile, when tested separately,
three mediating paths were significant. The specific paths are
presented in Fig. 1. These results supported Hypothesis 1: Cog-
nitive failure can positively predict gullibility, and Hypothesis 2:
Loneliness and impulsivity mediate the relationship between
cognitive failure and gullibility.

4

This study revealed the internal mechanism of cognitive failure
on gullibility among college students; at the same time, we aimed
to estimate the mediating effects of loneliness and impulsivity.
The results showed that cognitive failure affected gullibility both
directly and indirectly via loneliness and impulsivity. Further-
more, loneliness and impulsivity partially mediated the effects of
cognitive failure on gullibility. Specifically, cognitive failure was
associated with more loneliness, more loneliness positively pre-
dicted impulsivity, and increased impulsivity predicted increased
gullibility.

The role of cognition on gullibility has been extensively studied
by researchers (Grilli et al. 2020; Wright and Marett, 2010), and
the current study examined the predictive effect of cognition on
gullibility of college students from the perspective of cognitive
failure. The results show that, consistent with previous studies,
cognitive failure had a positive predictive effect on gullibility of
college students, reaffirming that complex, higher-order cognitive
functions can actively recognize, resist, or avoid gullible behaviors
(Castle et al. 2012; Scheibe et al. 2014). The dual-processing
theory of decision-making points out that both heuristic decision
based on intuition and analytical decision based on rationality
exist in an individual’s decision-making system (Chaiken, 1980).
Heuristic decision with higher speed of processing is based on
experience and intuition, taking up fewer cognitive resources. In
contrast, analytical decision with lower speed of processing relies
more on rationality, which consumes more cognitive resources
(De Neys, 2006). Individuals with cognitive failure exhibit char-
acteristics such as an inability to allocate attentional resources
effectively and poorer executive functioning (Carrigan and
Barkus, 2016). In the face of fraudulent information, more
attentional resources as well as the mobilization of cognitive
resources can help people identify harmful information as much
as possible and reduce the risk of being cheated. What’s more,
high gullibility is often thought to be associated with low cogni-
tive demand and a highly intuitive cognitive style, resulting in
insensitivity to untrustworthy cues (McKnight and Chervany,
2001). Individuals with frequent cognitive failure make decisions
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Table 4 Regression analysis between variables.
Regression equation Overall fitting index Significance of regression coefficient
dependent variable independent variables R2 F Standard effect SE t p
loneliness cognitive failure 0.250 93.155 0.500 0.030 16.587 <0.001
gender —0.067 0.069 —0.972 0.331
age -0.078 0.059 —1.318 0.188
impulsivity loneliness 0.305 91.831 0.138 0.033 4135 <0.001
cognitive failure 0.474 0.034 14.153 <0.001
gender —0.075 0.066 —1.127 0.260
age 0.015 0.057 0.266 0.790
gullibility loneliness 0.323 79.793 0.182 0.033 5.477 <0.001
impulsivity 0.232 0.034 6.786 <0.001
cognitive failure 0.248 0.037 6.725 <0.001
gender 0.342 0.065 5.227 <0.001
age —0.025 0.056 —0.439 0.661
Table 5 The mediating effects of loneliness and impulsivity on the relationship between cognitive failure and gullibility.
Path Relative mediating effect size Standardized effect SE LLCI ULCI
Ind 1: cognitive failure—loneliness—gullibility 18.46% 0.089 0.018 0.055 0.126
Ind 2: cognitive failure—impulsivity—gullibility 21.78% 0.105 0.018 0.071 0.142
Ind 3: cognitive failure—loneliness—impulsivity—gullibility 3.11% 0.015 0.005 0.007 0.026
Indirect effect: Ind 1+ 1Ind 2+ Ind 3 43.36% 0.209 0.026 0.160 0.260
Direct effect: cognitive failure — gullibility 56.64% 0.273 0.031 0.166 0.287
Total effect: cognitive failure — gullibility 0.482 0.025 0.351 0.450
loneliness impulsivity
— - | Direct effect: 0.273** | .__
cognitive failure | I gullibility

Total effect: 0.482**

Fig. 1 The chain-mediated model of loneliness and impulsivity between cognitive failure and gullibility.

based on information and situations provided by scammers often
tend to use heuristic decision with fewer cognitive resources.
Intuitive thinking reduces college students’ ability to detect scams
and increases the likelihood of accepting information uncritically,
indicating that more cognitive failure positively predicts greater
gullibility.

In our study, it was found that cognitive failure may lead to
more loneliness among college students, which predicted more
gullibility. Unlike the loneliness experienced by older adults,
fragmented relationships and less social activities after entering
college may make college students more likely to experience
loneliness, especially negative loneliness (Peplau and Perlman,
1982). Neural studies have shown that individuals with high
loneliness may be associated with deficits in the inhibitory
function of the ventral attentional network (VAN) (Cacioppo
et al. 2014). At the same time, lonely individuals are often dis-
tracted and have difficulty in focusing their attention, which
means that high-loneliness individuals are unable to concentrate
on the task at hand (Hadlington, 2015). This could be an indi-
cation that cognitive failure positively affects loneliness. More-
over, individuals with high loneliness tend to be egotistical and
uninformed in their decision-making process. As a result, they

often fall victim to deception by being lured into making deci-
sions alone by fraudsters. What’s more, in conjunction with
potential victims being unaccompanied, fraudsters may provide
them with emotional companionship or emotional accompani-
ment (Acierno et al. 2010; Lichtenberg et al. 2013). This may
further stimulate the potential victim’s impulse to make wrong
decisions (Hakim et al. 2021; Vishwanath, 2015). Impulsive
individuals lack a prudent thought process when confronted with
a scam and make decisions without risk identification.

Based on the impulsive dual-process model, impulsivity is
divided into affective impulsivity and cognitive impulsivity
(Harden and Tucker-Drob, 2011). On the one hand, People’s
emotional impulsivity is strongly driven by emotional factors,
which is mainly influenced by the emotional system such as
ventral striatum, ventromedial prefrontal cortex (VMPEC). This
bottom-up automated processing needs no intentional guidance
and less cognitive resources. On the other hand, cognitive
impulsivity is modulated by the cognitive control system com-
posed of the dorsolateral prefrontal cortex (LPFC) and anterior
cingulate cortex (ACC), which requires a large number of cog-
nitive resources (Cui et al. 2022; McClure and Bickel, 2014).
Studies have shown that individuals with high loneliness are
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prone to negative emotions, and these negative emotions may
lead people to be more impulsive in their decision-making pro-
cess without thinking (Lichtenberg et al. 2013). In other words,
the lonelier people have stronger emotional needs, which makes
them more impulsive than those with lower loneliness. In addi-
tion, individuals with cognitive failure inherently have deficits of
cognitive control, which makes it difficult for them to inhibit their
inappropriate, hasty impulses (Hadlington, 2015). This suggests
that cognitive failure is a factor that affects individual impulsivity.
Studies into the gullibility of online scams found that gullibility
may be a result of high impulsivity (Chen et al. 2017; Nolte et al.
2021). Individuals with high impulsivity do not have sufficient
psychological strength to overcome impulsivity and are more
prone to failures of self-control and being more gullible. These
evidences supported the mediating role of loneliness and impul-
sivity between cognitive failure and gullibility among college
students, as well as the positive predictive relationship between
the variables.

However, there are some limitations to the current study. First,
the cross-sectional approach makes it impossible to infer caus-
ality. Future longitudinal studies are essential to confirm the
predictive role of loneliness and impulsivity in mediating the
association between cognitive failure and gullibility among college
students. Moreover, we will consider obtaining data from mul-
tiple sources, for example, we could use neuroimaging technology
to obtain more accurate findings. Second, other confounding
factors, such as family situation, social support, and personality
factors, were not explored in the current study. Future studies can
continue to explore these aspects to provide a new perspective for
reducing the gullibility of college students.

Conclusion

In summary, our study found that loneliness and impulsivity had
a mediating effect on the relationship between cognitive failure
and gullibility. These findings highlight the importance of early
intervention among college students with cognitive failure,
especially those with high levels of loneliness and impulsivity.
Therefore, it is important that universities proactively identify
students with cognitive failure and take steps to help support
them from an early stage. In this way, it can help lower the
gullibility of college students and decrease the range of psycho-
logical problems or physical injuries caused by gullibility.

Data availability
The datasets used and/or analyzed during the current study are
available from the corresponding author on reasonable request.
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