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AI-Driven Financial Fraud Detection in Pakistan's Banking Sector: Bridging Strategic 

Intent and Operational Implementation 

Abstract 

Financial fraud continues to pose a significant and persistent challenge for Pakistan’s banking 

sector, particularly amid rapid digitalization and the expansion of online financial services. Artificial 

intelligence (AI) has emerged as a critical technological response to these evolving risks. This study 

examines how AI-based fraud detection and prevention systems are implemented in Pakistani banks and 

evaluates the extent to which strategic objectives align with operational practices. Adopting an exploratory 

qualitative design, the study integrates a systematic literature review with in-depth interviews involving 

branch managers, fraud officers, IT specialists, senior executives, and customers across multiple banking 

institutions. The findings reveal limited awareness and understanding of AI-driven fraud management 

among branch-level staff and customers, with responsibility for fraud monitoring remaining highly 

centralized among senior management.  Though advanced techniques such as machine learning, anomaly 

detection, deep learning, and natural language processing are technically available, their operational 

utilization remains constrained. Grounded in the Technology Acceptance Model (TAM) and the Resource-

Based View (RBV), the current study demonstrates that user acceptance, workforce capability, and 

organizational readiness critically shape AI effectiveness. The study highlights the urgent need for 

enhanced FinTech literacy, decentralized AI deployment, and stronger governance mechanisms to bridge 

the strategic-operational divide. These measures are essential for aligning operational practices with 

strategic intent and for unlocking AI’s full potential to enhance fraud resilience, regulatory compliance, and 

customer trust. 

Keywords: Artificial Intelligence, Financial Institutions, Financial Frauds, FinTech. 

Practitioner Notes 
What is already known about this topic 

• Financial institutions globally face significant losses from fraud, and many have begun to employ 

AI techniques (e.g., machine learning, neural networks) to detect anomalous transactions. These 

technologies can reduce manual workload and improve early threat identification. 

• Prior research on AI in banking has largely focused on algorithm development and theoretical 

performance, with evidence that advanced analytics can improve fraud detection accuracy (Hasham 

et al., 2019; Kaya et al., 2019). However, practical adoption is uneven and often challenged by data 

and resource limitations. 

• Emerging-market banks often encounter barriers such as limited technical infrastructure, regulatory 

constraints, and workforce skill gaps that can slow down AI implementation in fraud prevention. 

What this paper adds 

• Qualitative examination of Pakistan's banking industry highlights the gap between branch 

operational knowledge and headquarters strategic AI objectives. Branch managers know nothing 

about AI tools, but upper management handles fraud detection.  

• Highlights Pakistani bank enablers and challenges. AI-driven technologies, such as anomaly 

detection and NLP for transaction data, have potential; however, interviewees noted staff training, 

data quality issues, and compliance concerns.  

• Includes AI-driven solutions, including supervised/unsupervised learning models and actionable 

methods, linking theory and practice. Improvements include data governance, FinTech 

understanding, and organisational improvements to deploy AI tools more widely in banks. 

Implications for practice and/or policy 

• Banks should teach all workers, especially branch staff, to use artificial intelligence fraud-detection 

systems. Clear communication of AI programs and cross-departmental cooperation helps align daily 

operations with strategic goals.  
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• Decentralising AI implementation, giving branch offices AI-powered monitoring, may improve 

fraud response. Productive model training requires high-quality, full data sets, including customer 

and transactional data. Legislators and authorities should create AI deployment guidelines that 

protect security and privacy. This includes banking AI guidelines, digital infrastructure investment, 

and public-private knowledge sharing and technology transfer.  

• Banks, technology companies, and authorities communicate to adapt artificial intelligence fraud-

detection systems to shifting risk profiles. Collaboration ensures that breakthrough ideas, like hybrid 

artificial intelligence models, are ethically used to boost industry resilience and consumer 

confidence. 

1. Introduction 
Financial frauds such as payment fraud, identity fraud, and cybercrime in banking represent increasing 

risks to banking stability, regulatory compliance, and customer confidence, especially in rapidly digitizing 

banking markets like Pakistan's. Cyber fraud volumes and sophistication have grown along with the rapid 

expansion of mobile and Internet banking. As promising tools to help improve fraud prevention, artificial 

intelligence (AI) technologies, which include computer systems that can perform tasks that usually require 

human intelligence, have emerged. Techniques based on AI, such as machine learning models for 

anomalous behavior detection and biometric analyses, can provide a way to quickly analyze large volumes 

of transactional data and detect and flag potentially fraudulent activity in real time (Bhatla et al., 2003; 

Jang-Jaccard & Nepal, 2014; Homer, 2020). For instance, in Pakistan, banks have started implementing 

AI-based solutions (e.g., BPC's SmartVista platform) to continuously monitor all transaction types across 

various channels, while also using link analysis to detect complex fraud networks (Bhatla et al., 2003). 

Industry analysts suggest that most of the AI-based fraud detection and prevention in Pakistan are focused 

primarily on two areas of application: fraud detection systems (including automated tools designed to 

identify and reject illicit transactions), and digital identity management platforms. These applications work 

together to provide additional support for risk management and customer protection (Mohanty & Mishra, 

2023). 

Although AI-based fraud detection has the potential to be very beneficial, a clear gap remains between 

the strategic intent to implement AI-based fraud detection and actual operational implementation at many 

banks. The State Bank of Pakistan (SBP) has identified this challenge as well. The SBP is developing 

policies to facilitate the responsible and transparent use of AI in financial services, and is doing so as part 

of its larger agenda to encourage innovation in financial technology (FinTech) (Schueffel, 2016). In its 

2024 Financial Stability Review, the SBP reported that multiple Pakistani banks are beginning to integrate 

new and emerging technologies into their operations, such as robotics process automation, AI-powered 

virtual assistants, and machine learning algorithms for fraud detection and risk management (Vieira & 

Sehgal, 2018; Taherdoost, 2021; Adelakun, 2023). Governance research demonstrates that characteristics 

of boards of directors, oversight mechanisms, and other elements of governance are significant predictors 

of digital preparedness, cybersecurity disclosure, and the effective governance of advanced technologies 

such as AI (Alodat & Mansour, 2024). However, experts also indicate that there are more things that need 

to be done than just purchasing more advanced software in order to realize the potential benefits of AI-

based fraud detection. Banks must also establish clear governance frameworks, develop sufficient human 

capital with the skills required to work with AI-based fraud detection systems, and establish the capacity to 

collect and manage quality data for the purposes of supporting AI systems. In short, if the underlying 

organizational capabilities do not exist (i.e., training programs and data management practices), the 

effectiveness of AI-based fraud detection systems will be severely limited. 

Based on these considerations, the purpose of this study is to examine how Pakistani banks can bridge 

the gap between their strategic objectives (reducing fraud losses, regulatory compliance, and customer 

confidence) and the practical reality of implementing AI-based fraud detection systems. This study takes 

an exploratory approach by using in-depth interviews with senior bank managers and technology officers, 

and by conducting a review of relevant literature and regulatory documents (Kuvaas, 2006; Bozkus 

Kahyaoglu & Caliyurt, 2018; Lee & Bruvold, 2019). Our theoretical framework incorporates formal models 
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from both technology adoption and strategic management. Specifically, the Technology Acceptance Model 

(TAM) (Davis, 1989) is used to understand how users' perceptions of the usefulness and ease of use of AI-

based fraud detection systems affect their willingness to accept and utilize those systems. Recent empirical 

studies suggest that the relationship between perceived usefulness/ease of use and acceptance is 

significantly conditioned by technological readiness and perceived AI usability, and that ethical and 

integrity considerations moderate these relationships (Al-Maaitah et al., 2025). The Resource-Based View 

(RBV) of the firm (Barney, 1991; Assensoh-Kodua, 2019) indicates that a bank's ability to successfully 

utilize AI-based fraud detection is dependent upon the availability of internal resources/capabilities that 

support the utilization of AI (e.g., high-quality data, competent personnel, and stable IT infrastructure). 

Utilizing these perspectives, the study seeks to understand the perceived value of AI-based fraud detection, 

identify the primary obstacles to implementation, and determine what organizational factors contribute to 

or inhibit the effective integration of AI into fraud prevention processes. By integrating these findings, we 

intend to inform practitioners and policy-makers regarding the optimal strategies for linking AI-based fraud 

detection initiatives to strategic objectives within the context of Pakistan's banking sector. 

Despite increasing scholarly and regulatory attention toward AI applications in financial fraud 

management, existing research remains fragmented along organizational, technical, and governance 

dimensions. Prior research has primarily focused on either algorithmic performance or technical accuracy, 

while typically neglecting the relationship among organizational capabilities, user acceptance, and 

regulatory environments that collectively affect the effectiveness of AI-based fraud management, 

particularly in developing countries. This study bridges this gap by combining TAM and RBV to explore 

the extent to which strategic intentions surrounding AI adoption are converted (or not converted) into 

operational practices within Pakistan's banking industry. 

This study makes three specific theoretical, empirical, and practical contributions. First, the study 

develops a new theory through analytical integration of TAM and RBV to explain why AI-based fraud 

detection systems may demonstrate high levels of performance at the strategic level but be poorly utilized 

at the operational level. Second, the study expands the emerging-market AI literature by presenting both 

qualitative and systematic evidence from Pakistan, a context underrepresented in the recent AI governance 

and digital banking research (2023-2025). Third, the study offers practical contributions through a 

distinction between AI-based fraud detection and fraud prevention, and provides actionable advice for 

banks and regulators who want to align their AI governance, workforce capabilities, and strategic 

objectives. 

This study provides additional value through its focus on translating strategic intent into operational 

practice in an emerging-market banking context, as opposed to the majority of the previously published AI 

fraud literature that focuses on the technical aspects of AI fraud detection systems. As opposed to the 

majority of previous studies that have focused on the algorithmic performance or model accuracy, this 

research combines TAM and RBV to explain why AI-based fraud detection systems continue to be 

centralized and poorly utilized at the branch level in Pakistani banks. The study empirically provides rare 

qualitative evidence from Pakistan's banking industry, capturing perspectives from senior managers, IT 

specialists, fraud officers, and branch-level staff, a methodological approach missing from most of the 

previous studies. Practically, the study produces actionable knowledge for banks and regulators by 

separating AI-based fraud detection and fraud prevention and by indicating that governance, workforce 

capabilities, and organizational preparedness are significant drivers for resolving the strategic-operational 

gap. In doing so, the study provides context-specific knowledge to the developing body of literature on 

responsible and effective AI deployment in financial services. 

The rest of the paper is structured as follows: Section 2 reviews the current body of literature on AI in 

banking and fraud detection, and identifies the research gaps. Section 3 outlines our research methodology. 

Sections 4 and 5 then describe the qualitative results and show how strategic intent can be more effectively 

linked to operational practices. Section 6 concludes with implications and possible future avenues of 

investigation. 
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2. Literature Review 

2.1 AI in Banking and Fraud Detection 

A progressing body of knowledge highlights that AI adoption in banking can substantially enhance 

security and efficiency. Global reviews note that AI tools such as machine learning, predictive analytics, 

and natural language processing (NLP) may improve personalization, automate processes, and, critically, 

strengthen risk management and fraud detection. For example, Dwivedi et al. (2021) identified enhanced 

fraud detection as a major benefit of AI adoption in financial services, while Bello et al. (2023) reported 

that AI-driven real-time transaction monitoring has significantly improved fraud detection rates, although 

they also highlighted operational challenges in deploying these tools at scale. In practice, banks deploy a 

range of AI techniques for fraud management, such as supervised models for transaction classification and 

unsupervised approaches for anomaly detection in unlabeled data (Perols, 2011; Kumar et al., 2022). 

Further advanced methods, including deep learning and graph-based analytics, have further enhanced 

detection accuracy, especially in identifying complex and coordinated fraud patterns (Vassio et al., 2022). 

Instead of algorithmic novelty, the literature increasingly emphasizes that the effectiveness of these 

techniques depends on organizational governance, integration, and user capability. 

Contemporary research emphasizes that the effectiveness of AI in banking fraud management depends 

not only on algorithmic sophistication but also on governance mechanisms and strategic alignment. 

Evidence from corporate governance and disclosure studies exhibits that board effectiveness significantly 

enhances accountability, transparency, and technology-related disclosures, especially in a regulated 

environment (Khan et al., 2025; Mansour et al., 2025). Similarly, Papagiannidis (2025) argued that 

responsible AI adoption in financial institutions requires multi-level governance structures that align 

organizational strategy, operational implementation, and ethical oversight. Similarly, Vuković (2025), in a 

large-scale scientometric review of AI in banking, found and reported that AI-enabled fraud detection 

delivered sustained value only when embedded within organizational processes and supported by 

accountability and governance frameworks. These insights postulate that AI-driven fraud detection should 

be conceptualized as a strategic organizational capability rather than a standalone technological solution. 

This perspective aligns with innovation-performance research showing that eco-innovation and digital 

capability generate superior financial outcomes only when supported by firm-level resources and contextual 

factors, e.g., organizational size and absorptive capacity (Mansour et al., 2024a). More recent research on 

digital transformation further emphasizes that organizational culture plays a critical role in shaping how 

digital technologies are embedded into operational and accounting practices (Hasan et al., 2025). 

Furthermore, research shows that digital intelligence systems generate strategic value only when supported 

by effective knowledge sharing and ambidextrous capabilities, enabling organizations to balance control, 

learning, and innovation (Alsarayreh et al., 2025). 

In a similar vein, research has identified significant challenges associated with AI deployment. Cross-

market analyses point to ethical and governance issues such as algorithmic bias, lack of transparency in 

“black-box” models, technological constraints, and even cultural resistance as common barriers. In many 

emerging economies, the adoption of AI lags due to limited data infrastructure and shortages of specialized 

talent. Studies in Asian banking contexts emphasize that establishing clear governance frameworks is 

essential when implementing AI, in order to ensure consumer trust and regulatory compliance (Lim et al., 

2021; Wu et al., 2021). These research works suggest that technological capability alone is not sufficient; 

effective use of AI also depends on organizational readiness and oversight. Recent studies further 

demonstrate that ownership structure and state involvement can moderate the relationship between board 

characteristics and ESG performance, influencing how governance mechanisms shape responsible 

technology use in emerging and Asia-Pacific markets (Al-Tahat et al., 2025). Bibliometric evidence on 

digital technologies and corporate sustainability further indicates that governance, accountability, and 

strategic alignment are central to realizing long-term value from AI adoption (Alshdaifat et al., 2024). 

2.2 AI Techniques for Fraud Detection 
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In practice, Pakistani banks utilize AI-enabled fraud detection systems to monitor transactions in 

real time, applying a variety of fraud-detection techniques for risk-scoring and transaction monitoring. 

Although theoretically capable of rapidly identifying anomalies, interviews suggest that these systems' 

preventive capabilities remain limited by factors such as organizational preparedness, system integration, 

and workforce capacity (Butt & Aswani, 2021; Latif et al., 2021).  

Together, these techniques form a layered fraud-prevention architecture; alerts generated by 

machine learning models might trigger higher-level reviews using graph network analysis or prompt 

additional biometric verification. The research also indicates that there is no one fraud detection 

model/technique that will prevent all types of fraud; therefore, robust fraud detection systems will include 

a combination of AI-based models, rule-based checks, and human-expert review to obtain both high 

detection rates and low false positives. 

2.3 AI and Fraud Detection in the Pakistani Context 

Pakistan’s banking system offers a very specific context for fraud detection using AI, where there 

are both a number of strong drivers for innovation and significant operational constraints. On one hand, 

Pakistan has a young and tech-savvy population and a very high mobile phone penetration rate that creates 

a large opportunity for digital banking to grow and for AI to help. There are recently reported figures 

showing a 12.2 percent year over year increase in AI adoption within Pakistan's banking sector that is 

primarily focused on improving the risk management and fraud prevention capabilities of banks. Banks in 

Pakistan are experimenting with AI in a variety of areas, including mobile app security (for example, 

detecting fraudulent login attempts) and back-end risk analysis. For example, BPC's SmartVista platform 

has been used by multiple banks in Pakistan (including Muslim Commercial and Askar Banks Limited) to 

enable them to monitor transactions in real time and prevent fraud. This local enthusiasm reflects broader 

regional trends; for example, banks in neighboring India have also leveraged AI technologies to enhance 

their fraud prevention efforts (see Malali & Gopalakrishnan, 2020). The overall development demonstrates 

that Pakistan's financial industry is embracing FinTech innovations, including AI-driven fraud detection 

tools, to respond to the evolving threat environment and increasing demand from consumers for safe digital 

banking. 

However, research also indicates that significant gaps in organizational preparedness exist in order 

to effectively implement AI in fraud detection. Butt and Aswani (2021) reported that significant deficiencies 

in IT infrastructure, data quality, and digital skills exist among Pakistani banks. Likewise, Latif et al. (2021) 

reported that while Pakistani bank managers exhibit moderate confidence in AI, they express concerns 

about cultural and organizational preparedness (i.e., resistance to change or lack of employee training). The 

State Bank of Pakistan (2018, 2021) has articulated a visionary agenda for the digital transformation of the 

banking sector and the deployment of emerging technologies. However, it has also acknowledged that the 

actual implementation has been slower than anticipated. Therefore, although there is clear regulatory 

support for the use of AI and a growing demand from customers for AI-enabled services, on-the-ground 

implementation continues to be constrained by legacy systems, skills gaps in staff, and data integration 

challenges. 

The regulatory authorities are proactively addressing these issues. The SBP's draft guidelines on 

responsible AI use specifically emphasize applications in fraud detection and risk management and aim to 

ensure that banks utilize AI ethically and effectively. Iqbal (2025) reports that according to surveys 

conducted by the SBP, approximately half of Pakistan's regulated financial entities have either developed 

or are in the process of developing AI tools for fraud detection, customer service, credit assessment, and 

other purposes. The new regulations are intended to require banks to define a clear risk appetite for AI 

systems and address compliance, security, and the environmental impact of AI. The evolving governance 

landscape is encouraging banks to formally incorporate AI into their fraud prevention strategies. 

In spite of the positive developments, the existing literature and practice leave many questions 

unanswered concerning how Pakistani banks can overcome the identified operational obstacles and fully 

capitalize on the potential of AI in fraud detection. Notably, few studies have investigated the intersection 
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of technological factors (i.e., the efficacy of algorithms and user acceptance of AI tools) with organizational 

factors (i.e., availability of skilled employees, manager support, etc.) related to the deployment of AI for 

fraud detection. Therefore, in order to address these knowledge gaps, the present study utilizes the 

theoretical perspectives discussed above. According to TAM, the adoption of AI-based fraud detection 

systems will be influenced, at least in part, by the perceptions of bankers of the utility and usability of the 

technology. In contrast, according to the RBV, a bank's internal resources will play a critical role in 

determining the bank's ability to develop and maintain such systems. Therefore, this study proposes a 

conceptual framework (Figure 1) which integrates insights from the systematic literature review and 

interview findings. It illustrates how different AI techniques (machine learning (ML), deep learning (DL), 

natural language processing (NLP), and hybrid approaches), feed into two separate but interrelated 

outcomes, namely fraud detection (post-transaction monitoring and anomaly identification), and fraud 

prevention (real-time blocking, biometric authentication, and predictive protection). 

While the technical literature highlights rapid progress in machine learning, deep learning and 

hybrid AI models for fraud detection, recent governance-oriented research advises caution when adopting 

technology-centric approaches to AI. Nwachukwu, Chima, and Okolo (2025) argue that, in a regulated 

financial environment, AI systems should be designed with built-in controls, transparency, and auditability 

to ensure alignment with organizational risk strategies and regulatory requirements. If such "governance by 

design" principles are not followed, technologically sophisticated fraud detection systems may face limited 

adoption, mistrust, and suboptimal utilization. Thus, this perspective further underscores the importance of 

investigating AI techniques in combination with organizational preparedness and governance structures. 

The above literature review further emphasizes the need to ensure strategic and organizational 

alignment when implementing artificial intelligence (AI) technology in emerging market financial systems. 

Developing economy evidence, as presented by Moraa (2025), shows that many AI-based projects in the 

financial services industry fail to perform adequately, resulting in a lack of workforce skills to implement 

these technologies, inadequate digital platforms to support their deployment, and an inability to effectively 

integrate strategic intent and operational execution. Findings in Pakistan's banking sector further reinforce 

these results; while Pakistan's banks utilize AI-based fraud management tools, these tools are typically 

deployed in a central manner and do not have a direct link to fraud detection at the branch level. Overall, it 

can be concluded that there are several contextual variables (regulatory maturity, organizational capacity, 

and human capital) that significantly influence how an organization's AI strategy translates into operational 

outcomes in emerging markets. 

In synthesizing the literature reviewed above, it was determined that successful AI-based fraud 

detection and prevention is the result of a combination of the technological capabilities of an organization, 

its organizational resources, its users' acceptance of the use of technology, and the governance structure(s) 

that govern the use of technology in an organization. These conclusions provide significant direction for 

the development of the research study's conceptual framework, which utilizes the Technology Acceptance 

Model (TAM) and the Resource-Based View (RBV) to describe how organizations' strategic intentions 

regarding the use of AI are implemented operationally in the form of fraud detection and prevention 

practices in Pakistan's banking sector. 

Figure 1 represents the study's conceptual framework as an integrated application of existing 

theoretical models of digital governance and technology adoption, and not as an original construct. The 

conceptual framework was developed through the use of the TAM, the RBV, and other relevant literature 

from the areas of institutional and AI governance. The conceptual framework illustrates how various forms 

of AI are utilized for the purposes of fraud detection and prevention within the boundaries of an 

organization's available resources and the regulatory environment in which they operate. The conceptual 

framework is intended to provide a basis for applying general principles of digital governance and 

technology adoption to the specific context of Pakistan's banking sector. 
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The framework also presents the impact of moderating factors on the success of AI-based fraud 

prevention systems in banks. Moderating factors include: regulatory oversight, ethical issues (e.g., data 

privacy, algorithmic bias), organizationally-related issues (such as infrastructure, systems integration), and 

employee knowledge/skill levels. These moderating factors have a significant impact on how successful 

AI-based fraud prevention systems will be. In addition to addressing fraud prevention, the framework 

illustrates how fraud prevention is connected to other bank-wide outcomes. Examples of these outcomes 

include: improved financial results, better compliance, and increased customer trust. The framework’s 

ability to illustrate the relationship between technical capabilities and organizational and regulatory 

enablers provides a comprehensive way of understanding the implementation of AI in fraud prevention 

within banking institutions. 

Using TAM and RBV as a theoretical foundation, the proposed framework views AI-based fraud 

prevention as an output of both individual-level acceptance and firm-level capability deployment. From a 

TAM perspective, the degree to which employees perceive AI-based fraud detection as useful and the ease 

of using AI-based fraud detection systems directly relate to the usage and acceptance of AI-based fraud 

detection by employees. From an RBV perspective, the long-term sustainability of an organization's ability 

to prevent fraud effectively is dependent on complementary organizational resources (such as quality data, 

knowledgeable employees, governing policies and practices, and integrated systems). 

Fraud Detection 

Fraud Prevention 

Financial 

Performance, 

Compliance, 

Customer Trust 

Dependent 

Variables 

AI Techniques 

(ML, DL, NLP) 

Independent 

Variables 

Moderating Variables 

Regulatory Oversight, Ethical 

Concerns, Organizational 

Readiness, Workforce Knowledge 

and Skills 

Figure 1: Conceptual 

Framework 
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This study does not utilize statistical analysis to test causal relationships between variables, but 

instead utilizes TAM and RBV as lenses for qualitative analysis, and to provide a structured method for 

interpreting themes identified through the literature review and interview methods. Therefore, the 

hypotheses are viewed as theory-informed analytical expectations that guide the analysis and interpretation 

of the research findings. 

Guided by the framework, this study formulates the following hypotheses to steer our inquiry: 

H1: Higher perceived ease of use and perceived usefulness of AI technologies are positively associated with 

the effectiveness of AI-driven financial fraud detection systems. 

H2: The implementation of AI significantly reduces the opportunity for financial fraud by identifying and 

flagging unusual transaction patterns. 

H3: Institutional and cultural factors significantly moderate the adoption and success of AI in financial fraud 

detection across different regulatory environments. 

H4: The availability of key organizational resources, such as high-quality data, skilled personnel, and robust 

technological infrastructure, enhances the effectiveness of AI-based fraud detection systems. 

H5: AI implementation improves the efficiency of risk-based fraud detection by enabling the prioritization 

of high-risk transactions. 

These hypotheses, which emerge from the gaps identified in the literature, form the basis of our 

investigation. Together, they facilitate a focused examination of how Pakistani banks can more effectively 

align their strategic objectives with operational practices in implementing AI-driven fraud prevention 

measures. 

2.4 Theoretical Integration and Research Model Development 

Beginning with the study's methodology, it utilizes an integrated theoretical framework, drawing upon 

the TAM and the RBV to identify the factors affecting the effectiveness of financial fraud detection using 

AI. Although previous studies have utilized each theory individually, the interplay between them will 

provide a more comprehensive understanding of why some organizations successfully utilize AI-based 

fraud detection systems while others do not, especially in developing countries like Pakistan. From a TAM 

viewpoint, the adoption and utilization of AI-based fraud detection systems is dependent on employee 

attitudes toward the perceived usefulness and perceived ease of use of those systems (Davis, 1989). The 

perceived usefulness of AI systems impacts how much branch managers and front-line staff believe that 

the system improves fraud detection, reduces manual workloads, and supports timely decision making, thus 

promoting the active involvement of employees with AI-generated alerts. The perceived ease of use of AI 

systems affects how employees perceive their ability to interpret AI output and integrate it into their normal 

operational processes. If employees find AI systems too difficult to understand or too opaque, then 

employee engagement with the systems will decrease, resulting in the underutilization of the systems 

despite significant strategic investments. 

The RBV builds upon TAM by indicating that the effectiveness of perceived usefulness of AI systems 

is contingent upon the organization having the appropriate internal resources and capabilities. For example, 

in the case of AI driven fraud detection, these may include: (i) a strong data architecture that supports high-

quality data, and that enables the real time collection and integration of data; (ii) an analytical capability 

that includes the presence of highly skilled data scientists, fraud analysts and IT professionals who can 

maintain, interpret and update the AI models; and (iii) governance quality that reflects the presence of clear 

and defined accountability structures, oversight of AI models, and ethical standards and policies for the use 

of AI systems. As a whole, these resources determine if an AI system will act as a strategic asset or simply 

as a technical tool. Additionally, empirical evidence indicates that performance-oriented governance 

mechanisms (such as performance-based budgeting) increase long-term organizational outcomes through 

improved innovation capability and increased quality of information, which are important for the successful 

implementation of AI (Alhasnawi et al., 2025). 

This study asserts that TAM and RBV are interactive as opposed to independent. Perceived usefulness 

increases a manager's willingness to make an investment in an AI system; however, sustained adoption and 
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operational success of the AI system require resource mobilization and the development of capabilities. 

Conversely, organizations with high levels of resource and capability endowments can amplify the 

perceived value of an AI system by providing reliable outputs, decreasing false positives, and increasing 

trust in the use of automated decision-making (Daruwala et al., 2025). This interaction explains the large 

gap identified in Pakistani banks, where AI systems are typically located at the headquarters of the bank 

and are underutilized at the branch level due to skill shortages and limited infrastructure. 

Finally, this paper uses Institutional Theory to further contextualize the adoption of AI, which states 

that organizational behavior is influenced by regulatory, normative, and ethical pressures (DiMaggio & 

Powell, 1983). Regulatory oversight from the State Bank of Pakistan (SBP) is an important factor in the 

adoption of AI systems in Pakistan's banking industry. The SBP's emerging AI and digital risk governance 

guidelines place emphasis on transparency, accountability, data privacy, and ethical use of automated 

systems. These institutional pressures affect not only whether a bank will adopt AI systems, but also how 

they will design, govern, and implement AI-based fraud detection systems. Therefore, the proposed 

research model (see Figure 1) views AI adoption as a function of technological perceptions (TAM), 

organizational resources and capabilities (RBV), and institutional constraints and enablers (Institutional 

Theory). This positioning is consistent with recent research on AI governance, board oversight, and digital 

readiness that emphasizes that successful AI deployment in financial institutions is dependent upon strategic 

oversight, accountability mechanisms, and the preparedness of organizations. Recent studies demonstrate 

the role of governance structures and leadership in the responsible use of AI, supporting the assertion that 

AI-driven fraud detection needs to be incorporated into larger digital governance frameworks as opposed 

to being viewed solely as a technical endeavor. 

3. Methodology 

The current research utilizes a systematic literature review (SLR) methodology, coupled with 

qualitative interview data, to provide a complete analysis of artificial intelligence (AI)-driven fraud 

detection in Pakistan's Banking Sector. Data from both literature reviews and qualitative interviews were 

deliberately triangulated so as to compare data from the qualitative interviews to literature reviews to 

enhance analytical rigour, validity and contextualization. 

3.1 Search Strategy 

A systematic literature search was undertaken using several databases, including: Academic and 

Industry Databases; Google Scholar; ScienceDirect; SpringerLink; Scopus; Web of Science; as well as 

Reports from Regulators/Professional Bodies (i.e., the State Bank of Pakistan). The searches used boolean 

operators (and/or) to combine the search terms: (“Artificial Intelligence” or “AI” or “Natural Language 

Processing” or “Deep Learning”) and (“Bank Fraud” or “Fraud Detection” or “Financial Fraud”) and 

(“Emerging Markets” or “Developing Countries” or “Pakistan”); and only articles which had been 

published between 2003-2025 were considered. This time frame was selected because it reflects the period 

of significant developments in AI applications in the financial sector over the past 20 years. 

3.2 Inclusion and Exclusion Criteria 

Studies were included if they: (1) used an artificial intelligence or machine learning based approach 

to detect fraud and were applied in the banking or financial services sector; (2) were review studies, 

regulatory/industry reports, or employed an evidence-based methodology; (3) were written in English. 

The following criteria were used to exclude studies from the analysis: (1) technical papers on 

algorithms with no application in finance; (2) duplicate studies; (3) grey literature without clear 

methodological clarity; (4) studies outside of the domain of banking/financial fraud.  

3.3 Study Selection and PRISMA Flow 

Beginning with an initial search of 1,246 records from the electronic databases, duplicates were 

removed and the remaining records underwent a two-step screening process to eliminate irrelevant studies. 
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A total of 92 studies satisfied the inclusion criteria and thus comprised the studies included in this systematic 

review; this number was arrived at after a comprehensive evaluation of each study's full text. A detailed 

PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analysis) flow diagram can be 

found in Appendix C. 

3.4 Quality Assessment 

The quality of all included studies was appraised by a modified version of the Critical 

Appraisal Skills Programme (CASP) checklist. Quality assessment criteria included the clearness 

of the research objective(s), the methodological rigor of the study, the adequacy of the data 

collected, the validity of the findings, and the relevance of the results to the research question(s). 

All studies were individually reviewed and rated high, medium, or low quality.  

To ensure that there was consistency in the review process and to minimize subjectivity 

bias, quality assessments were cross-checked among reviewers, and any disagreements were 

resolved through discussion until a consensus was reached. Only studies that were assessed as 

either high or medium quality were used for the final synthesis. 

3.5 Data Extraction and Synthesis 

The most important information that was collected from each of the articles selected 

included the authors of the article, what type of AI technology was used, where the research was 

focused geographically, how the researchers obtained their data, what methodologies they used to 

evaluate the data, and what percentage of fraudulent activity AI detected.  

The qualitative portion of this study involved analyzing the interview transcripts utilizing 

a thematic analysis method. The first step in this thematic analysis process was an open coding 

method to find common ideas or "concepts" associated with the implementation of AI technology 

for detecting fraudulent activity, along with concepts associated with the use of AI for fraud 

prevention, concepts associated with governance, and concepts associated with an organization's 

capabilities. Once the initial round of open coding was completed, the researcher utilized an axial 

coding method to group similar “codes” (i.e., concepts) into larger “themes.”  

In addition to conducting an axial coding method, the researcher attempted to increase the 

overall rigor of this study by comparing the thematic structure of the study's findings to the findings 

of the Systematic Literature Review (SLR).  This comparison of the two sets of findings was 

accomplished by creating a map of the thematic structure of the interviews to the expected 

theoretical and empirical patterns found within the literature on AI for fraud detection. By doing 

so, the researcher was able to determine whether there was a convergence of the findings from 

both the SLR and the thematic analysis of the interviews; whether the findings from the interviews 

were complementary to those found in the literature; and/or whether the findings from the 

interviews provided context to the findings from the literature. When discrepancies arose between 

the expected theoretical and empirical patterns found in the literature and the actual findings from 

the interviews, the researcher chose to analyze these discrepancies rather than treat them as 

anomalous, thereby increasing the overall interpretive validity of the findings from the study. 

3.6 Complementary Interviews 

The primary data for this qualitative research project was collected using semi-structured in-

depth interviews. This is one of the most commonly used methods in qualitative financial research 

(Yin, 2011) and has been shown to be effective for collecting rich contextual information. Semi-
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structured interviews provide flexibility for the researcher while also ensuring that all relevant 

questions are asked. Twenty-six interviews were completed with participants selected from a 

variety of sources within Pakistan's banking system. The sources included commercial banks, 

Islamic banks, microfinance banks, foreign banks and government owned banks. The participants 

selected for this study represented various departments within the bank such as: branch managers 

(n = 9), IT and data analytics staff (n = 6), fraud and compliance officers (n = 5), senior executives 

(n = 4) and retail banking customers (n = 2). Interviews lasted on average 45 to 75 minutes. All of 

the interviews followed a flexible interview guide which was developed based on the theoretical 

model that guided the study. Data collection occurred on an iterative basis. Data collection 

continued until thematic saturation had been reached. Thematic saturation was defined as the point 

where successive interviews provided no additional substantially new codes or conceptual insights. 

4. Findings and Discussion 

4.1 Fraud Detection vs. Fraud Prevention: Clarifying the Distinction 

Fraud Detection is used to spot fraudulent behavior at the time of occurrence (or shortly thereafter) 

through techniques like Anomaly Detection, Supervised Classification, Transaction Monitoring, etc. Fraud 

Prevention uses techniques to proactively prevent fraudulent behavior from occurring in the first place using 

techniques like Real-Time Blocking of Suspicious Accounts, Biometric Authentication, Predictive 

Modeling, etc.  

The appendix includes two figures illustrating the types of Machine Learning algorithms and their sub-

classes. There are three primary types of Machine Learning: Supervised, Unsupervised, Reinforcement 

Learning. Each type has several different sub-classifications, which allows for many different models to be 

used for finding anomalous behavior. In addition to the figures, the appendix also contains tables illustrating 

common metrics used to measure the performance of Machine Learning Algorithms.  

For clarity, Appendix Table A1 presents comparative performance metrics for supervised learning 

algorithms, Appendix Table A2 reports the results of unsupervised learning methods, and Appendix Table 

A3 summarizes the performance of deep learning approaches. These appendix tables are placed in 

Appendix A immediately after the appendix figures. 

Table 1 below summarizes the most common techniques used to detect fraud vs. prevent fraud; this 

table clearly illustrates where each technique fits into the overall process of fraud detection and fraud 

prevention. 

Table 1: AI Techniques in Fraud Detection vs. Fraud Prevention 

AI Technique 
Application in Fraud 

Detection 

Application in Fraud 

Prevention 

Strengths and 

Limitations 

Supervised ML (Logistic 

Regression, Decision Trees, 

Random Forests, SVM, 

GBM/XGBoost) 
Sources: Perols (2011); 

Kumare et al. (2022) 

Classifies transactions as 

fraudulent/non-fraudulent 

using historical data 

Limited role; may be used 

for predictive blocking of 

suspicious accounts 

High accuracy; 

interpretable (some 

models); however, 

Needs labeled datasets; 

risk of overfitting 

Unsupervised ML 

(Clustering, Isolation 

Forests, Autoencoders, 

PCA) 
Sources: Hassija et al. 

(2024); Kamuangu (2024) 

Detects anomalous/unusual 

transaction patterns 

without labels 

Early anomaly detection 

can prevent fraud before 

losses occur 

Works with unlabeled 

data; suitable for 

emerging fraud patterns; 

however, 

High false positives; less 

interpretable 
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Deep Learning (CNNs, 

RNNs, LSTMs) 
Sources: Khan et al. (2023); 

Xie & Li (2023) 

Identifies complex 

sequential/temporal 

patterns in transaction 

streams 

Predicts suspicious user 

behavior to block/prevent 

future fraud 

Handles large/high-

dimensional data; 

adaptive; however, 

Black-box; resource-

intensive 

Natural Language 

Processing (NLP) 
Sources: Babu (2024); 

Bernstein (2009); Tounsi 

and Rais (2018).  

Analyzes customer 

communications for fraud-

related patterns 

Prevents fraud by 

detecting phishing/fake 

communications in real-

time 

Processes unstructured 

text; detects sentiment 

anomalies; however, 

Processing large volumes 

in real-time is 

challenging 

Hybrid Models (Ensemble + 

Deep Learning + NLP) 
Sources: Olaoye & Luz 

(2024); Buhrmester et al. 

(2021) 

Combine detection 

methods for higher 

accuracy. 

Prevents fraud through 

integrated, proactive multi-

layered checks 

Robust, reduces false 

positives; however, 

Complexity, 

implementation cost 

   Source: From the reviewed literature, compiled by the authors 

While there is a wide array of AI tools to support fraud detection and fraud prevention, as shown in 

Table 1, managerial relevance is dependent less on the complexity or richness of the algorithms used, but 

more on the organization's preparedness. Similar to previous research (Hassija et al., 2024; Kamuangu, 

2024), both unsupervised and hybrid models may have particular appeal for developing countries and 

emerging markets due to the lack of fraud data with labels. However, even if an organization invests in 

unsupervised and hybrid models, it will be difficult for the organization to use the models proactively to 

prevent fraud if the organization does not also invest in training its workforce in how to use the models, 

integrating the systems necessary to support the models, and providing access to the models at the 

departmental level (Butt & Aswani, 2021; Moraa, 2025). The most important implication for managers is 

that they cannot rely solely on AI investment to achieve strategic benefits, they need to make 

complementary investments in human resources, governance structures, and operational processes to 

convert technical capabilities into strategic performance (Mikalef et al., 2020; Barney, 1991). 

4.2 Case Studies of AI Applications in Banking 

Technical literature provides a wealth of information on both machine learning, deep learning and 

natural language processing as well as hybrid models to be used in fraud management (See Appendix A). 

However, it is clear that the ways in which each of the above methods are actually being applied practically 

by banks can vary significantly depending on their specific banking context. As a way of illustrating the 

variations that exist in the use of AI tools in fraud detection versus fraud prevention, Table 2 lists several 

case studies from different countries including Pakistan, which provide an overview of the ways in which 

banks have used AI tools in the areas of fraud detection and/or fraud prevention. 

Table 2: Case Studies on AI in Banking Fraud Detection and Prevention 

Country/Bank AI Tool/Approach 
Focus 

(Detection/Prevention) 
Key Findings/Outcomes 

Pakistan (MCB, 

Askar Bank) 

SmartVista real-time 

transaction monitoring, 

anomaly detection 

Detection & limited 

prevention 

Improved fraud detection accuracy; 

prevention constrained by lack of 

branch-level training (BPC Reports, 

2023; Butt & Aswani, 2021) 

India (Private 

Banks) 

AI-driven behavioral 

biometrics, anomaly 

detection 

Prevention (real-time 

blocking of suspicious 

logins) 

Reduced online/mobile banking 

fraud cases (Malali & 

Gopalakrishnan, 2020) 



ARTI
CLE

 IN
 P

RES
S

ARTICLE IN PRESS

 

 

 

US (Multiple 

Banks) 

ML-based anomaly 

detection + neural 

networks 

Detection (post-

transaction monitoring) 

Significant improvement in reducing 

financial fraud losses (Bello et al., 

2023; Hasham et al., 2019) 

UK (Retail 

Banks) 

Hybrid AI models 

integrating ML, NLP, and 

biometric verification 

Prevention (predictive and 

proactive) 

Reduced phishing/identity fraud; 

better customer trust (Alsayed & 

Bilgrami,,2017; Dwivedi et al., 

2021) 

China (FinTech 

Sector) 

Deep learning & graph 

neural networks 

Detection & Prevention Detected fraud rings via network 

analysis; proactive fraud blocking 

(Vassio et al., 2022) 

In accordance with Table 2, Anomaly Detection is used by Pakistan-based Banks (e.g., Askari, MCB), 

in addition to Fraud Detection, however these are rare examples of how Pakistani-based Banks use A.I. for 

Preventative Measures because they lack Branch Level Expertise. In comparison, India's Banks have 

employed Behavioural Biometric methods for fraud prevention; whereas, as can be seen from the West, 

there has been an increase in Hybrid Models being used, which incorporate both Behavioural Biometric 

and Anomaly Detection Methods. These contrasts show that Organisational Readiness and Regulatory 

Frameworks greatly influence the Success of Artificial Intelligence Adoption. 

4.3 Ethical and Regulatory Challenges 

The barriers to implementing an AI-based system for fraud detection also include ethical and legal 

issues in addition to the technical ones. A number of recent bibliometric analysis have found that there is 

increasing overlap between AI, corporate social responsibility (ESG) and governance accountability 

(Alhasnawi et al., 2024; Alshdaifat et al., 2024). As a result, the need to implement formal governance 

structures regarding the use of AI in high-risk activities has been codified by numerous countries globally 

through legislation such as the OECD AI Principles and the European Union's AI Act (2024). These are 

based on several principles, including transparency, accountability, fairness, data protection and human 

oversight in high-risk AI applications, such as those in financial services. These principles are supported 

by emerging research suggesting that AI systems used in banking should be implemented using robust 

governance and oversight mechanisms to facilitate ethical implementation and long-term stakeholder trust 

(Papagiannidis, 2025; Vukovic, 2025). 

Table 3 provides a summary of some of the barriers to implementing an AI-based system for fraud 

detection and prevention, including data privacy, algorithmic bias, transparency, compliance, and 

workforce skills. Table 3 also identifies the detection and prevention components of these barriers. These 

barriers align well with the international governance standards for AI, such as the OECD AI Principles and 

the EU AI Act (2024), which classify AI systems used in financial risk management as high-risk and 

therefore require greater levels of explainability, robustness and accountability. Consistent with previous 

studies, successful AI governance will require bias mitigation mechanisms, transparent model interpretation 

and secure data management practices to protect consumer confidence (Lim et al., 2021; Wu et al., 2021; 

Rajasekar et al., 2024). 

Table 3: Ethical and Regulatory Challenges in AI-Driven Fraud Management 

Challenge 

Impact on 

Fraud 

Detection 

Impact on Fraud 

Prevention 

Regulatory/Ethical 

Guidance 
Key Sources 

Data Privacy & 

Security 

Access 

restrictions limit 

training data 

quality 

Preventive systems 

require sensitive 

customer data 

GDPR (EU), SBP AI 

Guidelines (2024) emphasize 

anonymization, secure 

handling 

Rajasegar et al. 

(2024); SBP 

Reports 
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Algorithmic 

Bias 

May produce 

skewed 

detection results 

Preventive systems 

may unfairly block 

customers 

Calls for bias audits, fairness 

checks in AI 

Akinrinola et al. 

(2024); Lim et 

al. (2021) 

Transparency & 

Explainability 

Black-box 

ML/DL models 

hinder trust 

Preventive measures 

may be contested if 

the rationale is 

unclear 

SHAP, LIME recommended 

for explainability 

Buhrmester et 

al. (2021); Wu 

et al. (2021) 

Compliance & 

Governance 

Weak oversight 

leads to poor 

detection 

accuracy 

Prevention fails 

without clear 

accountability 

SBP draft AI guidelines 

(2025) mandate governance 

frameworks 

State Bank of 

Pakistan (2024–

25) 

Workforce 

Skills Gap 

Staff are unable 

to interpret AI 

alerts 

Prevention is 

hindered by a lack of 

AI literacy among 

branch staff 

Training & capacity-building 

stressed by regulators 

Butt & Aswani 

(2021); Rožman 

et al. (2017) 

In addition to those outlined above (i.e., fraud detection and prevention) Table 3 indicates that 

Algorithmic Opacity, Data Privacy and Fairness are significant challenges for fraud detection and fraud 

prevention alike. The results from this study support prior studies demonstrating that organizations will lose 

trust in “black box” AI systems until they implement explainability mechanisms and auditability controls 

(Buhrmester et al., 2021; Hassija et al., 2024). As a result, the State Bank of Pakistan's Draft AI Guidelines 

(2025) address the aforementioned issues by requiring responsible AI governance, model transparency, data 

protection and accountability within financial institutions (State Bank of Pakistan, 2024-25). The interview 

respondents also provided insight into how the use of explainable AI tools (e.g., SHAP or LIME) in 

conjunction with conducting regular fairness and bias audits and strengthening internal data governance 

would positively impact stakeholders' confidence (regulators, employees, customers) in the organization. 

These results are consistent with broader institutional research which indicate that an organization's 

governance maturity and level of ethical oversight has a direct effect on the sustainability of their digital 

transformation initiatives in highly regulated industries (DiMaggio & Powell, 1983; Hasan et al., 2025). 

4.4 Thematic Analysis of Interview Findings 

The interview findings were organized into four dominant themes, which also align with insights from the 

literature. 

Theme 1 (Centralization of AI usage): Branch Managers and Compliance Officers have repeatedly 

indicated that AI Systems are located centrally within Head Offices, thus excluding Branches from being 

involved with them. This result is consistent with previous studies on how banks in developing countries 

usually put advanced fraud detection tools in Centralized Units (Chen & Zhang, 2014). From a TAM 

standpoint, limited branch level interaction with an AI system will reduce perceptions of both usefulness 

and usability (perceived ease of use), which are two of the primary drivers for technology adoption (Davis, 

1989; Venkatesh et al., 2016). From a RBV view, the concentration of these AI systems centrally represents 

the wasted potential of the organizations' important internal assets- specifically their frontline human 

capital, as well as their local operational knowledge. The failure to utilize these organizational resources 

represents a constraint to the organization's ability to develop AI as a strategic capability throughout the 

entire organization (Barney, 1991; Assensoh-Kodua, 2019). 

Theme 2 (Knowledge and training gaps): Interviewees reported that they had little or no knowledge of 

technology and were inadequately trained on the technical capabilities of AI. IT officials stated that without 

additional training for their employees at the branch level, they could not effectively use all the 

technological features available within the AI system. The literature has identified “readiness” as a key 

barrier to the implementation of AI (Alarfaj et al., 2022). Inadequate training directly impacts the “perceived 

ease of use” factor of the Technology Acceptance Model (TAM), which impacts employee's confidence in 

utilizing AI output and applying it to make decisions in their day-to-day work activities (Davis, 1989; 

Taherdoost, 2021). In addition, from a Resource-Based View (RBV) perspective, limited investment by 
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banks in the education and skill building of their employees represents a limitation to strategic human 

capital, thereby hindering a bank's ability to develop sustainable organizational value through the 

conversion of its AI technological investments (Barney, 1991; Lee & Bruvold, 2019). Structured learning 

environment and relationships have been shown to be significant moderators of the impact of both digital 

and AI capability development (Al-Hazaima et al., 2025). 

Theme 3 (Regulatory and Ethical Concerns): Concerns from regulatory bodies over data privacy and the 

lack of a defined regulatory framework also expressed concerns about potential liability resulting from false 

positives. As discussed by Rezaee (2004), Peterson et al. (2005) in the literature there has been concern 

over explainability, transparency and clarity within regulatory frameworks. Regulatory ambiguity and 

uncertainty weaken the perceived usefulness of the system as employees and management are hesitant to 

rely upon AI generated decisions when they are unable to determine who is accountable for those decisions 

(Davis, 1989; Wu et al., 2021). The absence of governance frameworks, compliance mechanisms, and 

ethical oversight is an example of an intangible organizational resource that enables organizations to deploy 

AI responsibly and at scale (Lim et al., 2021; Papagiannidis, 2025). This would limit both detection and 

prevention effectiveness. 

Theme 4 (Technology–Organization Misalignment): Three themes emerge from this analysis that 

influence banks’ adoption of AI technology in Pakistan. The first theme is centralized control. While bank 

managers are willing to use and develop AI technology, they rely on it mostly for reporting and compliance 

purposes rather than as a tool to enhance their day-to-day operations. The second theme is limited training. 

Bank employees do not have sufficient knowledge or skills to effectively design, develop, deploy, and 

maintain AI systems. The third theme is regulatory ambiguity. Both bank management and staff are 

concerned about how to deal with government regulators who have rules and guidelines for using AI 

technology but there are no specific rules or guidelines available yet. These three themes represent 

contextual constraints that prevent banks from fully realizing the potential of AI technology. 

4.5 Linking Findings to Theoretical Expectations 

This subsection explicitly links the empirical themes emerging from the interviews to the study’s theory-

driven hypotheses and conceptual framework grounded in the Technology Acceptance Model (TAM) and 

the Resource-Based View (RBV). 

Theme 1: Centralization of AI Usage and Hypotheses H1 & H5 

The concentration of AI-driven fraud detection at a head office, with little to no involvement from branches, 

supports H1 and H5. In terms of TAM, limited exposure to an organization's AI system limits the perceived 

usefulness and ease of use by the front line staff which limits operational usage. As such, the ability of AI 

to enhance risk-based priority on high-risk transactions (H5) has yet to be realized at the branch level. These 

results support the theoretical expectation that user acceptance is required for successful utilization of an 

AI system. 

Theme 2: Knowledge and Training Gaps and Hypotheses H1 & H4 

Branch staff's lack of knowledge about AI is substantial evidence to support H4 and its emphasis on how 

an organization’s resources influence the success of AI. The lack of trained personnel (human capital) limits 

the ability to translate AI investment into operational performance as described by the RBV. Additionally, 

a lack of training negatively influences the ease of use perception (perceived ease of use), and reinforces 

the interdependence of acceptance at the individual level and capabilities at the firm level, as indicated in 

the research framework. 

Theme 3: Regulatory and Ethical Concerns and Hypothesis H3 

The data privacy, explainability, and regulatory accountability concerns are also very close to the H3 as it 

is stated that institutional and cultural elements can limit or enhance the use of AI (H3). Although the study 

demonstrates that there is a negative impact on the ability to rely on AI output and thus on its ability to 

detect and prevent criminal activities due to lack of clarity and uncertainty as to what regulatory 

responsibilities exist for the development and implementation of AI; this is consistent with the institutional 

element of the conceptual model that hypothesizes how regulation impacts the deployment of AI. 



ARTI
CLE

 IN
 P

RES
S

ARTICLE IN PRESS

 

 

 

Theme 4: Technology–Organization Misalignment and Hypotheses H2 & H4 

The fragmentation of infrastructure and poor integration among the systems in banking directly relates to 

H2 and H4. Although AI systems can provide technical support to an organization for detecting anomalies 

(thus supporting H2), the lack of cross-platform integration of these systems limits the ability of 

organizations to proactively prevent fraud. Thus, these results illustrate the expectation based on RBV that 

it is not sufficient to use AI as a single source for fraud prevention. In addition, it will be necessary to have 

complementary organizational resources and integration capabilities to sustainably reduce fraud. 

Synthesis of Theory and Evidence 

Pakistani banks remain more centralized and detection-oriented compared to those in other emerging 

markets with more advanced digital infrastructures and regulations. This is due to differences in regulatory 

maturity and organization-wide readiness that ultimately impact how AI performs in each respective market 

(Lim et al., 2021; Dwivedi et al., 2021; Malali & Gopalakrishnan, 2020; Papagiannidis, 2025). Thus, 

comparative evidence from other emerging markets provides context for the current study's findings. 1) 

Indian banks use AI to implement both behavioral biometric monitoring and real-time fraud prevention at 

the customer interface level and are able to do so because of better digital infrastructure and employee 

training (Malali & Gopalakrishnan, 2020). 2) Banks in Malaysia operate within a more developed and 

structured governance framework that has created an alignment between AI systems used by the bank and 

their internal processes (Lim et al., 2021). 3) Banks in Gulf Cooperation Council (GCC) countries are 

capable of using AI for proactive fraud prevention as well as post-transactional detection because they have 

invested heavily in digital infrastructure and have received clear guidelines on how to use AI effectively 

through regulatory bodies (Dwivedi et al., 2021; Papagiannidis, 2025). 

4.6 Strategic Alignment Between AI Capabilities and Banking Operations 

These results show there is a systemic disconnect between the strategic intentions regarding the 

implementation of AI for fraud detection and its actual operational execution. Senior managers view AI as 

a means to implement a strategic control mechanism, with respect to compliance and risk management, 

while the operational staff at branches have limited opportunity to engage, receive sufficient training or to 

make decisions using AI-based fraud detection systems. From the perspective of the Resource-Based View 

(RBV), this disconnection can be seen as an example of an organization not leveraging critical 

organizational resources (i.e., human capital and embedded knowledge and expertise related to their 

operational processes). Simultaneously, the Technology Acceptance Model (TAM) provides insight into 

why the operational staff resist the adoption of AI-based fraud detection, based on the fact that their limited 

exposure to AI-based fraud detection systems leads them to perceive such systems as being neither useful 

nor easy to use. Therefore, the strategic commitments made by Headquarters regarding AI-based fraud 

detection are ultimately not translated into meaningful, day-to-day fraud prevention practices at Branch 

Operations. 

In summary, these results support that AI-based fraud detection should be seen as more than a 

technology implementation challenge, but rather as a strategic and organizational transformation challenge 

concerning governance, human capital development and regulatory alignment. 

5. Conclusion and Implications 

Pakistani Banks can better serve their customers by reducing the amount of time spent on fraud 

management with AI, improving the security of their systems and building customer trust. Although AI is 

being used to detect fraudulent transactions through anomaly monitoring and classification; the study shows 

that the use of AI to prevent fraud is still in its infancy. Therefore, bridging this gap will require more than 

just an upgrade in technology, but also changes in governance, organizational preparedness, and the training 

of employees.  

This research includes three major contributions. The first contribution of the research is to clarify the 

difference between fraud detection and fraud prevention which is often overlooked by researchers and 



ARTI
CLE

 IN
 P

RES
S

ARTICLE IN PRESS

 

 

 

practitioners, providing a more exact analytical tool for those interested in studying and addressing fraud 

issues. The second contribution of the research is to provide a conceptual framework (Figure 1) that brings 

together the technical, organizational, and regulatory dimensions of using AI as a fraud management tool, 

illustrating how moderating variables affect the efficacy of AI-based tools. The third contribution of the 

research is to provide empirical data collected in Pakistan, allowing for the study to be contextualized in 

terms of the impact that centralizing the fraud management function, skill deficits and changing regulatory 

oversight have on the adoption of AI-based fraud management tools. 

Strategic Implications: AI fraud management is a strategic investment that needs to be integrated in 

to your banking organization's overall strategy (not a siloed technology investment). It should also have 

alignment with senior leadership on an enterprise-wide level so it can be aligned to the broader corporate 

objective of risk management and customer trust. If AI is not strategically integrated into the banking 

organizations strategy it will be difficult for the AI to be utilized by the banking organizations employees 

and will likely remain an unused technology system.  

Managerial implications include a decentralization of AI supported monitoring and investing in 

explanations for the AI systems as well as the creation of cross-functional teams (IT/compliance/branch) 

that will foster interdepartmental collaboration. Banks also need to provide formalized, cross departmental 

education/training and literacy programs to increase awareness on the part of frontline staff regarding the 

AI based tools used for fraud detection and how they may better utilize the outputs from these tools. This 

will help to build an organization wide sense of the usefulness and ease of use of the technology being 

adopted. 

Policy Implications: Regulators should develop a new generation of clearly defined, comprehensive 

and internationally compatible regulatory frameworks for AI governance, such as the OECD AI Principles 

and the EU AI Act. A high degree of coordination among regulators and financial institutions will be 

necessary to create uniform ethics-related standards for the use of AI (e.g., AI-ethics), for the sharing of 

data related to the use of AI, and for the accountability associated with AI. Such cooperation can enable 

banks to have responsibility for data sharing in order to prevent fraud, while maintaining customer 

confidentiality and their trust in both the banking institution and its technological applications (i.e., AI). 

The State Bank of Pakistan's draft guidelines for the use of AI in the banking industry (2025) are a very 

positive first step toward achieving the goal of developing a set of guidelines for the use of AI in the banking 

industry in Pakistan (State Bank of Pakistan, 2024–25). In addition to creating a framework for the use of 

AI in the banking industry, it would also be beneficial to require each bank to conduct periodic fairness 

audits, monitor for bias in AI models, document how each AI model was developed in a manner that is 

transparent to all stakeholders in the organization, and document the performance metrics used to evaluate 

the effectiveness of each AI model (Papagiannidis, 2025). As stated previously, these are two factors that 

influence the long-term benefits that digital technologies (including AI) may provide to a bank's customers 

and employees (Alshdaifat et al., 2024; Mikalef et al., 2020; Papagiannidis, 2025). 

Limitations of this study are: (a) focus on selected banks in Pakistan and (b) reliance on 

qualitative/secondary literature for empirical data collection (via interviews) rather than qualitative/primary 

transactional data. While providing rich qualitative/contextual insights, the study did not measure the 

performance of the models in the actual local banking environment.  

Thus, future research directions will be: (1) Testing AI models with real-world transaction data in 

Pakistan to assess the models’ performance within local banking environments; (2) Investigating the impact 

of employee training, organizational culture and change management practices on the effectiveness of AI 

systems in detecting fraudulent transactions; (3) Conducting comparative studies across banking markets 

in South Asia (India, Bangladesh, Sri Lanka etc.) to determine if the results can be generalized to other 

regulatory and institutional environments; and, (4) Studying customer trust and acceptance of AI-based 

systems used for fraud detection and prevention – an area of research that is currently underdeveloped. 

In summary, AI-based fraud detection and prevention has enormous potential to revolutionize banking 

services in Pakistan, but achieving this goal will require a balanced approach that incorporates robust 

governance, regulatory support, education/training for banking employees and collaborative relationships 
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with stakeholders. In addition, as this study distinguishes clearly between detection and prevention while 

also including contextual issues in a conceptual framework, it contributes both to the theoretical 

understanding of the application of AI-based fraud detection and prevention systems in banking services 

and to the development of practical approaches for developing sustainable and trustworthy banking 

systems. 
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Appendix A: Technical Details on AI-Algorithms 

Appendix Figure A1: Machine Learning Algorithms 

 

Description: Taxonomy of supervised, unsupervised, and reinforcement learning models commonly 

applied in fraud detection and prevention. 

Appendix Figure A2: Machine Learning Algorithms with Sub-Classifications 

Supervised 
Learning

Unsupervised 
Learning

Reinforcement 
Learning
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Description: Detailed breakdown of supervised (e.g., decision trees, logistic regression), unsupervised (e.g., 

clustering, isolation forests), and deep learning models (e.g., CNNs, RNNs, autoencoders) relevant to fraud 

management. 

 

Appendix Table A1 appears here and reports the comparative performance of supervised learning 

algorithms used in fraud detection. 

Table A1: Results for Supervised Learning Algorithms (Kamuangu, 2024) 

Supervised Algorithm Accuracy Precision Recall F1 Score AUC ROC 

Logistic regression 0.92 0.89 0.85 0.87 0.94 

Decision trees 0.94 0.91 0.88 0.89 0.96 

SVM 0.93 0.90 0.87 0.88 0.95 

GBM 0.95 0.93 0.91 0.92 0.97 

 

Appendix Table A2 appears here and summarizes the results of unsupervised learning methods relevant to 

fraud detection. 

Table A2: Results for Unsupervised Learning Methods (Kamuangu, 2024) 

Unsupervised Method Accuracy Slhouette Score Auc Roc 

K-Means Clustering 0.85 0.60 0.88 

Isolation Forests N/A N/A 0.92 

DBSCAN N/A N/A 0.87 

Autoencoders N/A N/A 0.94 

 

Appendix Table A3 appears here and presents the reported performance of deep learning approaches used 

in fraud detection. 

Table A3: Results for Deep Learning Approaches (Kamuangu, 2024) 
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Deep Learning 

Approaches 
Accuracy Precision Recall F1 Score AUC ROC 

Neural 

Networks 
0.94 0.91 0.88 0.89 0.96 

CNNS 0.95 0.93 0.90 0.91 0.97 

RNNS/LSTMS 0.93 0.90 0.87 0.88 0.95 

Autoencoders 0.95 0.94 0.92 0.93 0.98 

 

Appendix B: Additional Technical Challenges in AI Fraud Detection 

In addition to the algorithmic details and performance metrics presented above, the literature and interview 

findings highlight several technical challenges that complicate the implementation of AI-driven fraud 

detection in banking: 

• Data Quality and Availability: Incomplete, imbalanced, or noisy datasets limit the effectiveness of 

machine learning models, especially in environments where fraudulent cases are under-reported. 

• Model Reliability and Accuracy: Even high-performing algorithms produce false positives and false 

negatives, which can erode user confidence and increase operational costs. 

• System Integration Issues: Many banks lack the IT infrastructure to integrate AI tools with legacy 

systems, creating bottlenecks in real-time fraud monitoring. 

• Interpretability and Transparency: Deep learning and ensemble methods often act as “black boxes,” 

making it difficult for managers to understand how decisions are generated. 

• Compliance and Governance: Regulatory frameworks demand explainability, auditability, and 

accountability, which opaque AI models do not easily meet 

• Workforce Skills Gap: Branch managers and frontline staff often lack training in AI systems, which 

prevents effective use and limits proactive fraud prevention. 

These challenges overlap with the ethical and regulatory concerns summarized in Table 3 of the main text. 

While technical improvements (e.g., better feature engineering, hybrid models, real-time analytics) may 

address some of these issues, organizational readiness and regulatory clarity remain equally critical for 

effective fraud management. 

Appendix C: PRISMA Flow Diagram 

 

 

 

 

 

 

 

Records identified through database search 

(n = 1,246) 

Duplicates removed 

(n = 326) 

Records screened 

(n = 920) 

Full-text articles assessed for 

eligibility (n = 408) 

Records excluded  

(n = 512) 

Figure C1: The PRISMA flow diagram illustrates the 

identification, screening, eligibility, and inclusion of 

studies for the systematic literature review 
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Appendix D: Summary of Interview Themes and Illustrative Quotations 

This appendix provides a concise overview of the main themes derived from the qualitative interviews, 

along with illustrative quotations to enhance transparency and analytical credibility. 
Theme Description Illustrative Quotation 

Centralization of AI Usage AI-based fraud detection systems are primarily 

managed at the head-office level, with limited 

branch-level autonomy. 

“We rely on instructions from the central monitoring unit; 

AI tools are not something we directly operate at the 

branch.” (Branch Manager) 

Knowledge and Training 

Gaps 

Limited AI literacy among operational staff 

constrains the effective use of AI outputs. 

“Most staff do not fully understand how AI flags 

transactions, so they hesitate to rely on it.” (Compliance 

Officer) 

Regulatory and Ethical 

Concerns 

Uncertainty around accountability, 

explainability, and data privacy reduces trust in 

AI systems. 

“If an AI system blocks a customer, it is not always clear 

who is responsible.” (Senior Manager) 

Technology–Organization 

Misalignment 

Weak system integration limits real-time fraud 

prevention. 

“Detection works, but prevention is difficult because 

systems don’t fully talk to each other.” (IT Specialist) 

 


